Pre prints.org

Article Not peer-reviewed version

Blockchain and the Unexpected in
Hybrid Reality: Taming Complexity of
Sustainable Supply Chains

. 1T . . * . . . .
Massimiliano Pirani , Alessandro Cucchiarelli, Tarig Naeem , Luca Spalazzi

Posted Date: 25 December 2024
doi: 10.20944/preprints202412.2157v1

Keywords: Blockchain; Systems Dynamics; supply chain; design for the unexpected; systems engineering;
hybrid reality

Preprints.org is a free multidisciplinary platform providing preprint service
that is dedicated to making early versions of research outputs permanently
available and citable. Preprints posted at Preprints.org appear in Web of
Science, Crossref, Google Scholar, Scilit, Europe PMC.

Copyright: This open access article is published under a Creative Commons CC BY 4.0
license, which permit the free download, distribution, and reuse, provided that the author
and preprint are cited in any reuse.



https://sciprofiles.com/profile/2494514
https://sciprofiles.com/profile/796880
https://sciprofiles.com/profile/4119398

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 25 December 2024 d0i:10.20944/preprints202412.2157.v1

Disclaimer/Publisher’'s Note: The statements, opinions, and data contained in all publications are solely those of the individual author(s) and

contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to people or property resulting
from any ideas, methods, instructions, or products referred to in the content.

Article

Blockchain and the Unexpected in Hybrid Reality:
Taming Complexity of Sustainable Supply Chains

2

Massimiliano Pirani *(2, Alessandro Cucchiarelli 2(2, Tariq Naeem and Luca Spalazzi 2

Dept. of Information Sciences and Technologies, Pegaso University, Naples, Italy
Dept. of Information Engineering, Marche Polytechnic University, Ancona, Italy
*  Correspondence: massimiliano.pirani@unipegaso.it

2

Abstract: Hybrid Reality (HR) is the place where human beings and artificial entities interact. The HR
modelling relies on the cognitive power of humans and Al simultaneously, and can be applied in com-
plex processes subject to the influence of unforeseen events. The Blockchain framework, seen under a
new cyber-systemic perspective, provides new opportunities and tools for the purposeful organisation
and control of the HR. In the HR model, the Blockchain is challenged against the Law of Requisite
Variety and used to ground purposeful interactions of the actors involved. A Cybersystemic Security Kit
is here defined as main ground for the methodology that is a candidate to offer a viable breakthroughs
in the field with respect to the best practices of Industry 5.0. It integrates, in a transdisciplinary fashion,
issues at least from the fields of management cybernetics, systems engineering, and computer science.
Ongoing research and experimentation in the real field of sustainable supply chains is used to confirm
this perspective, which is likely to be replicated and scaled up. The industrial target is the primary
one in its multi-dimensional and multi-faced sustainability impacts, but this study will also reveal a
potential to other societal areas of intervention.

Keywords: Blockchain; Systems Dynamics; supply chain; design for the unexpected; systems engi-
neering; hybrid reality

1. Introduction

Hybrid Reality (HR) is the place where human beings and artificial entities interact and which
is constructed, controlled and modelled by both agencies [1]. Purposeful control of causalities in
HR requires a new way of thinking the systems that involve the contact between humans and their
artefacts. The artefacts today are such complex systems that are possibly destined to co-create a reality
and a symbiosis in which the natural and the machines coevolve and survive into some form of
sustainable equilibrium [2]. A systemic interpretation of the HR requires a new epistemology in which
objects of reality have dual and simultaneous relations. On one hand, relations involves humans and
their behaviour as belonging to a physical reality which machine can sense and act upon. On the other
hand, humans rely on artefacts to extend their range of actions from a pure physical environment to a
virtual or digitally twinned environment, using machines as epistemic prostheses. The two relations
create a circular causal loop and so a cybernetics of the HR.

General systems theory provides the ground for this cybernetics to be defined and engineered,
in order to be taken under due control and organization by the participating symbiotic entities that
co-evolve in it [3,4].

At the moment of this writing, the state of the art for intelligent artefacts still does not observe the
capability for machines to develop proficient models of the dynamics that can regulate or affect the
HR system [5]. It is still up to humans to prepare and shape the terrain of this new reality, through
coordinated and joint (transdiciplinary) action between cybernetics, systems engineering and systems
thinking.

It is therefore time to address the complex problems that already arise in many contexts, even
industrial and economic, in a new way. This will allow us to act and explore with due anticipation and
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timeliness the impending needs for a more comprehensive model of the reality we are facing, such as
the HR.

In this paper, we propose some possibly useful methodological steps towards this goal, starting
with a highly realistic and impactful case study. This case study will represent both our toy and a
training camp for the experimental (empirical) confirmation of the usefulness and effectiveness of the
HR vision and related model.

The problem ground that is going to be used in this article is that of an EU Horizon 2020 project
ENOUGH (https://enough-emissions.eu/). The overall aim is to organize a food supply chain in order
to pursue a continuous improvement of this system having as primary parameter and objective of the
lowering of GHG (greenhouse gases) emissions. In the ENOUGH project, complexity is expressed in
many ways and dimensions. The first is the technological dimension, where the digital transformation
of the processes is a rapidly growing trend in the context of Industry 5.0. The second is in the
economical dimension, as sustainability aspects are closely connected to the economic models applied
to the businesses. The third is a societal dimension, as both technology and economy have to be
harmonized for the good of the citizens and the workers.

In general, any EU framework today tries to target simultaneously all the SDGs (United Nations
Sustainable Development Goals), in which Al (artificial intelligence) and BC (Blockchain) framework
will have a central role along with all the technologies and provisions and issues coming for Industry
5.0 [6,7].

In Section 2, the background and the case study is described, to provide an initial framework
that is a source and example of the problem at hand. In Section 3, a set of methods are proposed
as an essential toolbox of the HR model. In Section 4, a methodology is the result of the use of the
methods formerly introduced, together with other methods already available in the context of systems
engineering. A final balance on the position achieved is made in Section 5. Conclusions are drawn in
Section 6.

2. Background and context

In pursuing the solution for a practical problem, complexity onsets and manifests itself when there
are not enough resources to model perfectly the environment of a problem and then to apply a suitable
regulator. The need for a good model for an effective regulation in complexity is well acknowledged
since Conant and Ross Ashby [8]. However, by definition of complexity an optimal model can never
be reached in practically useful time, as the no-free-lunch theorems are taken into account [9].

With the introduction of generative Al (Artificial Intelligence) and LLMs (Large Language Models)
as an empowerment of available technology and tools, new powerful experiments and simulations can
be conducted [10,11]. However, at the time of this writing, systems engineering methodologies like
the system dynamics (SD) modelling is still a relevant challenge for LLM-based simulators [5]. Some
attempts have been made before to provide an SD modeling support system based on computational
intelligence, but it is still ongoing research in spite of the great advancements in machine learning
methods [12].

Thus, many alternative ways to tame the complexity of wicked problems like the HR are still
under exploration. Recently, in particular in industrial context, especially in manufacturing, the
focus has been into distributed multi-agent-based solutions [13]. Multi-agent systems and the ABC
(Agent-Based Computing) paradigm are still the most promising terrain thanks to their capability to
efficiently and robustly explore and adapt the problem space when complexity is at stakes [14,15].

The essence of agent-based modelling is to leave autonomy to the actors in their local private environ-
ment whilst collaborating to a shared purposeful goal through messaging (and in general interacting) in
the common and shared environment. Agent based modelling and system dynamics have been explored
systematically by Nugroho and Uehara [16], although the target was the relationship between the natural
environment and the human, and not the more general problem where the ecology comprises also the
active and proactive artefacts that humans can create as a new part of their environment.
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This is exactly how the problem here proposed will be approached. The problem is that of
the purposeful continuous improvement of a food supply chain, where agent-based approaches
have gained acceptance since a while [17]. The problem context is the conduction of a research and
innovation activity in an EU project (ENOUGH project, grant agreement ID: 101036588). This EU-
funded ENOUGH project aims to holistically improve the strategies in the Farm-to-Fork context, by
creating new knowledge, technologies, tools, and methods to enable the sector to reduce GreenHouse
Gases (GHG) emissions by 2050.

An account of current supply chain management complexity under systemic perspectives can be
found in [18]. According to this author, although new technologies, including BC (Blockchain), IoT
(Internet of Things) and cloud-based solutions, may facilitate the handling of changes by providing
secure, low cost and scalable solutions, the relationship between IT (Information technology) and
supply chain resilience to unexpected events and unknowns is still unclear. Kopanaki [18] adopts a
socio-technical approach to explain the concept of supply chain resilience and investigates the role of
contemporary IT infrastructures as a mix of different types of technologies.

In this paper, the target is put higher as the mix of the technologies is extended into a symbiosis
with human skills as parts of the same system.

In the experimental setting undergoing in the works of the ENOUGH project, the specification
language adopted to let agencies interface the problem of the regulation of a supply chain is the Choreog-
raphy diagram of the Business Process Model and Notation (BPMN) specification by [19]. The OMG’s
BPMN 2.0.1 specification has been published as International Standard ISO/IEC 19510:2013. BPMN
Choreography provides a notation that is readily understandable by all business users, from the business
analysts to the technical developers responsible for implementing the technology that will perform those
processes, and finally, to the business actors who will manage and monitor those processes.

The technology adopted in this experimental setting is a mix between RMAS (Relational-model
Multi-agent System), and the Blockchain framework comprising ZKP (Zero-Knowledge Proof), zk-
Rollup, fungible and non-fungible tokens. An account of the approach under investigation is available
in [20]. For more details on RMAS see Pirani et al. [21,22] and references therein.

The overall framework and related platform is called SDS (Smart Data System) as in Figure 1.
The details of the infrastructure and applications are beyond the scope of this paper [20]. Here it is
only needed to mention that this infrastructure allows human and artificial agents to exchange data
and information on an event-based mechanism. It is both a typical DCS (Distributed Control System)
and a decision making system. The agents are Nodes of the network and the SDS is considered just
another peer in the system that has to participate to the overall trust while providing services and
interconnection as a hub. In Figure 1, only one of the Nodes is displayed along with all its multiple
interfaces to the SDS Node and the BC infrastructure. All the other Nodes are connected by these means
of communications with a publish/subscribe scheme. The SDS system can be also considered as an
execution engine for the supply chain BPMN choreography. An example of the BPMN choreography
used in the ENOUGH project, and the case study at hand, is shown in Figure 2. This case study has
enough complexity to let it be the basis of experimental activity about the position that will be gained
in this work.

A primary source of complexity in the SDS is the definition of a BPMN choreography activity
as shown in a detail in Figure 3. All the information about a possibly hidden and internal process
performed by the Initiator actor sums up to the content of the message sent to the Recipient. The actor
can be a process conducted by humans or machines without any difference in BPMN. It is an act of
transfer of information (by data in the message). But the guarantee that the information sent reflects
systematically, correctly, and trustably the hidden process that generates the message is the biggest
problem at hand. This is indeed the field in which the technologies of the BC framework come to the
rescue. The BC framework provides several tools and methodologies that can alleviate the burden of
the proof for the Initiator to the Recipient. However, the appropriate use of them and their correct mix
is an open problem today, trading off overall sustainability for privacy and computability [20].
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Figure 1. A scheme of the main architectural elements of the SDS, for the collaboration of agents in the supply
chain, which features a rich mix of IT technologies.
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Figure 3. Detail of a BPMN choreography activity.

In this respect, the introduction of the concept of holon is useful. The agents in the SDS that
interact in the SC have two faces: one directed inwards to their own local processes, and one outwards
directed to the whole SC and to the purposeful organization of the SC. This concept is known as the
Janus effect of holonic entities, since [23]. The concept of holon and holarchy (a hierarchy of holons)
is appropriate in this case, as the scale of the problem almost surely needs a decomposition into a
hierarchy of problems that constitutes a whole [24]. The holonic paradigm goes along with a rather
long-standing search for systems that can handle uncertainty and with capabilities of self-organizing.
Among many, a most known in industrial context is the work of [25], who coined the Design for the
Unexpected (D4U) design pattern, where the holonic and multi-agent paradigm is kept as central.

By means of the holonic concept, the point of contact between two worlds can be handled.
Complexity can be tamed down when a recursive simplifying structure decompose the otherwise
irreducible diaphragm between the whole and the parts, in particular when they come from two
completely set apart realities like that of the natural and the machine [3,4]. The holonic paradigm
provides a function of filtering complexity in one direction, and of amplifying on the other [23]. This
allows a direct mapping with the Ross Ashby’s concept of variety amplification and attenuation [26].
A recent account of the relationship between the holonic concept and the cybernetics of problems in
industrial context has been provided in [24].

How and in which way all the above concepts and technologies have to be harmonized and used
for a new direction in the purposeful control of HR are the matter of the rest of this paper.

3. Methods

The complexity of HR depends on the relations between the natural and artificial agencies that
act on the artificial and natural sides of the reality, respectively and simultaneously. A cyber-systemic
approach (merging cybernetics and general systems) is here pursued and promoted in order to provide
a new grasp on what current and future evolutions of science and technologies can offer for the control
of this problem.

The methodology here proposed will be developed in three major steps. The first step is a
thorough operational definition of a Hybrid Reality (HR) model that crisply situates the area of
intervention of the HR. The second step is the positioning of the HR problem under the perspective of
the Ross Ashby’s Law of Requisite Variety and cybernetic. The final step is to apply System Dynamics
(SD) methods to place a decisive role of the Blockchain-related technologies into the dynamics of the
control of the HR problem.

3.1. Operational definition of the scope of Hybrid Reality

To define with some consistency the scope of the HR modelling, a set of postions have to be
made. In Figure 4, a matrix is shown to express the classes of interactions between an agency and
the environment that is the object of its action. Depending on the specific coupling of agency and
environment types, the interaction can be in form of a complex enaction [27,28] in a reflexive active
environment [3,29], or a simpler action in general.
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Figure 4. Scope of intervention of the HR model: the Agengy-Environment matrix (AE matrix). The black
off-diagonal quadrants are under the primary interest of HR.

In the figure four quadrants are expressed to highlight the parts that are under the scope of the
HR modelling. These are the black-background quadrants, in the off-diagonal of the matrix. In the
diagonal of the matrix, the NN quadrant represents the interaction between a natural agency and the
Nature with its living or non-living objects. The AA quadrant, on the opposite side, is the place where
the artificial entities interact with artificial environments. These two quadrants are so far the best
modelled ones: the first is the object of the naturalistic sciences and disciplines, while the other is an
elective and well-developed playground for disciplines and technologies coming, for the major part
today, from computer science.

Differently from the NN and the AA, the other two quadrants, namely the NA and the AN, might
still deserve a unified and coherent framework to be addressed. Both of them deal with the contact
between the artificial and the natural, two neatly separate phenomena in the usual reality. The NA
quadrant represents the natural agencies that interact with artefacts that do not belong to Nature. The
AN quadrant is the dual of the NA and deals with artificial entities which design is rich enough to
produce their effects on natural entities.

In Table 1, a synthetic and not exhaustive taxonomy of the environments and agencies that appear
in their respective quadrants is provided. In addition, in the table a taxonomy is tempted on the kind
of interactions that might occur in each of the quadrants. These interactions have been divided into
three major categories:

®  Create. The action of creating or changing the structure and configuration of some environment
by the agency.

®  Learn. In this category will be collected all the actions that pertain to observing, sensing, perceiv-
ing, and learning that the agency performs in the interested environment, mostly to gather and
process information.

e  Use. The agency at some points performs actions that exploit the structure, the substance, and the
essence of the environment. This interaction is the "doing" beyond observing.

Of course, the boundaries of these categories are not at all crisp. Usually the interaction with an
environment comprises a mix of the three aspects at once. It is well know, especially in the concept
of enaction, that observation requires some "touching" and "doing" to be achieved, and maybe the
creation of new epistemic structures as well.

However, this simple model is adopted to try to group actions in a way that will allow to create a
dynamic model of the processes that constitute a chain of the interactions of the matrix in Figure 4.
It will promote the matrix of Figure 4 to a three-dimensional model, where the type of interaction
(Create, Learn, or Use) constitutes the third dimension. Thus, having gained a third dimension over
the AE matrix, this new parallelepiped will be called the AE space. The AE process will start from one
point of the AE space and will form a trajectory in that space. Any type of interaction will make the AE
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process proceed step by step in the AE space. In order to describe this evolution in more detail, the next

section suggests some formal definitions to promote the AE space into a state space.

Table 1. Details of the Agency-Environment matrix and model.

AE quadrant  Agency Environment Create Learn Use
1 ..
EII:E:;E’:S‘ Natural Naturalistic
natural ! bi- elements; Give birth; al- sciences; Livine:

NN olowical biological lopoiesis; prolif- obser- naturgi
strugctureS' entities; erations; natural vations; OCESSes
Animals: ’hu— animals; hu- transformations natural p
mans ! mans learning
Natural Design . an-d Use of

Tools; arte- production; writ-
elements; facts: : d _ Observe; tools  or
1 bi- acts; ma- Ing ocuments; 1 ¢ .
natura 1 . . . natura artefacts;
. chines; virtual reality . . :
NA ological . . - learning; disruption
. computing creations; digital -
structures; . . . under- or disso-
. . systems; vir- twin creation; . .
animals; hu- . standing lution  of
tual worlds hypothesis abduc-
mans . artefacts
tion
Energy
. intake b
Computational mntake by
system; au- transfor-
tonomous g}atlonraw
machine; . .
Production of material;
software . . Photography; .
. data, information, material
program; Physical d knowled Sensors; P d
) . an owledge . or produc-
artefacts world; bi h h machine ions: cood
and  obiects:  ological through commu- 1 . tions; good,
jects; gica .o earning;

AN . nication; enable or ) bad, or
automation; structures; disabl . moni- ful
mechanic sys- animals and isable autopoies toring; purposettt

y el ey
. or allopoiesis of effects
tem; robotic humans . . transduc-
new  biological . on hu-
system; em- tion d
bodiment of structures mans an
e imals;
AGI (artificial ?;f: S
general intel- duction:
ligence) -
communi-
cations
. . . P ion;
Computational Digital rogram creation,
self-rewriting;
system; au- worlds; cellu- agent  offsprin Program
tonomous lar automata; sgawnin . pdelg— execution;
machine; evolutionary zte d MgAS [25]; commu-
software algorithms; g ital all 7 Self- nications;
) 1t igital allopoiesis; 1 . ial
program; multi-agent dieital genetic off- €arning; materia
artefacts systems; ar- %in f roduc.  State ob- for produc-

AA and objects; tificial life; tiIZ) N %f’ aftefactS' servers; tions; good,
automation; emergence; roduction o f, machine bad, or
mechanic sys- artificial self; Sata information learning; purposeful
tem; robotic autonomic an. d’ knowled et Sensors effects on
system; AGI systems; svnthesis of agr t: artefacts
(artificial mechanic fj}:: ial  structures: or artificial
general intel- systems; arte- hesis of bi ! objects
ligence) facts synthesis of bio-

logical structures
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3.2. Formal tools for HR

A process, that we call the AE process, is used to model and map any development of the reality
due to interactions of agents and environments. If a process can be broken down into distinct stages or
states, each with rules for transitioning from one state to the next, a state machine can model this kind
of process effectively. If we see this state machine like an automaton, a suitable representation can be
used to describe and formally control this AE process, by means of the following definitions.

Let a state s of the AE process be defined as a triple < a,e,i >, where a is the type of agency
a € A = {Natural, Artificial}, e is the type of the environment e € E = {Nature, Artefact}, and i is
the type of interaction i € I = {Create, Learn, Use}. With this triple the AE space defined before can
be completely described.

Transitions across the states are defined with the rules and conditions that cause the process to
move from one state to another. A transition ¢ of this state machine and process is performed when
the interaction i in the quadrant < a,e > produces an event t. The event type can be related to how
the agency performs on the environment, or depending from the affordances and capabilities of the
agency in the current environment. Events are triggered by a condition of the current state. The set of
the events is kept here limited to a set like T = {Completed, Progress, Interrupt, Fail, Reject }. These
elements can be defined as follows:

e  Completed. The event that is triggered by the completion of an interaction in a certain state s. It
means that the purpose of the interaction between the agency and the environment is fulfilled
and it makes no sense to continue in the same state.

*  Progress. This is the event that is triggered when the agency does not see an opportunity to
continue with the same interaction because other opportunities to change the current state are
found; the change to another state occurs before the interaction in that state is completed.

e Interrupt. The agency interaction is interrupted by some external and unforeseen conditions. A
switch of the state is needed to try other routes.

e  Fail. The agency at some point does not find a possibility to complete the interaction in the current
state and is forced to switch.

*  Reject. In this case the agency sees no opportunities or rewards in continuing with the interaction.
A state switch is made to try to land into a better situation.

Of course, underlying this whole process is the agency’s goal of creating benefits and continuous
progress in the environment in which it is involved. As far as the present case is concerned, this goal
has to do, as we will discuss later, with sustainability, and the actions are directed toward social good.
In general, the process behind this model may also have different and less noble purposes, but the goal
of this study is progress and sustainability for the society.

At this point we note that this model has quite limited expressiveness in this sense. It lacks any
description of the context and a measure of the quality that can be associated to the state in order to
rate or assess the behaviour of the process. The metrics than can be used can be many, but here we will
focus the sustainability of the interactions. Good progress should aim to maximize this kind of metrics.

Thus, we need to augment the state s from a triple to a 4th-tuple by adding a parameter g to assess
the amount of good progress achieved by the interaction in that state. However, the addition of this
extra attribute is still not sufficient for an effective modeling scheme. In order to let the AE process more
semantically determined, a further attribute should constitute the primary key in order to relationally
associate a name or other descriptions or semantics to the state s. As a major aim of this attribute is to
name and track the evolution of the AE process through its states; a natural name for it is d, standing
for description.

Definitely, we have come up with a 5th-tuple in order to provide enough expressivity to the
attribute set of the state s, namely < a,¢,t,49,d >.

With this setting, a transition table can now be used to formally describe the automaton associated
to AE process, like in the following example of Figure 5.
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state Completed Progress Interrupt Fail Reject
So S4 (%) Sq S3 Sy
S1 S5 Ss S4 S, S4
S, S4 Sg S, Ss %)
S3 Sq So So So (%)
Sy So Sq Sq Sq (%)
S5 Sg S5 Sg Ss S4

Figure 5. An example of possible transition table for the formal description of the AE process.

Note that this is the simplest form of automaton, a deterministic finite automaton (DFA). But
this kind of formal tool is almost always too weak for a process that tends by its nature to evolve and
progress indefinitely. Thus, with this example here we have limited ourselves to giving a perspective.
Other types of automata, e.g., nondeterministic, with infinite states or w-automata will prove more
appropriate in many cases. Beyond that, processes of a stochastic nature, where transitions occur with
some probability, can be modeled with structures such as probabilistic automata or Markov Decision
Processes.

Having such a kind of formalism, it is possible both to analyze and then control how the AE
process evolves and how and when it crosses states where the context of Hybrid Reality and so the HR
model is relevant. The process mining, and possibly some predictions are enabled by the recording of
the trajectories of the AE process in the AE state space, as achieved with the formalization in this section.

3.3. The cybernetics of HR

If we delve into the framework of cybernetics to find valuable modelling and control tools for the
HR, a starting point is that of the law of requisite variety due to Ross Ashby [30]. The problem is that
of a regulation that an agent wants to enact in a complex environment to achieve a goal against a set of
disturbances, more or less predictable, uncertain, and unexpected. Regulation has to be understood as
a more general concept than control, to include it as a particular case. For a regulator R, the action of
an agent is necessary in order to lower the variety of the outcomes of the regulated system. Given a set
of elements, its variety is the number of elements that can be distinguished.

Agents use regulation to react purposefully to the disturbances that are part of the system. If
the agent uses R to act like this, then there is a quantitative relation between the variety of D (the
disturbance), the variety of R, and the smallest variety that can be achieved in the set of actual outcomes
[30]. The constraint that holds between these varieties is general and is called the law of Requisite
Variety. Requisite Variety’s law states that variety in the range of possible actions to choose from must
be as rich as the range of potential disturbances or situations [31]. By means of the expression of the
variety in logarithmic form we obtain:

VR 2 VD = Va, 1)

where A is the set of actions available to the agent and V, is the logarithm of the number of
regulation actions that she/he/it can perform; Vp is similarly related to the number of disturbances
that enter the system, and V}, is the variety of the outcomes of the regulator system. In Figure 6, it is
provided a general scheme of the cybernetic loop that involves an agent and the problem at hand (the
HR environment), under the Law of Requisite Variety and its constraints.
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Figure 6. The law of requisite variety applied to the problem of the cybernetics of the Hybrid Reality problem.

This loop is valid in general, not only for the specific HR problem. Nevertheless, with this Figure,
it is highlighted that the agency, both human and artificial, is in the loop of the overall regulation of
the system S. The agent usually has a variety much minor than that needed by the controlled system.
Thus, the regulation actions made by the agency have to be amplified with a system called G in order
to match the high variety of the environment with its complexity. This is the forward direction of
control. The feedback from the environment is provided through a filter F to the agent. The feedback
must reduces the variety of the environment in order for the agent to have a viable ground on which
she/he/it can act effectively. This is due to the inherent bounded rationality limits that every agency
has to cope with. Note that in both cases the filter F and the gain G have the function of control the
variety. For the filter F, the variety of the outcomes are lowered with respect to the inputs. On the
contrary, the amplifier G has to produce as outcome more variety that that that is input. Both these
effects can be obtained by suitable use of regulators that obey to the Law of Requisite Variety. Indeed
regulators are very powerful, universal, and general systemic structures.

4. Resulting methodology

Having up to this point fine-tuned the methods available for the HR model, in what follows
we propose a methodology as a result of using these initial positions and as an initial investigative
methodological tool for the complexities that will need to be addressed in such contexts.

It will require to go through a new insight that uses the Law of Requisite Variety to design the
right components that allow a sustainable control and stabilization of the HR phenomenon. When a
state of the AE process involves the AN quadrant or the NA quadrant of the AE matrix we are in the
presence of a HR. In essence, the problem is to develop a sustainable cybernetics of the HR on each of
these cases and in the interaction between agents and their environment, as pictorially described by
Figure 6.

After the focus is achieved for any of the interested states, a systematic engineering procedure has
to be built to let the process of stabilization of the HR be repeatable and consistent. In this regards,
the method of System Dynamics is used to achieve a dynamic model that can be used as a "flight
simulator” for the engineering process involved in the construction of the overall HR stabilization
control.

This systematic construction will show the relevance of the use of a set of technologies (more
or less mature) available in the framework of Blockchain. It will be evident how this toolset gets a
primary role in the practical development of the suitable controlled interface between humans and
artefacts, as required by sustainable HR.
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Before delving into the details of each step of the methodology, it is advisable to provide first
the big picture of it by means of a flowchart. The flowchart in Figure 7, summarizes the workflow
that renders systematic the application of the methodology, to be more detailed in following sections.
This algorithm constitutes a meta level that applies the steps of the methodologies in ordered and
systematic steps.

AE automaton
and AE state space trajectory
already available
from AE process
records

Create new AE
automaton and
state space

/‘,41 current state informaiy./

Trigger transition on new state
as the event required it I

{

Conduction of the interaction
between the agencies and
the environment in the
current AE slale

Does current state
involve AN or NA
guadrants
of the AE matrix?

Ewvent requiring
transition?

Use System Dynamics with
current data,
and make decisions about the
design of HR stabilization.

Yes
‘Archive AE process
records
{ Stop l

Design and realize appropriate
quire data and information regulation of HR by filters and
for the systems engineering amplifiers, using components for
process sustainability taken from the

Blockchain framework.

Figure 7. The workflow of AE process modelling and control.

It starts with the construction of a state space and related automaton to keep track and record of
the transitions across the states. In case a former history is available the state automaton can start from
a known point of a trajectory in the state space. Trajectories in the state space allow analysis of the AE
process as well as some predictions and inference about decisions to take for the future developments
of the AE process.

The current state is processed until some event occurs that would force a state transition. Depend-
ing on the state, if a HR stabilization is required, then all the steps of the methodology here proposed
will be conducted. Otherwise, in the case that the AN or the NA quadrants of the AE matrix are not
involved, the system simply records the processing of such a state. This record becomes fundamental
data to be used in case that some systems engineering process is necessary to synthesize a good
regulation for the stabilization of the HR, as in the Figure 6. This stabilization process is necessary and
iterated each time the interaction between agencies and the current environment belongs to the AN
and NA quadrants of the AE matrix.
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In the next Section 4.1 the System Dynamics if the HR is introduced as first central step. From
that step, the design and synthesis of filter and amplifiers for the HR stabilization are conducted as
explained in Section 4.2. Finally, the important role of Blockchain techonlogy components is introduced
to complete the methodology in Section 4.3.

4.1. System Dynamics of the HR

In the previous section, a systemic methodology was introduced that aims to simplify and
decompose the complex problem of realization of the filter and amplifiers for the stabilization of the
cybernetics loop for any HR problem. Nonetheless, the focus and the challenge remains on the actual
design and synthesis of G and F systems to gain control over the interactions that human or artificial
agencies (A) perform with a natural or artificial (e.g. digital) environment (E).

A causal loop diagram (CLD) can help in visualizing the dynamics involved in the choice and
harmonization of the components that collaborate and coevolve in creating the technology that helps
in the engineering of the filters and of the amplifiers of the S loop (see Figure 6). Following a MBSE
(model-based systems engineering) approach, the human (or natural) and the artificial subsystems,
which composition constitute the realization of F or G systems, can be though as a library of functional
packages that can be simulated and composed for the synthesis of the control. To distinguish this
new approach from the usual MSBE, here HMBSE (Hybrid MBSE) is coined to highlight that the
components can be natural or artificial.

The CLD is a powerful tool for modelling the dynamics involved in the construction of such a
control system. Having posed the ground, it is important to assess the dynamics that occur in the HR
system, as in Figure 8. In Table 2 the details on the loops of Figure 8 are provided.

A further method in System Dynamics can be the Stock and Flow diagram. This will be more
strong for achieving the simulator for the dynamics involved. The difference between the two methods
can be found better discussed in [5]. For the scope of this proposal, CLD is the first necessary and
useful step, but always a complement and propaedeutic to other methods of System Dynamics.

G variety
+ demand

Natural
components

AR13
AR15 A varlety

Unknowns & — HMBSE

tod ‘ S st b'IT Holonic HR <—BC, ZKP SSI
une:pec €d events sta 'Jty interface variety components/ demand
/ \ ' - \ Artificial
E variety N components
. F varlety AR14
i} ‘Rlew A Bs
+
F variety
demand

Figure 8. Systems Dynamics of the HR cybernetics: a CLD of the HR cybernetics.
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Table 2. Details of the loops of the CLD in Figure 8.

Loop tag Variables involved by the loop

B1 S stability, G variety demand, HMBSE demand, Natural components,
Holonic HR interface variety, G variety

B> S stability, G variety demand, HMBSE demand, Natural components,
Holonic HR interface variety, F variety

B3 S stability, G variety demand, HMBSE demand, Artificial components,
Holonic HR interface variety, G variety
S stability, G variety demand, HMBSE demand, Artificial components,

B4 . . . .
Holonic HR interface variety, F variety

B5 S stability, F variety demand, HMBSE demand, Natural components,
Holonic HR interface variety, G variety
S stability, F variety demand, HMBSE demand, Natural components,

B6 . . . .
Holonic HR interface variety, F variety

B7 S stability, F variety demand, HMBSE demand, Artificial components,
Holonic HR interface variety, G variety
S stability, F variety demand, HMBSE demand, Artificial components,

B8 . . . .
Holonic HR interface variety, F variety

R9 S stability, G variety demand, HMBSE demand, Natural components, BC,
ZKP, SSI components, Holonic HR interface variety, G variety

R10 S stability, G variety demand, HMBSE demand, Natural components, BC,
ZKP, SSI components, Holonic HR interface variety, F variety

R11 S stability, G variety demand, HMBSE demand, Artificial components,
BC, ZKP, SSI components, Holonic HR interface variety, G variety

R12 S stability, G variety demand, HMBSE demand, Artificial components,
BC, ZKP, SSI components, Holonic HR interface variety, F variety

R13 S stability, F variety demand, HMBSE demand, Natural components, BC,
ZKP, SSI components, Holonic HR interface variety, G variety

R14 S stability, F variety demand, HMBSE demand, Natural components, BC,
ZKP, SSI components, Holonic HR interface variety, F variety

R15 S stability, F variety demand, HMBSE demand, Artificial components,
BC, ZKP, SSI components, Holonic HR interface variety, G variety

R16 S stability, F variety demand, HMBSE demand, Artificial components,

BC, ZKP, SSI components, Holonic HR interface variety, F variety

The CLD in Figure 8 expresses the causal relationships between the elements that are needed in
order to let the S system be stable, viable and sustainable. The variety of E is the source of unknows
and unexpected events for the agents that try to control it. The disturbance provoked by these events
hinder stability and trigger a demand for the active parts of the cybernetic loop. This in practice means
that there is a new demand for design and realization of appropiate G and F systems. They have to
be designed almost simultaneously, namely the filter on the feedback edge F and the amplifier of the
agents’ actions G. Both F and G demand in turn cause a HBMSE process demand in order to synthesize
the due control devices. The HBMSE will be based on a a suitable combination of natural and artificial
components — “suitable” is the real problem.

An important observation obtained here is that the intervention of agents with natural and artifi-
cial intelligence in controlling the system introduces the need for an “ethical filter.” That is, decisions
and actions taken by agents must be certified and tracked for the purpose of disincentivizing incorrect,
malicious, or simply inapproriate behavior. The BC framework and its latest technological develop-
ments provide a formidable tool already available in this regard. The proportionality relationship in
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the intensity of use and adoption of technological elements in the BC framework is direct: the higher
the rate of intelligent and autonomous elements, the more intense the required filtering action. For
example, if a natural agent is a functional operator in the control system her actions must be certified,
tracked down, trustable, and correct with respect to the interactions. The very same holds for an
artificial agent. Thus, the BC framework is to be considered the common ground for both agencies. An
increased request of actions must require an increase relying on the provisions of the BC framework.

At the same time, in the Figure 8 , Holonic HR is mentioned. An assessment on the perfect mix
of the natural and artificial components in the design of the control (F and G), is made by a holonic
paradigm. Holon is an entity that manages the sustainability and functionality of the interface between
the artificial and the natural realms [3,4,24]. The mix provided by the BC framework with ZKP, SSI,
for example, is something that introduces aspects of CyberSecurity. If this kind of Cybersecurity
is provided, the burden on the holonic system is less. We consider it a necessary step when the
complexity of a multi-agent systems solution is used to address the synthesis of G and F. The variety
of the interface to the Holonic HR layer in turn is reflected in the variety of F and G. The higher the
variety of F and G, the more effective the control towards the stability of S will be [8]. The stability of S
in parallel benefits from the given amount of variety of the A (agent) system, but is hindered by the
variety of unknown and unexpected events that happen in the problem environment.

The CLD here developed is not unique and definitive, as it is in the spirit and foundation of
Sytsem Dynamics discipline itself. Nonetheless, the one proposed here considers in the model all
the essential elements necessary to draft a systematic procedure that involves as a whole the Law
of Requisite Variety, the Holonic approach, the HMBSE methodology, and the very important BC
framework, as more detailed in the Section 4.3.

4.2. Regulation of HR through Law of Requisite Variety

As seen in Section 3.3, the Law of Requisite Variety is the foundational ground for the control of
the cybernetic loop that aims to stabilize the conditions in which the interaction of the agency and the
environment happen. This is essentially achieved by designing appropriate and balanced amplifying
and filtering means, with respect to the respective varieties.

The twist here proposed, is that the realization of filters and amplifiers can be achieved with an
appropriate configuration of a set of regulators. As the Law of Requisite Variety is defined in detail
for regulators, the use of regulators as the only type of component allows a direct use of the Law of
Requisite Variety. This is a normalization into a canonical form of amplifiers and filters.

With this canonical form available, the design and realization of amplifiers and filters in the loop
can be achieved by using two recurrent and alternative patters that make use only of regulators as
components. These patterns can be used both for filters and amplifiers. This is shown in Figure 9 and
Figure 10 respectively.

The difference between the two patterns is in the nature of the disturbance, the actions, the
outcomes of the regulators, and how they are connected. These patterns allow a general decomposition
of the problem into lower-order problems, which retain parts and wholes at the same time. It turns
out that such kind of decompositions are usual practice in systems engineering where pragmatic
holism is required while the problems are attacked with a reductionist and hierarchical approach to
reduce complexity [32]. In our case, some kind of closed form of the decomposition connects in a
quasi-additive way the role of components to the variety of the whole. Nonetheless, the weak form
of the Law of Requisite Variety, which is an inequality, needs a holistic comprehension of the whole
that cannot uniquely be derived from a sum of the parts. Eventually, this decomposition retains some
form of complexity in the system. This is a feature of the systems as the complexity that the controlling
system retains "absorbs" the complexity of the whole problem. This can be considered a variant of the
Law of Requisite Variety into a "Law of Requisite Complexity".
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Amplifier

Pattern 1 Pattern 2

Generative
disturbance

Generative
disturbance

Ve 2Vp, = Vg _,

Figure 9. Patterns of realization of amplifiers that use regulators as constituent components. Pattern 1 is realized
with a cascade of regulators” output while Pattern 2 with a controlled cascade in the disturb inputs. For both
patterns are shown the relative expressions abiding by the Law of Requisite Variety.

Filter

Pattern 1 Pattern 2
Fy

Ve=2Vp, = Vg, . Ve=2Vp, . — Vg,

Figure 10. Patterns of realization of filters (attenuators of variety) that use regulators as constituent components.
Pattern 1 is realized with a cascade of regulators” output while Pattern 2 with a controlled cascade in the disturb
inputs. For both patterns are shown the relative expressions abiding by the Law of Requisite Variety.

In the case of amplifiers in Figure 9, Pattern 1 is constituted by a cascade that uses only one
regulation input from the agent. Then the subsequent regulations are achieved by wiring the outputs
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of a regulator as the input of another. In this way, the variance of the cascade would ideally tend to
decrease the variance of the agent, in absence of any contribution of the disturbances; no amplification
of variance is possible like this. However, if a well-forged disturb is applied at each regulators’ stage,
the resulting variance is increased and at the same time controlled in its nature. Generative techniques
can be used, making use of Al as well as classical control systems and engineering theory. The
generated disturb should also whiten (in Gaussian signals sense), and so reduce, the unavoidable
disturbance that comes from the physical realization of a regulator.

With Pattern 2 for amplifiers, the unique source of independent disturbance is taken only at
the first stage, and a generative disturbance D can be used also in this case to keep under control
the unavoidable disturbance that the physical realization of the first stage implies. Subsequent
disturbances are to be indirectly coped with a cascade of the outputs from the regulators. In this
case, the agency could be able to act independently at different stages of the regulators with suitable
regulation actions. By forging appropriate regulation and corresponding varieties, the overall effect
is that of a controlled amplification of the final variety of the output that has to cope with the bigger
variety of the environment E that the agency A has to keep up with (see Figure 6).

In the case of filters, in Figure 10, the overall effect should be that of a reduction of the variety
coming from the environment E, in order for the limited capability of the agency to be able to cope
with the variety (of information) that it can get from the environment, in form of a feedback to the
actions made. The effect is an overall attenuation in contrast to the amplification seen above. Authors
like Beer [33-35] preferred to use the concept of attenuation instead. Nonetheless, here we prefer to
express it more as a filtering effect, in order to focus the signal processing and information processing
that is implied in the reduction of variety. This is also to conform to the modern trend whereby most
signal processing today goes under the umbrella of machine learning and is part of what is considered
Al technology.

In Pattern 1, the variety of the environment E is fed as disturbance at the first stage. Other
disturbances can be put under control even in this case with some generative synthesis of the signals
that can whiten, and so tame, uncertainties and variety. The filtering is acted once at the first stage,
and other stages are fed with the outputs of the regulators in the cascade.

Pattern 2 for a filter is the more natural realization for it, although in principle and under some
conditions, the Pattern 1 becomes a useful alternative. In Pattern 2, the environment is still seen
as a disturbance but, in this case, the filtering can be done at many stages, which disturbances are
coming from the output of the regulators. In this configuration the agency has the opportunity to act
independently with a set of filtering actions.

4.3. Role of the Blockchain framework

The role of the BC framework is fundamental in creating and controlling the contact point between
the natural and the artificial. And this is the very zone of intervention of HR. When the AN and NA
quadrants of the AE matrix are involved, the contact point emerges as being a critical one — and also
the less well studied so far.

The BC framework ready provides one first concept already to handle this interface — the oracle.
This happens with the major property of the BC to act as dual oracle. In one direction, the information
and action that the natural components perform are notarized and rendered immutable, creating and
stimulating trust on the natural (human) side. On the other direction, all the actions that are automated
and artificial are rendered trustable for the humans, due to the openness and immutability of the BC.
In addition, there is greater opportunity for post-hoc analysis towards explainability of the decisions
and actions made by the AL

The Oracle and Reverse Oracle patterns of the BC are involved [36] when the Smart Contract
technology is available (as in the Ethereum BC). The Oracle pattern considers that BC cannot request
the external (natural) world to retrieve up-to-date and completely trustable information. Oracles have
been designed to listen for BC requests or statuses that indicate that some information is needed, then
send a transaction to the BC to transact them. Its opposite, the Reverse Oracle pattern is applied when
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off-chain components need BC data to work, so they listen for specific state changes and react. Even
with unavoidable uncertainties considered in these two patterns, the BC framework is the best effort
today available to tame this complexity and to create a well-regulated diaphragm between the natural
and the artificial.

Concerning the privacy, and the ethics associated with this problem, the ZKP framework provides
a suitable solution, though with still some technical limits that research is trying to overcome [37].
The amount of private and sensitive information shared in the context of a digital communication
(e.g. Internet) increases with the amount of digitalization. This means that there is a growing need
for solutions to protect and regulate this information. One of the most important is the ZKP (Zero-
Knowledge Proof) framework, in which the content of a transaction between two entities can be
hidden, while proof of correctness and authenticity is provided at the same time. This means that all
the agents participating in a network of communications can trust all the communications without
knowing or disclosing their content [38].

Trust in the interaction of a set of agents can also be improved by a democratic system of identity
and credentials, which is in principle heterarchical, like the Self Sovereign Identity (SSI) [39]. This is
a paradigm that puts agents in full control of their own personal data, allowing them to determine
when and how it is shared with others. SSI eliminates the need for a central authority to hold and
disseminate data. Agents have the ability to independently present identity claims and selected
credentials themselves. This enables agents to share their data directly with chosen recipients in a
secure and trusted manner without the need for central intermediaries. SSI empowers agents to act as
custodians of their own data, ensuring that personal information remains under their control and is
not subject to control or exploitation by centralized entities. SSI is complementary to the use of ZKPs
that can be a technological infrastructure for their implementation [40].

In Figure 8, it could be evinced how the role of BC is central means for the sustainable integration
of components coming from the natural and the artificial side. An Al application is, in this way, forced
to abide by strict trustable and privacy preserving protocols, as well as avoiding that a natural entity
makes an abuse on artificial tools. Both of these agencies cannot escape auctions and control on the
goodness of their actions. They can be banned from the system or network even at real-time and
basing on some well-designed smart contract.

In Table 3, a summary perspective on the role of BC framework is provided with respect to the
HMBSE that is elicited in the AE process.

Table 3. Summary of the role of BC technologies in the context of HMBSE for HR.

Maturity level (for
the purposes here
intended)

Technology of the BC
framework

Essential background

.. Use in the HMBSE
and description

Smart Contract

Smart contracts is Contracts are funda-
an automatic pro- mentally a legally
Medium. Smart con- gramming framework binding agreement
executed even among between two  or
tracts are a rather ma- . . :
untrusted parties by more parties, with

ture technology. They
can reliably be used al-
though still research is
ongoing on their secu-
rity and scalability [41,
42].

eliminating third par-
ties. Smart contracts
are containers of code
that encapsulate and
replicate the terms
of real-world con-
tracts in the digital
domain [41].

each party commit-
ted to fulfilling its
commitments. The
interface between
HMBSE components
becomes trusted and
sustainable with this
technology[43].
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Table 3. Cont.
Technology of the BC Maturity level (for Essential background
8y the purposes here Ak Use in the HMBSE
framework intended) and description

Oracle and Reverse Accuracy and trusta-
Oracle are patterns bility of data across
that enable commu- the transactions that
Low. There are still nication between the components of the
o en‘ roblems  in on-chain smart con- HMBSE should be pre-
Oracle t}f)e tecinology and tracts and off-chain served with the Ora-

research is
ing [36,44-46].

ongo-

components [36]. The
open problems are
the trustworthiness,
sustainability, =~ and
scalability of these
operations [44—46].

cle and Reverse Ora-
cle. With these tech-
nologies the actors (hu-
man or artificial) in the
system gain and pre-
serve reputation [46].

Zero-Knowledge
Proof (ZKP)

Medium. The tech-

nology has many
variants and tools
available [37,38].

Nonetheless, still the
non-interactive proof
in general bears high
computational costs
and limitations [47].

A zero-knowledge
proof (ZKP) is a
method by which
the prover can prove
to the verifier that
some statement is
true without revealing
any information other
than the fact that the
statement is true. This
process can be made
non-interactive and
succint in many but
not all the cases [47].

ZKP is essential for ac-
tors and components
in the HMBSE to prove
their correctness and
trustworthiness while
retaining privacy, se-
crecy, and autonomy.
Documents and com-
putations can be veri-
fied. ZKP is the key en-
abling technology for
others like the Oracles
and SSI [20].

Self Sovereign Iden-
tity (SSI)

Medium. It is a
very promising and
well-investigated

technology, as it is

an acknowledged
game changer for
many distributed

privacy-preserving
and democracy-driven
applications [39].

SSI allows actors to
be the only owners of
their data and to de-
cide what to share and
in which granularity;
they can only share
the minimum amount
of information that is
needed for their or
societal benefit [39,40,
48].

In the search for sus-
tainability, the actors
in the system would
be allowed to retain
ownership of selected
part of their creden-
tials and at the same
time provide a strong
but democratic system
of role-based access
control on information
for decision making.

Tokens

High. Fungible,
non-fungible, and
Soulbound  tokens
are well supported
today and they can be
efficiently included in
applications that sport
smart contracts [20,48—
50]

Tokens are digital assets
representing ownership,
value, or utility within a
BC ecosystem. They are
created and managed
typically using smart
contracts, and can serve
various purposes like
cryptocurrency, utility,
security, non-fungible
uniqueness [51], and
identity, credentials,
or personal achieve-
ments [49,52].

Tokens are an essential
feature when it comes
to record, exchange,
transfer, or retrieve val-
ues or credentials from
any actor in a collec-
tive system. They are
key enablers in reputa-
tion and value creation
systems.
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5. Discussion and applications

The methodology here achieved is to be applied in all the cases where it is mandatory to control
and regulate the co-existence and the co-evolution of the natural and the artificial, which is named
here as the HR problem. The system dynamics of the problem can be now analyzed in more details if
we rely on the cybernetics that is involved.

What in the previous Section 3.3 was called the S stability problem, depends greatly on the
parameters that are the variety of E (the environment) and the variety of A, which are given for a
specific agent (an agent cannot increase at whim its variety). The actual part in which more degrees of
freedom are allowed is the synthesis of the regulation (in particular control) of the system.

The increased variety of the filter F and the amplifier G, can be achieved in uncountable ways
of mixing technologies, devices, and processes due to a mix of natural and artificial entities. The
actual problem at hand is to keep this mix sustainable under the many dimensions of the sustainability
(according to the 17 UN Sustainable Development Goals).

While now a systematic process has been set for the design of such kind of systems, the societal
part concerning the ethics can surely take advantage of the introduction of new technological tools like
the ones developed in the BC framework. This we consider a complementary work to the systematic
process developed by Ashby [31]; the ambition is that our methodology could constitute be a viable
and realistic implementation of Ashby’s findings. In particular, according to [31], the Requisite
Integrity requirement can be coped only with the BC framework today: " Integrity of the regulator
and its subsystems must be assured through features such as resistance to tampering, intrusion detection,
cryptographically authenticated ethics modules, and compliance with all laws, regulations, and rules". In the
same line, the Requisite Transparency seem the very job of ZKP framework: "Requisite Transparency:
demanding to be trusted is unethical because it enables betrayal. Trustworthiness must always be provable
through Transparency. So the law of ethical transparency is introduced [...] For a system to be truly ethical, it
must always be possible to prove retrospectively that it acted ethically with respect to the appropriate ethical
schema" [31].

A major result here achieved is to highlight the very important fact that in the design and synthesis
of both G and F, we can use a cascade or mixture of natural or artificial tools in order to contribute
to the sustainable cybernetics of S. This means that the natural and the artificial can proceed side
by side and interchangeably in a new way of making systems engineering in a new form of MBSE
that considers the contribution of BC, ZKP, SSI, Al, and humans in different patterns. The Oracle
and Reverse Oracle patterns of BC are a main focus of future research for this motivation, because
there resides the possibility to tame most of the complexity of the interface between the natural
and the artificial. BC framework sports new directions like Non-Fungible Tokens, Zero-Knowledge
Proofs for immutability, authenticity, responsibility, Layer 2 for scalability, and Smart Contracts for
conformity and Runtime Verification and Enforcement methodologies of control. SSI has been detected
as a milestone for democracy as well. All these technologies are complementary in a new mix of
cybersecurity that aims to introduce sustainability in the widest sense into the socio-technical complex
environments.

The BC here has been challenged against the Law of Requisite Variety in the HR model and has
been used to ground purposeful interactions of the actors involved as a support for the design for the
unexpected. The aforementioned set of articles or equipment that concern the BC can be defined as the
Cybersecurity Kit in general. Indeed the wholes set of them is the enabler of the sustainability injection
into the HMBSE process.

The Cybersecurity Kit, seen under the new cyber-systemic perspective here provided, gives new
opportunities and tools for the purposeful organisation and control of the HR problem, by a built-in
democratic empowerment of the actors (natural and artificial) involved in the regulation and control
of HR systems

Experimentation is currently undergoing in the real field of sustainable supply chains. This case
will be used to will confirm or disprove this perspective. Supply chains are complex and various
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enough to express a challenging socio-technical problem, in which the HR problem will manifest, as
the digital transformation is unstoppable in such industrial contexts.

The systemic study of the complex supply chain problem reveals the need for a deeper under-
standing of the dynamics at play.

Going back to Figure 2 and Figure 1, the complexity of the problem and the level of digital
transformation is made evident. Here no more details are provided about these two schemes, because
they are beyond the scope of this paper, but they can show clearly how the human and the artificial
come into contact in many parts. Moreover, the BPMN choreography inherently expresses that private
and public information parts contribute at the same time to a holistic and purposeful goal.

Most of the unknowns to the whole supply chain come from the hidden private processes that
produce the messages that are exchanged publicly between the agents. They have to remain hidden,
while a trust has to be guaranteed between the parts. With the use of the Cybersecurity Kit here
considered, these unknown knowns are destined to become known (and trustable) unknowns, thus
under control for the overall purposes of the supply chain whilst preserving privacy, autonomy, and
freedom for the actors. For a precious account on the deep implications of unknown knowns on
controllable and modellable reality see Lee [53].

When system dynamics is applied to the problem of supply chain, results provide an idea on
how to approach the problem, whether in a centralized or decentralized mode [54]. However, these
works consider only the production efficiency aspects. Here the introduction of other dimensions of
sustainability has been achieved, with a cybernetics view coupled with system dynamics.

The nature of this paper is necessary positional due to the ambition of the research. The approach
here proposed will be the basis of a general methodology to be instantiated first in a running experiment
on a food supply chain in a European Project. Major objective of this work is the proposition of the
design of such an experiment that will be conducted in that context, due to the positive findings here
achieved.

This methodology is a candidate to offer a viable breakthrough in the field with respect to the
best practices of Industry 5.0. It integrates, in a transdisciplinary fashion, issues at least from the fields
of management cybernetics, systems engineering, and computer science.

The context in which the results of the research will impact primarily is in the Green Deal of
the European Union, which makes reference to the UN SDGs (Sustainable Development Goals). The
industrial target is the primary one in its multi-dimensional and multi-faced sustainability impacts,
but this study will also reveal a potential to other societal areas of intervention.

The limits and the risks of the presented methodology pertain mostly to the existing disciplinary
and methodological barriers to be encountered in many parts. The interaction between the artificial
and human (or natural in general) meet the socio-technical problem of trust, responsibility, and societal
acceptance of the engineering approaches. The hard and the soft have to find a coherent and well-
balanced sweet spot through a systematic and interdisciplinary process. In socio-technical problems,
complexity raises when there will be materialised links to well-designed regulatory frameworks and
policymaking. A deeper insight into the sustainability of the pervasive digitalization implied by this
proposal has to be promoted with further research, and it is undergoing in the context of a European
project under progress, here mentioned as a first case study for this research.

6. Conclusions

The study highlights the transformative potential of a hybrid reality (HR) framework, under-
pinned by blockchain technology, in addressing complexity in sustainable supply chains. By integrating
concepts like cybernetics, systems dynamics, and blockchain-driven innovations such as smart con-
tracts, zero-knowledge proofs, and self-sovereign identities, the authors propose a robust methodology
for fostering transparency, trust, and adaptive control.


https://doi.org/10.20944/preprints202412.2157.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 25 December 2024 d0i:10.20944/preprints202412.2157.v1

21 0f23

The application of Ashby’s Law of Requisite Variety demonstrates how a balanced amplification
and attenuation of environmental and agent-based interactions can stabilize and optimize the system.
This has been achieved mainly by a crisp definition of the HR model and associated processes.

Key contributions include the hybrid Model-Based Systems Engineering (HMBSE) approach,
which harmonizes natural and artificial agents, and the introduction of cybersecurity kits to ensure
secure, scalable, and ethical interactions.

The case study on the ENOUGH project is going to underscore first test session for the practical
applicability of these methodologies in reducing greenhouse gas emissions within food supply chains,
offering broader implications for Industry 5.0 and societal goals.

While promising, the methodology calls for further refinement in interdisciplinary settings to
overcome socio-technical challenges and scalability limitations, making it a significant step toward
achieving the United Nations Sustainable Development Goals.
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