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Abstract 

Wireless sensor networks (WSNs) provide the foundation for the advancement of smart 
transportation systems (STS) to enable real-time monitoring, maximum traffic management, and 
improved urban mobility. WSNs make it possible to have permanent data exchange among 
infrastructure, cars, and control centers, offering support for intelligent transport solutions. However, 
the maintenance of consistent wireless data transfer in the networks is an enormous challenge from 
dynamic environmental conditions, increasing network density, and increasing application 
sophistication. Problematic phenomena such as network saturation, delay, interference, power 
constraints, and security risks can impair system performance and compromise safety-critical 
functions. They are fully addressed in this paper, and the full scope of recent technological advances 
to make reliable wireless communication available in transport environments is surveyed. It focuses 
on future tools and technologies like 5G and future 6G wireless communication, adaptive routing, 
and traffic prediction based on AI, low-latency edge computing, and blockchain technology for data 
reliability and secure identity management. It also focuses on adaptive communication protocols, 
low-power and long-distance wireless technologies like LoRaWAN, Zigbee, and BLE, and AI-based 
optimization techniques that enhance scalability, energy efficiency, and network resilience. Besides, 
the review integrates lessons gained in current deployments, like Singapore and London's smart 
traffic systems, South Korea and the Netherlands' intelligent highway initiatives, and autonomous 
vehicle platforms like Waymo and Tesla, all of which rely on high-speed wireless connectivity. A 
comparison of wireless communication standards utilized in smart transport is also presented to 
guide future technology adoption. The work highlights the need for scalable, secure, and energy-
efficient WSNs to enable heterogeneous and dynamic transportation applications. Through 
overcoming long-standing transmission issues and tapping into recent advancements, WSNs can 
greatly improve the efficiency, security, and sustainability of urban mobility systems and thereby 
contribute toward the vision of intelligent and interconnected smart cities. Sensor networks (WSNs) 
are foundational to the development of smart transportation systems. 

Keywords: wireless sensor networks; smart transportation systems; intelligent transport systems; 
wireless data transmission; 5G and emerging communication technologies 

1. Introduction

Smart Transportation Systems (STS) leverage advanced communication, computing, and
sensing technologies to optimize traffic management, improve safety, and enhance overall reliability 
in the transportation systems [1]. This transportation model integrates with IoT, AI, big data 
analytics, and WSNs to enable real-time data collection and decision making [2]. As urbanization and 
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vehicle usage increase, STS play a crucial role in addressing challenges in traffic obstruction, air 
pollution, and road safety. 

One of the primary components of STS is ITS, which uses smart sensors, integrated vehicles, and 
traffic control mechanisms to enhance mobility [3]. ITS applications include adaptive traffic signals, 
automation in toll collection, real-time traffic monitoring, and vehicle-to-everything (V2X) 
communication. This technology helps to optimize road usage, minimise delays, and provides 
updated traffic information to the drivers. This leads to a more efficient and safer transportation 
environment [4]. WSN serves as a backbone of STS, facilitating continuous data transmission between 
vehicles, infrastructure, and traffic management centres. Sensors embedded in roads, bridges, and 
vehicles continuously monitor conditions such as traffic flow, road surface quality, and 
environmental parameters [5]. This data enables predictive maintenance, reduces accident risks, and 
enhances overall transport safety. However, ensuring reliable and secure wireless data transmission 
remains a critical challenge, as issues like interference, latency, and network congestion can arise. 
These limitations can affect the system's overall performance [6]. 

Another important aspect of STS is the integration of smart mobility solutions, including 
autonomous vehicles, electric vehicles, and shared transportation services [7]. Autonomous vehicles 
depend on WSNs and AI-driven algorithms for safe navigation and collision avoidance. Also, electric 
vehicles benefit from smart charging infrastructure and optimisation in energy consumption [8]. 
Meanwhile, sharing rides and on-demand transportation services reduce the number of private 
vehicles on the roads. This leads to lower carbon emissions and reduced traffic congestion [9]. As 
smart cities evolve, the development of reliable, efficient, and safe wireless communication networks 
will be essential for the success of STS. Addressing data transmission issues in sensor networks is 
important for ensuring reliable connectivity and real-time decision making. By leveraging 
advancements in wireless communication technologies, smart transportation systems can 
significantly enhance urban mobility, safety, and sustainability [10]. Despite significant 
advancements in wireless sensor networks and communication technologies, the deployment of 
smart transportation systems faces continuous challenges in data latency, network scalability, signal 
interference, energy consumption efficiency, and cybersecurity. These limitation delays the real-time 
responsiveness and reliability required for advanced intelligent transport applications. This paper 
presents a comprehensive review of wireless data transmission challenges in smart transportation 
systems, analyzes emerging technological solutions including AI, blockchain, and 5G/6G integration, 
and highlights real-world case studies that demonstrate practical implementations. The paper also 
identifies future research directions to address unresolved issues in the field. This paper organises 
the role of sensor networks in transport applications in Section II. The importance of Reliable Wireless 
Data Transmission in Transport Applications has been discussed in Section III. In section IV, we 
discuss Emerging Trends in Wireless Sensor Networks for Transport Systems. Real-time challenges 
in WSNs have been discussed in section V. Case studies and future directions have been discussed 
in sections VI and VII. The conclusion has been given in section VIII. 

2. Role and Importance of Sensor Networks in Smart Transportation 

Sensor networks play an important role in modern transportation systems by enabling real-time 
data collection, monitoring, and communication [11]. These networks consist of interconnected 
sensors employed in vehicles, road infrastructure, and traffic management centres to enhance 
intelligent decision-making and improve transportation reliability. In order to reduce the complexity 
in urban transportation, sensor networks are essential for optimising traffic flow, enhancing road 
safety, and supporting smart transportation applications. One of the main applications of sensor 
networks in transportation is traffic monitoring and management. WSNs deployed on roads, 
highways, and intersections collect data on vehicle speed, congestion levels, and road conditions. 
This data is used to control traffic signals dynamically, manage lane usage, and provide real-time 
updates to drivers through navigation systems. By leveraging WSNs, smart cities can reduce 
congestion, reduce travel time, and improve overall travel comfort. Another important application is 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 11 August 2025 doi:10.20944/preprints202508.0707.v1

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202508.0707.v1
http://creativecommons.org/licenses/by/4.0/


 3 of 20 

 

V2X communication, where vehicles communicate with infrastructure (V2I), other vehicles (V2V), 
and pedestrians (V2P). Sensor nodes enable seamless exchange of data regarding road hazards, 
weather conditions, and accident warnings. This information enhances situational awareness, 
allowing drivers and autonomous vehicles to make informed decisions, thereby improving road 
safety and reducing the likelihood of collisions [12]. Sensor networks also influence predictive 
maintenance and infrastructure monitoring. Smart sensors embedded in bridges, tunnels, and roads 
detect structural weaknesses, temperature fluctuations, and environmental changes. By continuously 
assessing the condition of transportation infrastructure, authorities can take advanced measures to 
prevent failures, schedule timely maintenance, and ensure passenger safety [13]. 

In the context of public transportation and smart mobility, sensor networks enhance operational 
efficiency by road vehicles, trains, and other transit systems in real time. Computer receives live 
updates on arrival times, service delays, and route optimizations, making public transport more 
reliable and user-friendly. Additionally, ridesharing services leverage sensor data for optimized 
route planning, reducing fuel consumption and environmental impact [14]. Despite their numerous 
advantages, sensor networks in transportation face challenges related to wireless data transmission, 
including network congestion, interference, and security threats [15]. Addressing these issues is 
crucial for ensuring uninterrupted communication and maximizing the potential of smart 
transportation systems. As sensor technology and wireless communication continue to evolve, their 
role in transportation applications will become even more indispensable, driving innovation and 
sustainability. 

Reliable wireless data transmission is essential for the seamless operation of smart 
transportation systems, as it ensures accurate, real-time communication between vehicles, 
infrastructure, and traffic management centres. WSNs play a crucial role in gathering and 
transmitting data related to traffic conditions, road safety, and environmental factors [13]. However, 
for these networks to function effectively, they require stable, low-latency, and secure data 
transmission. One of the primary benefits of reliable wireless communication in transport 
applications is traffic optimization. ITS relies on real-time data from sensors to dynamically control 
traffic signals, manage congestion, and provide route recommendations. Delays or disruptions in 
data transmission can lead to traffic inefficiencies, longer travel times, and increased fuel 
consumption [16]. In V2X communication, consistent wireless data exchange is vital for collision 
avoidance, hazard detection, and autonomous vehicle navigation. A weak or unstable connection 
could result in delayed warnings, increasing the risk of accidents. Additionally, public transportation 
systems depend on wireless communication for live tracking, schedule updates, and fleet 
management, ensuring operational efficiency and passenger convenience. 

Despite its importance, wireless data transmission in sensor networks faces challenges such as 
interference, bandwidth limitations, and cybersecurity threats. Addressing these challenges through 
advanced networking technologies, such as 5G, edge computing, and adaptive communication 
protocols, is crucial for enhancing the reliability and efficiency of smart transportation systems. By 
ensuring robust data transmission, transportation networks can become safer, more efficient, and 
sustainable 

3. Emerging Trends in Wireless Sensor Networks for Transport Systems  

The field of wireless communication has witnessed more development, which has encourages 
the WSNs for transportation systems. Later the influence of 5G technology has revolutionized data 
transmission by offering ultra low latency, high bandwidth, and enhanced connectivity [17]. These 
attributes are particularly beneficial for applications demanding rapid data exchange, such as 
autonomous vehicle navigation and real-time traffic management [18].  

The integration of IoT with WSNs has also extended the functions of transportation systems. 
Different wireless communication protocols, including LoRaWAN, Zigbee, and Bluetooth Low 
Energy (BLE), help for energy-efficient data transmission over different ranges and conditions [19]. 
Cutting-edge technologies further improve the network reliability by enabling local data processing. 
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This leads to a reduction in dependence on centralized cloud systems and minimization of latency. 
These developments encourage a wide range of ITS applications, including dynamic traffic signal 
control, V2X communication, and public transportation optimization [20]. AI algorithms play a 
critical role in analyzing sensor data, predicting traffic patterns, and supporting real-time decision 
making [21]. However, the full potential of these technologies can only be utilised by addressing the 
constant challenges associated with wireless data transmission. 

3.4. Renewable Integration and Energy Optimization 

Figure 1 shows the WSN Architecture for a smart transportation system. It's integration of 
vehicles, road infrastructure, edge computing, and cloud-based data centers. It shows Vehicle to 
Vehicle (V2V) and Vehicle to Infrastructure (V2I) communication, conventional sensors connected 
through a breakout box to a wireless sensing platform, and real-time data processing through edge 
computing before transmission to the cloud [22]. 

 

Figure 1. WSN Architecture for Smart Transportation. 

4. Applications in Intelligent Transport Systems (ITS)  

Intelligent Transport Systems (ITS) leverage wireless sensor networks to improve traffic 
efficiency, enhance safety, and provide seamless mobility solutions. These systems rely on 
interconnected sensors, data analytics, and automated decision-making to optimize transportation 
networks in real time [8]. One of the most useful applications of ITS is real-time traffic monitoring 
and management, where sensors placed on roads, traffic lights, and vehicles collect data on traffic 
flow, congestion levels, and accident occurrences. This information is processed by ITS platforms to 
continuously adjust traffic signals, suggest alternate routes to drivers, and improve overall traffic 
flow efficiency. Wireless communication systems, particularly 5G and dedicated short-range 
communication (DSRC), play a crucial role in enabling fast and reliable data exchange between 
vehicles and infrastructure [9]. 

Another important application of wireless sensor networks in ITS is vehicle-to-everything (V2X) 
communication, which includes vehicle-to-vehicle (V2V), vehicle-to-infrastructure (V2I), and vehicle-
to-pedestrian (V2P) communication. These systems enhance road safety by enabling real-time hazard 
detection, collision avoidance, and emergency response coordination [24]. For instance, V2V 
communication allows vehicles to share information about sudden braking, road conditions, or 
potential accidents, providing drivers with early warnings and helping prevent crashes. Similarly, 
V2I communication ensures that vehicles receive updates on traffic signal timing, roadwork zones, 
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and weather conditions, enabling more efficient and safe navigation [25]. Wireless sensor networks 
are also instrumental in public transportation optimization. Sensors installed in road vehicles, trains, 
and metro stations provide real-time location tracking and service status updates to commuters 
through mobile applications [26]. Automated ticketing systems, enabled by contactless payment 
methods and wireless communication, streamline fare collection and reduce wait times at transit 
hubs. Additionally, predictive analytics powered by AI and WSN data helps transportation 
authorities optimize transit schedules, reduce fuel consumption, and enhance service reliability [27]. 

Beyond conventional transport applications, wireless sensor networks encourage the 
development of autonomous and integrated vehicles. Self-driving vehicles rely on high-speed 
wireless communication and sensor fusion to navigate safely and interact with other vehicles and 
infrastructure. Technologies such as LiDAR, radar, and computer vision, combined with AI-based 
decision making and enable autonomous vehicles to perceive their environment and make real-time 
driving decisions [13]. Furthermore, smart parking systems, which use sensor networks to identify 
the available parking spots and guide drivers through mobile applications, are reducing urban 
congestion and improving parking efficiency [26]. Although the transformative impact of wireless 
sensor networks in ITS, challenges related to data security, network scalability, and interoperability 
must be addressed to ensure seamless integration across different transportation modes [28]. As 
technology advances, ongoing research in cybersecurity measures, spectrum optimization, and 
adaptive networking will play to overcoming these challenges. Eventually, the repeated evolution of 
wireless sensor networks in ITS will drive smarter, safer, and more efficient transportation systems, 
significantly improving the way people and goods move within urban environments [29]. 

Despite technological progress, several challenges continue to impede the performance of WSNs 
in smart transportation [30]. Data latency poses a serious problem, especially in applications 
requiring real-time responses [28]. High latency can delay crucial information, compromising 
functions such as collision avoidance and dynamic signal adjustments. Solutions like edge computing 
and 5G integration are essential to overcome these latency issues. Scalability is another concern as 
urban environments expand and require the deployment of extensive sensor networks [31]. 
Traditional wireless protocols often fail to efficiently manage large-scale data traffic, resulting in 
packet loss and network congestion. Hierarchical architectures and cloud-based data management 
systems can enhance scalability and maintain consistent performance [32]. 

Urban settings have considerable interference and signal degradation due to complex 
infrastructure and competing wireless signals. Technologies like Multiple Input Multiple Output, 
dynamic spectrum allocation, and millimeter wave communication can mitigate these effects and 
ensure robust signal quality. Energy efficiency is critical for the sustainability of sensor nodes, which 
are often battery-powered and deployed in hard-to-reach locations [33]. Excess energy consumption 
leads to excessive maintenance and system downtime. Utilizing energy-harvesting technologies, 
low-power communication protocols, and smart data aggregation techniques 
can increase the lifespan of sensors by many folds. Security and data privacy 
are priorities because WSNs are susceptible to cyberattacks. Data breaches, signal jamming, and 
unauthorized access are potential attacks on WSNs, and these can halt transportation systems 
and compromise public safety. Employing robust encryption, secure authentication mechanisms, 
and blockchain-based systems can enhance network security and protect sensitive data [34,35]. 

5. Challenges in Wireless Data Transmission 

Wireless data transmission is an important component of sensor networks in smart 
transportation systems, enabling real-time communication between vehicles, infrastructure, and 
traffic management centres. However, several challenges exist to achieving the higher efficiency, 
reliability, and security of these networks. Factors such as data latency, scalability, interference, 
energy efficiency, and security concerns must be addressed to ensure seamless operation. To address 
these challenges, various technological solutions and best practices have been developed [36]. 
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Low-power communication protocols like Zigbee, LoRaWAN, and BLE are widely employed 
because of their energy efficiency and reliability. The protocols find usage in different transportation 
environments ranging from near-distance vehicle tracking to long-distance traffic monitoring [37]. 
Dynamic spectrum allocation techniques, such as cognitive radio and machine learning-based 
spectrum management, optimize bandwidth usage and reduce interference. These techniques allow 
sensor networks to be adaptive to changing network situations, and continuous communication is 
ensured [38]. Advanced signal processing techniques and adaptive transmission protocols, such as 
adaptive modulation and coding (AMC), MIMO, and ultra-wideband (UWB) communication, 
enhance the quality and reliability of transmission [39]. Error detection algorithms also ensure data 
integrity at the time of transmission. Security architectures are vital to safeguard transportation 
networks [40]. End-to-end encryption, intrusion detection, and blockchain-based identity 
management provide robust protection against cyber threats. Secure firmware update and over-the-
air patching tools guarantee system integrity.  

One of the most important problems in wireless 
data communication is latency reduction to support real-time 
communication. Intelligent transportation systems rely on real-time data exchange for 
applications including vehicle-to-everything (V2X) communication, adaptive traffic control, and 
collision avoidance [41]. High latency in data transmission can result in delayed decision-making, 
increasing the risk of accidents and reducing the effectiveness of intelligent traffic control [42]. 
Latency issues are induced by network overload, inefficient protocol routing, and sluggish data 
processing. Further, as more and more devices become 
connected, the complexity of supporting real-time communication rises. 
To offset latency, emerging wireless technologies such as 5G, edge computing, and software-defined 
networking (SDN) are being implemented in smart transportation infrastructures to support faster 
data transmis-sion and processing. The application of WSNs in real life for 
intelligent transportation can be seen in some global initiatives. In cities like Singapore and 
London, there are adaptive traffic management systems that utilize wireless sensors to 
monitor traffic density and dynamically adjust traffic lights. Surtrac in Pittsburgh has demonstrated 
a 25% decrease in travel time and 20% decrease in vehicle 
emissions. South Korean and Dutch smart roads employ WSNs to offer environmental sensing and 
communication for autonomous vehicles. The systems detect hazardous conditions 
and alert approaching vehicles. Autonomous vehicle services such as Waymo in Phoenix and 
Tesla Autopilot employ real-time wireless data exchange to drive safely [43]. Despite their 
success, the applications still have problems with latency, signal interference, 
and security vulnerabilities. The use of 5G networks, V2X communication, and blockchain-based 
security systems is mitigating such impediments and paving the way for 
more robust and smart transportation networks [44]. The Figure 2. wireless transmission problems in 
smart transportation systems like data latency, energy constraint, privacy and security, and network 
scalability. Each challenge is accompanied by an emerging technological solution: 5G 
communication, low-power protocols, blockchain, and AI with edge computing. These 
technologies together offer more reliable, effective, and secure wireless communication for 
intelligent transport applications 
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Figure 2. Wireless Transmission and Technological challenges. 

5.1.  Energy Efficiency Constraints in Sensor Nodes 

Another important issue with wireless sensor networks, especially for battery-powered sensor 
nodes deployed in remote or inaccessible locations, is energy efficiency. Since these nodes need to 
gather and send data around the clock, wastage of energy may lead to continuous battery 
replacement, and this can contribute to maintenance costs as well as downtime for operations. 
Evidence such as ineffective data transmission protocols, excessive retransmissions due to packet 
loss, and maximum power wireless communication modes are the causes of energy drain in sensor 
nodes. Power-saving mechanisms such as duty cycling, energy harvesting (kinetic or solar energy), 
and power-efficient communication protocols such as Zigbee and LoRaWAN are being utilized for 
energy efficiency. Further, intelligent data collection methods can minimize redundant transmissions 
by compressing or filtering data before transmission, reducing overall energy consumption. 

The integration of WSNs with 5G and future 6G networks promises revolutionary improvement 
in wireless data transportation. The networks enable ultra-reliable, low-latency communication and 
support for massive device connectivity required by real-time transportation use cases. AI-driven 
optimization strategies are transforming network management. Machine learning foresees improved 
adaptive routing, spectrum allocation, and predictive maintenance. Federated learning enables 
decentralized AI models to preserve data privacy while improving model accuracy. Blockchain 
technology offers a decentralized and tamper-evident approach to securing transport information. 
Blockchain technology guarantees data integrity, enables secure identity administration, and permits 
automated transactions based on smart contracts. Additional research can be focused on developing 
lightweight blockchain frameworks to overcome scalability and energy consumption challenges [45]. 

5.2.  Security and Data Privacy Concerns 

Security and privacy take precedence in intelligent transportation systems, since cyber attacks 
pose real threats to data integrity and network availability [46]. Unauthorized access, data intrusions, 
and DoS attacks have the potential to bring down wireless sensor networks' functionality, leading to 
potentially unsafe situations such as traffic light manipulation or unauthorized vehicle usage. In 
addition, the sheer volumes of data shared on intelligent transportation networks like location 
tracking and personal driving patterns heighten users' privacy issues [38]. In response to security 
threats, robust encryption processes, secure authentication mechanisms, and intrusion detection 
controls must be employed in wireless communication platforms. Additionally, blockchain is also 
being taken under serious consideration as a decentralized security element that assists in data 
integrity and tampering protection [30]. Privacy protective techniques such as anonymization and 
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secure multiparty computation can also protect user information while enabling efficient data 
exchange in transportation networks.. 

6. Technological Solutions and Case Studies  

Artificial intelligence (AI) is revolutionizing wireless data transmission with the assistance 
of network performance optimization, congestion mitigation, 
and transport sensor network optimization [47]. AI-enabled algorithms such as 
machine learning (ML) and deep learning (DL) can automatically assess network conditions, predict 
traffic patterns, and allocate resources in real-time. These improve the reliability and scalability of 
smart transport networks considerably [48]. One of the primary applications of AI in wireless sensor 
networks (WSNs) is adaptive routing and network management. Traditional routing 
protocols do not perform well under dynamic traffic conditions, leading to packet loss and latency 
[49,50]. AI models can learn to dynamically select the optimal 
communication channels, adjusting transmission parameters based on factors such as congestion, 
interference, and energy levels [51]. This ensures that critical transport information, such as accident 
alerts and traffic congestion real-time reports, is spread with minimal latency [37]. 

AI enhances predictive maintenance for transportation infrastructure 
by processing excessive amounts of sensor data to identify probable failures in advance [52]. This 
reduces downtime, facilitates safety, and maximizes road, bridge, and railway maintenance 
schedules. AI-based analytics can also support smart spectrum 
management to guarantee optimal utilization of wireless 
resources and minimize interference among connected devices. Moreover, the inclusion of federated 
learning (FL) in sensor networks can enable privacy-preserving AI models that are trained from 
decentralized data sources without transmitting sensitive data to centralized servers [53]. This is 
particularly beneficial for intelligent cities and intelligent transport systems, where data 
privacy issues are of greatest concern. Future research must explore how AI can be utilized further to 
improve self-healing networks, traffic forecasting algorithms, and real-time congestion 
management to ensure smooth and efficient data transmission within transport systems [54,55]. 

6.1.  Enhancing Security Through Blockchain  

With increasing sensor networks included in smart transport, safe and tamper-free data 
transmission becomes the most serious challenge. Wireless communication networks are vulnerable 
to cyber attacks such as data leakage, denial-of-service (DoS) attacks, and signal jamming that can 
put the safety and reliability of smart transport systems at risk [56]. All data transactions in a 
blockchain framework are encrypted, time-stamped, and saved in a distributed ledger, hence making 
them tamper-proof. This proves useful where the accuracy and authenticity of data are critical, like 
in scenarios of vehicle-to-infrastructure (V2I) communications, tolling, and traffic surveillance 
[57,58]. Each data transaction in a blockchain network is encrypted, timestamped, and stored in a 
distributed ledger, making it resistant to manipulation. This is particularly beneficial for applications 
such as vehicle-to-infrastructure (V2I) communication, toll collection, and traffic monitoring, where 
data accuracy and authenticity are critical [59]. 

Yet another vital application of blockchain in transport is secure identity management 
for networked vehicles and IoT devices. Using decentralized digital identities (DIDs), blockchain 
can guarantee that network resources are not accessed by unauthorized users, reducing cyber-
attack threats to vehicle communication systems [60]. Cyber-
attack threats to vehicle communication systems [60]. Blockchain-based smart contracts 
can also automate transactions such as vehicle registration, insurance claims, and ride-
sharing contracts, increasing operational efficiency and reducing fraud [61]. 

Blockchain integration with AI and 5G can also help push real-time 
threat intelligence and tamper-evident data exchange protocols even further. Anomaly 
detection methods based on AI can scan network traffic for malicious activity independently, while 
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blockchain assures that only valid nodes participate in data exchange [62]. Additionally, hybrid 
blockchain architectures integrating the best of both public and private 
blockchains can help overcome scalability and energy consumption issues [63]. 

While it holds promise, right now, blockchain technology also has issues relating to scalability, 
processing rate, and power utilization. Future research must focus 
on creating light chain blockchain platforms, consensus mechanisms, making them effective, 
and researching blockchain-based edge computing options to make this 
technology viable for application in real-time smart transportation applications [64]. 

6.2. Case Studies and Real-World Applications 

6.2.1. Wireless Solutions in Urban Traffic Monitoring  

Wireless sensor networks (WSNs) have also significantly improved urban traffic monitoring by 
providing real-time data to manage congestion, enhance road traffic flow, and enhance road safety 
[65]. In the majority of smart cities worldwide, intelligent transportation systems (ITS) utilize 
wireless sensors, cameras, and communication technology to collect and analyze traffic flow [66]. For 
instance, towns like Singapore and London have established wireless-based intelligent traffic 
management systems that learn dynamically to adjust traffic signals following real-time vehicle 
density [67]. These are founded on networked sensors embedded in roads and 
intersections that transfer data wirelessly to central traffic control centers. 
The data collected allows authorities to make decisions such as rerouting traffic during rush hours 
and providing congestion notifications to travelers through mobile applications [26]. 

One of the most intriguing examples is the Surtrac adaptive traffic control system, which was 
applied in Pittsburgh, USA. The system relies on a network of roadside sensors and artificial 
intelligence algorithms to sense traffic conditions and adjust signal timings accordingly [68,69]. 
In turn, it has reduced travel time by 25% and cut vehicle emissions by 20%. Similarly, in Barcelona, 
Spain, wireless sensor networks facilitate effective parking management through the detection 
of available parking spaces and guiding motorists to them through a mobile app, reducing 
unnecessary idling and congestion[70]. Despite their advantages, wireless data transfer in urban 
traffic monitoring is prone to challenges such as network congestion, building and 
other electrical device interference, and cyber attacks [71]. To overcome such challenges and issues, 
cities are implementing cutting-edge wireless technologies such as 5G, edge computing, and 
dedicated short-range communication (DSRC) to enable high-speed, secure, and reliable data 
exchange [72]. Their deployment enhances the performance of urban traffic 
management, which enhances the responsiveness and responsiveness of road networks 
towards dynamic situations [73,74]. 

6.2.2. Sensor Networks for Smart Highways and Autonomous Vehicles 

 Self-driving vehicles and smart highways rely on high-performance sensor networks to provide 
secure and efficient transport [75]. Sensor networks enable real-time vehicle-to-
vehicle communication, predictive maintenance, and driverless vehicle features. Smart highways 
have been launched in nations like the Netherlands and South Korea by implementing IoT-enabled 
sensors, wireless communication networks, and AI-based analytics to monitor road conditions, 
weather patterns, and vehicle traffic [76,77]. 

One very notable example is the Smart Highway Project in the Netherlands, which applies 
interactive road markings, LED lighting powered by solar energy, and temperature paint to increase 
road safety [78]. Wireless sensors placed on highways measure environmental conditions like fog, 
icing, and excessive rain and send warnings to vehicles approaching the affected areas [43]. This 
predictive measure allows drivers to adjust their driving styles according to changing road conditions 
and lowers the risks of accidents. Further, South Korea's K-City, a test bed dedicated to autonomous 
vehicles, uses wireless sensor networks to simulate on-road conditions and support vehicle-to-
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infrastructure (V2I) communication [79]. For autonomous vehicles, wireless data delivery with no 
disruption is crucial for driving, collision avoidance, and decision-making. LiDAR, radar, and GPS-
based sensors mounted in cars frequently exchange data with roadside infrastructure and other autos 
(V2V communication) to create a real-time map of traffic [80,81]. A working example is Phoenix's 
Waymo autonomous taxi service, in which self-driving cars rely on a mixture of wireless networks 
and AI algorithms to navigate city streets safely [82]. Similarly, Tesla Autopilot and Full Self-Driving 
(FSD) utilize sensor fusion and over-the-air software updates to enhance driving function and road 
perception [83]. 

However, incorporating wireless sensor networks into intelligent highways 
and autonomous vehicles poses problems of data 
transmission delay, physical blockage interference, and vulnerability to cyberattacks [84]. 5G 
networks, vehicle-to-everything (V2X) communication, and blockchain-based 
cybersecurity technologies are attempting to address these challenges. Ultra-low latency and high-
speed connectivity of 5G enable autonomous vehicles to process vast amounts of sensor data in real-
time, improving response time and safety [85,86]. In the coming years, with urbanization gathering 
pace and autonomous vehicle deployment becoming increasingly prevalent, integrating high-speed, 
secure wireless communication networks will be instrumental to intelligent transport systems and 
smart highways [87]. Edge computing, AI-driven traffic analysis, and advanced encryption methods 
will further enhance sensor network reliability, ensuring seamless data transmission for new mobility 
solutions [88]. 
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Table 1. Comparative Analysis of Wireless Communication Protocols for Smart Transportation Systems. 

Protocol Freque
ncy 

Band 

Rang
e 

Data 
Rate 

Laten
cy 

Power 
Usage 

Mobility 
Support 

Security 
Features 

Key Applications Ref. 

Zigbee 2.4 
GHz 

10–
100 
m 

20–
250 
kbps 

Low Very 
Low 

Low AES 128-
bit 
encryptio
n 

V2P alerts, short-
range sensing 

[1,4] 

LoRaW
AN 

868/91
5 MHz 
(Sub-
GHz) 

2–15 
km 

0.3–
50 
kbps 

High Low Low AES 128-
bit 
encryptio
n 

Long-range 
traffic/environmen
t monitoring 

[90,1
03] 

BLE 2.4 
GHz 

<100 
m 

Up 
to 2 
Mbp
s 

Very 
Low 

Low Medium 128-bit 
AES 
encryptio
n 

Vehicle 
diagnostics, in-
cabin 
communications 

[1,3] 

Wi-Fi 
(802.11
n/ac) 

2.4/5 
GHz 

50–
100 
m 

100 
Mbp
s–1 
Gbp
s 

Medi
um 

High Medium WPA2/W
PA3 
encryptio
n 

Surveillance, 
infotainment 

[1,4,8
9] 

DSRC 
(802.11
p) 

5.9 
GHz 

<300 
m 

6–27 
Mbp
s 

Very 
Low 
(~10 
ms) 

Medi
um 

High Digital 
signature, 
message 
authentic
ation 

V2V, V2I 
communications 

[2,3,9
0] 
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5G NR Sub-6 
GHz / 
mmWa
ve 

<1 
km 
(urba
n) 

1–20 
Gbp
s 

Ultra-
low 
(<1 
ms) 

High Very 
High 

Network 
slicing, 
encryptio
n 

Real-time V2X, 
connected/autono
mous vehicles 

[3,4,9
1]  

NB-IoT Sub-
GHz 

1–10 
km 

~25
0 
kbps 

High Very 
Low 

Low SIM-
based, 
3GPP 
encryptio
n 

Infrastructure 
sensors, status 
monitoring 

[1,4,9
2] 

WiMA
X 
(802.16) 

2.5/3.5 
GHz 

1–10 
km 

1–10 
Mbp
s 

Medi
um 

High Medium AES 
encryptio
n 

Backhaul 
connectivity, 
emergency alerts 

[1,3,9
3]  

UWB 3.1–
10.6 
GHz 

<100 
m 

Up 
to 
480 
Mbp
s 

Very 
Low 

Medi
um 

Low Low 
interferen
ce, 
precise 
time-of-
flight 

Precision tracking, 
radar in 
autonomous cars 

[1,3,9
4] 

LTE-
V2X 

5.9 
GHz 

<1 
km 

Up 
to 
100 
Mbp
s 

Low 
(~10 
ms) 

Medi
um 

Very 
High 

End-to-
end 
encryptio
n, LTE 
security 
suite 

Cooperative 
awareness 
messages (CAM), 
V 

[95,9
6] 

 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 11 August 2025 doi:10.20944/preprints202508.0707.v1

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202508.0707.v1
http://creativecommons.org/licenses/by/4.0/


 13 of 20 

 

7. Future Directions and Research Opportunities 

7.1. Integration with 5G and Beyond 

The 5G and beyond convergence with sensor networks provides an immense opportunity for 
wireless data communication improvement in intelligent transportation systems [97]. Traditional 
wireless communication technologies are inclined to be plagued by latency, bandwidth limitations, 
and congestion of traffic, which can adversely influence the real-time operation of intelligent 
transport applications [98]. The advent of 5G networks based on ultra-low latency, high-speed data 
transfer, and massive device connectivity resolves these issues by providing a 
much stronger and more scalable communication infrastructure [99,100]. 

In smart transportation systems, 5G offers enhanced Vehicle-to-Everything (V2X) 
communication, where vehicles can exchange information with each other (V2V), 
roadside structures (V2I), and pedestrians (V2P) with zero latency [101]. This 
is crucial in autonomous and connected vehicle deployments, where decisions must be made in real-
time to avoid accidents as well as streamline traffic. In addition, 5G networks support edge 
computing, under which data is processed locally near the source, reducing 
the dependence on cloud servers and lowering transmission latency [102]. This aspect is particularly 
beneficial for smart traffic management, real-time navigation updates, and emergency systems 
[52,103]. Further in the future, beyond 5G, 6G networks are expected to introduce even 
more transformative changes to wireless data communication in transportation [104]. With features 
such as terahertz (THz) communication, embedded AI, and quantum security, 6G will enhance the 
reliability and security of sensor networks [105]. Future research should focus on developing energy-
efficient and scalable network architectures, optimizing spectrum utilization, and addressing 
interoperability challenges between legacy communication systems and next-generation networks 
[106,107]. The problem-free integration of sensor networks with 5G and 6G will be instrumental in 
bringing to fruition the dream of a smart, autonomous, intelligent, and sustainable transport 
ecosystem [108,109]. 

8. Conclusions 

Wireless sensor networks (WSNs) 
are the foundation upon which building and operating smart transport systems, as 
the prime infrastructure for real-time monitoring, traffic management, predictive maintenance, 
and vehicle communication, take shape. Although their revolutionary effect on urban mobility, 
safety, and sustainability is undeniable, these networks are prone to a range of technical and 
operational difficulties in wireless data transfer. Foremost among them are data latency, network 
congestion, interference with signals, low energy levels for sensor nodes, 
and increasing cybersecurity threats. These problems dampen the efficiency, reliability, and 
scalability of transportation networks, especially in urban networks where 
the population of interconnected devices is heavy and the requirement for fast communication 
is paramount. 

To counter these restrictions, a range of emerging technologies has come as alternatives. The 
intersection of computer networks, 5G, and future 6G networks achieves ultra-low latency and high-
bandwidth connectivity, making real-time applications like computer networks vehi-cle-to-
everything (V2X) communication and autonomous driving more feasible and reliable. Artificial 
intelligence (AI), particularly through the implementation of machine learning and deep learning 
algorithms, enhances adaptive routing, traffic prediction, and dynamic spectrum control, which are 
most essential for efficient network operation. Additionally, edge computing enables near-source 
data processing, minimizing latency and dependency on centralized servers. Blockchain technology 
is increasingly used to secure sensor networks against data breaches and unauthorized access. Its 
decentralized, tamper-evident nature provides data integrity, raises transparency, and enables secure 
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identity management for connected infrastructure and vehicles. Practical implementations in the real 
world, such as Surtrac in Pittsburgh, Waymo in Phoenix, and smart highways in the Netherlands and 
South Korea, have already demonstrated the practical benefits of integrating such technologies into 
transportation systems. 

More interdisciplinary research as well as cross-sector collaboration will be required in the 
future to design lightweight, scalable, and interoperable wireless sensor network frameworks. 
Policymakers will need to determine regulatory standards for safe and standard communication 
between different transportation platforms. As urbanization speeds up and mobility requirements 
change, the effective implementation of strong wireless data communication systems will be crucial 
in determining the future of smart, responsive, and sustainable transport. By overcoming current 
challenges and adopting new technologies, we can fully utilize the potential of smart transport 
systems over the next decades. 
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