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Abstract: The adversarial vulnerability of deep learning models is a critical issue that must be 

addressed to ensure the safe commercialization of AI technologies. Although numerous studies on 

adversarial defense methods are actively being conducted from various perspectives, most of them 

still provide limited robustness, and even the relatively trusted adversarial training is no exception. 

To develop more reliable defense methods, ongoing research exploring the properties and causes of 

adversarial vulnerabilities is essential. In this study, we focus on a hypothesis regarding the 

existence of adversarial examples: The adversarial examples represent low-probability “pockets” in 

the manifold. Assuming that the hypothesis holds true, we propose a method for generating 

perturbation: “mixed perturbation (MP)”, which aims at discovering diverse pocket samples in a 

defensive perspective. The proposed method generates perturbations by leveraging information 

from both the main task and auxiliary tasks in multi-task learning scenarios, combining them 

through random weighted summation. The generated mixed perturbation intends to maintain the 

primary directionality of the main task perturbation to improve the model’s main task recognition 

performance while introducing variability in the perturbation directions. We then utilize them for 

adversarial training to form more robust decision boundary. Through experiments and analyses 

conducted on five benchmark datasets, we validated the effectiveness of our proposed method. 

Keywords: adversarial robustness; adversarial training; adversarial perturbations; evasion attack; 

multi-task learning 

 

1. Introduction 

In recent years, deep learning technology has rapidly advanced and is now widely utilized 

across various domains [1]. However, the security measures related to the stability and reliability of 

the AI technologies remain insufficient. The misuse and abuse cases using deepfakes [2], Generative 

AI [3], and other unethical applications [4] have become far from trivial. In early 2024, the European 

Union (EU) passed the AI Act [5], a regulatory law aimed at addressing issues related to AI misuse. 

Consequently, there is a growing interest and demand for stability and reliability in current AI 

systems. 

In line with this situation, adversarial robustness of deep neural networks (DNNs) has received 

increasing attention. In 2013, Szegedy published research demonstrating that neural networks exhibit 

an intriguing property: adversarial vulnerability [6], which refers to the phenomenon where neural 

networks fail to defend against adversarial attacks designed to cause malfunction. Numerous studies 

in the literature have consistently emphasized the need for adequate countermeasures against this 

issue [7,8]. 

Adversarial attacks can be categorized based on their objectives, methodologies, and 

environments. Broadly, they can be divided into evasion attacks, poisoning attacks, model extraction 

attacks, and inversion attacks [9]. This study aims to enhance the robustness of 
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DNNs against evasion attacks, which are the most widely researched type in the literature, and 

mainly addresses gradient-based attacks [6,10–13], which leverage gradient information from the 

input to generate adversarial examples.  

Evasion attacks occur during the inference stage, where subtle and minor noise are added to the 

input data to create adversarial examples. Figure 1 illustrates the process of performing gradient-

based evasion attack in a white-box attack environment, along with generated adversarial examples 

𝒙̃  and perturbations 𝜼  according to different original input 𝒙 . While humans perceive these 

samples as belonging to the original class 𝑦, a DNN model 𝒇 recognizes the input as a class other 

than the original class: 𝒇(𝜽, 𝒙̃) ≠ 𝑦 (untargeted attack) or as a class 𝑡 designated by the attacker: 

𝒇(𝜽, 𝒙̃) = 𝑡 (targeted attack). This subtlety of evasion attacks can be particularly critical in fields such 

as medical diagnostic systems [14] and autonomous vehicles [15], where they may easily lead to 

significant loss of life and property. 

 

Figure 1. Illustration of the gradient-based adversarial attack process performed in a white-box attack 

environment, and examples of adversarial perturbations generated for five datasets. 

As efforts to address such adversarial threats, adversarial defenses against evasion attacks have 

been studied from various perspectives, including gradient masking [16,17], defensive distillation 

[18,19], input transformation [20,21], adversarial detection [22–24], randomized smoothing [25], and 

adversarial training [6,10,12,26–28]. A summary of the methodologies and limitations of existing 

defenses is as follows: 

• Gradient masking aims to prevent effective adversarial samples by adding non-differentiable 

layers or random noise to the model, blocking gradient-based attacks. However, it remains 

vulnerable to transfer-based black-box and adaptive attacks [29,30]. 

• Defensive distillation uses knowledge distillation to train a student model using soft labels 

obtained from a teacher model, reducing model’s sensitivity to noise. Initially seen as strong, it 

was later shown to be insufficient against subtle and powerful attacks such as the C&W attack 

[13]. 

• Input transformation injects randomness or use transformation methods such as JPEG 

compression [31] and Gaussian blurring [32] to weaken adversarial attacks by reducing 

perturbations. However, these transformations can lead to information loss, degrading baseline 

model performance [33,34]. 

• Adversarial detection employs a separate detector to identify adversarial samples based on a 

threshold, utilizing statistical property-based consistency checks and ensemble models [35]. 

However, they struggle to defend against new or diverse attack types [36]. 

• Randomized smoothing is the application of differential privacy to adversarial robustness. By 

adding random noise to inputs and averaging predictions, it allows to reduce the model's 

sensitivity to small perturbations. Despite being considered as a reliable defense, it offers limited 

robustness against specific norm-bounded attacks, and efforts are ongoing to address this issue 

[37]. 

• Adversarial training utilizes adversarial samples in training to create a robust decision 

boundary. Its limitations include high computational costs, trade-off between clean and 

adversarial accuracies [38], and reduced robustness against unseen attacks, leading to ongoing 

research [27,28]. 
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Most of these defense strategies offer limited robustness [29,33,34,36–38]. The limited robustness 

can be attributed to the diversity of adversarial attack environments and methods; however, the 

fundamental reason lies in the lack of precise understanding of the causes of adversarial 

vulnerabilities. Although there are several hypotheses regarding the causes of adversarial 

vulnerabilities, there is no consensus yet [39]. Nevertheless, to develop reliable defense methods 

capable of defending any attack, it is essential to continuously study the nature of adversarial 

vulnerabilities. 

An interesting approach to adversarial perturbations is the investigation of the direction of 

adversarial perturbations [40–42]. In Mao's research [40], the multi-task adversarial attack aims to 

generate perturbations directed at deceiving both tasks, utilizing auxiliary task information in the 

update process. The direction-aggregated attack [41] introduces a method that injects multiple 

random directions and averages them to provide diversity in the perturbation generation direction, 

thereby increasing the transferability of adversarial samples. The sibling attack [42] proposes a 

method that utilizes facial attribute tasks associated with facial images in facial recognition systems, 

updating perturbations alternately for each task to enhance the transferability of adversarial samples. 

These previous studies are related to this research in that they utilize auxiliary tasks or employ 

randomness for generating perturbations. However, they all have an offensive purpose to increase 

the attack success rate. 

Inspired by the previous studies, we propose a method for generating perturbation: “mixed 

perturbation (MP)” which aims at discovering a more diverse set of pockets to form a more robust 

decision boundary. The contributions are summarized as follows: 

• The proposed MP method leverages auxiliary tasks related to the main task within a multi-task 

learning model to generate perturbations, maintaining the primary directionality needed to 

improve the adversarial accuracy of the main task. At the same time, directional diversity is 

injected through a random weighted summation of the main task perturbation and those from 

the auxiliary tasks. 

• In line with our previous work [43], the proposed method is applicable even when no auxiliary 

task is given for multi-task learning and provides better robustness in addition to improving the 

generalization performance of the multi-task model. 

• We conduct the experiments on five benchmark datasets, demonstrating that the proposed 

method can improve adversarial robustness (adversarial accuracy) and recognition performance 

on original data (clean accuracy) in several attack methods and datasets. We also analyzed the 

relationship between the characteristics of data distribution and the diversity of perturbation 

directions, as well as their impact on the model's performance. 

2. Materials and Methods 

2.1. Generating Mixed Perturbation 

Among the hypotheses regarding the existence of adversarial examples, we focus on the one 

from Szegedy’s study: the adversarial examples represent low-probability (high-dimensional) “pockets” in 

the manifold [6]. In a defensive perspective, the concept of pockets around the decision boundary can 

now be associated with the adversarial example generation for adversarial training. In conventional 

adversarial training, the direction of the perturbation is determined based on the class labels of the 

main task, which is shown in Figure 2. The dashed square box represents the 𝑙∞ -norm bound 

constraint, and 𝜖  is the attack budget that limits the amount of change in pixel values. When 

performing untargeted attack, these pockets 𝒙̃ can be found by adding perturbations 𝜼 optimized 

in the direction that causes misclassification to a different class than the actual class 𝑦. The generation 

of adversarial example can be generally formulated as 

𝒙̃ = 𝒙 + 𝜼, 𝜼 = 𝜖 ∙ sign(∇𝒙𝑙(𝜽, 𝒙, 𝑦))., ‖𝜼‖𝑝 ≤ 𝜖, (1) 

where 𝑙 denotes the loss function, 𝜽 is the model parameters, and ‖𝜼‖𝑝 represents the 𝑙p-norm 

constraint of the perturbation. 
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Figure 2. Generation of perturbation using main task information. 

If the adversarial examples generated in this way are sufficient to form robust enough decision 

boundaries, then the adversarial robustness of the model should be achieved in  

a substantial level. However, adversarially trained models often result in adversarial accuracies 

that are significantly lower than clean accuracies. This phenomenon can be interpreted on the one 

hand as a lack of model capacity [10,12] to learn strong enough robustness but on the other hand, the 

models with large capacity do not always guarantee higher robustness [45], and over-

parameterization rather results in low robust generalization [44]. From a different interpretation, we 

assume the cause of low adversarial accuracy as a failure of conventional adversarial training method 

to find a diverse enough set of pockets to form sufficiently robust decision boundary. 

In this regard, we seek a way to introduce diversity in the generation direction of adversarial 

perturbations with the objective of improving the adversarial accuracy of the main task. To enhance 

the adversarial accuracy of the main task from a defensive perspective in adversarial training, it is 

necessary to inject diversity with intention in the generation of adversarial perturbation, rather than 

relying on random directions. In a multi-task model, the auxiliary tasks are sets of class labels that 

are related to the main task and therefore contain information about the main task. In other words, 

the perturbations generated by the auxiliary task are likely to align in direction with those produced 

by the main task. Thus, perturbations generated using auxiliary tasks can be an appropriate means 

of providing diversity while maintaining the main directionality needed to fool the main task. 

When there are a total of 𝑀 tasks (𝐓0, … , 𝐓𝑚, … , 𝐓𝑀), where 𝐓0 represents the main task and 

𝐓m  is 𝑚 th auxiliary task, a dataset for multi-task learning can be defined as D =

{(𝒙, 𝑦0, … , 𝑦𝑚, … , 𝑦𝑀 )}, where 𝑦0 represents the target labels for the main task and 𝑦𝑚 is those for 

the 𝑚th auxiliary task. The mixed perturbation 𝜼𝑀𝑃 proposed in this study integrates perturbations 

generated from the main task and auxiliary tasks, which can be formulated as follows: 

𝜼𝑚 = argmax
𝜼

𝑙(𝜽𝑚, 𝒙 + 𝜼, 𝑦𝑚),  s. t. ‖𝜼‖𝑝 ≤ 𝜖, 

𝜼𝑀𝑃 = ∑ 𝛼𝑚𝜼𝑚

𝑀

𝑚=0

, ∑ 𝛼𝑚 = 1

𝑀

𝑚=0

, (0.5 ≤ 𝛼0 < 1.0). 

(2) 

Here, 𝜽𝑚 represents the set of parameters for task 𝐓𝑚 in a hard parameter sharing multi-task model, 

consisting of the shared layer weights 𝜽𝑠 and the task-specific head weights 𝜽𝐓𝑚
. The perturbation 

weight 𝛼𝑚 for each task is randomly assigned for directional diversity, while ensuring that the total 

sum of all weights equals 1. In addition, as this study aims to improve adversarial accuracy of the 

main task, the minimum value of 𝛼0 is set to 0.5 for ensuring the directionality of the main task 

perturbation. 

To make the concept of MP clearer, we can consider a scenario where two tasks (main task and 

one auxiliary task) are given. As illustrated in Figure 3, 𝐶𝑚𝑘 represents the 𝑘th class label of the 𝑚th 
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task, which originally belongs to the group of class labels 𝐶𝑚𝑘  ∈ {1, … , 𝐾𝑚}. When generating an 

adversarial perturbation to misclassify the clean data 𝒙 which originally belongs to 𝐶01 as class 

𝐶03, the perturbation will be generated in the direction of 𝜼0, crossing the decision boundary between 

𝐶01  and 𝐶03 . From the viewpoint of the auxiliary task, a perturbation will be generated in the 

direction of 𝜼𝑚, causing 𝒙 which originally belongs to 𝐶𝑚1, to be misclassified as 𝐶𝑚2. Therefore, if 

the auxiliary task is not identical to the main task, the resulting perturbation will have a directional 

distinction that cannot be captured solely from the main task perturbation. 

 

Figure 3. Illustration of the mechanism for generating mixed perturbation (MP). 

Consequently, the adversarial examples generated by adding mixed perturbations to original 

data are expected to uncover pockets that are concealed in a broader range of directions across the 

manifold. In the following subsection, we apply this approach to a defensive scenario: adversarial 

training using mixed perturbation. 

2.2. Adversarial Training of Victim models 

2.2.1. Adversarial Training using Mixed Perturbation 

We now try to leverage the adversarial examples obtained by the mixed perturbation as training 

samples for adversarial training and multi-task learning. Let us first review the objective function of 

adversarial training: 

min
𝜽

𝔼(𝒙,𝑦)~𝒟 [ max
‖𝜼‖𝑝≤𝜖

𝑙(𝜽, 𝒙 + 𝜼, 𝑦)],  (3) 

and that of multi-task learning: 

𝐿 = ∑ ∑ 𝑙(𝜽, 𝒙𝑛, 𝑦𝑛
𝑚)

𝑀

𝑚=0

.

𝑁

𝑛=1

 (4) 

Where 𝑁 is the total amount of data. By combining these two training algorithms, we can obtain the 

objective function for adversarial training with multi-task model, which is formulated as follows:  

min
𝜽

 𝔼(𝒙,𝑦0…𝑦𝑚)~𝒟 [ ∑ 𝑙(𝜽, 𝒙 + 𝜼0, 𝑦𝑚)

𝑀

𝑚=0

]. (5) 

The objective function for adversarial training incorporating mixed perturbations in a multi-task 

model can be simply defined by substituting 𝜼 from in equation (5) with 𝜼𝑀𝑃, while maintaining 

the equation (2) for mixed perturbation, which can be written as 

min
𝜽

 𝔼(𝒙,𝑦0…𝑦𝑚)~𝒟 [ ∑ 𝑙(𝜽, 𝒙 + 𝜼𝑀𝑃 , 𝑦𝑚)

𝑀

𝑚=0

]. (6) 
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Consequently, the objective function (6) aims to achieve the generalization effects of multi-task 

learning in addition to the improved robustness gained from adversarial training using mixed 

perturbations. The overall process of adversarial training using mixed perturbation is illustrated in 

Figure 4. 

 

Figure 4. Illustration of the process of adversarial training using mixed perturbation. 

2.2.2. Adversarial Training using Multi-task Attack 

We compare the performance of our proposed method with existing research; we employ the 

multi-task attack (MTA) used in Mao’s study [40], and utilized them for adversarial training, as it 

utilizes auxiliary tasks for generation of adversarial examples. In the context of a multi-task attack, 

the perturbations are designed to deceive the main task and all other tasks targeted by the attacker. 

The formulation for the multi-task perturbation 𝜼𝑀𝑇𝐴 can be written as follows: 

𝜼𝑀𝑇𝐴 = argmax
𝜼

∑ 𝑙(𝜽, 𝒙 + 𝜼, 𝑦𝑚)

𝑀

𝑚

,  s. t. ‖𝜼‖𝑝 ≤ 𝜖. (7) 

The objective function for adversarial training using multi-task attack samples also can be simply 

defined by substituting the perturbation 𝜼 with 𝜼𝑀𝑇𝐴 in equation (5). 

When contrasting the multi-task attack with the conventional single task attack (STA) [12] which 

relies solely on the main task for perturbation generation, it is observed that the multi-task attack 

samples generally exhibit a bit higher ability to mislead auxiliary tasks. However, they exhibit a 

reduced effectiveness in deceiving the main task [46]. Table 1 shows a comparison of the three 

different types of perturbations: STA, MTA, and MP. We compare the performance of the models 

trained with these three different types of perturbations in the Result section. 

Table 1. Comparison of the three types of perturbations. 

Type of Perturbation STA [12] MTA [40] MP 

Illustration 

 
  

Perturbation formula  
𝜼𝑆𝑇𝐴 = argmax

𝜼

𝑙(𝜽0, 𝒙 + 𝜼, 𝑦0) 𝜼𝑀𝑇𝐴 = argmax
𝜼

∑ 𝑙(𝜽, 𝒙 + 𝜼, 𝑦𝑚)

𝑀

𝑚

 

𝜼𝑚 = argmax
𝜼

𝑙(𝜽𝑚, 𝒙 + 𝜼, 𝑦𝑚) 

𝜼𝑀𝑃 = ∑ 𝛼𝑚𝜼𝑚

𝑀

𝑚=0

, ∑ 𝛼𝑚 = 1

𝑀

𝑚=0
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3. Results 

Since this paper extends our previous work [43], we continued the experiments by using 

“advertorch” and utilized the same datasets, models, attack methods (including hyperparameters for 

attack samples generation) and other settings. Thus, we describe a brief summary regarding 

experimental settings in subsection 3.1.~3.2. The following subsection 3.3 explains metrics for 

evaluating and analyzing results. In subsection 3.4, we first compare the experimental results of 

adversarial training using the proposed mixed perturbation with the results from our previous work. 

Subsequently, subsection 3.5. compares the results using the three different perturbation generation 

methods: STA, MTA, and MP. 

3.1. Datasets and Victim Models 

In this study, we used five benchmark datasets: MNIST [47] and CIFAR-10 [48] are the most 

widely used datasets in computer vision, SVHN (Street View House Numbers) [49] is a real-world 

dataset for digit recognition problem, GTSRB (German Traffic Sign Recognition Benchmark) [50] is 

the one for evaluating the practical application, and Tiny ImageNet [51] is employed to evaluate 

applicability on larger datasets. For each dataset, we utilized two auxiliary tasks generated by 

methods proposed in our previous work [43]. The detailed components of each dataset are presented 

in Table 2. 

Table 2 also presents the networks used for victim models used in experiments for each dataset. 

When training the victim models for all datasets, we equally used the SGD optimizer with a learning 

rate of 0.1, proceeded an average of 200 epochs training, and select the optimal checkpoint which 

shows the highest adversarial accuracy for the main task. Each dataset utilizes two auxiliary tasks, 

resulting in a total of three multi-task combinations, and each combination was adversarially trained 

using the three perturbation generation methods experimented in this study. The abbreviations of 

the three types of victim models are shown in Figure 5. 

Table 2. Data composition and victim models of five benchmark datasets. 

Dataset Train Test Class Channel Size Auxiliary task 1 Auxiliary task 2 Network 

MNIST 60,000 10,000 10 Gray 28x28 odd, even prime, composite LeNet 

SVHN 73,257 26,032 10 RGB 32x32 odd, even prime, composite ResNet-18 

GTSRB 39,209 12,630 43 RGB 112x112 circle, polygon character, symbol AlexNet 

CIFAR10 50,000 10,000 10 RGB 32x32 animal, vehicle sky, ground, water WRN-32 

Tiny ImageNet 100,000 10,000 200 RGB 64x64 natural, artefact animal, machine, others ResNet-18 

 

Figure 5. Three different types of victim models used in the experiments. 

3.2. Attack Methods 

In the experiments utilizing mixed perturbation, we assume a gray-box setting that is close to a 

white-box scenario, where the attacker has access to nearly all information about the victim model 
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but lacks knowledge of the auxiliary task information. We selected projected gradient descent (PGD) 

[12] untargeted/targeted, and the Carlini & Wagner (CW) [13] untargeted attacks as the attack 

methods to evaluate the adversarial training model utilizing mixed perturbation. In the experiments 

comparing the three types of perturbations, we employed PGD untargeted and targeted attacks. The 

adversarial examples for adversarial training were generated using PGD untargeted attack, and the 

performance of the adversarially trained victim models against the same attack was also evaluated. 

3.3. Metrics 

The metrics for evaluating the performance of adversarially trained models consist of two key 

measures: accuracy on the unperturbed original data (clean accuracy) and accuracy on adversarial 

examples (adversarial accuracy). Note that the accuracies measured in this paper indicate recognition 

performance for the main task. 

When applying the same defensive algorithm across multiple datasets, the degree of robustness 

may differ for each dataset (including factors such as whether there is improvement or degradation, 

variations in the extent of improvement, and variations caused by domain-specific characteristics 

[52]), and the types of defensible attacks may also vary. Therefore, in this study, we conducted an 

analysis based on the characteristics of the data. The value of data characteristics-based analysis 

regarding adversarial robustness has been demonstrated in the preceding study [53]. 

When analyzing the experimental results, we utilized the distributional properties of the 

datasets: inter-class variance. For calculating inter-class variance, we use a method that measures the 

average distances between data points across classes, since this is less sensitive to outliers compared 

to measuring distances from the mean vector, allowing for a more accurate representation of the 

distribution characteristics. The equation for inter-class variance can be written as 

𝐼𝑛𝑡𝑒𝑟 − 𝑐𝑙𝑎𝑠𝑠 𝑣𝑎𝑟𝑖𝑎𝑛𝑐𝑒 =
1

𝐾0(𝐾0 − 1)
∑ ∑ 𝑚𝑒𝑎𝑛 (𝐃(𝑿𝑘 , 𝑿𝑗))

𝐾0

𝑗=1(𝑗≠𝑘)

𝐾0

𝑘=1

. (8) 

Here, 𝑿𝑘 and 𝑿𝑗 denotes the set of data points belonging to each class, and 𝐃 is the distance matrix 

that calculates the pairwise distances between data points in 𝑿𝑘  and 𝑿𝑗 . Since these two data 

characteristics can be calculated before conducting experiments, we present the inter-class variances 

calculated for five benchmark datasets in Table 3. 

Table 3. Average inter-class variance of five benchmark datasets. 

Dataset Inter-class variance 

MNIST 10.3211 

SVHN 14.4643 

GTSRB 67.2574 

CIFAR10 19.0552 

Tiny ImageNet 19.2206 

In addition, the angle between two vectors was measured to evaluate the directional diversity 

of mixed perturbation. We measured the angle between the original data 𝒙 and the perturbations 

𝜼0, 𝜼𝑚, and 𝜼0 + 𝜼𝑚, which are represented as ∡(𝒙, 𝜼0), ∡(𝒙, 𝜼𝑚), and ∡(𝒙, 𝜼0 + 𝜼𝑚). To evaluate 

how the directions of the perturbations generated by each task differ, we calculated the angle between 

the perturbation of the main task and the perturbation of the auxiliary tasks, which is denoted as 

∡(𝜼0, 𝜼𝑚). 

3.4. Experimental Results and Analysis 

3.4.1. Experimental Results with Mixed Perturbation 

The comparison of performance of the adversarially trained models using the proposed mixed 

perturbation is presented in Table 4. We first compare the performance of two adversarial training 
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models: STA trained, and MP trained. The values highlighted in bold and underlined represent cases 

where the MP trained model outperforms the STA trained model. The two large columns on the left 

represent the datasets and task combinations for multi-task learning, respectively. The top row of the 

remaining four large columns indicates the type of input samples during the inference phase. For 

each type of input sample, the table allows for a comparison of the performance between models 

trained on conventional single task attack samples (STA trained) and those trained on attack samples 

generated with mixed perturbation (MP trained). For example, the value 99.09 at the top-left of Table 

5 shows the clean accuracy of a MNIST model trained on the main task and the first auxiliary task, 

using adversarial samples generated by the conventional single-task attack. 

The model trained using the proposed mixed perturbation shows enhanced robustness across 

the GTSRB, CIFAR10, and Tiny ImageNet datasets. Especially in case of GTSRB dataset, while the 

MP trained models exhibit lower robustness against PGD targeted and CW attacks compared to STA 

trained models, it demonstrates a notable improvement in adversarial accuracies against PGD 

untargeted attacks. When analyzing the three task combinations, the robustness against PGD 

untargeted attacks has increased by an average of 5.24%, peaking at an increase of 8.1%. Additionally, 

it's important to highlight that the clean accuracies have also improved, with an average increase of 

3.66% and a maximum rise of 4.98%. 

In case of CIFAR10, clean accuracies are decreased, which was somewhat compromised (trade-

off), yet the adversarial accuracies against all types of attacks exhibit significant improvement. 

Notably, the robustness against PGD untargeted attacks rose by an average of 1.69%, while for PGD 

targeted attacks, the increase was around 1.91%. Additionally, the model exhibited an improvement 

of 0.61% against CW attacks. 

Table 4. Comparison of classification accuracies of main task in STA and MP trained models. 

Dataset 
Task 

Combination 

Clean samples PGD targeted PGD untargeted CW untargeted 

STA 
trained 

MP 
trained 

STA 
trained 

MP 
trained 

STA 
trained 

MP 
trained 

STA 
trained 

MP 
trained 

MNIST 

Main+Aux1 99.09 99.05 98.03 98.10 94.46 94.35 82.96 83.84 

Main+Aux2 98.95 99.08 98.05 97.96 94.82 94.24 87.16 81.90 

Main+Aux1+Aux2 98.99 98.97 98.13 97.85 95.13 93.16 86.84 73.04 

SVHN 

Main+Aux1 90.42 90.31 69.99 70.68 54.26 52.32 56.14 53.64 

Main+Aux2 89.56 88.53 68.72 69.22 53.20 51.48 54.23 50.68 

Main+Aux1+Aux2 90.05 91.05 70.82 70.36 54.18 53.33 54.34 53.98 

GTSRB 

Main+Aux1 90.05 92.90 76.28 75.23 58.72 63.48 57.44 54.03 

Main+Aux2 88.87 92.01 75.12 73.90 59.20 62.07 56.65 54.69 

Main+Aux1+Aux2 89.83 94.81 76.18 73.64 59.94 68.04 56.48 51.53 

CIFAR10 

Main+Aux1 84.62 83.34 68.63 70.44 45.23 48.12 39.78 41.56 

Main+Aux2 84.79 84.18 67.83 69.85 45.77 47.29 40.68 42.18 

Main+Aux1+Aux2 84.94 82.57 67.85 69.77 46.68 47.33 42.13 40.68 

Tiny 

ImageNet 

Main+Aux1 17.71 22.36 18.21 21.75 6.16 5.80 7.83 8.89 

Main+Aux2 17.88 21.43 18.04 20.33 5.51 5.15 7.57 8.10 

Main+Aux1+Aux2 18.39 22.52 18.31 21.20 6.03 5.29 8.16 8.36 

In the experiments on Tiny ImageNet, the results exhibit a notable increase in clean accuracies, 

averaging 4.11%. Furthermore, there was an average improvement in robustness of 2.91% against 

PGD targeted attacks and 0.60% against CW attacks. However, there was no increase in robustness 

against PGD untargeted attacks, which is unexpected since adversarial training is generally known 

as the ability to defend attack methods used in training phase. This anomaly requires further 
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investigation, which will be addressed in our future research involving additional experiments and 

analyses aimed at enhancing the baseline performance of the Tiny ImageNet model. 

For the MNIST and SVHN, the application of the proposed mixed perturbation did not yield a 

beneficial effect on the adversarial robustness of the models. Rather, there was an average decrease 

in robustness of 1.32% for SVHN and 2.76% for MNIST (excluding CW attacks), accompanied by a 

minor decrease in clean accuracy. Moreover, for the two-task combinations involving MNIST, models 

trained using mixed perturbation showed notable vulnerability to CW attacks. The underlying 

factors contributing to the lack of effectiveness of mixed perturbation on the MNIST and SVHN 

datasets will be explored in the following subsection. 

3.4.2. Analysis on the Effect of Mixed Perturbation 

We speculate that the rare instances where the MP trained models outperform the STA trained 

models in the SVHN and MNIST experiments may be attributed to the inter-class variance shown in 

Table 3. Here, we analyze the relation between distributional characteristic of the data and directional 

changes of the perturbation. The inter-class variance for MNIST and SVHN is relatively low among 

the five datasets, suggesting that the small distances between classes could make the model more 

sensitive to changes in the direction of perturbations. This means that a change in the direction of the 

perturbation due to the auxiliary task may change the directionality of the main task perturbation, 

which may lead to the resulting mixed perturbation being included within the decision region of an 

unintended class. Therefore, in such cases, a more refined approach is needed. 

As one way to address this issue, we can consider assigning a larger main task perturbation 

weight 𝜶0 to prevent unintended perturbations caused by the loss of primary directionality. Figures 

6 and 7 represent graphs measuring the model's performance based on the variation of 𝜶0 in models 

using the first auxiliary task of MNIST and the second auxiliary task of SVHN, respectively. 

 

Figure 6. The change in accuracy of the MNIST MP trained model (using the first auxiliary task) with 

respect to variations in the value of 𝜶0. 

 

Figure 7. The change in accuracy of the SVHN MP trained model (using the second auxiliary task) 

with respect to variations in the value of 𝜶0. 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 1 October 2024 doi:10.20944/preprints202410.0073.v1

https://doi.org/10.20944/preprints202410.0073.v1


 11 

 

In each Figures 6 and 7, the green circle on the left represents the adversarial accuracy of the STA 

trained model, with the adjacent value corresponding to (𝜶0 > 0.5) is the adversarial accuracy shown 

in Table 4. The values indicated by the red circle on the right shows that a non-trivial performance 

improvement was achieved by assigning a larger 𝜶0. Note that we conducted experiments on the 

remaining tasks of MNIST and SVHN; however, no positive effects like those observed in Figures 6 

and 7 were achieved. These experiments revealed that the proposed mixed perturbation exhibits 

varying effectiveness depending on the auxiliary task used. 

As another potential approach, we can consider setting the attack budget, represented by the 

epsilon 𝜖, based on inter-class variance during the generation of perturbations, which will be one of 

our future works. 

On the other hand, GTSRB gains the highest performance improvement due to mixed 

perturbation, which can also be inferred from its significantly high inter-class variance. This means 

that GTSRB can be expected to have a larger number of pockets between the classes. Consequently, 

the model may have been less sensitive to changes in perturbation directions caused by the mixed 

perturbation, allowing it to effectively locate valid pockets. 

We analyze the impact of mixed perturbation on adversarial training by measuring the 

directions of perturbations. Table 5 presents the results of measuring the standard deviation of the 

angle between the perturbations, 𝜼0 and 𝜼1, generated using the main task and the first auxiliary 

task for each dataset. We can see the changes in the standard deviation of the angle between 𝒙 and 

the perturbation when 𝜼1 is added to 𝜼0, as well as the standard deviation of the angle between 𝜼0 

and 𝜼1. 

Table 5. Standard deviation of the angles for each dataset. 

Dataset ∡(𝜼0, 𝜼1) ∡(𝒙, 𝜼0) ∡(𝒙, 𝜼0 + 𝜼1) ∡(𝒙, 𝜼0 + 𝜼1) −  ∡(𝒙, 𝜼0) 

MNIST 8.88 3.67 4.04 0.37 

SVHN 13.63 1.93 2.23 0.30 

GTSRB 3.72 4.39 6.45 2.06 

CIFAR10 5.15 3.01 4.08 1.07 

Tiny ImageNet 5.07 2.88 3.81 0.93 

We first assess the angle between original data point 𝒙  and perturbations: ∡(𝒙, 𝜼0)  and 

∡(𝒙, 𝜼0 + 𝜼1). For all datasets, the addition of 𝜼1 to 𝜼0 led to an increase in standard deviation of 

the perturbation directions. Specifically, GTSRB increased by 2.06, CIFAR10 by 1.07, Tiny ImageNet 

by 0.93, SVHN by 0.30, and MNIST by 0.37. However, the increases in standard deviation for SVHN 

and MNIST were notably lower than those of the other datasets. This indicates that the intended 

diversification of perturbation directions through mixed perturbation was not effectively performed 

for these two datasets. 

When analyzing the angle ∡(𝜼0, 𝜼1), we observe that the standard deviations for MNIST and 

SVHN are considerably higher compared to those for GTSRB, CIFAR10, and Tiny ImageNet. This 

implies that the addition of 𝜼1 to 𝜼0 introduces more variability in direction. Although this could 

potentially inject more diversity in perturbation directions, it also increases the likelihood of 

unnecessary directional changes. In other words, while the objective of the proposed mixed 

perturbation is to improve adversarial accuracy for the main task by capturing unidentified pockets, 

the directional change need not to be substantial enough to alter the main directionality of 𝜼0. 

3.4.3. Comparison of Three Perturbation Generation Methods 

The proposed mixed perturbation generates distinct perturbations for the main task and 

auxiliary tasks, which are subsequently combined by random weighted summation to introduce 

more directional diversity into the adversarial examples. On the other hand, when the main and 

auxiliary tasks are provided, multi-task attacks [40,54] can also be considered as a method for 

generating adversarial examples for adversarial training. However, when operating under the same 
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attack budget, adversarial examples generated by multi-task attacks tend to have weaker strength in 

deceiving the main task compared to single task attacks. When utilizing multi-task attack samples 

for adversarial training, the objective is to improve adversarial robustness for all tasks. Consequently, 

we expected that the proposed mixed perturbation aligns better with the objective of this study, as it 

focuses on improving the adversarial accuracy of the main task. 

We compared the performance of three different adversarially trained models against PGD 

targeted and untargeted attacks in Table 6. The values corresponding to the STA trained and MP 

trained are identical to those shown in Table 4. The values highlighted in bold and underlined 

represent the cases showing the highest adversarial accuracies among three adversarially trained 

models. For PGD targeted attacks, the adversarial training method that exhibits the highest 

adversarial accuracies varied across datasets. Since we primarily use adversarial examples generated 

through PGD untargeted attack for adversarial training, it is challenging to observe a consistent 

tendency in which approach performs best against PGD targeted attack. 

Table 6. Comparison of adversarial accuracies of adversarially trained models trained using three 

different perturbations. 

Dataset 
Task 

Combination 

PGD targeted PGD untargeted 

STA 
trained 

MTA 
trained 

MP 
trained 

STA 
trained 

MTA 
trained 

MP 
trained 

MNIST 

Main+Aux1 98.03 97.85 98.10 94.46 93.77 94.35 

Main+Aux2 98.05 97.83 97.96 94.82 93.90 94.24 

Main+Aux1+Aux2 98.13 97.91 97.85 95.13 93.55 93.16 

SVHN 

Main+Aux1 69.99 70.33 70.68 54.26 51.78 52.32 

Main+Aux2 68.72 69.31 69.22 53.20 51.16 51.48 

Main+Aux1+Aux2 70.82 71.20 70.36 54.18 51.50 53.33 

GTSRB 

Main+Aux1 76.28 76.00 75.23 58.72 59.84 63.48 

Main+Aux2 75.12 75.27 73.90 59.20 59.91 62.07 

Main+Aux1+Aux2 76.18 74.60 73.64 59.94 59.44 68.04 

CIFAR10 

Main+Aux1 67.83 68.69 70.44 45.23 45.82 48.12 

Main+Aux2 67.85 68.89 69.85 45.77 45.67 47.29 

Main+Aux1+Aux2 68.64 68.94 69.77 46.68 46.05 47.33 

Tiny 

ImageNet 

Main+Aux1 18.21 23.64 21.75 6.16 6.55 5.80 

Main+Aux2 18.04 22.21 20.33 5.51 7.45 5.15 

Main+Aux1+Aux2 18.30 18.25 21.20 6.03 6.30 5.29 

Against PGD untargeted attacks, the SVHN and MNIST datasets show no robustness gain in 

MTA and MP trained models compared to STA trained models, suggesting that training with 

directionally diversified adversarial examples was ineffective. However, for the GTSRB and CIFAR10 

datasets, training with the proposed mixed perturbation improved the adversarial accuracies more 

effectively than MTA or STA training. Especially in case of CIFAR10, all task combinations of MP 

trained models show improved adversarial accuracies against both attacks. In the case of Tiny 

ImageNet, the MTA-trained model was more robust against both attack methods. While the proposed 

method showed partial effectiveness, no clear overall tendency was identified. 

4. Discussion 

As a result, the overall experimental results varied depending on the dataset, the task 

combination of the multi-task model, and the type of attack. Nonetheless, in several cases, significant 

improvements in adversarial robustness were observed, and the cases where both clean accuracy and 

adversarial accuracy were improved are particularly noteworthy. 
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Although we utilized three different analysis metrics to interpret the experimental results, but 

additional analysis is required for further investigation of the properties of adversarial robustness. 

The characteristics of the data varies widely [53], and a more comprehensive analysis from various 

perspectives is necessary. 

The proposed adversarial training method using mixed perturbations has the limitation of 

increased computational time, as illustrated in Table 7, due to the need for generating two or more 

perturbations within each batch loop. Notably, the time required for perturbation generation varies 

based on the type of auxiliary task and dataset used. This highlights the importance of exploring 

ways to reduce computational overhead. Additionally, since mixed perturbation does not 

consistently outperform existing adversarial training techniques across all datasets and attack types, 

it is necessary to refine and enhance the methodology. 

Table 7. Comparison of the time taken for one epoch of training based on the number of auxiliary 

tasks required for perturbation generation (second). 

Dataset Model Main task One Aux task Two Aux tasks 

MNIST LeNet 47.89 74.55 76.12 

SVHN ResNet18 1352.04 2054.92 2248.94 

GTSRB AlexNet 502.66 533.75 659.65 

CIFAR10 WRN-32 5032.58 7818.13 11393.31 

Tiny ImageNet ResNet18 1290.05 2148.45 2795.09 

5. Conclusions 

In this paper, we proposed a perturbation generation method to identify diverse pockets exist 

in the data manifold for better adversarial training. The proposed mixed perturbation leverages 

auxiliary tasks which are correlated with the main task, enables the generation of perturbations with 

directionality for defensive objective. To increase the diversity of the perturbations generated, we 

perform random weighted summation under the condition that the directionality of the main task 

perturbation is preserved. 

Through the experiments on five datasets, we confirmed that our proposed method can improve 

the adversarial robustness of the main task. In addition, we analyzed the experimental results based 

on the characteristics of the data and demonstrated the effectiveness of the proposed mixed 

perturbation. 

Our proposed MP method in adversarial training is expected to be particularly effective in 

datasets with high inter-class variance. Furthermore, when combined with methods that train the 

model in a way that makes the distinction between classes more explicit, it is expected to gain 

significant improvement in adversarial robustness. 

Our future work will aim to verify and analyze the root causes and properties of adversarial 

vulnerabilities, with the goal of applying it to more practical applications such as medical analysis 

systems. 
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