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Abstract

We present a high-dimensional quantum key distribution protocol by using N-qudits quantum light
states, that is, product states with N photons, each of them in a quantum superposition of dimension
d which provides a high dimension dV and accordingly a very high security. We present the imple-
mentation of this protocol in different types of optical fibers where the mentioned states undergo
perturbations under propagation in optical fibers; such perturbations can be notably reduced in a
passive (autocompensation) or active way and importantly the N-qubits present a great robustness
against such optical perturbations. Likewise, quantum states also undergo attenuation, that is, some
photons are lost under propagation in the optical fibers and then effective N’(< N)-qudits are ob-
tained which also are used to generate secret keys. In fact, the detection of states combines standard
projective measurements along with photon coincidences. Besides, we analyze the security of this
high-dimensional protocol under an intercept and resend attack realized by Eve, and the resulting
secure key rates are calculated showing a significative increasing with the dimension provided by the
number N of photons.

Keywords: high-dimensional QKD; N-qudits; optical fibers

1. Introduction

Quantum Key Distribution (QKD) is considered as a key technology for future secure optical
communications. The main reason is that the security of the present classical cryptography is based
on mathematical algoritms, which will no longer be guaranteed when quantum computers become
available. QKD, a branch of optical quantum communications, is a technology based on the properties
of the quantum light that allows the exchange of secure information between two users, Alice and Bob,
who share a random bit series or key transported by quantum light states. Such quantum states can
not be cloned by an eavesdropper.

There are several QKD approachs which can be classified into Discrete Variable (DV) and Contin-
uous Variable (CV) QKD [1-3]. DV-QKD is based on the measurement of quantum states by projective
measurements, and CV-QKD is based on the measurement of the quadratures of the optical field by
using, for example, a balanced homodyne detection. Furthermore, there are several types of DV-QKD
protocols based on the use of one photon as BB84 [4], B92 [5] and so on, and on the other hand there
are protocols with two photons as BBM92 [6], MDI-QKD [7] and so on. It is important to indicate that
in the above cases with two photons, both Alice and Bob only possess one photon. Moreover many of
the above protocols have been generalized to high-dimensional protocols by using freedom degrees of
the single photons that can be implemented in both multimode optical fibers [8-10] and/or free-space
[1,3]. Likewise, the use of more than two sparticles has atracted the attention, as for example the use of
entanglement of product states (three photons) of single photon states to implement a long-distance
MDI-QKD protocol (with Bell states) [11] or the proposal of multi-user protocols (with GHZ entangled
states) [12].
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It is well known that security is increased by using high-dimensional QKD, which is obtained as
commented above by taking into account some degree of freedom of a single photon in a multimode
optical fiber such as: different linear optical momentum (LOM) in few modes optical fibers (FMEF),
different paths in multicore optical fibers (MCF), different polarization, different orbital angular
momentum (OAM) [13] an so on, that is, with 1-qudits. In this work we present a high-dimensional
(HD) DV-QKD protocol in optical fibers by using a number N of photons. In particular, we use
N-dimensional product states formed by N single photon states. Each photon can in turn be in a
superposition state, therefore we will have dN states, thatis, N -qudits, and accordingly a HD-DV-QKD
protocol will be implemented, achieving thus both a greater security and larger secure key rate. As
a clarification, we will consider that spatial channels , such as cores of a MCF, are not coupled, and
importantly the protocol is independent of the relative phase between the single photon states. It is
interesting to note that recently a continuous variable QKD protocol based on product states of weak
coherent states has also been proposed [14].

On the other hand, some requirements to produce and detect product states are necessary. One of
them is the use of sources of several single photons. There are several possibilities to achieve these
states. For example, a series of SPDC (spontaneous parametric down conversion) sources which emit
biphotons [15] or a series of SFWM (spontaneous four-wave mixing) sources also emitting biphotons
[16], and then using one of the photons as a heralding signal to obtain states of N photons when N
coincidences be detected. Another possibility is to use spatial demultiplexation of single photons
from a single photons source [17]. Therefore, there are enough technological possibilities to produce
these kind of product states. Likewise, the measurements of quantum states have to be made by
standard projective measurements along with photon coincidences, although this last requirement of
coincidences detecting would not be strictly necessary.

The plan of the paper is as follows: in Section 2 the QKD protocol with N-qudits in optical fibers
is presented by taking account a realistic scenario (perturbations, losses, ...). In Section 3 different
physical implementations of N-qudits in optical fibers are analysed. In Section 4 a detailed study of the
quantum bit error rate (QBER) and secure key rates (SKR) is presented where an exhaustive analysis is
made for an intercept and resend attack with losses and optical fiber perturbations. Finally, in Section
5 a discussion of results is presented.

2. QKD Protocol with N-Qudits in Optical Fibers

In this section we present the QKD protocol with N-qudits in optical fibers. Let us consider N
photons excited, each of them in quantum superpositions implemented in d optical modes of optical
fibers. These quantum superpositions are generated in two mutually unbiased bases (MUBs), that is,
with coefficients Ajm in the Basis a and b]-m and the Basis b, where j = 1, ..., d indicates the base vector,
m = 1,...,d indicates the component of the vector, and consequently the following superpositions are

obtained
Basisa Basisb
|L1a) = a11|11) + a12|12) + ... + a14|14) |L1p) = b11|11) + b1a|12) + ... 4 b1g|14)
|L2q) = a21|11) + a12|12) + ... +aq4/14) |Lap) = bo1|11) + b12|12) + .. + byl 1) 1)

|Lga) = ag|11) +ap|12) + . +agalla)  |Lpn) = bar|11) + baa|12) + ... + baalla)-

If N photons are considered, then the following product states are obtained in the two bases, that is,

L) = L)L) L™y, L) = 1L L@y LM, )

where |L,§i) )y and |L,(Ji) ), withi =1, ..., N, indicate some of the superpositions of basis states, given by
Eq.(1), for each photon. It is obvious that we obtain a number dN of product states in each basis and
therefore a dimension A/ = d¥ is obtained.
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https://doi.org/10.20944/preprints202601.0129.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 4 January 2026 d0i:10.20944/preprints202601.0129.v1

30f12

Alice sends N-qudit states, that is, N photons in a product state of N states of 1-qudit and, more
importantly, all 1-qudits (chosen in a random way) are in the same base, that is, she sends states |L,)
or |Ly). On the other hand Bob randomly chooses the measurement base of the 1-qudits and then the
state of each photon is detected by a projective measurement. Each measurement in the right basis
provides a string of mN bits, where m = log, d. Besides, if an intercept-resend attack is performed by
Eve the QBER is related to the error of detecting the right state, that is, since the number of product
states in each basis is N = dN then the QBER is given by

__W-1 _@¥-1
QBER =¢ = N 2N 3)
It is important to stress that the existence of a relative phase between states of a product state

does not change the state, up to a global phase. This property provides a great robustness to these
states. Obviously each photon is excited in a superposition states where perturbations on the relative
phases and amplitudes are possible, and therefore some compensation technique would be required.
This problem has been extensively studied in the past by usign both passive (plug&play) and active
methods.

On the other hand, we take into account that the current optical fibers have a certain attenuation
loss, that means that some photons will be lost, and therefore the N-qudits convert in N'(< N)-qudits,
that is, N—1-qudits, N—2-qudits ..., 1-qudit. For that reason, we will also have to consider this most
realistic scenario. Thus, in an optical fiber the probability P to detect a photon at a distance L is related
to the attenuation, that is,

P(L) = 10~ %uL/10, (4)

where ay is the attenuation coefficient in the optical fiber in dB/km. Typical values are agy =
0.2—0.4dB/km for conventional fibers, however, in this analysis we will make use of an attenuation
coefficient value az; =~ 0.15 dBkm~! which takes into account the new advances in fiber design
technologies [18]. This value is chosen to emphasize that this protocol is feasible even without
employing hollow core fibers whose coefficient is az < 0.10 dBkm~! [19] . Note that if we have
product states of N photons then we obtain several effective N’-qudits under attenuation. For example
if we have N = 3 we obtain in the base a (the same for the base b)

L) = L) ILEYLY) (N =3), (5a)
1L,y = [0y L)Y ILEN, LM 0y (L), I L0y (N = 2), (5b)
Lyy = 10)|0) L), [0y L0y, [LE)0)[0) (N = 1), (50)

therefore the probability to detect product states with three photons is given by P3) = P3, with
P = P(L), however the probability to detect product states with two photons is P(;) = 3P%(1 - P),and
the probability to detect product states with one photon is given by P(;) = 3P(1 — P)2. This result can
be generalized to N photons of which N’ are detected, that is,

N N
P(N/):(N_N,)(I—P)N N 0<N <N. (6)

In short, the attenuation will introduce limitations to the total secure key rate and the maximum
distances allowed. However, by using several photons we overcome this problem increasing the
security significantly. For example, let us consider the case of 1-ququart (d=4), then the error produced
by Eve is 37.5%, however if we use 2 or 3 photons, that is, 2 and 3-ququart respectively, we obtain an
error 46.875% or 49.92%, that is, close to the maximum error of 50%.

3. Implementations in Optical Fibers

Different kinds of optical fibers can be used to implement the above protocol. Since non spatial
modal coupling is required, the most interesting cases correspond to the use of a set of single mode
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fibers (SMF) or a multicore optical fiber (MCF) with N cores. A first approximation would be to use two
polarization modes in each core and then N-qubit states can be implemented, that is, N photons are
distributed into the N cores and, therefore, polarization qubits are implemented in each core resulting
in a QKD of dimension 2N,

Alternatively, we may employ N subsets of M cores in a MCF supporting NM spatial modes,
where each photon is simultaneously excited across M cores. By exploiting polarization modes, each
subset encodes a single qudit of dimension d = 2M. Consequently, the system represents states of
N-qudits, spanning a quantum space of dimension

NM

N =M = [emym] @)

The last expresion shows us that for a given number of cores C = NM, the highest dimension N/ = 2¢
is achieved for M = 1 (qubits) or M = 2 (ququarts).

A key aspect of optical fibers is that the polarization state of the quantum states is changed during
their propagation, which supposes a critical caveat in the real implementation of these QKD protocols.
As a consequence, we have to deal with perturbations to ensure the stability of the polarization state.
To compensate the perturbations in the polarization when the states are send from Alice to Bob, active
compensation [20,21] or passive compensation (autocompensation) [10,22] techniques represent a
plausible and suitable solution.

3.1. Product States with N-Qubits with Spatial and Polarization Modes

We start with the implementation of N-qubits, that is, we have N spatial modes j = 1,..N of a
MCF or N SMFs and, in each spatial mode, we excite a single photon and therefore N-qubits by using
the polarization modes in each spatial mode. We choose, for example, the bases: Basis a: X (or diagonal)
and Basis b: Y (or circular) basis (MUBs):

X; = {[15,) = = (115 + 1)), 1) =

- () — [y}, j=1N, ®)

1
V2
By 1

51 i) ) = o (1) =iy =1, N, ©)

Y, = {[11,) =
As an example, let us consider three photons (N = 3) then we can use a three-core MCF or three SMFs.
Therefore the product states in the bases X and Y are

X = {11p)11p,)11p;), 11p,) 110,011 450, (1D, )11 4,) 11D5), 1D, ) 114,01 45),

114,)1D,)[1D5), 11D,) 1,0 [1D5), [1D,) 1,0 [1D5), [14,) [14,)[145) } (10)

Y — {|1L1>|1L2>|1L3>/ |1L1>|1L2>|1R3>f |1L1>|1R2>|1L3>f |1L1>|1R2>|1R3>f
|1R1>|1L2>|1L3>r ‘1R1>|1L2>|1R3>f |1R1>|1R2>|1L3>f |1R1>|1R2>|1R3>}' (11)

The bits corresponding to the states can be, for example, |1p,):0, [14,):1, |17,):0 and |1, ): 1. Note
that with one photon we would need a space with eight optical modes. If we use an additional photon
(four photons) we would obtain sixteen product states (with one photon we would need a space with
sixteen optical modes) and so on.

In Figure 1 there is a depiction of a HD-DV-QKD system for polarization qubits. First of all, Alice
uses N SPDC sources to generate a pair of photons for each mode: one of them will be used as a
signal and the other one as a heralding photon to obtain N-qubits by detecting coincidences. After,
by using electrooptical devices, Alice chooses a state for each signal photon, all of them in the same
basis, for example, X or Y. The photons are coupled to SMFs, and by means of a fan-in (FI) are coupled

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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to a MCFE. The quantum states travel along the MCF to Bob system where by using a fan-out (FO)
the photons are coupled to N single core fibers at Bob’s system. Finally, at Bob’s quantum projective
measurement system, the same base is selected with an electrooptical device. Finally, the quantum
states are measured using a polarization beam splitter (PBS) for each qubit.

EOSS ALICE BOB

SPDC @

@
SPDC @ ((.))

SPDC @ ((.))
SPDC @ @ ((.))

Figure 1. A HD-QKD system for N-qubits with Alice and Bob connected by a MCF. List of elements from left to
right: SPDC sources, Electrooptical States Selector (EOSS), SMFs, a MCF between a fan-in and a fan-out (FIFO), an
Electrooptical Base Selector (EOBS), and PBSs to perform projective measurements.

3.2. Product States with N-Qudits with Spatial and Polarization Modes

We make clear the case of N-qudits with N-ququarts states. The ququarts states |L) are generated
by using two spatial modes 1 and 2 (two non-copled cores of a MCF, or two SMFs) and the polarization
modes H and V, that is, they are given by the following quantum superposition

|L) = cn, |1n,) + cvy [ 1v,) + ¢y | 1Hy) + cvy[1vy), (12)

where the coefficients are the vectors of the two MUBs. For example, the above diagonal and circular
polarization basis can be used to obtain two MUBs for 1-ququarts, that is,

Xi2 = { 1120} = 7= (110, % [10,)), [1sa) = (114 £ 1)}
Yi2 = {[1s2) = 5(010) 401, Ler) = (1) £il1e)} (13)

If we have a second photons then we need a second pair of spatial modes cores of MCF or SMFs)
3 and 4, and so on for N-ququarts. The states in each pair of modes are again given by Eq.(??).
Examples of states 2-ququarts of the first and second pairs of modes would be: |1,p)|14p), [14p)|1-p),
[1:p)[1+4), [14p)|1-4), and so on up to sixteen states. This can be implemented by using a MCF
with four cores (two cores for each photon). A similar procedure can be followed for 3-ququarts, that
is, sixty-four states. It is clear the large dimension that can be achieved. Note that with a single photon
we would need to use and manipulate quantum superposition states excited in sixteen or sixty-four
optical modes respectively to achieve the same QKD dimension.

3.3. Product States with N-Qudits with Spatial and Other Optical Modes

There are other degrees of freedom for a single photon, that is, other optical modes to construct
N-qudits. For example, we could use the modes of a few-mode optical fiber (FMF) [23], that is, with
different Linear Optical Moment (LOM), or even to consider a MCF optical fiber where each core
is a few-mode optical core, with LOMs {%f1, ..., s, where {1, ..., B;} are the mode propagation
constants. Likewise, we could consider an optical fiber with a few modes with different Orbital
Angular Momentum (OAM) [24], or a MCF where each core has a few modes with different OAM,
that is, with OAMs {—"hl, ..., 0, ..., +%l}, where d = 21 4 1. It is important to underline the possibility of
using polarization maintenance optical fibers [25] because it can sometimes have certain advantages.

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202601.0129.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 4 January 2026 d0i:10.20944/preprints202601.0129.v1

6 of 12

A single example would be N optical fibers (or cores) with the first three modes with OAMs —1,0, +1,
then we will obtain N-qutrits, and therefore dimension A/ = 3N.

4. Study of Secure Key Rates

In this section a detailed study is presented about secure key rates with the proposed protocol.
We will focus our study on product states of N-qubits and N-ququarts although more general N-qudits
could be also considered. Obvioulsy qudits with 4 > 4 could be also considered but qubits and
ququarts provide sufficient possibilities to implement HD-QKD. In order to evaluate the security
properties of the protocol with product states we will assume the following realistic scenario: an
eaversdropper attack under imperfect channel having both losses and optical perturbations which
produce unpredictable polarization coupling and phase changes. We also assume the existence of
phase and polarization compensation systems, which greatly will reduce these random perturbations
but do not fully eliminate them. Next, we will model the QBER model including the aforementioned
optical perturbations and the Eve’s presence under an intercept and resend attack. Finally, we present
secure key rates with losses, that is, we will take into account the fact that quantum states can suffer
from photon losses and we present new secure key rate curves under an intercept-resend attack. In
particular, we prove that secure key rates are notably improved by using detections of N’ (< N)-qudits,
that is, employing additional detections where some photons have been lost due to fiber losses.

4.1. Optical Perturbations Model

A model for the optical perturbations is needed to calculate the perturbation error for N-qudits,
in particular, for the product of N-qubits and N-ququarts states. We calculate the effect of polarization
modal coupling and phase perturbations, that is, the changes of a quantum state that experiences such
perturbations under propagation along optical fibers.

Let us consider a polarization 1-qubit state propagating through a core j of a multicore optical
fiber (or a single mode optical fiber j), as for example, an initial state [1p;) given by Eq.(8) which
is excited in a linear polarization diagonal mode (D;). It becomes the following perturbated state
I1p;)p = cosb;|1 D],> + sin 6;e"i[1 A].> due to polarization modal coupling described by 6; between
diagonal (D) and anti-diagonal (A) linear modes, and phase perturbations described by 7;. From now
on we assume statistical independence in 6; and 7;, and the same statistical behaviour in all cores, then
we choose 0; = 6 and y; = 7. Therefore, the probability of remaining in the initial state for an N-qubit
state is given by

Py, 1p ) = (1py-1Dy|1D; 1Dy )p =< cos?f >N (14)

where <> represents an stadistical average over the posible values of 6. Note that Eq.(14) does not
depend on the phase perturbation pertubation 1.

Analogously, let us consider 1-ququart |1+Dj,]”> = (1/V2)(|1 D}.) +1 D; )) excited in the pair of
cores j and j/, then under perturbation becomes the following perturbated state |1 o )p = costj|1p,) +
sin Gje”f 114,) + ¢'%i (cos 0,11 D},) + sin Gj/ei7f’ 11 Ay )). By asssuming again statistical independence in
0y, 7j(7) and @; and the same statistical behaviour (¢; = ¢), it can be easily obtained that the
probability of an initial N-ququart state [1,p, ,..1¢p, ) to remain unperturbed is given by

Pa,p .1 y = (Lp, 14Dy o 114D, LDy )y =

L1 TN N

N <1l+cosg >N
N

Next we calculate the statistical average, of the previously obtained functions, that is, < cos? 6 >

=< cos? 0 > (15)

and < 1+ cos ¢ > in Egs.(14) and (15), over a normalized gaussian probability densities of variance
acL (polarization modal coupling) and ay, L (phase) respectively, where L is the length and a. and « are

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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the coefficients characterizing the strength of the residual (non compensated) perturbations.Therefore

we write
92
0 1 7 14e el
2 _ 2 L _
< cos” 0 >—/ 08" 0 ——e &cbdf)= — —— 16
S N ) 2 (16)
<l4cosp> 1 [® 1 _§02L 14 e 1wl
STy S 2 1 fpbgop=>-1°- "~ 17
2 2/700( Teosg) T ¢ 2 (17)

where we use the interval (—oo, 00) because we assume that 6 and ¢ can take values over the entire real
line (unwrapped angles), although in our case it is also justified due to the small variances obtained
under compensation methods of these perturbations. Finally we get for N-qubits and N-ququarts

14e %L N
Pngb = Pi1,p.13p) = (T (18)

1
1+e—acL N 1+e—1apL N

Pngq = P|1D1/1,~~~1DN/N,> = ( 2 ) (19)

It is remarkable that Eq.(19) depends on &, and «,, therefeore, N-qubits technology would be more
easily implemented in practical systems because they only depend on the polarization coupling
pertubation, however, the proposed 1-ququarts also have phase perturbations, although obviously
N-ququarts with a high performance could be also implemented. We could claim, from a technological
point of view, that the use of qudits with d > 4 would have greater implementation difficulties due to
the fragility of these states to optical perturbations. Thus for d = 8 we could use 3-qubits states (three
photons), which would be most robust to optical perturbations since would be insensitive to phase
perturbations.

4.2. QBER with Perturbations

In order to calculate the QBER, we have to take into account the sources of errors due to Eve’s
attack and the before mentioned optical perturbations. The first one of them can be written as aer where
a is the fraction of attack, that is, the rate of bits intercepted by Eve and ef, is Eve’s QBER. It is known
that intercept-resend attack is the most direct QKD attack. We use this attack to describe the security
properties of the QKD protocol with product states. As usual, Eve has to choose a measurement basis
and, because she makes a wrong choices, the QBER is given by Eq.(3), that is, ex = (dN — 1) /24N,

Next, we will calculate Bob’s QBER ep equations for N-gbits and N-ququarts. If we consider errors
due to optical perturbations e, then we can define an error eg = A + BP', with P’ = P, ; =1 — Py
if we send qubit states or P’ = PI/\qu =1 — Pnyq for ququarts. It represents the probability of getting a
mistaken bit due to perturbations. A and B are constants to be determined by the following boundary
conditions: eg(L = 0) = aeg, where eg = (N — 1)/2N is the error due to the Eve’s attack, and
eg(L = 00) = (N —1)/N, therefore we obtain for the expression

A = aeg

B=1- A/L_l(aeg)

Note that for qubits ' = 2N and for ququarts V' = 4N . Using this results we write down the
expressions for Bob’s QBER

Qubits
14e b N (20)
ep =aeg + (1 — %aeg)(l - (T

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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Ququarts

1_1’_6*%14 N 1—|—€7%“VL N
CN AT

For sake of illustrative purpose we choose a value a. ~ 1.0 - 10~3km ! which can be achieved by

(21)

ep = aep + (1 — %6165)(1— (

compesating techniques [26]. Moreover, we consider that the coefficient a;, can takes values equal to
several times «. because of the larger technological difficulty to compensate phase perturbations, in
particular we take &) ~ 4a. and therefore both perturbations provide similar statatistical properties.
In Figure 2 we show two examples of the QBER vs L for diferent product of qubits (left) and ququarts
(right) states. It is clear that we gain more resilience to Eve when we increase dimension. We remind
that although the security is higher for ququarts, their implementation is harder due to the phase
parameter, on the contrary qubits are more implementable because they only depend on polarization
modal coupling. In short, when the phase perturbation is important then the high-dimensional QKD
could be implemented with N-qubits that do not present phase perturbation.

0.35) N= 2, 1-qubit —— WN=4, 1-ququart
—— N =4, 2-qubit —— N =16, 2-ququart
—— N =8, 3-qubit 0.6 — N =64, 3-ququart
0.30
0.5
& 0.25 &
0.4
0.20
0.3
015 // ,///
0.2
0 20 40 60 80 100 0 20 40 60 80 100

L (km) L (km)

Figure 2. QBER curves vs L(km) for qubits (left) and ququarts (right). Parameters « = 0.15 dB km=1, a, =
1073 km~1, ap=4- 1073 km~1 (for ququarts) and a = 0.55.

4.3. Secure Key Rate with N'(< N)-Qudits Under Attack in Line

As commented, we will consider that Eve is present and that the channel has an optical attenuation
(attenuation coefficient a4 = 0.15 dB km’l). The secure key rate R by using N-qudits can be calculated
by taking into account the GLLP security analysis [27] and therefore by using the mutual information
I4p between A and B with A/ = dV states where the information lost during error correction is f H(x),
with H(x) the Shannon entropy, x the total QBER and f the reconciliation efficiency. Therefore, under
a fraction of attack a4, the rate R can be written as follows

RignyWN) = Iap — f H(ep) — Lag(ep) =

= %(logzw) + f[(1—ep)logy(1 —ep) +ep 1ogz(Nei Dl - aw)

where the second term term on the right side represents the information loss by Bob due to the channel

(22)

error and the presence of Eve, and the third term is the mutual information I4r [28] multiplied by the
attack fraction a, where as usual it is assumed that Eve has all the technology to eliminate the classical
errors. From now on we will use an acceptable value f ~ 1.15 [29].

As commented above we have to take into account the possible lost photons and therefore
not detected by Bob, which means that despite the channel losses, the remaining photons, that
is, remaining qudits of lower N’ < N dimension can still be employed to produce a secret key.
By means of the probabilities given in Section 2, we can weight the secret key rates given by
Eq.(22) according to the number of lost photons: 0,1, ..., N — 1, that is, R/(d,N) (dN):P(N)R(d,N) (d\),
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R,(d,Nfl) (dN?l):P(Nfl)R(d,Nfl) (dNil), ey R/(d,Z) (d) :P(Z)R(d,Z) (dz), R/(d,l) (d):P(l)R(d,l) (d) Conse-
quently, the total secure key rate R,.(d") is the sum of these ponderated secure key rates, that is,

Rip(dN = N') = R{yny (@) + Rig 1) (@) 4 o Riy ) (@) + Riy ) (d). (23)

Next we present a detailed analysis without and with attack in line for some N-qudits with a certain
practical interest. We calculate, for the purpose of illustration, examples of secure key rates for the case
of 1, 2 and 3-qubits (dimensions N/ = 2,4, 8), that is, R, (') and 1-ququart (dimension ' = 4), that
is, Ry (/). The ponderated sums of these secure keys rates are given by the following expressions for
1-qubit, 2-qubits and 3-qubits,

Ryr(2) = PRy1(2), Rhr(4) = P*Rpp)(4) +2P(1 — P)R1)(2),

Ry (8) = P°Ry3(8) +3P*(1 — P)R(2)(4) +3P(1 — P)*Rp1)(2) (24)

and the following expression for the total secure key rate when 1-ququart, 2-ququarts and 3-ququarts
are used
Rir(4) = PRy (4),  Rir(16) = P2R(y)(16) + (2P(1 = P))R(41)(4)

Rir(64) = P°Ryy5)(64) + (3P*(1 = P))R(y5)(16) + (3P(1 = P)*)Ry 1) (4) (25)

Note, for example, that the total secure key rate R} (8) for 3-qubits consists of the weighted contri-
bution of the secure key rates from a tri-photon channel, three bi-photon channels and another three
single photon channels, which is equivalent to detect one triple coincidence (tri-photon-channel),
three double coincidences (bi-photon channels) and three single detections (single photon channels).
Analogously, similar considerations can be made for the rest of the cases. On the other hand, we must
note that the losses in the optical fiber give rise to a small amount of N photon coincidences, what
suggests that such coincidences could be used to check whether Eve is tapping. The main argument is
that, although the N photons coincidences are very unlikely in longer distances and therefore their
contribution to the total secure key is very small, they can detect quickly the presence of Eve because
of the greater contribution to Bob’s quantum bit error rate (QBER) that increases with dimension.

10°

0
—— WN= 2, 1-qubit 10 —— WN=4, 1-ququart
----- 2 channel 1-qubit ----- 2 channel 1-ququart
107 >~ o~ 3 channel 1-qubit 10-1 3 channel 1-ququart
—— N= 4, 2-qubit —— N'=16, 2-ququart
> —— N =8, 3-qubit —— W =64, 3-ququart
1w 1072
= S
- 3 =
10~ 10-3
107 1074
_5 -5
10 0 20 40 60 80 100 10 o] 20 40 60 80 100
L(km) L(km)

Figure 3. Semilog SKR curves vs L(km) for qubits (left) and ququarts (right). Parameters « = 0.15 dB km !,
a, =103 km™1, ap=4- 103 km~1 (for ququarts) and a = 0.55.

Moreover, dimensionality implies a longer distance reached and secure key gain for the protocol.
In Figure 3, two SKR curves vs L are depicted for qubits (left) and ququarts (right) for a rate of attack a
= 0.55 (left). As expected, it is also interesting to indicate that a simple inspection shows that parallel
single photon channels provide lower secure key rates, that is, 2R(2) < R(4), 3R(2) < R(8) for
qubits and 2R(4) < R(16), 3R(4) < R(64) for ququarts. Finally, the SKRs sums results in the small
down spikes in higher dimension curves. They are ocated at the distances where multiple photons
coincidences become less probable than coincidences of lower number of photons.
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5. Discussion

In this work, a high-dimensional discrete variable QKD protocol based on product states has
been proposed, that is, by using N-qudits states formed by the product states of N photons each in
1-qudit states. Examples of N-qubits, N-ququarts have been presented and analyzed. The QKD states
measurement combine projective measurements with photon coincidences, although such coincidences
would not be strictly necessary. For the two products states technologies analysed in detail, that is,
N-qubits and N-ququarts,the results show that security key rates improve notably when compared
to the paralellization of N single photon channels. For this, we can obtain a total secure key rate as
the weighted sum of secure key rates for N’(< N)-qudits (N’ = N,N — 1,..., 1) . Moreover, the states
with a maximum number of N photons, that is, the least probable states, can be used for checking
the security of the quantum channel. Finally, if only compensation of polarization is achieved, then
N-qubits high dimensional protocol is a suitable choice for implentation; if polarization and phase
compensation is available then N-ququarts are also an adecuate proposal.
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Abbreviations

The following abbreviations are used in this manuscript:

QKD Quantum Key Distribution

DV Discrete variable

Ccv Continuous variable

DV-QKD Discrete variable Quantum Key Distribution
CV-QKD Continuous variable Quantum Key Distribution
BB84 Bennet Brassard 1984 protocol

B92 Bennet 1992 protocol

BBM92 Bennet Brassard Mermin 1992 protocol
MDI-QKD Measurement-Device-Independent Quantum Key Distribution
GHZ Greenberger-Horne-Zeilinger state

LOM Linear optical momentum

FMF Few modes optical fibers

MCF Multicore optical fibers

OAM Orbital angular momentum

HD High dimensional

HD-DV-QKD  High dimensional Discrete variable Quantum Key Distribution
SPDC Spontaneous parametric down conversion
SFWM Spontaneous four-wave mixing

MUB Mutually unbiased bases

QBER Quantum bit error rate

SMF Single mode fibers
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PL Photonic lantern

EOSS Electrooptical states selector

EOBS Electrooptical basis selector

PBS Polarization beam splitter

GLLP Gottesman-Lo-Lutkenhaus-Preskill
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