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Abstract 

With the increasing importance of securing quantum communication networks, practical and robust 
entity authentication is a critical requirement. Accordingly, we propose and experimentally validate 
a quantum entity authentication protocol specifically designed for integration with BB84-type QKD 
workflows and existing terminal architectures. We analyze the protocol’s security against intercept–
resend man-in-the-middle impersonation, showing that an unauthenticated adversary induces a 
characteristic 25% correlation error and that the rejection probability approaches unity as the number 
of detected authentication events increases. For practical realization, the protocol is deployed using 
weak coherent pulses with decoy-state estimation to bound single-photon contributions and mitigate 
photon-number-splitting–enabled leakage. The system is demonstrated over a field-deployed fiber 
link of approximately 20 km with ~8 dB optical loss using signal/decoy intensities of ~0.5/~0.15 and 
sending probabilities 0.88/0.10/0.02 (signal/decoy/vacuum). Across both verification directions, stable 
operation is observed with QBER typically fluctuating between 1% and 4% while the sifted key rate 
remains constant over time. These results provide an experimental basis for integrating physical-
layer entity authentication into deployed quantum communication networks. 

Keywords: quantum communication; quantum network; quantum authentication 

1. Introduction

The proliferation of quantum information infrastructures has catalyzed the development of a
global quantum internet, promising a paradigm shift in secure communication through the principles 
of quantum mechanics [1,2]. While Quantum Key Distribution (QKD) has reached a certain level of 
maturity, the overarching security of any quantum-cryptographic framework is fundamentally 
predicated on the robustness of entity authentication [3,4]. Without a rigorous mechanism to verify 
the legitimacy of communicating parties, even channels with information-theoretic security remain 
susceptible to man-in-the-middle (MitM) and impersonation aĴacks [5,6]. As the advent of fault-
tolerant quantum computers threatens the computational hardness underlying classical public-key 
infrastructures (PKI), there is increasing interest in authentication protocols whose security is derived 
from the laws of physics [7,8]. 

In 2020, the U.S. National Security Agency (NSA) explicitly stated that QKD itself provides no 
mechanism to authenticate the source of a QKD transmission and that entity authentication therefore 
requires either asymmetric cryptography or preplaced keys [9]. This position clarifies that the 
practical vulnerabilities of QKD deployments may hinge on whether peer identity is assured, and it 
further implies that the overall security level of QKD-based communication systems is determined 
by the assumptions underpinning the authentication layer. Traditionally, QKD systems have relied 
on information-theoretic message authentication codes (MACs) based on universal hashing—most 
notably the Wegman–Carter family—seeded with a short pre-shared symmetric key [10]. The 
Wegman–Carter paradigm offers an “unconditional” authentication notion that statistically bounds 
forgery even against an adversary with unbounded computational power. Moreover, researchers 
have systematically examined the conditions and limitations for economizing and recycling 
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authentication keys, supporting feasibility analyses in the QKD seĴing [11]. From the perspective of 
large-scale networking and scalability, however, pre-shared-key authentication entails bootstrap 
requirements as well as key distribution and management overhead. As a practical alternative, 
several studies have proposed and experimentally explored integrating PKI and post-quantum 
cryptography (PQC) into the authentication layer of QKD deployments [12]. PQC standardization 
has been pursued on the basis of mathematical problems believed to remain hard in the presence of 
quantum computing (e.g., structured laĴices and hash-based constructions) [13]. This hybrid 
approach, which couples “computational authentication” with QKD, is often motivated as a means 
to ease near-term deployment while leveraging QKD-derived secrecy over longer horizons [12,14]. 
Yet, unlike QKD’s physics-based or information-theoretic security narrative, this hybrid approach 
anchors the assurance of “who established the key with whom” in computational assumptions, 
potentially yielding a heterogeneous assurance profile across the system. Furthermore, given that the 
quantum threat to conventional public-key cryptography was catalyzed by polynomial-time 
quantum algorithms for factoring and discrete logarithms, designs that place the entire trust chain—
including authentication—on computational premises may remain in tension with long-term security 
goals, particularly those requiring enduring confidentiality and sustained trustworthiness [7]. 

Against this backdrop, there is strong motivation to align the entity authentication required for 
QKD operation with its underlying security objectives, including strong adversarial models and 
physics-based guarantees. When the authentication layer relies on assumptions that diverge from 
those underlying QKD’s security claim, the resulting end-to-end security argument can become 
fragmented [9,15,16]. In this sense, the proposed quantum entity authentication protocol strengthens 
end-to-end security in QKD-based communications by addressing, from a physics-based standpoint, 
the foundational question of “with whom the secret key is securely shared.” 

The theoretical landscape of quantum-based authentication was pioneered by Barnum et al., 
who established the foundational criteria for the non-malleability of quantum states [17]. While early 
research focused extensively on quantum message authentication (QMA), the conceptual framework 
has evolved toward quantum entity authentication (QEA) and identification [18,19]. In these 
schemes, the no-cloning theorem provides a physical guarantee that an adversary cannot replicate 
the “quantum credentials” or “unclonable tokens” assigned to a legitimate user [20,21]. Various 
identification protocols using entangled states or single-photon measurements have been proposed 
to ensure that identity verification does not leak information that could be exploited in subsequent 
sessions [22,23]. Recently, these frameworks have been further expanded to complex network 
environments, such as protocols for simultaneous multiparty authentication involving classical third 
parties [24]. 

Despite these theoretical advancements, a gap remains between idealized protocols and their 
physical realization in practical communication channels. A significant portion of existing 
experimental literature relies on Weak Coherent Pulses (WCP) as a surrogate for single photons 
[25,26]. However, the Poissonian photon-number distribution of WCPs introduces a critical 
vulnerability: the photon number spliĴing (PNS) aĴack, where an eavesdropper can intercept 
redundant photons to gain partial information about the user’s identity without being detected 
[27,28]. Furthermore, environmental decoherence and channel aĴenuation in optical fibers or free-
space links degrade the signal-to-noise ratio (SNR), often leading to an increase in false rejection rates 
(FRR) in real-world deployments [29,30]. 

This paper contributes to advancing the practical realization of quantum networks by 
implementing and experimentally validating a quantum authentication protocol in a deployed 
communication seĴing. Our protocol adopts a challenge–response architecture in which the user’s 
identity is encoded in polarization degrees of freedom and is designed to be executable within the 
operational framework of BB84-type QKD without requiring changes to the overall system 
architecture. We provide an analysis of the authentication success rate and associated security 
bounds under realistic channel noise and detector inefficiencies. These results support the feasibility 
of integrating physical-layer authentication into next-generation quantum networks, so that user 
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legitimacy can be verified under the same physics-based threat considerations that motivate 
quantum-secure communication [4,30]. 

From both security and engineering standpoints, the proposed protocol offers several practical 
advantages. First, it is designed as a lightweight, PSK-seeded challenge–response procedure that can 
be executed periodically or on an event-driven basis within a BB84-type QKD operation, enabling 
mutual entity authentication without requiring changes to the existing optical hardware or 
disrupting the QKD workflow. Second, because the measurement basis is implicitly determined by 
the shared PSK, a MitM adversary lacking the PSK is forced into basis guessing. This induces a 
characteristic correlation error and allows the verifier to drive the rejection probability arbitrarily 
close to unity by increasing the number of detected authentication events while tolerating the 
intrinsic channel QBER. Third, the protocol is deployment-oriented: although defined in a single-
photon model, it remains compatible with practical WCP transmiĴers by adopting decoy-state 
estimation to bound single-photon contributions and suppress PNS-enabled information leakage, 
thereby retaining security guarantees comparable to idealized single-photon seĴings in realistic 
channels [25–28,31–34]. Finally, while our realization focuses on polarization encoding, the same 
protocol logic can be mapped to phase-based encodings commonly used in standard QKD terminals, 
supporting seamless integration as a physical-layer authentication function in future quantum 
communication infrastructures [35]. 

The remainder of this paper is organized as follows. Section 2 presents the protocol description 
and operational steps of the proposed quantum entity authentication method. Section 3 provides a 
security evaluation of the proposed protocol, including the analysis framework needed for practical 
implementations (e.g., bounds in the WCP/decoy-state seĴing). Section 4 reports on the experimental 
realization and observed performance metrics over a deployed fiber link. Finally, Section 5 concludes 
the paper and discusses implications for integrating physical-layer authentication into future 
quantum communication infrastructures. 

2. Protocol Description 

Entity authentication requires several preconditions. The proposed quantum entity 
authentication protocol is described under the following assumptions. 

Pre-shared authentication key 
Alice and Bob share a pre-distributed entity-authentication key, denoted by 𝐴௞, which is used as 
a pre-shared key (PSK).  
 
State–bit mapping 
Each symbol of the PSK is a two-bit string. For the 𝑖 -th symbol (𝐴௞)௜ ∈  {00, 01, 10, 11} , the 
corresponding single-photon quantum state is chosen according to the BB84 state set 

{|0⟩, |1⟩, |+⟩, |−⟩}        (1) 

The mapping is defined as 

|0⟩  ⇄   00, 

|1⟩  ⇄   01, 

|+⟩  ⇄   10, 

|−⟩  ⇄   11.               (2) 

Each entity is assigned a unique authentication key, typically issued by a trusted authority. The 
entity identifier (ID) itself does not represent the PSK; rather, the PSK is a shared secret credential 
bound to that ID. The protocol is designed to execute either periodically or aperiodically, running 
concurrently with a BB84-type QKD protocol. We assume that a pre-agreed time or event triggers the 
authentication procedure; accordingly, this work focuses on the protocol’s operational steps. 
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Let (𝐴௞)௜ = (𝑏௜ , 𝑣௜) denote the two bits of the 𝑖-th PSK symbol, where 𝑏௜ ∈  {0,1} is the first bit 
and 𝑣௜ ∈  {0,1} is the second bit. 

Step 1. State preparation from PSK 
Alice generates a single photon and prepares its quantum state according to the shared PSK: 
|𝜓௜⟩ = 𝑆((𝐴௞)௜)        (3) 

where 𝑆(∙) is the mapping defined equation (2). For example, if (𝐴௞)௜ = 10, then |𝜓௜⟩ = |+⟩. 
Step 2. Random nonce operation 
Alice samples a random nonce bit 𝑛௜ ∈  {0,1} and applies 
|𝜙௜⟩ = 𝑁௜|𝜓௜⟩, 𝑁௜ ∈  ൛𝐼, 𝑖𝜎௬ൟ      (4) 
We interpret 𝑛௜ = 0 as selecting 𝑁௜ = 𝐼 and 𝑛௜ = 1 as selecting 𝑁௜ = 𝑖𝜎௬. 
Step 3. Quantum transmission 
Alice transmits the resulting single-photon state |𝜙௜⟩ to Bob over the quantum channel. 
Step 4. Basis choice and measurement 
Bob chooses a measurement basis (MB) according to the first bit 𝑏௜ of (𝐴௞)௜ : 

 If 𝑏௜ = 0, Bob measures in the 𝑧-basis {|0⟩, |1⟩}. 
 If 𝑏௜ = 1, Bob measures in the 𝑥-basis {|+⟩, |−⟩}. 

Bob stores his measurement outcome for each successfully detected photon. 
If the channel were lossless and the nonce operation were not applied, Bob could directly 

confirm that the PSK 𝐴௞  are deterministically recovered from his measurement outcomes. In 
practice, channel loss and the deliberate random nonce operation invalidate these simplifying 
assumptions. 

The remaining steps depend on which party plays the verifier and which plays the prover. 
Case a: Alice is the verifier and Bob is the prover 
Step 5a. Bob reconstructs nonce bits 
Using the stored measurement outcomes and 𝐴௞ , Bob reconstructs the nonce bit values and 

announces them to Alice over the public (classical) channel. 
A convenient way to express this reconstruction is as follows. Let 𝑚௜ ∈  {0,1}  denote Bob’s 

measurement result encoded as 

 𝑚௜ = 0 for outcomes |0⟩ (in 𝑧-basis) or |+⟩ (in 𝑥-basis). 
 𝑚௜ = 1 for outcomes |1⟩ (in 𝑧-basis) or |−⟩ (in 𝑥-basis). 

From the action of 𝑁௜, in the ideal seĴing we have 
𝑚௜ = 𝑣௜⨁𝑛௜         (5) 

and Bob can compute 
𝑛పෝ = 𝑚௜⨁𝑣௜        (6) 
Step 6a. Alice verifies Bob 
Alice compares Bob’s announced nonce-bit sequence {𝑛పෝ }  with her locally chosen nonce bits 

{𝑛௜}. If the correlation agrees within the intrinsic quantum bit error rate (QBER) of the Alice–Bob 
quantum channel, Alice accepts Bob as authenticated; otherwise, she rejects. 

Case b: Bob is the verifier and Alice is the prover 
Step 5b. Bob requests nonce disclosure 
Bob requests Alice to disclose the nonce bit values corresponding to the nonce operator {𝑁௜} 

applied in Step 2. 
Step 6b. Alice discloses nonce bits 
Alice discloses the nonce-bit values over the public (classical) channel. 
Step 7b. Bob verifies Alice 
Bob checks the correlation between the disclosed nonce bits {𝑛௜}  and his measurement 

outcomes {𝑚௜}. If the correlation agrees within the intrinsic QBER of the Alice–Bob quantum channel, 
Bob accepts Alice as authenticated; otherwise, he rejects. 

Section 3.3.1 offers a more in-depth analysis of the acceptance rule. 
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Figure 1. Flowchart of the proposed quantum entity authentication protocol. Since this protocol provides mutual 
authentication, its execution branches depending on the verifier. 

For implementation validation on a deployed fiber, the proposed protocol adopts WCPs and the 
decoy-state technique commonly used in QKD. Further details are discussed in a subsequent section 
3.2. 

3. Security Evaluation of the Proposed Protocol 

3.1. Security Analysis of Man-in-the-Middle AĴacks 

The security of the proposed protocol relies fundamentally on the secrecy of the PSK, denoted 
as 𝐴௞, which is distributed beforehand between Alice and Bob. In this analysis, we assume the public 
classical channel is authenticated but not encrypted, meaning an adversary can observe but not 
modify classical messages without detection. Consequently, the primary aĴack surface available to 
an external adversary (Eve) is the quantum channel. 

Eve’s primary objective is to impersonate either Alice or Bob (impersonation aĴack) or to extract 
information regarding 𝐴௞. To achieve this, Eve typically employs a MitM strategy, specifically the 
intercept-resend aĴack, where she intercepts the quantum signals transmiĴed over the channel, 
measures them, and resends new states to the recipient. Since the proposed protocol provides mutual 
authentication, we evaluate the security from two perspectives: (1) Alice as the verifier authenticating 
Bob, and (2) Bob as the verifier authenticating Alice. 

Consider the scenario where Alice acts as the verifier and Bob as the prover. Eve intercepts the 
quantum signal transmiĴed by Alice and performs a measurement to forge a valid response. 
However, since Eve does not possess the PSK (𝐴௞), she has no knowledge of the correct Measurement 
Basis (MB) for each signal. Consequently, she must choose a basis at random. When Eve measures in 
the wrong basis (which happens with a probability of 1/2) and resends the resulting state, Bob—who 
measures in the correct basis determined by 𝐴௞—will obtain a random result. This process introduces 
an error rate of 25% in the reconstructed nonce bits compared to the original bits sent by Alice. In 
Step 6a, Alice compares the nonce sequence reconstructed by the prover with her local values. The 

probability that Eve successfully passes this verification without triggering an error is ቀ
ଷ

ସ
ቁ

஽

, where 
𝐷  is the number of successfully detected quantum states used for authentication. Therefore, the 
probability that the protocol rejects an unauthenticated adversary is given by: 
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൫𝑃௙൯
஻௢௕

= 1 − ቀ1 −
ଵ

ସ
ቁ

஽

       (7) 

As 𝐷  increases, the rejection probability ൫𝑃௙൯
஻௢௕

  converges to 1, ensuring unconditional 
security against the intercept-resend aĴack. 

In the reverse scenario where Bob verifies Alice, the security logic remains symmetric. If Eve 
aĴempts to impersonate Alice by sending forged quantum states, she must again guess the basis 
defined by 𝐴௞. Bob, measuring these states according to the correct PSK, will observe a 25% error rate 
in the correlation between his measurement outcomes and the nonce values subsequently disclosed 
by Eve (or forged by Eve). Accordingly, the probability of Bob rejecting an illegitimate prover in Step 
7b is: 

൫𝑃௙൯
஺௟௜௖௘

= 1 − ቀ1 −
ଵ

ସ
ቁ

஽

       (8) 
In an ideal lossless environment, the number of authentication bits 𝐷  would equal half the 

length of the used PSK string (i.e., 𝐷 ∼  |𝐴௞|/2). However, in practical implementations, channel loss 
and detector inefficiency significantly reduce the number of valid detection events. The parameter 𝐷 
is analogous to the concepts of yield and overall gain used in QKD performance analysis. The yield 
is defined as the conditional probability that a signal sent by Alice results in a detection by Bob. The 
overall gain (𝑄ఓ) represents the ratio of the total number of detected signals to the total number of 
transmiĴed pulses. Consequently, the effective length 𝐷 corresponds to the number of final detected 
events at Bob’s side. In typical QKD systems operating over standard optical fiber distances, the 
overall gain 𝑄ఓ is often observed in the order of 10ିଷ  or lower depending on the transmission 
distance [31–33]. Therefore, to achieve a sufficiently high security parameter 𝐷 (and thus a rejection 
probability close to 1), the protocol must transmit a sufficient number of pulses to compensate for the 
system’s overall aĴenuation. 

3.2. Security Analysis Within a QKD Realization Framework 

Although the protocol is defined in the single-photon seĴing, its communication-channel 
implementation adopts WCPs and the decoy-state method. We follow the standard decoy-state 
modeling adopted by Park et al. [34] to lower-bound the single-photon contribution, since multi-
photon events can enable PNS–type leakage and are therefore treated as not contributing to secure 
authentication strength. 

3.2.1. Channel/Detector Model and Overall Gain 

Let 𝑡஺஻ be the channel transmiĴance, 𝜂஻௢௕ represent Bob-side component transmission, 𝜂஽ be 
detector efficiency. Define the overall transmission efficiency 

𝑟 = 𝑡஺஻ 𝜂஻௢௕  𝜂஽        (9) 
When fiber loss is 𝛼 dB/km over distance 𝑙 km and Bob-side component loss is 𝛽 dB, 
𝑡஺஻ = 10ିఈ௟/ଵ଴, 𝜂஻௢௕ = 10ିఉ/ଵ଴.      (10) 
Let 𝑌଴ be the background (vacuum) yield (dark counts + background clicks). For an 𝑖-th photon 

state, we use the yield model 
𝑌௜ = 1 − (1 − 𝑌଴)(1 − 𝑟)௜ .      (11) 
For a WCP with mean photon number 𝑥 (e.g., signal 𝑥 = 𝜇, decoy 𝑥 = 𝜈), the photon-number 

distribution is Poisson: 

𝑃௫(𝑖) = 𝑒ି௫ ௫೔

௜!
.        (12) 

The overall gain (click probability) is 

𝑄௫ = ∑ 𝑃௫(𝑖) 𝑌௜
ஶ
௜ୀ଴ =  ∑ 𝑒ି௫ஶ

௜ୀ଴
௫೔

௜!
[1 − (1 − 𝑌଴)(1 − 𝑟)௜].   (13) 

For simplification of 𝑄௫, we split the sum: 

𝑄௫ = ෍ 𝑒ି௫

ஶ

௜ୀ଴

𝑥௜

𝑖!
− (1 − 𝑌଴) ෍ 𝑒ି௫

ஶ

௜ୀ଴

𝑥௜

𝑖!
 (1 − 𝑟)௜ 

= 1 − (1 − 𝑌଴)𝑒ି௫  ∑
(௫(ଵି௥))೔

௜!

ஶ
௜ୀ଴ .       (14) 
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Use ∑
ఈ೔

௜!

ஶ
௜ୀ଴ =  𝑒௔: 

𝑒ି௫ ∑
(௫(ଵି௥))೔

௜!

ஶ
௜ୀ଴ = 𝑒ି௫𝑒௫(ଵି௥) =  𝑒ି௫௥ .      (15) 

Hence, 
𝑄௫ = 1 − (1 − 𝑌଴)𝑒ି௫௥.       (16) 

3.2.2. QBER Model 

Let 𝑒0 = 1/2 be the error probability of background clicks (random outcomes), and let 𝑒ௗ be 
the intrinsic misalignment/detection error probability for true signal clicks. Then 

𝐸௫𝑄௫ = 𝑒௢𝑌௢ +  𝑒ௗ(𝑄௫ − 𝑌௢).      (17) 
Substituting (16) gives 
𝐸௫𝑄௫ = 𝑒௢𝑌௢ +  𝑒ௗ  (1 − (1 − 𝑌଴)𝑒ି௫௥ − 𝑌଴)     
= 𝑒௢𝑌௢ + 𝑒ௗ  (1 − 𝑌଴)(1 − 𝑒ି௫௥).      (18) 

3.2.3. Decoy-State Bounds for Single-Photon Terms 

Use three intensities: signal 𝜇, weak decoy 𝜈, and vacuum 0 (0 < 𝜈 < 𝜇). Let the observed gains 
and QBERs be 𝑄ఓ, 𝑄ఔ, 𝑄଴, 𝐸ఓ and 𝐸ఔ. From vacuum decoy, 𝑌଴ = 𝑄଴. Multiply by 𝑒௫ to obtain the 
standard decoy expansion: 

𝑄௫𝑒௫ = ∑ 𝑌௜
௫೔

௜!

ஶ
௜ୀ଴ .       (19) 

In particular, 

𝑄ఓ𝑒ఓ = 𝑌௢ + 𝑌1𝜇 + 𝑌2
ఓ2

2!
+ 𝑌3

ఓ3

3!
+ ⋯,       

𝑄ఔ𝑒ఔ = 𝑌௢ + 𝑌1𝜈 + 𝑌2
ఔ2

2!
+ 𝑌3

ఔ3

3!
+ ⋯.      (20) 

A conservative lower bound on the single-photon yield 𝑌ଵ (vacuum + weak decoy) is 
𝑌ଵ ≥  𝑌ଵ

௅ =
ఓ

ఓఔିఔమ ቀ𝑄ఔ𝑒ఔ −
ఔమ

ఓమ 𝑄ఓ𝑒ఓ −
ఓమିఔమ

ఓమ 𝑌଴ቁ.     (21) 

Then the single-photon gain satisfies 
𝑄ଵ = 𝑌ଵ𝜇𝑒ିఓ  ⟹  𝑄ଵ ≥  𝑄ଵ

௅ =  𝑌ଵ
௅𝜇𝑒ିఓ,    (22) 

Similarly, using the error gain expansion 

𝐸௫𝑄௫𝑒௫ =  ∑ 𝑒௜𝑌௜
௫೔

௜!

ஶ
௜ୀ଴ ,       (23) 

an upper bound on the single-photon error rate is 
𝑒ଵ ≤  𝑒ଵ

௎ =
ாഌொഌ௘ഌି௘బ௒బ

௒భ
ಽఔ

.       (24) 

3.2.4. Lower Bound on Usable Authentication Trials 

Let 𝑁 be the number of WCP pulsed used for one execution of the authentication procedure 
(i.e., the number of indices 𝑖  for which Alice prepares |𝜙௜⟩  and Bob aĴempts 
detection/measurement). Define the random variable 𝑋  as the number of detected single-photon 
authentication events among these 𝑁 pulses. Under independent trials, 𝑋 ∼  𝐵𝑖𝑛𝑜𝑚𝑖𝑎𝑙(𝑁, 𝑄ଵ). Since 
𝑄ଵ ≥  𝑄ଵ

௅  , a conservative approximation uses 𝑄ଵ
௅  . For sufficiently large 𝑁 , apply a normal 

approximation: 
𝑋 ≈  𝒩൫𝑁𝑄ଵ

௅ , 𝑁𝑄ଵ
௅(1 − 𝑄ଵ

௅)൯.      (25) 
Let 𝑧௔  be the standard normal quantile for a one-sided confidence level 1 − 𝛼 (0 < 𝛼 < 1) . 

Then a finite-size lower bound on usable trials is 
𝐷 = 𝑁𝑄ଵ

௅ −  𝑧௔ඥ𝑁𝑄ଵ
௅(1 − 𝑄ଵ

௅).     (26) 
It means that with confidence at least 1 − 𝛼  at least 𝐷  detected single-photon events are 

available for the authentication decision rule in Section 3.3. 

3.3. Security Analysis for the Authentication Protocol Under QKD Framework 

3.3.1. Acceptance Rule (QBER-Threshold) 
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Let ℐ be the set of indices used for verification, with |ℐ| = 𝐷 as lower-bounded in (26). Define 
the mismatch indicator 

△௜= ൜
1, 𝑛పෝ ≠ 𝑛௜  (𝐶𝑎𝑠𝑒 𝑎: 𝐴𝑙𝑖𝑐𝑒 𝑣𝑖𝑟𝑖𝑓𝑖𝑒𝑠 𝐵𝑜𝑏),

1, 𝑚௜ ≠ 𝜈௜⨁𝑛௜  (𝐶𝑎𝑠𝑒 𝑎: 𝐴𝑙𝑖𝑐𝑒 𝑣𝑖𝑟𝑖𝑓𝑖𝑒𝑠 𝐵𝑜𝑏),
     (27) 

and the total mismatch count 
𝑊 = ∑ △௜௜⊂ℐ .        (28) 
The verifier accepts iff the mismatch rate is below a threshold 𝜏 ∈ ቀ0,

ଵ

ଶ
ቁ: 

ௐ

஽
≤ 𝜏 , 𝑊 ≤ 𝜏𝐷.       (29) 

3.3.2. Completeness: False Rejection Probability 

Assume an honest prover and verifier. Let the per-trial mismatch probability on the verified set 
be 𝑒௔௨௧௛, dominated by the single-photon error rate. Conservatively, 

𝑒௔௨௧௛  ≤ 𝑒ଵ
௎,        (30) 

where 𝑒ଵ
௎ is estimated in (24). Under independent trials, 

𝑊 ∼  Binomial(𝐷, 𝑒௔௨௧௛).      (31) 
The FRR is therefore 
𝑃ிோோ = 𝑃𝑟[𝑊 > 𝜏𝐷] ≤ ∑ ቀ

𝐷
𝑘

ቁ (𝑒௔௨௧௛)௞(1 − 𝑒௔௨௧௛)஽ି௞஽
௞ୀ⌊ఛ஽⌋ାଵ .  (32) 

For 𝜏 > 𝑒௔௨௧௛, a Chernoff bound yields 
Pr[𝑊 > 𝜏𝐷] ≤ exp൫−𝐷 ⋅ KL(𝜏 ∥ 𝑒௔௨௧௛)൯,    (33) 

where the binary relative entropy is 
KL(𝜏||𝑒) = 𝜏 ln ቀ

ఛ

௘
ቁ + (1 − 𝜏)ln ቀ

ଵିఛ

ଵି௘
ቁ.    (34) 

For large 𝐷, 
𝑊 ≈  𝒩(𝐷𝑒௔௨௧௛, 𝐷𝑒௔௨௧௛(1 − 𝑒௔௨௧௛)),    (35) 

so 

𝑃ிோோ ≈ 1 − Φ ൬
ఛ஽ି஽௘ೌೠ೟೓

ඥ஽௘ೌೠ೟೓(ଵି௘ೌೠ೟೓)
൰ = 1 − Φ ൬

ఛି௘ೌೠ೟೓

ඥ௘ೌೠ೟೓(ଵି௘ೌೠ೟೓)/஽
൰,   (36) 

where Φ(∙) is the standard normal cumulative distribution function (CDF). 

3.3.3. Soundness: Impersonation Success Probability 

We analyze impersonation under the standard assumption that the PSK bits {(𝑏௜ , 𝑣௜)}௜⊂ℐ  are 
unknown to the adversary and are computationally indistinguishable from uniform (or information-
theoretically uniform if provisioned as such). In particular, the value-bit is unbiased: 

Pr[𝑣௜ = 0] = Pr[𝑣௜ = 1] =
ଵ

ଶ
.      (37) 

In the ideal relation 𝑚௜ = 𝜈௜⨁𝑛௜, for any fixed 𝑚௜ ∈ {0,1} we have 
Pr[𝑛௜ = 0 | 𝑚௜] = Pr[𝑣௜ = 𝑚௜  | 𝑚௜] =

ଵ

ଶ
,       

Pr[𝑛௜ = 1 | 𝑚௜] = Pr[𝑣௜ ≠ 𝑚௜  | 𝑚௜] =
ଵ

ଶ
.     (38) 

Hence, without knowledge of 𝑣௜, the adversary’s optimal single-bit guessing probability for the 
correct nonce value is bounded by 

𝑝௚௨௘௦௦(𝑛௜)  ≤
ଵ

ଶ
.       (39) 

Therefore, regardless of whether the adversary impersonates the prover in Case a (must output 
𝑛పෝ  or Case b (must disclose 𝑛௜), each verified position succeeds with probability at most 1/2, and 
mismatches occur with probability at least 1/2. 

Let 𝑊ா  denote the mismatch count under impersonation. Then 
𝑊ா  ~ Binomial ቀ𝐷,

ଵ

ଶ
ቁ.      (40) 

The false acceptance rate (FAR), i.e., the impersonation success probability under the threshold 
rule (29), is 

𝑃ி஺ோ ≤ Pr[𝑊ா ≤ 𝜏𝐷] − ∑ ቀ
𝐷
𝑘

ቁ
⌊ఛ஽⌋
௞ୀ଴ ቀ

ଵ

ଶ
ቁ

஽

.    (41) 

For 0 < 𝜏 < 1/2, use 
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∑ ቀ
𝐷
𝑘

ቁ
⌊ఛ஽⌋
௞ୀ଴ ≤ 2஽௛మ(ఛ),      (42) 

where the binary entropy is 
ℎଶ(𝜏) = −𝜏 logଶ 𝜏 − (1 − 𝜏) logଶ(1 − 𝜏).    (43) 
Substitute (42) into (41): 
𝑃ி஺ோ ≤ 2஽௛మ(ఛ) ⋅ 2ି஽ = 2ି஽(ଵି௛మ(ఛ)).     (44) 
If the adversary guesses the entire tested PSK segment correctly, impersonation succeeds 

trivially. Since each tested index uses two PSK bits (b୧, v୧), the tested segment has length 2𝐷 bits; 
thus 

𝑃௚௨௘௦௦ି௉ௌ௄ = 2ିଶ .      (45) 
A conservative total bound is 
𝑃௜௠௣ ≤ max൛2ିଶ஽, 2ି஽൫ଵି୦మ(த)൯ൟ.     (46) 
Equivalently, define the security strength (in bits) as 
𝜅 = − logଶ 𝑃௜௠௣  ⟹  𝜅 ≥ min{2𝐷, 𝐷(1 − ℎଶ(𝜏))}.   (47) 

To simultaneously achieve 𝑃ிோோ ≤ 𝜖ிோோ and 𝑃௜௠௣ ≤ 2ି఑, one may: 
① estimate 𝑒௔௨௧௛ (or use 𝑒ଵ

௎) 
② choose 𝜏 > 𝑒௔௨௧௛ to ensure small 𝑃ிோோ  via (32)~(36)  
③ choose 𝐷 so that 𝐷(1 − ℎଶ(𝜏)) ≥ 𝜅 via (47)  
④ ensure that the channel/decoy setting yields this 𝐷 via (26). 

3.3.4. PSK Management 

The present protocol uses the PSK 𝐴௞  directly to determine the prepared states and Bob’s 
measurement bases in Section 2, while the nonce bits are revealed (Case b) or effectively exposed 
through prover messages (Case a). Therefore, long-term security requires explicit management of 
PSK reuse, particularly in practical implementations using WCP, where multi-photon emissions may 
allow additional information leakage over repeated sessions. 

For one authentication execution that verifies |ℐ| = 𝐷 positions, the amount of PSK material 
consumed is 

ห𝐴௞
(ℐ)

ห = 2𝐷,        (48) 
because each verified position uses two PSK bits (𝑏௜ , 𝑣௜) . If mutual authentication is achieved by 
running both directions, the total PSK consumption becomes 

ห𝐴௞,௠௨௧௨௔௟
(ℐ)

ห = 4𝐷.       (49) 
In the WCP seĴing, with mean photon number xxx, the probability of emiĴing at least two 

photons is 
𝑃ஹଶ(𝑥) = 1 − Pr[0] − Pr[1] = 1 − 𝑒ି௫(1 + 𝑥).    (50) 
A conservative operational stance is that any authentication indices associated with multi-

photon emissions can become progressively less secure under repeated use (e.g., an adversary may 
keep an extra photon and correlate later public information related to nonce 
disclosure/announcement). This motivates a strict or bounded PSK reuse policy. 

A robust information-theoretic refresh policy is available when the authentication procedure is 
executed during BB84-type QKD operation. Let 𝐾ொ௄஽

(௦)  denote the secret key distilled from the QKD 
session sss. Define the PSK segment for the next authentication session (𝑠 + 1) by extracting fresh 
bits from the previous QKD key: 

𝐴௞
(௦ାଵ)

 ←  first 2𝐷(௦ାଵ) bits of 𝐾ொ௄஽
(௦) ,    (51) 

(or 4𝐷(௦ାଵ) bits if mutual authentication is performed). This requires the key-budget condition 
ห𝐾ொ௄஽

(௦)
ห ≥ 2𝐷(௦ାଵ)  (or ห𝐾ொ௄஽

(௦)
ห ≥ 4𝐷(௦ାଵ)  for mutual authentication).  (52) 

Under standard QKD security, this yields fresh PSK segments independent of prior public 
transcripts, enabling “one-time consumption” of PSK symbols across sessions. If long PSK storage is 
operationally undesirable, a computationally motivated alternative is to maintain a master secret 
𝐾௠௔௦௧௘௥  of 𝜆 bits and derive a per-session PSK using a keyed derivation function. Specifically, let 
KDF(⋅) denote a key derivation function (or equivalently a pseudorandom function (PRF) instantiated 
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KDF) that, for a fixed secret key, maps a public “context” string to an output bit string that is 
computationally indistinguishable from uniform to any efficient adversary without the key. In our 
seĴing, the context binds the derived PSK to the session and the authentication direction to ensure 
domain separation. The per-session PSK is then derived as 

𝐴௞
(௦)

= KDF(𝐾௠௔௦௧௘௥ , sid = 𝑠 ∥ role),    (53) 
where ‘role ’ distinguishes protocol directions (e.g., Alice →Bob vs. Bob→Alice) to avoid cross-
protocol/key reuse. Here, ‘sid = 𝑠 ‘denotes a public session identifier (e.g., a monotonically increasing 
counter or a timestamp) that is unique per authentication execution, and ‘role’ is a public label that 
specifies the authentication direction (e.g., “A→B” or “B→A”) for domain separation. The derived 
string 𝐴௞

(௦) is then parsed into 𝐷 two-bit symbols to define the per-trial basis/value bits used in the 
protocol: 

൫𝐴௞
(௦)

൯
௜

= ൫𝑏௜
(௦)

, 𝑣௜
(௦)

൯, 𝑖 = 1, … , 𝐷 ,     (54) 
with ൫𝑏௜

(௦)
, 𝑣௜

(௦)
൯  assigned from consecutive bit pairs of 𝐴௞

(௦)  (hence ห𝐴௞
(௦)

ห = 2𝐷  bits for one-way 
authentication, or 4𝐷 bits for mutual authentication). 

The master secret is then refreshed using newly generated QKD keys: 
𝐾௠௔௦௧௘௥ ← KDF൫𝐾௠௔௦௧௘௥ , 𝐾ொ௄஽

(௦)
൯.     (55) 

This approach preserves per-session freshness while reducing stored authentication material, 
and can be combined with a hard limit on the number of authentication executions per master-secret 
epoch. 

In summary, because the protocol directly binds 𝐴௞ to state preparation and basis choice, and 
because WCP implementations inevitably introduce multi-photon probability 𝑃ஹଶ(𝑥) , long-term 
soundness is best supported by (i) treating PSK symbols as consumable resources of size 2𝐷 (or 4𝐷 
for mutual authentication) and (ii) enforcing explicit refresh rules, preferably with QKD-generated 
keys when available. 

4. Realization Results on Communication Channels 

In this section, we describe the experimental implementation of the proposed quantum entity 
authentication protocol over a deployed optical network. Although the protocol is theoretically 
defined based on single-photon sources, the implementation utilizes WCPs and the decoy-state 
method to ensure security against photon-number-spliĴing aĴacks, as discussed in the security 
analysis. The quantum states employed in this experiment are four polarization states of photons. 

4.1. Experimental Configuration 

In this implementation, Alice and Bob utilized photon polarization states (|𝐷⟩, |𝐴⟩, |𝑅⟩, |𝐿⟩). 
These polarization states correspond to the protocol’s quantum states |0⟩, |1⟩, |+⟩, |−⟩, respectively. 
We assumed that the PSK was securely distributed between Alice and Bob beforehand. Figure 2 
illustrates the experimental setup for the quantum authentication system, which consists of Alice, 
Bob, a quantum channel, and a classical channel. 

 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 27 February 2026 doi:10.20944/preprints202602.1334.v1

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202602.1334.v1
http://creativecommons.org/licenses/by/4.0/


 11 of 19 

 

Figure 2. Experimental setup for proposed quantum entity authentication implementation. At Alice 
(transmiĴer), picosecond optical pulses are generated and shaped using an intensity modulator, prepared with 
well-defined polarization, and encoded using an all-fiber module incorporating a fiber polarizing beam spliĴer 
(FPBS) and a phase modulator. A classical synchronization channel from a 15xx-nm laser diode (LD; clock) is 
wavelength-multiplexed using wavelength-division multiplexing (WDM). A fiber beam spliĴer (FBS) provides 
an optional monitoring tap directed to single-photon avalanche diodes (SPAD). The signals are transmiĴed 
through a field-deployed fiber span of approximately 20 km with an overall loss of about 8 dB. At Bob (receiver), 
WDM separates the classical channels; the clock channel is detected with a photodiode (PD) and interfaced 
through a classical transceiver for synchronization. Separately, the quantum channel is polarization-aligned 
using a fiber polarization controller (FPC), analyzed in an FPBS-based polarization decoding system, and 
detected with SPADs. 

4.1.1. TransmiĴer (Alice) 

Alice encodes the quantum states according to the PSK and transmits them to Bob. The decoy 
states are randomly selected by Alice. Alice’s setup comprises a light source, a quantum state 
encoding device, a mean photon number monitor, clock synchronization, and classical 
communication modules. 

 Light Source: We used a picosecond pulsed laser (ps laser) operating at a wavelength of 1550 
nm with a spectral bandwidth of < 1 nm and a temporal pulse width of approximately 500 ps. 
The laser generates pulses for signal and decoy states, while no pulse is generated for the 
vacuum state. 

 Intensity Modulation: An intensity modulator (IM) determines the signal and decoy intensities. 
The IM is stabilized at the minimum transmission point using a bias controller and a 1570 nm 
pilot laser. When generating signal states, the IM is inactive (allowing the pulse to pass); for 
decoy states, voltage is applied to attenuate the pulse intensity. An optical attenuator is then 
used to reduce the pulses to the single-photon level before they enter the quantum channel. 

 State Encoding: The quantum state encoding device consists of a Sagnac interferometer and a 
phase modulator (PM) [35]. The incident photon polarization is |𝐷⟩, which is converted into one 
of the four states (|𝐷⟩ , |𝐴⟩ , |𝑅⟩ , |𝐿⟩) depending on the voltage applied to the PM. During 
encoding, Alice applies the random bit-flip operation required by the authentication protocol. 

 Monitoring: A mean photon number monitor, consisting of a 50:50 beam splitter and a single-
photon detector (SPD), measures the presence of photons in the pulses sent to Bob. Assuming a 
Poissonian photon number distribution, this setup estimates the mean photon number for signal 
and decoy states. 

4.1.2. Receiver (Bob) 

Bob is responsible for decoding and measuring the incoming quantum states. His setup includes 
a fiber polarization controller (FPC), a polarization state decoding device, a polarization 
measurement unit, a trigger detector, and a clock synchronization module. 

 Polarization Control: The FPC compensates for polarization drifts caused by the quantum 
channel, converting the arbitrary unitary transformation induced by the fiber into an identity 
operation. 

 Decoding and Measurement: Bob’s decoding device is structurally identical to Alice’s encoder. 
Based on the basis information derived from the locally stored PSK, Bob applies a voltage to his 
PM to switch between the 𝑧-basis (|𝐷⟩, |𝐴⟩) and the 𝑥-basis (|𝑅⟩, |𝐿⟩). The photons are then 
measured using a polarization beam splitter (PBS) and single-photon avalanche diodes (SPADs) 
with a detection efficiency of approximately 20%. 

 Synchronization: Both entities are synchronized to a 10 MHz clock. Alice transmits a trigger 
signal alongside the quantum signal. Bob detects this trigger using a photodiode (PD) and a pre-
amplifier to maintain synchronization. 
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4.1.3. Communication Channels 

The system utilizes both quantum and classical channels, similar to a QKD architecture. 

 Classical Channel: Assumed to be an authenticated public channel where an eavesdropper can 
read but not modify messages. It is used for clock signals, trigger signals (via ns pulse laser and 
PD), and classical information exchange (via TCP/IP). 

 Quantum Channel: The experiment utilized the deployed optical network connecting Alice and 
Bob via a detour route. The physical distance is approximately 20 km. While the theoretical loss 
for this distance is around 4 dB, the measured optical loss was approximately 8 dB. 

4.2. Experimental Conditions 

Prior to the execution of the protocol, Alice and Bob are assumed to share a PSK of size 1,048,576 
bits (524,288 bits×2). One “train” sent by Alice consists of 524,288 qubits. The mean photon numbers 
for signal and decoy states were set to approximately 0.5 and 0.15, respectively. The probabilities for 
sending signal, decoy, and vacuum states were configured to approximately 0.88, 0.10, and 0.02. Table 
1 summarizes the experimental parameters. 

Table 1. Experimental conditions for the implementation of the quantum authentication protocol. 

Parameter Value 

Average photon number 
Signal ~0.5 
Decoy ~0.15 

Intensity probabilities Signal 0.88 
Decoy 0.10 

Vacuum 0.02 
PSK size 1,048,576 bits 

One train length 524,288 qubits 
Alice’s bit flip probability 50% 
Quantum channel length ~ 20 km 

Quantum channel loss ~ 8 dB 

4.3. Experimental Results and Analysis 

The proposed quantum authentication protocol was implemented on a physically deployed 
network. 

4.3.1. Key Rate and QBER Performance 

In a practical authentication scenario, reusing the same PSK is insecure. However, for the 
purpose of validating the implementation on a deployed fiber, we transmiĴed one train (524,288 
qubits) every 5 seconds using the pre-distributed keys. Figure 3 illustrates the sifted key rate over a 
duration of approximately 1500 seconds. Since Alice and Bob share the PSK, they always measure in 
the same basis. Consequently, the volume of the sifted key is identical to that of the raw key. The 
results show a stable key rate over time. The difference in key generation rates between signal and 
decoy states is due to their different mean photon numbers. 
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Figure 3. Shifted key rate over time. 

Figure 4 presents the Quantum Bit Error Rate (QBER) for signal and decoy states. The QBER was 
calculated using the PSK and Alice’s bit-flip information. Due to the lower mean photon number and 
probability of decoy states, the sifted key volume for decoys is smaller, resulting in larger statistical 
fluctuations in the QBER compared to the signal states. 

 
Figure 4. QBER when all bit-flip information is disclosed. The green dashed line indicates the operational safety 
threshold (𝛿 ≈ 4%). This value is based on the acceptance rule defined in Section 3.3.1, which requires the QBER 
to remain below a specific limit to minimize the FAR. As validated in the experimental results, the system 
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maintains a QBER between 1% and 4% under normal conditions, confirming that a 4% threshold provides a 
robust margin to distinguish legitimate signals from potential aĴacks. 

4.3.2. Case A: Alice as Verifier, Bob as Prover 

We first evaluated the scenario where Alice acts as the verifier and Bob as the prover. Alice 
measured the key rate and QBER using her local PSK, her bit-flip records, and the measurement 
results announced by Bob. 

Figure 5 shows the key rate for this configuration. Since Alice performs the bit-flip operation 
with a 50% probability, the key generation rates for the “no bit flip” and “bit flip” cases are similar 
and remain stable over time. 

 

Figure 5. Key rate (Verifier: Alice, Prover: Bob). 

Figure 6 displays the QBER measured by Alice. The QBER mostly remains within the range of 
1% to 4%. Instances where the QBER deviates from this range tend to occur simultaneously for both 
“no bit flip” and “bit flip” cases. Alice accepts Bob as authenticated if the observed QBER falls within 
the pre-defined security threshold. 
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Figure 6. QBER (Verifier: Alice, Prover: Bob). 

4.3.3. Case B: Bob as Verifier, Alice as Prover 

Next, we evaluated the reverse scenario where Bob acts as the verifier and Alice as the prover. 
In this case, Alice discloses her bit-flip information to Bob. Bob then calculates the key rate and QBER 
based on Alice’s disclosed information, his measurement outcomes, and the PSK. Figure 7 shows the 
key rate results measured by Bob. Similar to the previous case, the key rates for “no bit flip” and “bit 
flip” are comparable due to the 50% flip probability. 

 

Figure 7. Key rate (Verifier: Bob, Prover: Alice). 
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Figure 8 presents the QBER measured by Bob using the bit-flip information provided by Alice. 
Consistent with the Alice-verifier scenario, the QBER is generally observed between 1% and 4%. Bob 
authenticates Alice based on this QBER value. 

 

Figure 8. QBER (Verifier: Bob, Prover: Alice). 

The experimental results confirm that the proposed quantum authentication protocol can be 
stably implemented over a real-world optical network. While the key rate remained constant, the 
QBER showed fluctuations between 1% and 4%. 

5. Conclusion 

The overarching security of any quantum-cryptographic framework is fundamentally 
predicated on the robustness of entity authentication. Without a rigorous mechanism to verify the 
legitimacy of communicating parties, even channels with information-theoretic security remain 
susceptible to MitM and impersonation aĴacks. To address this critical vulnerability, this research 
has successfully implemented and experimentally validated a quantum authentication protocol over 
a real-world communication network. By securing the authentication process using the laws of 
physics rather than computational hardness, the proposed scheme aligns the security level of identity 
verification with that of the QKD process itself. 

A significant advantage of the proposed protocol is its practical feasibility within existing 
quantum network infrastructures. We demonstrated that the protocol can be deployed on standard 
QKD systems without requiring any modifications to the optical hardware. By utilizing polarization 
states for encoding and employing the decoy-state method to counter PNS aĴacks, the system 
effectively utilizes WCP while maintaining security guarantees comparable to those of single-photon 
sources. Although this study exclusively demonstrates and analyzes polarization encoding, the 
protocol is equally applicable to phase-based encoding—analogous to standard QKD 
implementations—with comparable performance expectations. This compatibility ensures that 
physical-layer authentication can be seamlessly integrated as an intrinsic feature of future quantum 
communication terminals. 
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The theoretical analysis and experimental results confirm the protocol’s capability to provide 
robust mutual authentication. Our security analysis established that an adversary performing an 
intercept-resend aĴack introduces a detectable error rate due to the lack of the PSK, thereby allowing 
the verifier to reject illegitimate entities with a probability that converges to unity. Furthermore, we 
validated the protocol over a deployed optical fiber network spanning approximately 20 km. The 
experimental results showed stable key rates and QBER within the required security thresholds, 
proving the protocol’s resilience against environmental decoherence and channel aĴenuation. These 
findings underscore the feasibility of integrating quantum entity authentication into next-generation 
networks, thereby ensuring a holistic security architecture for the global quantum internet. 
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