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Abstract: The integration of renewable energy sources and distributed energy resources is transforming the electric
power system, creating both opportunities for improved sustainability and challenges related to system complexity
and uncertainty. While traditional model-based approaches have historically been used for power system analysis
and control, the increasing availability of data from sensors, SCADA systems, and smart meters has spurred the
development and application of data-driven methods. This survey paper provides a comprehensive overview
of state-of-the-art data-driven techniques applied to power systems, addressing key areas such as predictive
analytics for forecasting, state estimation for real-time monitoring, fault detection and diagnosis for enhanced
reliability, control and optimization for improved efficiency, and cybersecurity for enhanced grid resilience.
These data-driven approaches offer advantages over traditional methods, including data-driven decision making,
enhanced system understanding, improved system performance, and adaptation to changing operating conditions.
By leveraging data analysis, these methods enable more accurate insights into system behavior, uncover hidden

patterns, and optimize operations for improved reliability, efficiency, and security of the modern power grid.

Keywords: data-driven; power systems; survey

1. Introduction

The electric power system, a critical infrastructure, is undergoing significant transformation due
to the integration of renewable energy sources, distributed energy resources (DERs), and advanced
technologies. This evolution presents both opportunities and challenges. On one hand, it promises a
more sustainable and efficient power grid. On the other hand, it introduces complexities in terms of
system dynamics, uncertainty, and security.

Traditional model-based approaches have been the mainstay for power system analysis and
control. However, the increasing complexity and uncertainty associated with modern power systems
have led to a growing interest in data-driven methods. These methods leverage large amounts of data
collected from various sources, such as sensors, SCADA systems, and smart meters, to extract valuable
insights and make informed decisions.

Data-driven methods offer a promising approach to address the challenges of the modern power
system. By analyzing historical data and real-time measurements, these methods can enable more
accurate forecasting, improved state estimation, efficient control strategies, and enhanced cybersecurity.
This survey paper provides an overview of the state-of-the-art data-driven methods applied to power
systems, including predictive analytics, state estimation, fault detection and diagnosis, control and
optimization, and cybersecurity. These data-driven methods offer several advantages over traditional
model-based approaches, including;:

¢ Data-Driven Decision Making: By analyzing historical data and real-time measurements, data-

driven methods can provide more accurate and timely insights into system behavior.
¢ Enhanced System Understanding: Data-driven methods can help uncover hidden patterns and

correlations within the power system, leading to a deeper understanding of its dynamics.
¢ Improved System Performance: By optimizing system operations based on data-driven insights,

it is possible to improve system efficiency, reliability, and security.
¢ Adaptation to Changing Conditions: Data-driven methods can adapt to changing conditions,
such as variations in load demand, renewable energy generation, and system disturbances.

This survey paper provides a comprehensive overview of the state-of-the-art data-driven methods
applied to power systems, including:
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1. Predictive Analytics: Techniques for forecasting future system behavior, such as load forecasting
and renewable energy forecasting.

2. State Estimation: Methods for estimating the real-time state of the power system, including
voltage magnitudes, angles, and power flows.

3. Fault Detection and Diagnosis: Techniques for identifying and locating faults in the power
system, enabling rapid response and restoration.

4. Control and Optimization: Methods for optimizing power system operation, including control
strategies and optimal power flow.

5. Cybersecurity: Techniques for detecting and mitigating cyber-attacks on power systems.

By understanding the principles and applications of these data-driven methods, power system
engineers and operators can make informed decisions to ensure the reliable, efficient, and secure
operation of the power grid.

2. Data-Driven Methods for Power Systems

Data-driven methods have the potential to revolutionize power system operations and control.
Some of the key applications include:

2.1. Predictive Analytics

2.1.1. Load Forecasting

Accurate load forecasting is essential for efficient power system operation and planning. Data-
driven methods, such as machine learning and time series analysis, can predict future load demand
based on historical data and relevant factors like weather conditions, economic indicators, and social
events. In [1], the authors used fuzzy logic to have the weather and temperature to forecast the future
load on a short term basis, showing improved forecast based on the actual weather data. In [2], the
authors developed a data-driven method to use advanced metering infrastructure (AMI) data to cluster
consumers according to similar patterns, and perform load forecasting on the cluster level followed
by aggregation at system level. This leads to improve forecasting accuracy. In [3], the importance of
electrical vehicle (EV) load forecasting is highlighted. A neural network architecture is used to predict
short term EV load using behavioral patterns in charging in North China, and an improved accuracy
of forecasting is achieved compared to traditional forecasting methods.

2.1.2. Renewable Energy Forecasting

Forecasting the intermittent nature of renewable energy sources, such as solar and wind power,
is paramount for ensuring grid reliability and stability. Accurate predictions of their variability
and uncertainty are essential for effective grid integration and operation. To address this challenge,
data-driven methods have emerged as powerful tools for improving renewable energy generation
forecasts. In [4], the authors propose a novel approach utilizing gradient boosting tree algorithms
to leverage weather prediction data. By incorporating detailed meteorological information, this
method aims to enhance the accuracy of solar and wind energy generation forecasts. Compared to
traditional forecasting techniques, this approach has demonstrated a significant improvement of over
12%. A probabilistic forecasting model is presented in [5], which leverages historical hourly data to
construct an annual eight-segment probabilistic model for wind and solar energy. This model employs
a probabilistic approach to estimate hourly wind speeds and solar irradiance throughout the year,
providing a more comprehensive understanding of the potential range of outcomes. In [6], three
distinct methods of renewable probabilistic forecasting are explored as trading agents within a binary
prediction market. By analyzing the equilibrium price in this market, the aggregated probability
of renewable output can be elicited. Subsequently, a regression analysis is employed to extract the
full cumulative distribution function of possible renewable output, offering a detailed probabilistic
representation of the forecast.
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2.2. State Estimation

Data-driven methods can estimate the real-time state of the power system, including voltage
magnitudes and angles, and real and reactive power flows. This information is essential for monitoring
and control purposes. Data-driven methods can improve the robustness of state estimation algorithms
by considering uncertainties and noise in the measurements. In [7], the authors proposed a robust
and scalable Gaussian process regression (RS-GPR)-enabled distributed dynamic state estimation
method. It allows accurate pseudo-measurement inference as well as robust state estimation with only
a limited number of measurements, and perform superior compared to machine learning assisted
state estimation methods. [8] uses an artificial neural network (ANN) to use sparse synchrophasor
measurements (PMU data) to improve distribution system state estimation for unbalanced systems.
The method is executed significantly faster than traditional algorithms using a parallelized architecture,
which facilitates near real-time monitoring. In [9], the authors proposed a high temporal-spatial
resolution state estimation (SE) method, leveraging graph convolutional network (GCN) and dense
connectivity structure to estimate states of whole system at PMU reporting rate. This enabled the
authors to perform online dynamic security assessment for transient stability analysis of the power
grid.

In conclusion, data-driven methods have emerged as powerful tools for enhancing power system
state estimation. By leveraging advanced techniques like Gaussian process regression, artificial neural
networks, and graph convolutional networks, these methods offer significant advantages in terms
of accuracy, robustness, and computational efficiency. These advancements enable more precise
monitoring and control of the power grid, contributing to improved system reliability and security. As
the power grid continues to evolve, the integration of data-driven methods will play a pivotal role in
ensuring its efficient and resilient operation.

2.3. Control and Optimization

2.3.1. Model-Free Control

Data-driven control methods, such as reinforcement learning and adaptive control, can optimize
the control of power system components without relying on detailed system models. Traditionally, the
controls were designed based off the nominal power system model. However, with the penetration
of renewable energy and the constantly changing operating point, the nominal controllers might not
perform optimally for fast changing operating points. Therefore, it's important to design controls
which can adapt with the system in a data-driven manner. In [10], a data-driven method based on
extreme learning machine (ELM)-based learning model is used to improve the frequency stability
prediction based on a nominal model. This data-driven frequency prediction is used to create the
load shedding plan. In [11], the authors proposed to design a linear wide-area damping control
using synchrophasor measurements assuming availability of full system state. The work showed
that how such an adaptive control method improves the damping performance of the system during
off-nominal and stressed system conditions. In [12], a data-driven control strategy based on historical
measurements is proposed to mitigate local power imbalances in control areas, using inverter-based
resources in the areas.

2.3.2. Optimal Power Flow

Data-driven methodologies are revolutionizing the approach to solving the complex optimal
power flow (OPF) problem, promising significant improvements in grid efficiency, reliability, and
economic operation by minimizing power losses, reducing operational costs, and ensuring adherence
to stringent system constraints. For example, recognizing the inherent variability in renewable energy
integration and load demand, researchers have developed a data-driven chance-constrained optimiza-
tion framework for OPF [13]. This approach explicitly addresses uncertainties in available reserve
capacity by incorporating probabilistic constraints learned from historical data and forecasts, ensuring
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a high probability of maintaining real-time balance between energy supply and demand, a crucial
factor for grid stability with increasing penetration of intermittent renewable sources. Furthermore, the
computational burden associated with OPF calculations, especially for large-scale distribution grids,
has motivated the exploration of quantum computing. In this context, researchers have investigated the
application of the Quantum Approximate Optimization Algorithm (QAOA) to accelerate power flow
solutions [14]. A key advancement is the use of data-driven methods to determine the optimal parame-
ters for QAOA, bypassing computationally expensive tuning processes and achieving performance
comparable to meticulously tuned QAOA instances. This data-driven parameter selection significantly
reduces the computational overhead associated with quantum OPF, making it a more practical solution
for real-world applications. Finally, maintaining stable voltage levels across the grid is paramount
for reliable power delivery. To address this, a data-driven optimization strategy for volt-var control
has been proposed [15]. This method leverages real-time measurements from smart grid infrastruc-
ture to estimate volt-var sensitivities, which quantify the impact of reactive power adjustments on
bus voltages. These dynamically estimated sensitivities are then used to design a more responsive
and precise control strategy that effectively improves bus voltage profiles and enhances overall grid
stability, adapting to constantly changing grid conditions. These diverse applications demonstrate
the transformative potential of data-driven approaches in creating a more efficient, resilient, and
sustainable future for power systems.

2.4. Cyber-Security

2.4.1. Intrusion Detection Systems (IDS)

Intrusion Detection Systems (IDSs) are a critical first line of defense in safeguarding power
system network control from debilitating cyberattacks. These systems are essential for preventing
unauthorized access to sensitive power system data and maintaining grid stability. The increasing
integration of digital technologies in modern power grids, particularly the advent of smart grids (SGs),
while offering substantial benefits like enhanced two-way communication and grid optimization,
also introduces new security vulnerabilities. These vulnerabilities stem from the convergence with
technologies like the Internet of Things (IoT) and Industrial Control Systems (ICS), which are inherently
susceptible to cyber threats. Consequently, robust and intelligent intrusion detection mechanisms are
paramount to mitigating these risks and ensuring the resilience of the power grid.

Several research efforts have focused on developing advanced IDS solutions tailored for the unique
challenges of power systems. For instance, the research presented in [16] proposes a novel anomaly-
based Intrusion Detection System specifically designed for smart grids. This approach leverages
real-world power plant data and employs sophisticated machine learning and deep learning models,
incorporating innovative feature engineering techniques. The study demonstrates the effectiveness of
this IDS in accurately detecting a range of cyber threats targeting the SG infrastructure, highlighting
the potential of data-driven approaches in enhancing grid security.

Another promising approach is presented in [17], which proposes a new automated, hybrid
IDS. This system combines the strengths of data mining, specifically common path mining, to learn
complex temporal patterns from diverse data sources, including synchrophasor measurements and
audit logs. By analyzing these patterns, the IDS can effectively distinguish between normal operations,
disturbances, and malicious cyberattacks. The researchers successfully tested a prototype of their
system on a realistic two-line, three-bus transmission system, demonstrating its ability to accurately
classify these events within a distance protection scheme. This hybrid approach offers a powerful
combination of data-driven pattern recognition and expert knowledge, providing a robust defense
against sophisticated attacks.

Addressing the challenges of data scarcity and adversarial manipulation in training effective
IDS models, the work in [18] delves into the important areas of imbalanced learning and adversarial
learning for training anomaly-based intelligent IDSs (AN-Intel-IDS). Through a rigorous qualitative
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study employing rapid review, structured reporting, and subgroup analysis, the research surveys and
synthesizes various generative-based data augmentation techniques. These techniques aim to address
the prevalent issue of uneven data distribution in cybersecurity datasets, where normal operation data
significantly outweighs attack data. Furthermore, the study explores generative-based adversarial
techniques for creating synthetic yet realistic data in an adversarial setting. This approach enhances
the robustness of the IDS by training it to recognize and defend against evolving attack strategies,
ultimately improving the overall security posture of the power system.

2.4.2. Attack Detection and Response

Modern power system algorithms, crucial for real-time decision-making in functions like dis-
patch optimization and wide-area control, rely heavily on accurate data. However, the increasing
sophistication of cyber-attacks poses a significant threat. Should an attack bypass intrusion detection
systems (IDS) and compromise this data, the resulting erroneous decisions can severely degrade power
system performance, potentially leading to instability and even catastrophic system collapse. This
vulnerability underscores the urgent need for robust cyber-resilient control and protection strategies.

Several recent research efforts have explored data-driven approaches to enhance power system
security and resilience. In [19], researchers leverage a deep learning framework to significantly
improve the operational accuracy of protection devices across a wide range of system events. Their
work specifically addresses persistent protection gaps related to challenging scenarios like transmission
line high-impedance faults and transformer inter-turn faults. By employing data-driven techniques,
they demonstrate a substantial improvement in accuracy compared to traditional protection methods,
offering a promising avenue for enhanced fault detection and isolation.

Furthermore, the threat of false data injection attacks, specifically targeting wide-area control
systems, has been addressed through innovative data-driven solutions. In [20], a semi data-driven
method utilizing a deep learning framework is developed to detect these malicious data injections.
Beyond detection, the method actively mitigates the impact of such attacks by dynamically adapting
the wide-area control structure, effectively minimizing the influence of compromised wide-area
network communication channels. Building upon this work, [21] presents a fully model-free approach,
employing a Long Short-Term Memory (LSTM) architecture. This method not only detects the
compromised communication channel but also replaces the corrupted data with information predicted
by the LSTM network, effectively restoring the integrity of the control system. This proactive data
restoration significantly enhances the system'’s resilience against cyber-attacks.

Expanding the scope to distributed generation, [22] proposes a novel method for detecting and
diagnosing both cyber-attacks and physical faults (open/short circuits) within photovoltaic (PV)
solar farms using a single waveform sensor. By employing advanced signal processing techniques,
this approach can effectively distinguish between these events and even identify previously unseen
cyber-attack patterns. Notably, the method’s efficacy has been validated in a real-time simulation
environment, demonstrating its potential for practical implementation in securing distributed en-
ergy resources. These advancements highlight the growing importance of data-driven methods in
safeguarding the power grid against evolving cyber and physical threats.

3. Challenges and Future Directions

While data-driven methods offer significant potential, several challenges need to be addressed:

Data Quality and Quantity: The quality and quantity of data are crucial for the success of
data-driven methods. Ensuring data accuracy, completeness, and consistency is essential. Model
Development and Validation: Developing accurate and reliable data-driven models requires careful
consideration of feature engineering, model selection, and validation techniques. Computational
Efficiency: Data-driven methods often involve complex algorithms and large datasets, which can
be computationally intensive. Developing efficient algorithms and leveraging advanced computing
techniques is important. Integration with Existing Systems: Integrating data-driven methods with
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existing power system control and monitoring systems requires careful planning and coordination.
Cyber-Security Risks: Protecting sensitive data and ensuring the security of data-driven systems is
crucial to prevent cyber-attacks that could compromise the reliability and security of the power grid.
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