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Article 

Adversarial Robustness in Cognitive Systems:  
A Trustworthiness Assessment Perspective for 6G 
Networks 
Ilias Alexandropoulos, Harilaos Koumaras *, Vasiliki Rentoula, Gerasimos Papanikolaou-Ntais, 
Spyridon Georgoulas and George Makropoulos 

NCSR “DEMOKRITOS”, Institute of Informatics and Telecommunications 
* Correspondence: koumaras@iit.demokritos.gr 

Abstract: As B5G systems are evolving towards 6G, their coordination increasingly relies on AI-
driven automation and orchestration actions, which is a process that is characterized as cognition. 
Therefore, a 6G system through this cognitive process, acts as an intent-handling entity that 
comprehends sophisticated intent semantics from the users/tenants and calculates the ideal goal state 
for the specific intent, organizing the necessary adaptation actions that are needed for the transition 
of the system into that state. However, the use of cognitive-driven AI models for coordinating 
purposes of a 6G system creates new risks, since a new surface of attack is born, where the whole 6G 
system operation may be maliciously affected by adversarial attacks within the user-intents. Focusing 
on this challenge, this paper realizes a protype cognitive coordinator for 6G trustworthiness provision 
and investigates its adversarial robustness for different BERT-based quantification models, which are 
used for realizing the 6G cognitive system. 

Keywords: cognitive; 6G networks; trustworthiness; adversarial attacks; BERT 
 

1. Introduction 

Nowadays, AI can be employed in almost every aspect, segment and domain of a mobile 
network, enabling automated network operation and user service support [1]. The network 
architecture in 6G will comprise a fully end-to-end Machine Learning (ML) and model accessibility, 
encompassing autonomic networking by taking advantage of AI/ML capabilities. Different AI/ML 
algorithms (e.g., supervised, unsupervised, federated or reinforcement learning) are having different 
impact on improving the coordination of resource and service orchestration in 6G systems. Thus, 
different AI/ML techniques assist a 6G system to realise the end-to-end orchestration by bringing 
together different enabling technology domains that realise the expected 6G KPIs [2]. 

Among the various candidate AI/ML techniques that are considered [3], the cognitive one is 
considered the most dominant, since it is capable of managing and synchronizing both the control 
and the data planes. The mental action or process of learning information and understanding through 
experience and the senses is characterized as cognition. An autonomous system is a technical 
application of cognition, since it is designed to perform the operational tasks of understanding by 
experiencing and sensing. Thus, a 6G Cognitive system becomes an intent-handling coordinating 
function that comprehends sophisticated and abstract intent semantics and calculates the ideal 
system goal state, and organizes activities to transition the system into this trustworthy state. 

Ensuring the robustness of a cognitive system is of paramount importance, because it ensures 
not only the proper system operation, but also the reliable and safe operation of the network itself. 
As these systems increasingly rely on AI, they become susceptible to adversarial black-box attacks. 
Such attacks can undermine the integrity and reliability of the network, leading to potential 
vulnerabilities that can be exploited by malicious entities. Hence, it is crucial to design cognitive 
models that can withstand these adversarial threats, maintaining the smooth and safe coordination 
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of 6G networks. Due to this, and in line with other similar works, the term cognitive coordinator is 
used in the rest of the paper to name the cognitive systems with coordinating responsibilities in 6G, 
such the deployment of auxiliary Network Functions (NFs), the application of policy rules and the 
selection of quality index parameters. 

This paper addresses this pressing issue by assessing the robustness of different variations of 
BERT-based cognitive coordinators, against adversarial black-box attacks. A variety of adversarial 
black-box attacks are defined and executed in this study without direct access to the model weights. 
By employing diverse perturbation strategies, the robustness of the cognitive coordinator is 
rigorously tested. The evaluation metrics include score deviation, regression error, and perturbation 
coherence, with a particular focus on identifying class-specific vulnerabilities. This comprehensive 
assessment aims to provide insights into the resilience of the cognitive coordination in 6G systems. 

As a representative case, the paradigm of trustworthiness provision is examined in this paper, 
as a popular task that a cognitive coordinator will be asked to manage in a 6G system. In this case, 
the user-intents are classified to five classes (trustworthiness dimensions), namely Security, Safety, 
Privacy, Resilience, and Reliability, based on which actions both at control and data plane will be 
mandated. Based on this mathematical 

The rest of the paper is organized as follows. Section II provides some definitions of cognitive 
coordinators in 6G networks, and background of adversarial robustness in different domains. Then, 
Section III to Section Section IV are devoted to analyse the different cognitive coordinator models, 
adversarial attacks, and the evaluation process. Finally, main conclusions are drain in Section V. 

2. Materials and Methods 

2.1. Related Work in the Cognitive Coordinator Paradigm for Trustworthiness Provision 

The mental action or process of learning information and understanding through experience and 
the senses is characterized as cognition. An autonomous system, such as the Cognitive Coordination 
component for 6G trustworthiness, is a technical application of cognition since it is designed to 
perform the operational tasks of understanding by experiencing and seeing. 

In recent research initiatives for user-centric 6G networks [4], the Cognitive Coordinator serves 
as the central mechanism for ensuring a specific property at the user or the system domain, such as 
user trust and system trustworthiness (Figure 1). This paradigm facilitates a dynamic interaction loop 
where trust semantics initiated by users as intents are processed to ensure robust network operations 
aligned with user expectations and system integrity. 

The starting point of the process is the user, whose trust requirements are pivotal for deciding 
the system’s response. The user communicates their trust expectations via an AI chatbot [5], which 
then classifies their expectations into the five trust dimensions: Security, Safety, Privacy, Resilience, 
and Reliability. This is mapped output is defined as trust semantics. 

Once the trust semantics are defined, they are passed to the Cognitive Coordinator, a central AI 
assisted component which includes a BERT-based regression model. This model plays a critical role 
in interpreting the trust semantics to a desired level of trustworthiness (LoTw) and then to the 
system’s transition actions related to the five trustworthiness dimensions. 

The cognitive coordinator does more than just calculates scores; it dynamically decides on the 
best action to be taken to align network’s behavior with the calculated trustworthiness level. This 
might involve adjusting network configurations, enhancing security protocols or reallocating 
resources. This decision-process is responsible to take in account potential impacts of each action, 
ensuring that decisions deliver trust without compromising the efficiency or performance of the 
network. 

Referred to as the Cognitive Coordinator model, this regression-based system ensures scalability 
and adaptability, delivering a robust mechanism for preliminary trustworthiness estimation. In this 
paper, we will evaluate the robustness of the Cognitive Coordinator model—the core computational 
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element of the SAFE-6G framework—to validate its effectiveness and reliability across varying 
operational conditions. 

 

Figure 1. AI-assisted cognitive coordination of 6G trustworthiness. 

2.2. Related work in Adversarial Robustness 

Neural networks, despite their impressive performance across various domains, such as image 
and speech recognition, exhibit vulnerabilities that challenge their robustness and reliability. One 
notable vulnerability is their susceptibility to adversarial attacks. These attacks exploit the inherent 
discontinuities in neural networks, allowing small, imperceptible perturbations in input data to cause 
significant changes in output predictions. The phenomenon of adversarial attacks first started in the 
domain of image processing [6], where it is demonstrated that by introducing imperceptible 
perturbations to images, neural networks could be easily misled into making mistakes in predictions 
with high confidence. This insight initiated extensive research into the robustness of neural networks 
and the methodologies for crafting adversarial examples. The visual aspect of these attacks was 
especially notable, as the altered images looked identical to the originals to human viewers. 

Building on the foundational work in image-based attacks [7,8], researchers extended their 
exploration to audio processing. Audio adversarial attacks presented unique challenges due to the 
temporal and frequency-domain characteristics of audio signals. By introducing subtle perturbations 
to waveforms or spectral features, such as Mel-Frequency Cepstral Coefficients (MFCCs), adversarial 
examples could effectively fool speaker recognition systems or speech-to-text models [9]. These 
attacks demonstrated that vulnerabilities in neural networks were not limited to static inputs like 
images, but also extended to dynamic, time-dependent data. 

More recently, adversarial research has shifted focus to the text domain [10], which forms the 
core of this paper. Text-based adversarial attacks are particularly challenging due to the discrete and 
structured nature of language. Techniques such as synonym replacement, paraphrasing, and 
insertion of contextually plausible errors exploit the sensitivity of natural language processing 
models to slight variations in input, often leading to significant misclassifications [11]. 

Adversarial attacks have expanded beyond particular data fields to encompass communication 
networks, including 5G systems and upcoming network technologies. As machine learning becomes 
integral to critical operations in these networks, such as spectrum sensing, network slicing, and 
resource allocation [12], adversarial machine learning introduces new vulnerabilities. For instance, 
adversaries can exploit machine learning models used for spectrum sharing in 5G to disrupt 
communications or mislead the system into allocating resources inefficiently [13]. These attacks take 
advantage of the inherent openness of wireless environments, where adversaries can observe and 
manipulate both data and control signals, creating a novel attack surface. 

This evolving landscape of adversarial threats underscores the importance of developing robust 
defense mechanisms across all domains, from images and audio to text and communication 
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networks. This paper builds on this foundation by investigating adversarial vulnerabilities in text-
based applications within the communication networks domain, such as the cognitive coordinator 
that receives a text-based user-intent input and proposes strategies to mitigate such attacks. 

3. Methodology of Assessing Robustness of Cognitive Coordinator 

In this section, we describe the methodology employed to develop and evaluate the robustness 
of the Cognitive Coordinator model, along with the adversarial attack strategies applied. The core of 
the system is a BERT-based five-head regression model, designed to independently predict scores 
related to trustworthiness for five trust-related classes: Reliability, Privacy, Security, Resilience, and 
Safety. 

3.1. Dataset Creation Principles 

The dataset [18] was created with the input of five domain experts, each specializing in one of 
the trust-related classes: Reliability, Privacy, Security, Resilience, and Safety. It consists of annotated 
phrases and sentences for each class with corresponding trustworthiness scores, which a user could 
ask for. 

To enhance the dataset’s diversity and robustness, data augmentation techniques were applied. 
These augmentations aim to simulate real-world variations and improve the model’s generalization 
capabilities: 

1. Synonym Replacement: A subset of words in the text was replaced with synonyms derived from 
WordNet [14] to preserve the original context while creating variability. 

2. Normalization: Scores were normalized to a range of 0 to 1 for consistency and to facilitate 
regression-based learning. 

Each sample in the dataset was tokenized using the BERT tokenizer, with text sequences padded 
or truncated to a maximum length of 128 tokens. The data was then split into training (70%), 
validation (15%) and test (15%) sets to ensure balanced evaluation. 

3.2. Model Architecture of Cognitive Coordinator 

The architecture of our Cognitive Coordinator model builds upon the widely used BERT 
transformer framework. It uses a shared BERT encoder alongside five distinct regression heads, each 
designed to predict scores for specific trust-related dimensions. The key components of the 
architecture are as follows: 

1. Bert Encoder: Pretrained BERT model serves as the shared feature extractor. It processes input 
text into a pooled output vector, the size of which corresponds to the hidden dimension of the 
BERT model. 

2. Independent Regression Heads: These are fully connected layers, each tailored for a specific 
trust-related dimension: Reliability, Privacy, Security, Resilience, and Safety. This modular 
approach allows each head to specialize in its respective task. 

3. Forward Pass: For every input, the BERT encoder generates a pooled representation, which is 
then passed to the appropriate regression head. This head computes the trustworthiness score 
for the corresponding dimension. 

This architecture strikes a balance between shared learning across dimensions and specialized 
prediction, promoting both efficiency and accuracy. 

3.3. Model Training 

The model was fine-tuned using a systematic grid search to identify optimal hyperparameters, 
including the learning rate, batch size, number of epochs, and weight decay. Additionally, the grid 
search evaluated multiple transformer-based pre-trained models to benchmark their performance in 
trustworthiness quantification. The models considered in the search included: 
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1. BERT-Base-Uncased: A widely adopted general-purpose model with 12 layers and 110M 
parameters. 

2. RoBERTa-Base: A robustly optimized variant of BERT, trained on a larger dataset with enhanced 
pre-training techniques. 

3. ALBERT-Base (v2): A lightweight version of BERT that reduces model size via factorized 
embeddings and parameter sharing, while retaining high accuracy. 

4. ELECTRA-Base: A model that trains with a discriminator-generator framework, offering faster 
pre-training and strong downstream performance. 

These models were selected for their unique approaches in addressing the challenges of 
language modeling processing. Their selection helps to ensure that different aspects of natural 
language processing (NLP) challenges, such as computational efficiency, model size, and training 
methodology, are adequately explored and addressed. 

The final grid search hyperparameter values that yielded the best performance were: 

1. Learning rate = 2e-5 
2. Batch size = 16 
3. Epochs = 5 
4. Weight decay: 0.01 

The training utilized the AdamW optimizer paired with a linear learning rate scheduler. The 
mean squared error (MSE) was employed as the loss function, and early stopping based on validation 
loss was implemented to mitigate overfitting. 

3.4. Adversarial Attack Setup 

To assess the robustness of the model, three popular adversarial black-box attacks were 
implemented. These attacks targeted the text input, using perturbation strategies such as synonym 
replacement to manipulate semantics while retaining coherence (Figure 2). The attacks aimed to 
evaluate the model’s sensitivity to input variations and its ability to maintain accurate trust 
assessments. 

 
Figure 2. Example of slightly input change but completly altered calculation result. 

1) The TextFooler attack 

The TextFooler attack [15] was employed as the primary adversarial strategy. This attack 
operates by identifying and perturbing the most salient words in the input, which have the highest 
impact on the model’s predictions. The attack framework includes the following steps: 

• Salient Word Identification: Identifies the most impactful words by masking and analyzing 
the drop in model confidence. 

• Synonym Replacement: Replaces identified words with synonyms using WordNet, 
ensuring grammatical consistency. 
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• Semantic and Perturbation Constraints: Maintains semantic similarity and minimizes the 
proportion of altered words to preserve input coherence. 

2) The BERT-Attack for textual entailment 

To complement TextFooler, we employed the BERT-Attack for textual entailment (BAE) [16], 
which utilizes a masked language model to replace or insert contextually appropriate words. This 
attack uses BERT’s ability to predict masked tokens in the text, allowing for more sophisticated 
perturbations. The framework for BAE includes the following steps: 

• Salient Word Identification: Similar to TextFooler, BAE identifies salient words based on 
their contribution to the model’s predictions. Words are prioritized based on the drop in 
the model’s confidence when masked. 

• Masked Word Replacement: Uses BERT’s masked language model to predict and replace 
words contextually. 

• Semantic and Perturbation Constraints: Perturbations are constrained to maintain semantic 
coherence and minimize the number of modified tokens, ensuring that adversarial 
examples remain close to the original text in meaning. 

3) The Probability Weighted Word Saliency attack 

To further evaluate the model’s robustness, we implemented the PWWS (Probability Weighted 
Word Saliency) attack [17], which employs a saliency-based strategy to target the most impactful 
words in the input. PWWS utilizes a probability-weighted approach to rank word importance, 
making it particularly effective for identifying and replacing critical words in a sentence. The 
framework for PWWS includes the following steps: 

• Saliency Score Computation: Assigns scores to words based on their impact on model 
predictions. 

• Synonym Replacement: Focuses on high-saliency words, replacing them with contextually 
appropriate alternatives. 

• Iterative Perturbation: The attack proceeds iteratively, replacing words until a significant 
deviation in the model’s prediction is achieved or all high-saliency words have been 
perturbed. 

• Semantic and Perturbation Constraints: Like TextFooler and BAE, PWWS enforces 
constraints to preserve the original text’s meaning and ensure coherence. The number of 
modifications is minimized to create adversarial examples that remain realistic and 
meaningful. 

PWWS differs from TextFooler by using probability-weighted saliency metrics, providing a 
more granular ranking of word importance. This approach often leads to fewer and more targeted 
perturbations, making it an effective complement to the other attacks. 

In the next section, a comparison of the three different attacks is presented, while metrics, such 
as score deviation, regression error, and perturbation coherence are presented to quantify the impact 
of each adversarial attack. 

4. Experimental Results of Cognitive Coordinator Model Under Adversarial 
Perturbations 

This section evaluates the robustness of the Cognitive Coordinator model under adversarial 
perturbations, examining the three attacking strategies that have been explained in the previous 
section: TextFooler, BAE, and PWWS. The analysis employs key metrics—Score Deviation, Mean 
Squared Error (MSE), Perturbation Coherence, and Success Rate—to comprehensively assess the 
model’s vulnerabilities and resilience against these attacks. Together, these metrics demonstrate the 
model’s capacity to maintain reliable trustworthiness assessments under adversarial conditions. 

More specifically, the following KPIs were used for quantifying the model robustness: 
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• Score Deviation: Measures the average change in the predicted score between the original and 
adversarial examples, reflecting the model’s sensitivity to perturbations. 

• MSE: Quantifies the overall error introduced by adversarial attacks. 
• Perturbation Coherence: Evaluates the semantic similarity between the original and adversarial 

examples, ensuring that the meaning of the input remains intact despite perturbations. 
• Success Rate: Represents the percentage of adversarial examples that achieve a significant 

deviation in the model’s prediction, indicating the attack’s effectiveness. 

The quantitative results for these metrics across all attacks are summarized in Table 1. 

Table 1. Adversarial Attack Results. 

A
tta

ck
 

Ty
pe

 

Model Score Deviation MSE 
Perturbation 

Coherence 
Success Rate 

Te
xt

Fo
ol

er
 

Bert-uncased 0.102 0.019 0.896 14.79% 

Roberta 0.208 0.079 0.985 40.14% 

Albert 0.125 0.024 0.992 16.19% 

Electra 0.165 0.038 0.982 33.09% 

BA
E 

Bert-uncased 0.159 0.044 0.617 33.10% 

Roberta 0.208 0.081 0.947 39.43% 

Albert 0.157 0.043 0.884 24.64% 

Electra 0.171 0.041 0.958 35.21% 

PW
W

S 
 

Bert-uncased 0.127 0.028 0.657 22.34% 

Roberta 0.228 0.097 0.802 43.66 

Albert 0.186 0.063 0.735 28.87% 

Electra 0.192 0.051 0.812 43.66% 

The results reveal several key insights into the performance of the Cognitive Coordinator model 
under adversarial attacks. Among the models evaluated, RoBERTa-Base consistently demonstrated 
the highest Perturbation Coherence, with a maximum score of 0.985 for TextFooler, indicating its 
strong ability to preserve semantic meaning in adversarial conditions. However, it was also the most 
vulnerable to attacks, as evidenced by the high success rates across all attack strategies, which reflect 
the ease with which adversarial examples disrupted its predictions. This increased vulnerability was 
further supported by its higher MSE and Score Deviation values compared to other models. 

ALBERT-Base, on the other hand, showed exceptional semantic resilience, achieving a 
Perturbation Coherence of 0.992 with TextFooler. Despite this strength, it exhibited reduced 
robustness against BAE and PWWS attacks, as seen in the higher Success Rates under these strategies. 
Bert-uncased emerged as the most balanced model, maintaining relatively low Score Deviations and 
MSE while preserving semantic coherence effectively, making it the most robust across different 
attack scenarios. 

From an attack-specific perspective, TextFooler caused minimal semantic disruption while 
inducing significant score deviations, making it a suitable strategy for evaluating subtle 
vulnerabilities in the models. In contrast, BAE introduced more aggressive semantic changes, leading 
to a marked decrease in perturbation coherence. PWWS provided a balanced approach, combining 
moderate semantic preservation with effective adversarial impact, offering valuable insights into the 
practical resilience of the models. 
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Additionally, Table 2 provides qualitative insights by showcasing examples of original and 
adversarial texts. 

Table 2. Adversarial Attack Results. 

Original Text Adversarial Text Original Score Adversarial Score 

Reliable application 
dependable practical 

application 
0.205 0.679 

data retention 

policy 

information keeping 

insurance policy 
0.705 0.506 

Full device trust 

validation 

mobile device trust 

validation 
0.855 0.364 

AI-driven capacity 

planning 

Army Intelligence - 

drive capacity 

planning 

0.84 0.512 

The results underscore several critical observations: 

1. Model Selection and Use Cases: The choice of the transformer model depends on the operational 
context. For environments requiring high semantic coherence, RoBERTa-Base and ELECTRA-
Base are not preferable. In resource-constrained scenarios, ALBERT-Base offers an efficient 
alternative. 

2. Attack-specific Performance: TextFooler exhibited minimal semantic disruption but caused 
notable score deviations, making it suitable for subtle adversarial testing. BAE, while more 
aggressive, significantly impacted coherence. PWWS balanced perturbation impact and 
coherence, offering practical insights into adversarial robustness. 

The next section discusses the implications of these results and outlines potential paths for 
improving the robustness of a cognitive coordinator model in a 6G network 

5. Conclusions 

In conclusion, this study demonstrates the various BERT-based cognitive coordinators in 6G 
networks, Bert-uncased emerges as the most balanced choice. It offers a robust defense against 
adversarial attacks while maintaining high levels of perturbation coherence, making it ideally suited 
for environments where maintaining semantic integrity is critical. On the other hand, RoBERTa-Base, 
despite its high sensitivity to adversarial manipulations, might be preferable in scenarios where 
higher vulnerability can be compensated by its superior performance in undisturbed conditions. 
Future research should focus on refining these models by integrating advanced adversarial defend 
techniques such as adversarial training. Additionally, testing these models in real world senarios will 
be crucial to further validate their effectiveness and adaptability in the dynamic network 
environments. 
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Abbreviations 

The following abbreviations are used in this manuscript: 

6G Sixth Generation 
AI Artificial Intelligence 
BAE BERT-Attack for textual entailment 
BERT Bidirectional Encoder Representations from Transformers 
KPIs Key Performance Indicators 
LoTw Level of Trustworthiness 
ML Machine Learning 
MSE Mean Squared Error 
NLP  Natural Language Processing 
PWWS Probability Weighted Word Saliency 
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