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Abstract

Early detection of network traffic anomalies is critical for cybersecurity, as a single compromised host
can cause data breaches, reputational damage, and operational disruptions. However, traditional
systems based on signatures and static rules are often ineffective against sophisticated and evolving
threats. This study proposes a hybrid deep learning architecture for proactive anomaly detection in
local and metropolitan networks. The dataset underwent an extensive process of cleaning, transforma-
tion, and feature selection, including normalization of numerical fields, encoding of ordinal variables,
and derivation of behavioral metrics. The EFMS-KMeans algorithm was applied to pre-label traffic
as normal or anomalous by estimating dense centers and computing centroid distances, enabling the
training of a sequential CNN-GRU network, where the CNN captures spatial patterns and the GRU
models temporal dependencies. To address class imbalance, the SMOTE technique was integrated, and
the loss function was adjusted to improve training stability. Experimental results show a substantial
improvement in accuracy and generalization compared to conventional approaches, validating the
effectiveness of the proposed method for detecting anomalous traffic in dynamic and complex network
environments.

Keywords: behavioral analysis; clustering; edge computing; hybrid deep learning; intrusion detection;
synthetic oversampling

1. Introduction

In the current digital era, cybersecurity has become a critical challenge for the protection of
sensitive infrastructures and distributed information systems. The increasing frequency, complexity,
and evasiveness of cyberattacks have exposed the limitations of traditional defense mechanisms,
which rely on static rules, blacklists, or signature-based detection, proving ineffective against advanced
threats. Furthermore, the massive expansion of the attack surface, driven by emerging technologies
such as the Internet of Things (IoT), 5G networks, Web 3.0, and cloud virtualization, has further
complicated detection. Although the widespread use of HTTPS improves privacy, it has also created
encrypted channels that attackers exploit to evade traditional inspection systems [1].

To address these challenges, the scientific community has strongly adopted artificial intelligence-
based approaches. In particular, machine learning (ML) and deep learning (DL) have demonstrated
high capability in detecting complex patterns and adapting to dynamic, encrypted, and large-scale
data environments [2-5]. Hybrid models combining unsupervised clustering techniques with deep
neural architectures such as recurrent neural networks (RNN) and gated recurrent units (GRU) have
gained prominence due to their ability to model both static characteristics and temporal dependencies
in network traffic flows [6,7].
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In this context, Huo et al. [8] proposed an innovative approach based on a cascaded architecture
that integrates an enhanced GRU network with an optimized EFMS-KMeans clustering algorithm,
achieving effective anomaly detection without requiring labeled data. Their model estimates dense
centroids using electric potential and incorporates traffic predictions as inputs to the clustering process,
significantly improving accuracy.

Building upon this proposal, the present study introduces a hybrid deep learning-based approach
for network traffic anomaly detection. It integrates an unsupervised clustering phase using the
improved EFMS-KMeans algorithm with a sequential CNN-GRU network capable of capturing both
spatial and temporal features. Unlike previous studies that rely on predefined labels or supervised
classifiers such as SVM, the proposed approach automatically generates labels from clustering and
uses them to train the sequential model. The methodology includes a feature engineering process
and balancing techniques such as SMOTE to enhance predictive performance in imbalanced datasets.
This architecture is specifically oriented toward detecting malicious traffic in local and metropolitan
networks, using real-world traffic records obtained from perimeter security devices, particularly logs
generated in corporate environments [9].

Beyond achieving high accuracy, model explainability is crucial for its adoption in real-world
environments. Although deep learning (DL) models offer high performance levels, they are often
regarded as "black boxes," which limits their usefulness in critical domains where decisions must be
auditable. While tools such as LIME have been used to interpret deep networks, their effectiveness is
reduced in highly nonlinear or heavily imbalanced scenarios, as is common in network traffic analysis.
Recent research has explored more robust interpretability approaches, incorporating perturbations tai-
lored to the stochastic nature of traffic, significantly improving the understanding of model predictions
[10].

Moreover, modern network environments demand distributed detection models capable of
operating in heterogeneous contexts where data cannot always be centralized due to privacy or
infrastructure limitations. Liu et al. [11] emphasize the need for resilient distributed architectures that
maintain model coherence even under data fragmentation. Similarly, Fotiadou et al. [1] demonstrated
that deep learning-based automatic feature extraction can effectively replace traditional manual
engineering without sacrificing accuracy, enabling greater system scalability. Complementarily, the
systematic review by Mohammadpour et al. [12] highlights the utility of CNNs as key tools for intrusion
detection, given their ability to identify complex spatial patterns and their strong performance when
integrated into hybrid architectures.

In addition to the integration of hybrid architectures such as the proposed CNN-GRU with
EFMS-KMeans, it is essential to address the scarcity of labeled data and the constantly evolving
nature of threats in real-world environments. In this regard, strategies such as semi-supervised
learning and transfer learning have proven effective in improving detection system performance when
annotation availability is limited [13]. Simultaneously, explainable models powered by reinforcement
learning techniques are emerging as a promising solution to optimize detection in dynamic, uncertain,
and highly variable environments, while also providing interpretability and adaptability [14]. The
incorporation of these paradigms reinforces the need to develop intrusion detection solutions that
are not only accurate but also resilient, interpretable, and capable of adapting to the complexities of
real-world traffic in distributed infrastructures.

The main contributions of this article are as follows:

® A hybrid architecture integrating EFMS-KMeans pre-clustering with a sequential CNN-GRU
classifier for unsupervised anomaly traffic detection.

* A feature engineering pipeline including risk encoding, reputation-based transformations, tempo-
ral decomposition, and behavioral ratios.

e  The application of SMOTE to mitigate class imbalance and improve generalization in large-scale
traffic datasets.

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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* Anempirical validation on real network traffic, demonstrating high accuracy and scalability in
encrypted environments.

The remainder of this article is organized as follows: Section 2 presents the related work. Section
3 describes the materials, dataset preparation, and the proposed methodology. Section 4 reports the
experimental results and discusses the findings, strengths, and limitations of the model. Finally, Section
5 provides the conclusions and outlines future research directions.

2. Related Work

In recent years, anomaly detection in network traffic has increasingly moved toward hybrid archi-
tectures that combine supervised and unsupervised approaches, addressing the growing complexity
of distributed environments and the widespread use of encrypted protocols such as TLS/HTTPS.
These models integrate clustering for unsupervised segmentation with supervised techniques and
deep sequential networks capable of capturing both spatial and temporal patterns, thereby improving
accuracy and generalization capabilities against emerging threats. In this context, a review of the state
of the art highlights the most relevant proposals that employ clustering, classification, and sequen-
tial modeling, laying the foundation for justifying hybrid architectures in real and encrypted traffic
scenarios.

Intrusion detection and anomalous traffic analysis in networks have evolved toward hybrid
architectures that integrate unsupervised clustering techniques with deep learning models. This
trend responds to the need to overcome the limitations of purely supervised approaches, which
depend on labeled datasets that are often unrepresentative or imbalanced and vulnerable to the
emergence of unknown attacks (zero-day attacks). In this regard, multiple studies have demonstrated
that the combination of clustering algorithms and sequential models significantly enhances accuracy,
robustness, and generalization in heterogeneous real-traffic scenarios [15,16].

An early example of this paradigm is the hybrid proposal based on K-means and CNN-LSTM,
where the initial clustering process reduces noise and segments traffic patterns, allowing the sequential
model to capture temporal dependencies more effectively. Experimental results showed that the
combination of clustering and recurrent neural networks achieved higher precision and recall com-
pared to approaches relying solely on deep learning, validating the added value of this strategy [15].
Furthermore, the integration of K-means with oversampling techniques such as SMOTE has proven
effective in scenarios with highly imbalanced classes, a common situation in traffic logs where normal
records outnumber attack traces. The combination of clustering with synthetic balancing not only
mitigates the bias toward the majority class but also increases the capacity to detect low-frequency
attacks, thereby improving the overall sensitivity of the system [16].

Recent research has also emphasized the ability of CNN-GRU-based architectures to simulta-
neously capture spatial and temporal features in network data. Convolutional layers extract spatial
patterns from packet headers and traffic flows, while GRUs model long-term sequential dependencies.
This synergy has demonstrated superior performance compared to traditional models and other recur-
rent variants, particularly in detecting distributed intrusions in large-scale environments. In this regard,
works integrating CNN-GRU under federated learning schemes have highlighted the scalability and
efficiency of such models, ensuring privacy in decentralized settings without compromising accuracy
[17,18].

In parallel, research on EFMS-Kmeans has gained importance as an improved alternative to
conventional K-means. Its mechanism, based on selecting dense centroids through electric potential
estimation, enables the identification of more representative clusters with reduced sensitivity to
random initialization. A recent study that combined EFMS-Kmeans with GRU demonstrated that this
integration not only enhances automatic label generation but also improves the quality of subsequent
supervised training, achieving higher anomaly detection accuracy while reducing false positives [19].
These findings are particularly relevant for encrypted traffic scenarios (TLS/HTTPS), where available
features are limited, and robust segmentation becomes critical.
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Additionally, comprehensive reviews of K-means variants and alternative clustering techniques
reinforce the need to adopt more sophisticated approaches in cybersecurity environments. For instance,
studies focused on mean-shift clustering highlight its ability to automatically determine the number
of clusters without requiring initial parameters, while other works exploring density-optimized
objective functions show significant improvements in detecting outliers and anomalous behaviors
in high-dimensional datasets [20,21]. These contributions support the argument that incorporating
EFMS-Kmeans represents not only a technical extension but also a methodological strategy addressing
scalability, heterogeneity, and volume challenges inherent to modern network traffic.

Taken together, these contributions demonstrate that the development of hybrid architectures
integrating optimized clustering algorithms such as EFMS-Kmeans with deep sequential models
like CNN-GRU offers a promising framework for advanced anomaly detection in network traffic.
The available empirical evidence confirms that this integration simultaneously addresses noise, class
imbalance, encrypted traffic, and scalability, positioning such architectures as a robust and viable
alternative for corporate and mission-critical environments.

3. Materials and Methods
3.1. Clustering and Anomaly Detection Based on EFMS-KMeans

For the centroid initialization phase in the clustering process, an approach based on dense center
estimation using the Enhanced Fast Mean Shift (EFMS) algorithm was implemented. This method
identifies regions of the feature space with high point density, computing the local centroid y; as the
average of the neighboring samples x; within a radius €, according to the following expression:

1
= TGy ™ o
Xk ENe(x;)

This approach is consistent with the line of research in network traffic analysis using collective
anomaly detection based on clustering [22-26]. This estimation allows obtaining representative points
that reflect the intrinsic structure of the data, minimizing the internal dispersion of each group.
Subsequently, these dense centers are employed as initialization in the K-Means algorithm, which
optimizes the intra-cluster distance objective function:

n
. . 2
mm;gggl\xi—mll 2)

This criterion ensures that the centroids are representative of the assigned data, reducing the
internal variability within each cluster. In practice, the optimization is carried out iteratively, alternating
between two steps: (i) assignment of each data point to the nearest centroid, and (ii) updating each
centroid as the mean of the points assigned to it. This process is repeated until the changes in the
centroid positions are minimal or a maximum number of iterations is reached.

In the developed implementation, this optimization is specifically performed in the following call:

labels = kmeans.fit_predict(X_scaled)

In this line, the fit_predict () method internally executes the iterative minimization process
described above, using the dense centers generated by EFMS as initial points to promote faster conver-
gence and a more accurate partitioning of the feature space. The use of dense centers as initialization
increases the stability and consistency of the clustering process, reducing the likelihood of convergence
to suboptimal local minima and improving the separation between clusters, thereby producing more
coherent labels for the subsequent supervised phase based on the CNN-GRU architecture. This syn-
ergy between density estimation and iterative optimization of K-Means constitutes a key element for
maximizing the performance and reliability of the proposed hybrid approach.

The anomaly label is defined using the threshold a corresponding to the 95th percentile of the
distance to the nearest centroid:
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0 otherwise

This technique has been successfully applied in similar models based on GRU [27]. In addition,
the definition of the anomaly threshold as the 95th percentile of the distance to the nearest centroid has
been widely recognized in the literature as a robust and statistically grounded criterion. This choice
ensures that only the most extreme 5% of samples are considered anomalous, thereby achieving a
balance between detection sensitivity and false alarm rate. For instance, Patel et al. demonstrated
the effectiveness of applying the 95th percentile threshold in clustering-based anomaly detection of
financial transactions, where outliers exhibited significantly higher distances to cluster centroids com-
pared to normal instances [49]. Similarly, unsupervised approaches applied to sensor data in marine
engines confirm that percentile-based thresholds allow for reliable anomaly isolation in heterogeneous
environments without requiring labeled data [50]. Furthermore, recent studies in vehicular network
traffic detection reinforce the relevance of percentile-based adaptive thresholds as part of anomaly
scoring mechanisms integrated with deep learning models [27]. These consistent findings across
domains justify the adoption of the 95th percentile threshold in this work, ensuring methodological
rigor and comparability with existing high-impact research.

3.2. Dimensionality Reduction and Feature Engineering

The data preprocessing included a critical stage of dimensionality reduction and the generation of
new derived variables (feature engineering), aimed at optimizing the model’s discriminative capability,
reducing redundancy, and accelerating the training of algorithms.

3.2.1. Dimensionality Reduction

Principal Component Analysis (PCA) was applied to project the original data onto a lower-
dimensional orthogonal subspace, preserving as much variance as possible from the original set. This
technique allows maintaining relevant information while eliminating noise from highly correlated
attributes. Mathematically, the transformation is defined as:

Z=XW (4)

where:

e X € R"™ s the original feature matrix.

e W € R¥K contains the eigenvectors of the covariance matrix of X, associated with the largest
eigenvalues.

e Z e R js the reduced projection with k < d.

The use of PCA was particularly beneficial for visualizing clustering results and reducing the
training time of complex models such as CNN-GRU.

3.2.2. Feature Engineering

Additionally, new variables were generated from the original dataset to capture complex re-
lationships not explicitly present in raw data. Some of the most relevant incorporated variables
were:

*  Dbytes_total: Represents the total traffic volume in a session, summing sent and received bytes:
bytes_total = sentbyte 4 rcudbyte ®)

e  pkt_ratio: The ratio between sent and received packets, useful for detecting unbalanced or
suspicious sessions:
pkt_sent

pkt_ratio = pkt_received

(6)
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e distance_to_centroid: The Euclidean distance of each point to the centroid of its cluster (calculated
after EFMS-KMeans), used as a predictive variable:

distance_to_centroid; = || X; — pi¢,;||2 (7)

where X; is the feature vector of point i, and i, is the centroid of the assigned cluster c;.

This feature engineering process, aligned with findings from recent studies [28,29], improved the
semantic representation of traffic, strengthened the classification stage, and reduced the false positive
rate. The new variables were selected after an exploratory analysis that considered their correlation
with anomaly labels and their distribution within the global dataset.

Overall, the combination of PCA-based dimensionality reduction and the generation of derived
features significantly contributed to the final performance of the EFMS-KMeans + CNN-GRU architec-
ture, particularly by enhancing the segmentation of anomalous traffic and facilitating the detection of
complex patterns in encrypted environments.

3.3. Class Balancing with SMOTE

One of the main challenges in detecting malicious traffic is the marked class imbalance inherent
to real-world data, where anomalous instances represent a very small fraction compared to legitimate
traffic. This disproportion can bias the learning process of supervised models, reducing their sensitivity
to critical events and increasing false negative rates.

To mitigate this problem, the Synthetic Minority Over-sampling Technique (SMOTE) was applied,
which has been widely validated in cybersecurity and anomaly detection scenarios [28]. SMOTE
generates new synthetic instances of the minority class by controlled interpolation between nearby
examples in the feature space, preserving the data distribution without direct duplication or random
noise injection. The generation of a new synthetic sample # is defined as:

Xnew = X+ A(xyn — x) with A € ]0,1] 8)

where:

¢ xisasample of the minority class
®  xyuy is one of its k nearest neighbors
e A €][0,1] is a random coefficient.

This technique was implemented after preprocessing and before supervised training (CNN-GRU),
ensuring a balanced dataset that facilitates the learning of discriminative representations even for rare
anomalous patterns. As a result, a substantial improvement was observed in metrics such recall and
Fl-score, without sacrificing the overall accuracy of the model. Furthermore, the use of SMOTE is
particularly suitable in environments with moderately sequential data, as it does not alter the original
semantics of the series while preserving input coherence.

3.4. Sequential Modeling with CNN and GRU

To capture spatial and temporal patterns in encrypted network traffic, a hybrid model composed
of a one-dimensional convolutional neural network (1D-CNN) followed by a Gated Recurrent Unit
(GRU) network was employed. This design allows the detection of local correlations between adjacent
features and the modeling of temporal evolution in traffic sessions.

3.4.1. Convolutional Neural Network (CNN)

The convolutional layer extracts local patterns from input sequences using sliding filters. The
main operation is the following.

m
y = U( w](k)xiﬂ'—l + b(k)> ®)
j=1
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where:

*  xrepresents the input sequence,

o w(® are the weights of filter k,

e bW isthe bias,

e (is the activation function (ReLU in this case),

. ylgk) is the output of neuron i of filter k,
¢ and m is the kernel size.

This operation is repeated for multiple filters and is followed by a grouping layer to reduce

dimensionality and preserve relevant features.

3.4.2. Gated Recurrent Unit (GRU)

After feature extraction, a GRU is used to model temporal dependencies. GRUs preserve long-
term information using gates that control the information flow. Their operation is governed by the

following equations:

zt = o (Wexp + Uzhy 1)

re = c(Wexy + Uphy 1)

hy = tanh(Wy,x; + Uy (1 © 1))
h=(1—z)Oh_q+z Ohy

(10)

where:

. x¢ is the input vector at time ¢,

®  h;is the updated hidden state,

e z; is the update gate,

*  1;is the reset gate,

*  ( denotes the element-wise product,

¢ and W, U are weight matrices learned during training.

This mechanism enables the model to capture anomalous patterns that emerge in traffic sequences,
such as flows with atypical features in their temporal evolution.

This approach has proven effective in multiple recent studies focused on encrypted traffic, IoT
networks, and distributed detection. For example, in [30], the efficiency of an optimized CNN-GRU
architecture for IloT environments over edge computing is demonstrated, highlighting its low resource
consumption and high malware detection accuracy. In [31], a hybrid strategy for anomaly detection in
firewall logs is presented, integrating artificially generated data and deep learning techniques such
as CNN-GRU, reinforcing its applicability in encrypted traffic analysis. Finally, the study in [32]
validates the use of advanced Al-based methods, including recurrent and convolutional architectures,
for automated threat detection in security logs, achieving outstanding precision and robustness. As
shown in (Figure 1), the proposed hybrid architecture combines EFMS-KMeans clustering with a
CNN-GRU sequential classifier.

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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Hybrid EFMS-KMeans + CNN-GRU Architecture
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Figure 1. Proposed EFMS-KMeans + CNN-GRU hybrid architecture.

3.5. Comparison with Unsupervised Models

The proposed EFMS-KMeans-based approach was compared with other widely used unsuper-
vised anomaly detection algorithms in the cybersecurity domain, such as Isolation Forest (iForest),
DBSCAN, and unsupervised Autoencoders. Each of these models presents particular strengths but also
challenges that limit their applicability in real-time production environments or resource-constrained
devices.

Isolation Forest identifies anomalies based on the principle that anomalous points are easier to
isolate than normal ones. Its computational complexity is generally acceptable, and it has proven
effective in high-dimensional spaces; however, it requires careful tuning of hyperparameters such as
the number of trees and the fraction of samples per tree, which can impact efficiency in edge systems
[33].

DBSCAN (Density-Based Spatial Clustering of Applications with Noise) is effective for discov-
ering arbitrarily shaped cluster structures and detecting outliers as noisy points. Nevertheless, its
performance degrades on large, high-dimensional datasets, as its sensitivity to parameters € (neighbor-
hood radius) and minPts can produce unstable results in encrypted and noisy network data.

Unsupervised Autoencoders, in turn, encode and decode inputs to detect anomalies through
reconstruction error. While they can achieve high accuracy, they require significant computational
power, large volumes of training data, and a well-calibrated architecture to avoid overfitting or the
loss of relevant information [34]. Additionally, their interpretability is often limited, which hinders
their adoption in security environments where decision traceability is critical.

In contrast, EFMS-KMeans offers high interpretability, low computational cost, and robust cen-
troid initialization through the EFMS (Estimation of Frequent Mode Samples) mechanism, reducing
sensitivity to initial conditions and improving traffic segmentation. This makes it an ideal candidate
for hardware-constrained environments, such as perimeter gateways, IoT networks, or distributed
systems where efficiency and rapid response are essential.

Thus, although there are promising alternatives in the unsupervised domain, the combination
of simplicity, stability, and ease of integration makes EFMS-KMeans more suitable for scenarios
prioritizing efficient execution without significantly compromising detection capabilities.

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.
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3.6. Application in Edge Computing and Distributed Environments

The integration of real-time detection capabilities directly into perimeter infrastructure (edge
computing) represents a key strategy for enhancing the effectiveness of defense systems in encrypted
networks and heterogeneous environments. The proposed approach combining EFMS-KMeans for
unsupervised detection and CNN-GRU for sequential classification offers key features for adoption in
network gateways, IoT devices, and industrial environments with limited resources:

1.  Low computational cost. The EFMS-KMeans algorithm, with its linear complexity nature, enables
automatic anomaly detection without requiring supervised training or intensive computation,
making it ideal for deployment on perimeter devices such as firewalls or routers. The CNN-GRU
model uses lightweight structures (a single convolutional layer and GRU units instead of LSTM),
reducing memory and processing requirements without compromising detection quality.

2. Minimal latency and local operation. On-edge inference avoids latency and the risks associated
with transferring data to the cloud. Recent studies have shown that such architectures can achieve
latencies below 15 ms, even in distributed infrastructures such as IIoT [30,35].

3. Modular and federated designs. By separating the clustering, labeling, sequencing, and classifi-
cation stages, the proposed design facilitates modular implementation and independent updating
of each component. This modularity is critical for integration into federated learning architectures
in distributed environments, preserving data privacy [30].

4.  Scalability in distributed environments. The architecture can be easily replicated across het-
erogeneous edge nodes, enabling the deployment of hierarchical solutions that adjust model
execution according to available computational load, ensuring adaptability and efficiency under
changing network traffic conditions.

Overall, the EFMS-KMeans + CNN-GRU hybrid architecture not only improves the detection
of encrypted anomalous traffic but also meets the essential requirements of privacy, reduced latency,
modularity, and energy efficiency needed in distributed and edge Al environments [30,35].

3.7. Hybrid EFMS-KMeans + CNN-GRU Architecture

This work proposes a hybrid architecture that combines unsupervised detection through EFMS-
KMeans with supervised classification based on a sequential CNN-GRU model. This combination
leverages the strengths of both approaches: precise traffic segmentation without labels and effective
modeling of temporal dependencies in encrypted flows.

The processing pipeline consists of the following phases:

1.  Feature Engineering: New variables such as pkt_ratio and distance_to_centroid are generated,
along with temporal variables derived from timestamps.

2. EFMS-KMeans Clustering: Patterns are identified using density-based initialization with EFMS,
which prevents convergence to local minima and improves segmentation compared to traditional
K-Means [31].

3. SMOTE Balancing: The minority class is expanded to avoid bias during supervised training.

4.  Sequencing: The labeled data are transformed into temporal sequences using sliding windows.

5. CNN-GRU: The CNN extracts local features, while the GRU models long-term dependencies in
encrypted sequences [30-32].

6.  Final Classification: A dense layer with sigmoid activation classifies the sequences as anomalous
or normal.

This modular design (Figure 2) is highly efficient for real-time detection of encrypted (HTTPS)
traffic, particularly in edge environments where lightweight and accurate solutions are required.
Recent studies confirm the superiority of CNN-GRU over purely recurrent architectures (such as
LSTM), offering an optimal balance between computational performance and accuracy for network
time series [32,33,37].
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Figure 2. EFMS-KMeans + CNN-GRU Hybrid Architecture.

Additionally, EFMS as an initialization technique significantly improves the stability of K-Means
compared to random centroid selection, preventing premature convergence to local minima and
optimizing the initial segmentation of the feature space. Complementarily, Zhao et al. [36] propose a
multi-information fusion anomaly detection model combining a convolutional neural network (CNN)
to extract local traffic features with an AutoEncoder to capture global information, demonstrating that
integrating different feature sources improves detection accuracy, robustness, and generalization. This
approach reinforces the relevance of using hybrid architectures to address the challenges of complex
traffic environments. Likewise, Rashid et al. [38] provide evidence in their analysis that hybrid models
combining machine learning and deep learning techniques achieve a better balance between accuracy
and computational efficiency compared to individual architectures, further supporting the approach
proposed in this study.

3.7.1. CNN-GRU Model Architecture

The balanced data were scaled using MinMaxScaler and segmented into sequences of length
10 to preserve the temporal relationships of traffic patterns. A hybrid CNN-GRU architecture was
constructed, composed of:

* A one-dimensional convolutional layer (ConvlD) with 64 filters and a kernel size of 3, for
extracting local spatial patterns.

¢ A MaxPooling1D layer for intermediate dimensionality reduction.

¢ A GRU layer with 64 units, responsible for modeling long-term dependencies.

¢ A Dropout layer (rate 0.3) to mitigate overfitting.

¢ A final dense layer with sigmoid activation, providing the binary prediction (normal vs. anoma-
lous).

The model was trained for 30 epochs with a batch size of 64, using the Adam optimizer and
the binary_crossentropy loss function. Twenty percent of the data were reserved for validation, and
performance was evaluated using metrics such as precision, recall, F1-score, and confusion matrix.

The use of hybrid CNN-GRU architectures has proven effective for intrusion detection in network
traffic, allowing the simultaneous capture of spatial and temporal features. Zhai et al. [44] designed
a CNN-GRU-FL (with federated learning) model for smart grid environments and demonstrated
a significant performance improvement over monolithic CNN or GRU models, achieving precision,
recall, and F1-score rates exceeding 76%.

Figure 3 illustrates the complete system flow: from dataset collection and preparation, through
unsupervised EFMS-KMeans clustering and oversampling with SMOTE, to the final classification stage
using the CNN-GRU architecture. This modular approach enables efficient and scalable detection
even in distributed edge environments%. Finally, the generated sequences are classified by the hybrid
CNN-GRU model. This modular design enables both efficient detection and scalable implementation
in distributed edge environments [19].
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Figure 3. End-to-end flow of the proposed system: dataset collection and preparation, unsupervised EFMS-
KMeans clustering, class oversampling with SMOTE, and final classification using the CNN-GRU architecture.

3.8. Comparison and Experimental Validation

To validate the effectiveness of the proposed hybrid architecture (EFMS-KMeans + CNN-GRU), an
experiment was designed based on real logs extracted from a corporate FortiGate firewall. This dataset
includes multiple types of traffic (TCP, UDP, ICMP, and TLS/HTTPS-encrypted traffic), allowing
for the evaluation of system performance under conditions representative of modern operational
environments. Unlike studies using simulated or synthetic datasets, this approach strengthens the
external validity of the results and ensures greater generalizability of the model.

The data underwent a complete process of cleaning, feature engineering, and unsupervised
labeling, followed by class balancing using SMOTE and temporal segmentation to feed the CNN-GRU
model. The performance of the architecture was compared with other traditional models widely
referenced in the literature (see Table 1), using standard metrics such as Accuracy, F1-score, AUC, and
Execution Time.

Table 1. Performance comparison of models evaluated on mixed traffic (TCP, UDP, ICMP, TLS/HTTPS) from

FortiGate logs.
Model Accuracy F1-Score AUC Execution Time (s)
EFMS-K-Means 0.961 0.97 0.972 4.8
Isolation Forest 0.921 0.912 0.939 3.2
Autoencoder 0.934 0.926 0.948 6.1
Random Forest 0.949 0.939 0.956 3.5

The proposed model achieved outstanding performance across all metrics, excelling particularly
in F1-score (0.951) and AUC (0.972), consistently outperforming classical approaches. Moreover, the
classification report after SMOTE balancing indicated a macro-average performance of 0.98 in precision,
recall, and Fl-score, supporting the model’s ability to discriminate anomalous traffic in encrypted and
balanced flows.

These results align with recent research supporting the use of real firewall logs combined with
controlled synthetic attacks as an effective method for validating intrusion detection systems. In
particular, Komadina et al. demonstrated how this methodology provides a reliable comparative
baseline closely reflecting actual network behavior [9].
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Additionally, Ma [39] highlights the importance of integrating real firewall logs and pattern visu-
alization to enhance both human understanding and automated detection capabilities in distributed
environments. This supports the applicability of our architecture in real-world scenarios, even with
dynamic encrypted traffic and low-frequency attacks.

In summary, the EFMS-KMeans + CNN-GRU architecture not only outperforms traditional
models in key metrics but also demonstrates robustness, efficiency, and adaptability for deployment in
complex operational contexts such as distributed corporate networks with encrypted web traffic.

3.9. Dataset Preparation and EFMS-KMeans Clustering

The dataset used in this study was collected from real logs generated by a corporate FortiGate
firewall, covering multiple network protocols, including TCP, UDP, ICMP, and TLS/HTTPS-encrypted
traffic. These logs were exported in CSV format for subsequent processing. The original file, named
clean_data_for_kmeans.csv, contains 951,560 records and 44 attributes related to network connection
behavior, such as the number of packets, transmitted bytes, service type, destination reputation, and
applied firewall actions.

A rigorous cleaning process was performed on the dataset, removing records with null values,
duplicates, or inconsistencies, and transforming categorical variables through appropriate encoding. To
reduce dimensionality and prevent overfitting, key attributes related to network traffic behavior were
selected, such as the number of sent packets, transmitted bytes, service type, destination reputation,
and firewall-applied actions.

Subsequently, the EFMS-KMeans algorithm was applied, which combines a centroid initializa-
tion method based on density estimation (Electrostatic Force Mean Shift) with the classical K-Means
algorithm. This hybrid approach allows the detection of dense regions in the feature space and auto-
matically optimizes the location and number of centroids, improving the stability of the clustering
process and reducing sensitivity to random initializations. The EFMS-KMeans combination is par-
ticularly useful for classifying network traffic in scenarios where labels are not available, facilitating
an initial unsupervised detection stage of anomalous traffic. Similar clustering-based techniques for
collective anomaly detection have been successfully validated in real-world traffic analysis contexts,
demonstrating their effectiveness in identifying atypical patterns in network sequences [40,41].

As a result of the clustering process, two main classes were generated: normal traffic and anoma-
lous traffic. This information was stored in the file clustered_data_efms_kmeans.csv, where 951,560
records were labeled as normal (label 0) and 47,578 as anomalous (label 1), thus providing an initially
balanced dataset for subsequent supervised modeling tasks.

3.10. Class Balancing with SMOTE

Given the significant imbalance between classes, the synthetic oversampling technique SMOTE
(Synthetic Minority Over-sampling Technique) was applied, equalizing both classes to 951,560 samples
each. This technique improved the model’s ability to identify anomalous patterns without introducing
artificial noise, enabling a more robust subsequent supervised learning stage [42,43].

3.11. Proposed Algorithms (Pseudocode)

This section presents the high-level pseudocode of the two fundamental components of the
proposed hybrid architecture: (1) the EFMS-KMeans clustering algorithm, used for unsupervised
anomaly labeling, and (2) the CNN-GRU sequential classifier applied to the SMOTE-balanced dataset.
The first stage, EFMS-KMeans, begins with a preprocessing phase in which all features are normalized
to ensure comparability in the distance metrics. Then, the density peaks are estimated by computing,
for each data point, both the local density (based on the number of neighbors within a predefined
radius) and the potential, which can be modeled through electric or Gaussian kernels. Candidate points
are selected if their density exceeds a minimum threshold, followed by a non-maximum suppression
(NMS) process that discards redundant peaks, thus preserving only well-separated regions of high
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density. Finally, the top-k points with the highest potential are retained as initial centroids, ensuring
that the clustering initialization is both robust and data-driven.

Once the centroids are selected, the K-Means procedure is applied iteratively: each data point is
assigned to its nearest centroid, and the centroids are updated as the mean of their assigned points until
convergence. This initialization strategy significantly reduces sensitivity to random seeds, improves
intra-cluster compactness, and enhances separation between normal and anomalous regions in the
feature space. The pseudocode highlights these steps in a structured manner, which not only abstracts
the algorithmic logic but also ensures transparency and reproducibility, facilitating replication in
other experimental environments. By explicitly describing the initialization, assignment, and update
processes, as well as the anomaly scoring mechanism, the algorithm provides a reproducible pipeline
that can be adapted and extended to other network traffic anomaly detection tasks.

Algorithm 1: EFMS-KMeans Anomaly Detection
Input: Dataset X with n records and d features

Output: Cluster labels Y with anomaly scores
Step 1: Preprocessing
Normalize all features in X;
Step 2: EFMS Density Peaks Estimation
for each point x; € X do
Compute local density p(x;) as number of neighbors within radius €;
L Compute potential ¢(x;) using electric or Gaussian kernel;

Select candidate points with density > min_pts;

Apply Non-Maximum Suppression (NMS) to select peaks separated by at least separation;
Select k points with highest p(x;) as initial centroids 1, ji2, . . ., jy;

Step 3: K-Means Clustering

repeat

Assign each point x; to the nearest centroid y;;

Update each centroid y; as the mean of assigned points;
until convergence;
Step 4: Anomaly Scoring
for each point x; € X do
L Compute distance d(x;, j4;) to its nearest centroid;

Define anomaly threshold « as the 95th percentile of distances;
for each point x; € X do
if d(x;, ;) < a then
‘ Label x; as Normal;
else
L Label x; as Anomalous;

return labels Y;
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Algorithm 2: CNN-GRU Classification with SMOTE and Sliding Window
Input: Clustered dataset D with features and labels
Output: Predicted class labels Y for the test set
1: Select relevant features F from D;

2: Normalize features using MinMax scaling;
3: Apply SMOTE to balance class distribution;

4: Define window size w for sequence generation;
5: Create sliding windows over resampled data;
Xs — [X1... Xo), [ X2 Xog1l, -+ [Xn—wl;

Ys < V1ol Y2+wr1li -0 [yl

: Split X and y; into training and test sets;
7: Define CNN-GRU model;

- Conv1D (64 filters, kernel size 3, ReLU);

- MaxPooling1D;

- GRU (64 units);

- Dropout (0.3);

- Dense output layer (sigmoid);

=X}

8: Compile model with Adam optimizer and binary cross-entropy loss;
9: Train model (epochs = 30, batch_size = 64);

10: Evaluate model on test set;

11: return predicted labels Y;

4. Results and Discussion

This section presents the experimental results obtained with the proposed EFMS-KMeans +
CNN-GRU hybrid architecture, including quantitative metrics, feature space visualizations, analysis
of the training process, and comparisons with alternative methods. Furthermore, the implications of
these results in real cybersecurity scenarios are discussed.

4.1. Clustering Performance with EFMS-KMeans

The initial clustering phase, performed with EFMS-KMeans, effectively segmented network traffic
into normal and anomalous behaviors. The internal validation indices yielded the following results:

. Silhouette Score: 0.9451559
e  (Calinski-Harabasz Index: 163,903.61
e  Davies-Bouldin Index: 0.8181213997241903

These values indicate moderate intra-cluster cohesion and low overlap between groups, validating
EFMS-KMeans as an efficient preliminary anomaly detection mechanism, even in datasets with mixed
and encrypted traffic.

As shown in Figure 4, the UMAP projection of the feature space after clustering reveals a clear
separation between normal and anomalous classes based on the distance to the generated centroids.
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Figure 4. UMAP projection of the feature space after EFMS-KMeans clustering (Normal vs. Anomalous based on
distance to centroids).

4.2. Class Balancing and Feature Distribution

Given the pronounced class imbalance (951,560 normal vs. 47,578 anomalous samples), SMOTE
(Synthetic Minority Oversampling Technique) was applied to equalize both classes to 951,560 samples,
avoiding overfitting and improving the model’s ability to learn minority patterns.

Figure 5 shows the PCA projection after balancing, revealing a better distribution of the classes in
the feature space.
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Figure 5. PCA projection after class balancing with SMOTE.

Figure 6 presents the boxplot of distances to centroids, confirming statistically significant differ-
ences between normal and anomalous traffic, reinforcing the adopted segmentation criterion.
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Figure 6. Boxplot of centroid distances for normal and anomalous traffic.

Additionally, a feature correlation heatmap (Figure 7) was generated, highlighting the relation-
ships between key variables (bytes_total, pkt_total, distance_to_centroid), which were determinant for
anomaly detection.
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Figure 7. Correlation heatmap of selected dataset features.

4.3. CNN-GRU Model Performance
The hybrid CNN-GRU model achieved outstanding performance on the balanced dataset:

*  Accuracy: 0.98

e  F1-Score (anomalous class): 0.98
e  Precision (anomalous class): 1.00
e  Recall (anomalous class): 0.95

The confusion matrix (Figure 8) shows a low number of false positives (172812 normal records
classified as anomalous) and a reduced false-negative rate (180198 anomalous records classified as
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normal), which is critical in cybersecurity environments, where missing threats represents the highest
risk.

Confusion Matrix - CNN + GRU + SMOTE
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Figure 8. Confusion matrix of the CNN-GRU model with SMOTE balancing.

Regarding training, the accuracy and loss curves (Figure 9) show stable convergence over 30
epochs, with minimal evidence of overfitting thanks to the combination of Dropout-based regulariza-
tion and proper hyperparameter tuning.
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Figure 9. Training and validation curves (accuracy and loss) of the CNN-GRU model.

4.4. Comparative Analysis with Hybrid Architectures

A comparison of the performance of the proposed EFMS-KMeans + CNN-GRU architecture with
other recent hybrid architectures used for network traffic anomaly detection is presented below.

Table 2. Performance comparison between the proposed model and alternative hybrid anomaly detection

methods.
Hybrid Model Dataset / Context Accuracy F1-Score AUC Avg. Inference Time (s)
EFMS-KMeans + Real FortiGate logs 0.98 0.97 0.97 4.8
CNN-GRU (this study) (TLS/HTTPS)
CNN-GRU (IIoT Traffic) BoT-IoT (IloT) 0.949 0.944 0.96 5.1
[26]
CNN-LSTM (Hybrid IDS) NF-BoT-IoT 0.942 0.939 0.95 6.3
[24]
CNN-BiLSTM (MindFlow) NF-BoT-IoT 0.99 0.99 — —
[45]

The proposed EFMS-KMeans + CNN-GRU architecture achieves a better balance between accu-
racy, Fl-score, and computational efficiency compared to existing hybrid solutions. Unlike models

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202509.0435.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 4 September 2025 d0i:10.20944/preprints202509.0435.v1

18 of 22

trained solely on synthetic or controlled datasets (e.g., BoT-IoT, NF-BoT-IoT), our approach demon-
strates solid performance on real FortiGate firewall logs, which include highly heterogeneous traffic
encrypted with TLS/HTTPS, making it more representative of operational conditions.

While CNN-BIiLSTM and CNN-LSTM architectures exhibit strong capabilities for modeling
temporal dependencies, their higher computational complexity and longer inference times make them
less suitable for latency-sensitive environments such as edge computing or real-time detection systems.
In contrast, our modular design integrates density-based clustering (EFMS-KMeans) with a lightweight
CNN-GRU classifier, achieving fast inference ( 4.8 s) without sacrificing detection quality.

This analysis reinforces the potential of the proposed architecture for deployment in perimeter
devices, network gateways, and real-time anomaly detection frameworks, offering a scalable and
efficient alternative to more resource-demanding hybrid models.

4.5. Critical Discussion

The integration of unsupervised clustering through EFMS-KMeans with deep sequential modeling
using CNN-GRU proves to be a robust strategy for detecting anomalies in mixed traffic, including
TLS/HTTPS-encrypted connections. This approach addresses two critical problem dimensions: (i)
initial traffic segmentation through clustering reduces complexity and noise, enabling the model
to learn more homogeneous patterns, and (ii) temporal modeling with GRU captures long-term
dependencies in sequences that cannot be detected by purely static techniques.

Compared to previous hybrid architectures such as CNN-LSTM and CNN-GRU applied to IloT
traffic [30,35], the proposed model achieves systematic improvements in F1-Score and AUC while
maintaining a competitive inference time ( 4.8 s). This balance between accuracy and efficiency makes
it a viable alternative for latency-constrained scenarios such as perimeter gateways and corporate
networks, where more complex models (e.g., CNN-BiLSTM) present higher computational costs and
hinder operational deployment [46].

Key advantages of the proposed architecture include:

e  Efficiency on encrypted traffic: The model maintains high detection performance without inspecting
packet content, aligning with current privacy recommendations and reducing computational cost [40,47].

*  Generalization capability: The model exhibits robust behavior against noisy traffic and multiclass
scenarios, outperforming comparable hybrid architectures in both real-world and controlled
environments [47].

®  Scalability for edge computing: Its modularity and low inference cost facilitate implementa-
tion in distributed infrastructures, supporting its applicability in perimeter cybersecurity and
edge-oriented architectures [48].

Nonetheless, challenges remain. The interpretability of the model is still limited, restricting its
adoption in environments that require auditable explanations, such as critical infrastructure. Addition-
ally, its adaptability to evolving traffic patterns could be improved through the integration of online
learning. Future work should focus on developing explainable AI (XAI) mechanisms and incorporating
federated architectures to enhance privacy, resilience, and dynamic updating capabilities.

5. Conclusions

This work presents a hybrid architecture for anomaly detection in encrypted network traffic,
integrating unsupervised clustering using EFMS-KMeans with deep sequential modeling through
CNN-GRU. This approach simultaneously addresses initial traffic segmentation and temporal pattern
modeling, achieving a synergy that enhances both the accuracy and efficiency of the detection process.

The experimental results show significant improvements in key metrics such as F1-Score and
AUC compared to comparable hybrid architectures, while maintaining a competitive inference time
(4.8 s). This positions the model as a viable solution for latency-sensitive environments, such as
perimeter gateways and corporate networks.

The main contributions of this research are:
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1.  Efficiency in detecting encrypted traffic: The architecture identifies anomalies without content
inspection, ensuring privacy and reducing computational load.

2.  High generalization capability: The model exhibits robust performance in multiclass and noisy
traffic scenarios, surpassing the results of previously reported hybrid approaches.

3. Scalability and applicability in edge computing: Its modular design and low inference cost facilitate
deployment in distributed infrastructures, aligning with emerging trends in perimeter cybersecurity.

Nonetheless, relevant challenges remain. The limited interpretability of the model’s decisions
hinders its adoption in contexts that require auditable explanations, such as critical infrastructures.
Additionally, its ability to dynamically adapt could be improved through online learning techniques
that respond to evolving traffic in real time.

Future work will focus on:

e Integrating explainable Al (XAI) mechanisms to improve model transparency.
* Incorporating federated architectures to preserve privacy and enhance system resilience.
e Developing continuous learning schemes that allow dynamic updates to adapt to new traffic patterns.

Overall, the findings position the proposed approach as an effective, scalable, and low-cost
solution for encrypted anomalous traffic detection, with strong potential for deployment in corporate
environments and next-generation distributed ecosystems.
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Figure 10. Visual scheme of the proposed architecture integrating EFMS-KMeans clustering, SMOTE balancing,
CNN-GRU modeling, and deployment in edge environments.
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