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Abstract: This report covers the analysis of Intrusion Detection Systems nowadays. Therefore, it focuses on the
IDS classification, which includes not only a well-known explanation of Network/Host-Based IDS type but also
cloud- based solutions. The paper explores ways of intrusion detection, providing examples of the best
detecting tools (OSSEC, Snort or Bro (ZEEK)). Another aspect covered in this report is the juxtaposition of three
systems: IDS, IPS and IRS and their response. Finally, there will be presented Intrusion Detection Systems'
evasion techniques and challenges, followed by critical conclusions.
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1. Introduction

An Intrusion Detection System is a security tool or software that is designed to monitor network
traffic or system activities for sign of malicious or unauthorised activities. Its primary purpose is to
detect and alert suspicious or potentially harmful activities that could indicate a security breach,
intrusion, or cyber-attack [1]. There are many functions of Intrusion Detection Systems, which include
monitoring/analysing user and systems activities, its vulnerabilities, and configurations or
recognising patterns and abnormal activities. All collected data helps to improve IDS performance,
which means higher system security and accurate prediction of network attacks [2].

However, the prediction aspects are not always faultless and identified intrusions might give
false alerts. Depending on different alertion circumstances, we can distinguish four intrusion
reporting situations:

. True Positive,
. True Negative,
. False Positive,
e  False Negative.

In the case of True Positive, the Intrusion Detection Systems report will appear while the attack
actually happened. The True Negative case scenario will generate no alert, meaning that, in fact, there
was no attack. The first two distinguished situations will report only the actual system status, which
had occurred [24]. In the case of a False Positive and False Negative reports, the first one will inform
about occurred attack, while it did not take place. The second one will report about normal system
state (no attack), while the intrusion occurred [3]. It is essential to understand that as a security tool,
which IDS is, one of the main systems’ goals is to maximize the occurrence of two first cases: TP/TN,
and minimalize the last two: FP/FN.

2.IDS CATEGORIES AND ANALYSIS

Intrusion Detection Systems classification is more complex than it seems to be. The choice of IDS
type and deployment depends on the specific security requirements and constraints of an
organisation. There might be many ways of categorising it based on its scope, destination,
methodology or intrusion detection approaches. Knowing the IDS background, and its system
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purposes but also following rapid technology development there was produced ensuing systems
categories, classified by:

o Types of IDS.
- Host-based (HIDS),
- Network-based (NIDS),
- Cloud-based (CIDS).

o Ways of detecting intrusion. (Chapter 11I)

- Anomaly detection (AIDS),

- Signature detection (SIDS),
- Heuristic detection,
- Hybrid detection.

A. Host-based IDS (HIDS)

Host-based Intrusion Detection Systems are introduced on a specific server (host), therefore they
monitor any activities on individual hosts for signs of intrusion. Its main purpose is to detect and
examine file integrity, system logs or any host-related data. So, as it says, it provides only information
about host-level activities [5]. In the case of an attack on the server, HIDS will use any tools installed
on this server e.g. OSSEEC, Samhain or SolarWinds. Subsequently, it will track suspicious files,
examine them by looking at any recorded differences and alert the human. However, Intrusion
Detection Systems based on this kind of model have some strengths and weaknesses based on their
server limits. Since HIDS are host-dependent, they may be difficult to manage. Moreover, being
installed on the specific host may significantly slow down the system and take up quite a lot of disc
space. On one hand, being host dependent is its vulnerability to attacks against host operating
systems, hence DoS attacks for instance. Finally, it cannot identify attacks outside of its local host e.g.
network related [21]. On the other hand, HIDS are effective for detecting unauthorized access and
changes. Based on host behavior it can easily identify zero-day attacks and it makes them free from
the bandwidth. It is a great alternative for detecting local attacks before they reach the network, and
it also provides a low False Positive rate [6].

B. Network-based IDS (NIDS)

Network-based Intrusion Detection Systems focus on network traffic and based on them, it
identifies suspicious patterns or behaviors that may indicate an intrusion or security risks. It provides
a perfect solution for network- level threats such as DoS attacks and port scans. NIDS works by
analyzing the traffic and capturing data packages, which are inspected by looking at where they came
from, and what their destination IP addresses, ports and protocols are [25]. It usually happens between
the firewall and the Switch, where NIDS is placed, so it can allow the traffic to go through it [13].

Network-based IDS use two types of intrusion detections:

¢  Anomaly (Unknown)-based system, which detects any abnormal activity. It works by looking

at the usual network behaviors, and highlighting deviations from the baseline.

e  Signature (Known)-based system, which compares patterns in the network, relying on a
signature database of well-known attacks.

It uses the above detection methods to give an alert about real-time attacks and store detailed
data about the attack that occurred [22].
Placed below Figure 1., presents two mentioned models: Host-based and Network-based IDS.
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Figure 1. An example of NIDS (left) and HIDS (right). Source: [20].

Both models include the Internet source, Router, Firewall, Switch and Personal Devices: Laptops
and PCs. Each of them also has an IDS Sensor placed depending on the used system. As mentioned
before the NIDS model, which is presented on the left side monitors the network traffic and, hence is
placed between Firewall and the Switch to let the traffic go through it. The model placed on the right
side (HIDS) is strictly limited to the local host. So, Fig.1. shows the sensor placed where its host is,
Laptop/PC in that case.

C. Cloud-based IDS (CIDS)

Cloud-based Intrusion Detections Systems focus on protecting cloud infrastructures. Its purpose
is to identify and mitigate security threats specific to cloud- based environments. It is not an official
type of IDS, although it is known as one of NIDS" approaching methods and it provides futuristic
solutions. Most importantly, CIDS offer faster performance and lower maintenance costs [17]. There
are still a few cloud- based IDS issues, which are explained below.

Relating to M. Bharati and other authors, who specifically highlighted the security problems of
CIDS usage, the most significant ones appear to be safeguarding data confidentiality, potential host
and network attacks and the need for effective evaluation process. Another aspect of cloud-based IDS
are challenges of gathering activity NIDS in the cloud, which M. Bharati addressed concerns related
to encrypted traffic, effective virtualization, and resource utilization, which are crucial to assure the
data integrity of the cloud environment [5].

However, Zhiqiang Liu and other authors, in their article focus more on the beneficial side of
CIDS in the computing world like fast systems arrangement, big storage capacity and relatively easy
access to the system [26]. They also mention its security issues, but it is not considered as an
unsolvable problem. Authors highlight chances that CIDS might offer in the future and lists all the
system aspects which in their opinion impact the cloud-based IDS performance. These are presented
in the below chart (Figure 2.) and analyzed.



Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 1 February 2024 d0i:10.20944/preprints202402.0008.v1

Response Time

Complexity_— 21%
24%
Cost
7 39
\_Scalabi]ily
‘ 7%
Overhead |
8% | \
: Security
Real-time 10%

7%
Figure 2. CIDS criteria defining/impacting the systems performance. Source: [23].

Figure 2. Presents seven criteria which purpose is to help analyze CIDS in terms of advantages/
disadvantages in these categories. Based on Z Liu’s chart, the following criteria:

e  Overhead (28%) - related to the system’s cost, which as mentioned before is relatively low.

e  Complexity (24%) - which are related to scalability, integration and real-time monitoring

challenges, appear to be rather beneficial for cloud-based IDS.

o Response Time (21%) — which as mentioned earlier is relatively fast [23].

The above aspects appear to impact the system the most significantly. All three criteria constitute
3/4 of the total chart percentage, while the security aspects appear to be only 1/10 of the total. Relating
to the above analyze [27], there are clearly more benefits out of using cloud-based systems than
flaws, especially looking at the presented chart. The security issues and challenges related to NIDS
implementation in cloud environment, the system has the appearance to be futuristic solution,
especially because cloud systems are still comparatively a ‘fresh ground’, but its potential and general
adaptation to the environment assures wide and long-term usage. The aim of mentioning CIDS was
to give the best security monitoring tool [28]. However, the analysis of all three IDS types gave a
clear conlusion that there is no one “correct” answer for this question. The tool effectiveness depends
on the institution’s unique requirements and its environement. If the establishment base more on the
hosts security, HIDS is desirable. In the case of depending on the network-centric model, NIDS would
be the best security support. However, the best option would be combaining these tools to create
properly layered defence.

3. Attack detection techniques

Detecting intrusions is a main purpose of IDS. The importance of choosing detection techniques
lies in Early Threat Identification, Adaptability, Reduced False Positives, Response Time and Systems
Monitoring. Based on these criteria, there is going to be performed the investigation of different types
of intrusion detection techniques and analyze their general performance. As mentioned before, there
is four kinds of intrusion detections: Anomaly (AIDS) and Signature (SIDS — which both were shortly
explained before), Heuristic and Hybrid detection techniques.

A. Anomaly-based detection (AIDS)

A characteristic feature of AIDS is detecting unknown/new attacks, which makes them very
useful during detecting zero-day attacks. By identifying new kinds of threats, these systems are able
to create an intrusion signature for them, so they may be easily detected by SIDS as well [12]. Analysing
normal system behaviour and raising alert for deviations from established baseline involves machine-
learning in that case. Having no specified detecting guidelines requiers additional training. It means,
if there is not enough system training provided, it may wrongly identify occurred events and give a
False Positive alert [4]. Below there is presented anomaly-based system example, Figure 3.
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B. Signature-based detection (SIDS)

SIDS detection method to perform well, it requires a database with a list of known attacks —
signatures. These are also know as Knowledge-based or Misuse Detections. This technique is
especially effective against recognised threats by providing accurate malware detection, viruses or
common attack methods. On one hand, the need of signature, limits its performance, which make it
useless in detecting zero-day attacks. Moreover, to be relatively usable for detecting newly created
threats, its Signature database requires to be regularly updated. On the other hand, if the system
will give an allert, there is high probability of its accurance. Therefore it limits False Positive
alerting, opposite to Anomaly-based detection systems [8].

Detection stage l Regulator

Input data

Comparison with the
standard traffic
without anomaly

1
Inform the system
administrator

Figure 3. Anomaly-based detection system example. Source: [11].

C. Heuristic-based detection

Heuristic-based detection differ from SIDS/AIDS by looking for identified patterns and
behaviours. It also establishes a baseline like AIDS but it focuses on the mentioned abnormal
behaviours. Another aspect, which makes the system unique is the way it adapts to new and
envolving threats. It finds a way to be effective against complex threats and zero-days attacks. On the
other hand, heuristic-based detection may be problematic during the training phase. It is caused by
using machine learning techinques, known from Anomaly-based detection method.[18]. This system
is able to detect both not-known and signature-based attacks, but it requires database (signatures)
and experience (Machine Learning). However, some of the attackers may use metamorphic strategies,
which makes them more difficult to detect even by heuristic method [21].

D. Hybrid-based detection

Hybrid-based detection is a perfect solution to create high-performance working tool for
identifying malware and accurate alerting. On one hand, that detection technique usually combines
two or three different detecting tools like AIDS/SIDS or heuristic/behavioral-based method to
overcome all the systems weaknesses and combine all the beneficial aspects into one working system.
On the other hand, this solution may involve high maintenance costs, which are also related to the
system complexity [15] Besides, this method seems to be the most effective. Figure 4. compares SIDS
and AIDS detecting method, showing their strenghts and weaknesses in terms of False Positive and
False Negative alerts. As presented below, combining these two could effectively work together by
using SIDS low FP and AIDS low EN, thus creating Hybrid detecting system.
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Figure 4. Juxtaposition of SIDS and AIDS. Source: [10].

4. IDS VS IPS VS IRS AND THEIR RESPONSE

So far, the report explained what Intrusion Detection Systems are, its types and attack detection
techniques. The following part of this paper will elaborate why detecting is not the only solution to
secure systems.

A. IPS — Intrusion Prevention System

It is a security tool, which as its name says — prevents the upcoming threat. So, instead of just
detecting and alerting as the IDS is doing, IPS actively prevents and blocks the attack in real-time [7].
Figure 5. presents IDS/IPS and their positions/roles in the network security. As shown, the IDS is
detecting malware activities and sending an alert, then the IPS reacts by actively preventing/blocking
the threat and it sends the report about the occurred event.
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Data pre-processor

Activity data
\/

Detection = Normal and intrusive
model ’ Detection algorithm  ,ctjyities have distinct
evidence
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Figure 5. IDS vs IPS roles in network security. Source: [9].

B. IRS- Intrusion Response System
IRS is a system tightly paired with IDS. As its name highlights, it is responsible for responding
to the malware detection. After the Intrusion Detection System identifies the threat, the IRS takes over
and reacts in a passive or active way. It could either passively record , or actively mitigate the attack
[14].

C. Which of the systems is best?

There is no direct answer for this question. All three systems exists for a reason and they have
their own equally important roles. As mentioned, IDS focus on the detecting and alarming part, IRS
takes over IDS to response after malware is detected and IPS blocks the attack in real-time [29]. That
makes IDS passive, which is observing and reporting, IRS could be passive or active, depending on
its response, while IPS is an active automatic system. Although, all three of them could work together
and become one combined system, it is called IDPRS — Intrusion Detection Prevention Response
System (Figure 6.), or combination of IDS and IPS (IDPS) which could be used for example with
wireless networks. IDPS system combination is effective, taking into account slow down network
performance caused by IPS inline delays. Whereas, IDS does not impact the network traffic, so it does
not stop its detecting effectiveness [7]. However, IDPRS is even more effective in terms of
communicating with firewall and inbound/outbound monitoring of traffic [16].
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Figure 6. An example of IDPRS model. Source:[16].

5. THE BEST IDS TOOLS

In this chapter there is going to be presented three most commonly used IDS tools: OSSEC, Snort
and Bro (ZEEK) and shorty compared in the Table 1. [17], [19].

Table 1. Juxtaposition of OSSEC, Snort and Bro IDS tools.

Type HIDS NIDS NIDS
Protoco N/A TCP, UDP,  SNMP,
1 IP, ICMP FTP, DNS,
support HTTP
Suported Unix, Unix, Unix,
platform Window MacOs, Linux,
s, Linux, Window MacOs
MacOs s, Linux,
FreeBSD
Open source | yes yes yes
Performance Generaly Good, Good,

good, easily extensive efficient for

scallable rule sets high speed
IPS feature  no yes no

SIDS/AIDS @ SIDS/AIDS @ SIDS AIDS

At first, it is not clear which of these is best, taking into account their general good performance.
The choice of which should be used is rather personal and should be based on specific requirements
of the establishment. OSSEC is a host-based security tool, easily scalable and flexible enough to adapt
to different needs. That tool provides a real-time monitoring and alerting system. However, it may
not be as good as BRO or SNORT in terms of network-based monitoring. So, OSSEC is a good choice
in case if the establishment is looking for host-based security. However, if the company focuses on the
ability to detailed insights into network traffic, BRO(Zeek) would be a good fit [30]. Especially because
it provides comprehensive network visibility and protocol analysis. Finally, SNORT would be a great
choice for signature- based detection. It also provides large and active community support.

6. Evasion techniques

Evasion techniques are ways that attackers use to avoid being detected, for instance by:
Encryption, Obfuscation, Fragmentation or Flooding techniques.

e  Encryption — IDS is not able to read encrypted files, thus attackers can encrypt malicious

payload to make it harder to inspect the content.
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e  Obfuscation- the attacker use obfuscation to make the malicious payload difficult to read and
understand. Its aim is to have a code, which functionality is malicious but difficult to detect by
IDS.

e  Fragmentation- that technique of evasion is used by the attacker to divide the malicious

payload into smaller packages- fragments and this way avoid Signature-based detection.

e  Flooding - the attacker wil try to overload the target causing IDS failure. It could be achieved

by using UDP or ICMP protocols [4].

Cyber criminals are very creative with avoiding detections and every day they discover new
ways of evasion. Certainly, there is more ways of them, which we could be not aware of. However,
The above four evasion techniques are the most common attackers choices to be familiar with.

7. Disscusion and Conclusions

This paper explained Intrusion Detection Systems, its types and detection techniques. Besides
HIDS and NIDS types of IDS, there was analyzed cloud method, which offer futuristic solutions.
Subsequently, the report elaborated and compared IDS to IPS and IRS in terms of their roles in the
network and responses to the threat. Finally, the paper listed and collated the most common IDS tools:
OSSEC, Snort and Bro.

This report’s aim is not only to present facts about Intrusion Detection Systems, but also to help
understand the importance of network protection and that there is not one ,,correct,, solution which
would provide 100% secureness. As mentioned before, the IDS main goal is to minimalize the False
Positive/Negative alerts, so the systems reports can be 100% accurate. Unfortunately, looking at the
systems flaws, there is still lots of work to achieve such a result. Through the report, we analyzed
HIDS, NIDS and CIDS in terms of their way of work, strengths and weaknesses. In a similar way,
there were discovered: AIDS, SIDS, Heuristic-based and Hybrid- based detections. Each of them
standalone are not good enough, with a big room for development. However, using hybrid solutions
supported by Machine Learning, where there could be combined two or three different systems as
proposed before: IDPS or IDPRS, hybrid of SIDS and AIDS, would create a properly build security
layer.

Certainly, each establishment lists different requirements and is in need of different security
techniques/level. However, they need to be aware of the rapid technology development and attackers
new ways to be not detected — evasion techniques. This kind of security challenges force us to develop
new security technologies, reuse and improve the old ones and look for completely new solutions
like proposed CIDS.
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