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Abstract: The advancement of precision agriculture increasingly depends on innovative technological
solutions that optimize resource utilization and minimize environmental impact. This paper introduces
a novel heterogeneous federated learning architecture specifically designed for intelligent agricul-
tural systems, with a focus on combine tractors equipped with advanced nutrient and crop health
sensors. Unlike conventional FL applications, our architecture uniquely addresses the challenges
of communication Efficiency, dynamic network conditions, and resource allocation in rural farming
environments. By adopting a decentralized approach, we ensure that sensitive data remains localized,
thereby enhancing security while facilitating effective collaboration among devices. The architecture
promotes the formation of adaptive clusters based on operational capabilities and geographical proxim-
ity, optimizing communication between edge devices and a global server. Furthermore, we implement
a robust check-pointing mechanism and a dynamic data transmission strategy, ensuring efficient
model updates in the face of fluctuating network conditions. Through a comprehensive assessment
of computational power, energy efficiency, and latency, our system intelligently classifies devices,
significantly enhancing the overall efficiency of federated learning processes. This paper details the
architecture, operational procedures, and evaluation methodologies, demonstrating how our approach
has the potential to transform agricultural practices through data-driven decision-making and promote
sustainable farming practices tailored to the unique challenges of the agricultural sector.

Keywords: smart farming; heterogeneous federated learning; dynamic networks; artificial intelligence;
wireless communications

1. Introduction

As the global population continues to rise, projected to reach nearly 10 billion by 2050, the
demand for food production is anticipated to increase significantly, necessitating a transformation in
agricultural practices [1]. Traditional farming methods often fall short in meeting these burgeoning
demands while also grappling with environmental sustainability challenges, such as water scarcity,
soil degradation, and climate change [2]. In this context, the adoption of precision agriculture, which
utilizes data-driven insights to optimize crop management and resource utilization, has emerged
as a viable solution [3]. Recent advancements in the Internet of Things (IoT) have facilitated the
deployment of a vast array of sensors and connected devices on agricultural equipment, such as
tractors, enabling real-time data collection and analysis [4]. These sensors can monitor critical factors
such as soil moisture levels, nutrient content, and crop health, providing farmers with actionable
insights to enhance productivity and reduce waste [5]. However, the centralized data management
approaches commonly employed in these systems raise significant concerns regarding data privacy
and security, particularly given the sensitive nature of agricultural data [6].

Federated learning offers a promising alternative to traditional centralized data management sys-
tems by enabling decentralized model training across multiple devices while preserving data privacy
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[7]. In this paradigm, individual devices locally compute model updates based on their respective
datasets and share only these updates with a central server, which aggregates the results to improve
the global model [8]. This approach not only mitigates the risks associated with data transmission but
also enhances the overall efficiency of the learning process by leveraging the computational power
of edge devices [9]. Given the diverse and often unpredictable nature of agricultural environments,
dynamic network conditions pose a significant challenge to the effective implementation of federated
learning systems. Rural areas frequently experience fluctuations in connectivity due to factors such
as geographical obstacles, weather conditions, and network congestion [10]. These variable network
conditions can lead to interruptions in data transmission, delays in model updates, and potential loss
of valuable insights. Therefore, it is crucial to develop robust strategies that can adapt to these dynamic
conditions, ensuring that the federated learning framework remains effective and reliable even in the
face of connectivity challenges [11]. In this paper, we propose a novel federated learning architecture
specifically designed for smart agriculture that addresses these dynamic network conditions. Our
system integrates a network of combine tractors equipped with nutrient and crop health sensors to
facilitate real-time monitoring and predictive analytics. By leveraging a combination of federated
learning and advanced sensor technologies, our architecture aims to optimize resource allocation and
improve crop management practices, ultimately enhancing agricultural productivity while minimizing
environmental impact.

The proposed architecture employs a two-tiered approach, consisting of local clusters of tractors
that collaboratively train machine learning models and a global server that aggregates model updates.
This structure allows for efficient data processing and reduces communication overhead, particularly in
the context of fluctuating network conditions. To further enhance data security, we utilize the Salsa20
encryption algorithm to ensure that sensitive model updates are transmitted securely between devices
and the global server. Our contributions are threefold. First, we present a comprehensive system
architecture that leverages federated learning to optimize agricultural practices while accommodating
dynamic network conditions. Second, we develop and implement efficient mechanisms for cluster
formation and model aggregation, tailored to the unique challenges of agricultural environments.
Finally, we conduct extensive simulations and real-world experiments to validate the effectiveness of
our approach in improving crop yield and resource utilization.

2. Related Works

The integration of federated learning into agriculture has garnered attention due to the increasing
demand for food security and sustainable practices. Traditional machine learning relies on centralized
data collection, posing challenges in data privacy [11]. Federated learning, as a decentralized frame-
work, enables multiple devices to collaboratively learn a model without sharing raw data, making
it ideal for agricultural settings [7]. Numerous studies have explored the applications of federated
learning in agriculture, such as crop yield prediction and pest detection. For instance, Chen et al.
[12] developed a federated system that enhances crop yield predictions by aggregating data from
multiple farms while maintaining data privacy. Similarly, Zhang et al. [13] created a framework
to analyze pest population data across farms, aiding informed pest management decisions while
preserving data confidentiality. These advancements highlight the potential of federated learning to
address specific agricultural challenges; however, they largely overlook the complexities introduced
by dynamic network conditions inherent in rural environments. Dynamic network conditions pose
challenges for federated learning deployment, especially in rural areas with unreliable connectivity.
Recently, Gao et al. [14] proposed an adaptive federated learning approach that incorporates network
quality metrics to optimize model updates, highlighting the need to address network variability, but
lacks efficiency and has latency issues. Moreover, the concept of Heterogeneous Federated Learning
has yet to be fully realized in agricultural applications. Current literature often applies uniform
models without considering the varied capabilities and operational contexts of different devices used
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in agricultural practices. Singh et al. [15] highlighted the scalability of federated learning systems in
large agricultural cooperatives, demonstrating their adaptability to diverse data sources. However,
existing frameworks frequently fail to accommodate the heterogeneous nature of agricultural data,
which can vary significantly across different farms and equipment.

IoT devices play a crucial role in agriculture, enabling real-time monitoring of environmental
conditions [4]. For instance, Kumar et al. [16] designed an IoT-based precision irrigation system that
optimizes water usage through sensor data. Security and privacy concerns in federated learning are
critical, particularly in agriculture. Hossain et al. [17] examined homomorphic encryption techniques,
allowing computations on encrypted data without revealing sensitive information, thus enhancing
data privacy. Several studies have identified challenges and opportunities in federated learning for
agriculture. Mohammed et al. [18] surveyed applications and barriers to implementation, offering
future research directions. Singh et al. [15] highlighted the scalability of federated learning systems in
large agricultural cooperatives, demonstrating their adaptability to diverse data sources. Emerging
research also emphasizes the use of machine learning for soil health monitoring. Liu et al. [19]
implemented a federated learning framework utilizing soil sensor data to predict nutrient deficiencies
and recommend precise fertilizer applications. To address dynamic network conditions, Chen et al.
[20] proposed a federated learning model that adapts to varying connectivity among IoT devices,
suggesting that adaptive algorithms can enhance system resilience. Furthermore, Patel et al. [21]
explored the integration of federated learning with renewable energy sources in agricultural IoT
systems, highlighting the potential for sustainable practices while maintaining data integrity. Lastly,
recent work by Thompson et al. [22] examined the role of hybrid federated learning models in
optimizing agricultural yield predictions across diverse environmental conditions, emphasizing the
need for adaptable frameworks in the face of climate variability.

3. Motivation

The agricultural sector faces unprecedented challenges, including the need for increased pro-
ductivity to meet the demands of a growing global population while simultaneously addressing
environmental sustainability concerns [23]. Traditional farming methods often lead to inefficient
resource use and adverse ecological impacts due to over-fertilization and pesticide application. To
combat these issues, there is a pressing need for intelligent systems that can provide real-time insights
and recommendations based on precise data analytics. The motivation behind this research is to
develop a federated learning framework that enables farmers to harness the power of data-driven
decision-making without compromising the privacy of sensitive agricultural data. Current research on
federated learning (FL) in agriculture reveals several critical gaps that hinder the effective application
of this promising technology. Firstly, there is a significant absence of studies focusing on the dynamic
network conditions characteristic of rural agricultural environments, where inconsistent connectivity
can impede timely data transmission and model updates [14]. Existing frameworks often overlook the
necessity for adaptive strategies that can operate seamlessly in such variable conditions. Additionally,
while resource optimization is paramount in agriculture, most FL approaches fail to adequately address
resource utilization optimization, neglecting the importance of assessing computational power, energy
efficiency, and latency concerning diverse agricultural machinery [15]. This oversight can lead to
inefficiencies and reduced performance in federated learning systems.

Decentralized data processing remains underexplored, as many implementations still rely on
centralized architectures that expose sensitive agricultural data to potential breaches [17]. This lack
of focus on data security undermines the very privacy that FL aims to enhance. Lastly, the concept
of heterogeneous federated learning has yet to be fully realized in agricultural applications; existing
research tends to apply uniform models without considering the varied capabilities and operational
contexts of different devices, such as tractors equipped with advanced sensors [20]. Addressing these
missing pieces is essential for advancing the integration of federated learning in precision agriculture
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and ensuring its practical utility in fostering sustainable farming practices. Through this work, we
aspire to contribute to the transformation of modern agriculture into a more efficient, sustainable,
and technologically advanced industry. To further substantiate our motivation, we have included
corresponding references throughout this section that highlight key research findings and gaps, as
well as charts that illustrate the current state of federated learning applications in agriculture.

4. Proposed Research Focus

Before delving into the intricacies of the system architecture and its operational workflow, it
is essential to first comprehend the key issues we have identified and prioritized in our research.
Understanding these foundational concerns will provide valuable context for the implementation of
our work and elucidate the specific challenges we aim to address. By clearly outlining these focal
points, we can better appreciate how our proposed solutions align with the unique needs of precision
agriculture and the overarching goals of our study.

4.1. Data Privacy

Data privacy refers to the rights and expectations of individuals regarding the handling of their
personal information. It encompasses the principles that govern how data is collected, stored, and
shared. In the context of precision agriculture, data privacy is particularly crucial, as farmers sensitive
information—such as crop health data (includes condition of crops, such as growth rates, disease
prevalence, pesticide usage, and yield forecasts), soil nutrient levels (includes insights into the fertility
and health of the land), and operational practices—can be exploited if not adequately protected. Our
proposed federated learning architecture prioritizes data privacy by ensuring that sensitive data
remains on local devices rather than being transmitted to a central server. This is achieved through a
decentralized approach where only model updates are shared, thereby minimizing the exposure of
raw data. By protecting farmers confidential information, we foster trust and encourage the adoption
of advanced agricultural technologies.

4.2. Data Security

While data privacy focuses on the rights of individuals, data security encompasses the technical
measures and practices implemented to safeguard data from unauthorized access, corruption, or
theft. In agriculture, where data can be vulnerable to cyber threats, robust data security measures
are essential. Our architecture incorporates advanced encryption techniques, specifically the Salsa20
algorithm, to secure model updates transmitted between edge devices and the global server. This
encryption ensures that even if data is intercepted during transmission, it remains unreadable and
protected from unauthorized access. Furthermore, implementing access controls and authentication
protocols within the system enhances security by ensuring that only authorized devices can participate
in model training, thus reducing the risk of malicious attacks.

4.3. Network-Related Issues

Network-related issues pertain to the various challenges associated with connectivity, particularly
in rural agricultural areas where infrastructure may be inconsistent or limited. Fluctuations in network
availability can significantly affect the reliability of data transmission and the timeliness of model
updates. In our proposed architecture, we specifically address Dynamic Network Conditions by
implementing adaptive strategies that allow the system to function effectively despite these challenges.
For example, we utilize techniques such as data buffering, compression of model updates, and peer-to-
peer communication among nearby devices to ensure that critical information is transmitted reliably
and efficiently, even when connectivity is poor. This focus on addressing network-related issues
enhances the robustness of our architecture, ensuring that data-driven decision-making can continue
without interruption.
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4.4. Operational Efficiency

Operational efficiency refers to the capacity of the system to perform its intended functions in a
manner that maximizes productivity while minimizing resource waste. In precision agriculture, achiev-
ing operational efficiency is vital for ensuring that resources—such as time, labor, and inputs—are
utilized effectively. Our architecture enhances operational efficiency by intelligently classifying devices
based on their computational power, energy consumption, and latency. This classification allows for
optimized task allocation, ensuring that the most capable devices handle complex processing tasks,
while less capable devices are assigned lighter workloads. By streamlining operations and reducing
delays in model updates, our system contributes to a more productive agricultural environment where
farmers can respond quickly to changing conditions.

4.5. Resource Utilization

Resource utilization focuses on the effective and efficient use of available resources, including
computational power, energy efficiency, and network bandwidth. In agricultural applications, where
devices may operate under varying conditions and constraints, optimizing resource utilization is
essential for maintaining system performance. Our architecture takes a comprehensive approach
to assess and classify devices based on these parameters. For instance, by evaluating each device’s
computational capabilities and energy efficiency, we can allocate tasks strategically, ensuring that
resources are used judiciously. This optimization not only enhances the overall efficiency of the
federated learning process but also reduces operational costs for farmers, enabling them to maximize
their returns while minimizing environmental impacts.

5. System Architecture

The primary objective of our innovative agricultural system is to deliver an integrated, energy
efficient, and environmentally conscious solution tailored specifically for the diverse needs of farming
tields. To achieve this ambitious goal, we have meticulously designed and implemented a sophisticated
architectural framework that incorporates two distinct types of sensors strategically positioned within
the tractor. It is important to note that the number of sensors deployed on a tractor can vary significantly,
ranging from a few hundred to several thousand. This variation is largely contingent upon the size of
the tractor and its intended applications. For the purpose of our illustration, we have chosen to focus
on combine tractors, which are equipped with two crucial types of sensors: nutrient sensors and crop
health sensors. The overarching aim of our system is to leverage these advanced sensors to accurately
predict the health of the crops being cultivated. By utilizing data gathered from the nutrient sensors,
we can make informed decisions regarding the application of essential fertilizers and the targeted
spraying of pesticides. This capability not only enhances the efficiency of agricultural practices but
also promotes sustainable farming by ensuring that resources are utilized judiciously and effectively,
ultimately contributing to a more productive and environmentally friendly farming ecosystem. The
entire system has been meticulously engineered to ensure implementation in a manner that prioritizes
both security and efficiency, distinguishing it from traditional methodologies that predominantly
depend on a centralized global server. These conventional approaches often entail transmitting vital or
sensitive data over the network, which can pose significant risks to data integrity and privacy.

In contrast, our innovative solution employs a federated learning approach. This paradigm shift
means that, rather than transmitting raw sensor data across the network, we focus on sending only the
trained model weights. This not only enhances data security but also mitigates the risks associated
with transferring sensitive information, as the model weights encapsulate the learned insights without
exposing the underlying data. Furthermore, we have conducted an in-depth exploration of the
mechanisms involved in securely transmitting these model weights, which is elaborated upon in the
subsequent sections.
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Let us begin by exploring the foundational elements at the cluster level and gradually advance
our understanding to encompass the various facets of the entire system.

5.1. System Architecture Components

There are various components described in Figure 1. Let us first provide a brief overview of
the key components of the system. Following this overview, we will delve into a comprehensive
examination of each component as we explore the operational workflow 5 of the system in detail.
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Figure 1. The system architecture depicts the components of our framework, including driver and client nodes,
their communication with the global server, and emphasizes the critical role of local aggregations and checkpoints

in cluster operations.

5.1.1. Edge Devices (Tractors)

Equipped with nutrient and crop health sensors, these tractors collect critical data regarding
soil and crop conditions. The data is processed locally to maintain privacy, with only model updates
transmitted to the global server. The proposed architecture outlines several distinct phases in the
lifecycle of the tractor, specifically: Orphan, New, and Cluster-Node. In the following sections, we
will provide a detailed explanation of each phase and the corresponding workflow, highlighting how
tractors transition through these stages and their roles within the overall system.

5.1.2. Local Clusters

Tractors are organized into clusters based on operational capabilities and proximity. This clus-
tering facilitates collaborative model training, enhancing the efficiency of the learning process while
reducing communication overhead. The primary objective of forming clusters within the system
is to minimize the overall communication to the global server. Each cluster is designated a leader
node, which is responsible for aggregating and sending model updates to the global server. This
approach significantly reduces the communication load, as individual tractors do not need to transmit
their updates directly to the global server. Instead, they communicate with the leader node, which
consolidates the information and efficiently transmits it on behalf of the entire cluster.

5.1.3. Global Server

The global server plays a pivotal role in aggregating model updates from local clusters. By
employing the Federated Averaging (Fed Avg) method (The concept of federated learning is elaborated
upon in the sections that follow.), it combines insights from multiple tractors while ensuring that
sensitive data remains localized, thus maintaining data integrity and confidentiality.
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5.1.4. Data Transmission Mechanisms

This phase of the process occurs after the federated learning has been initiated, during which
each tractor generates a new model. At this point, it is essential for these newly created models to be
transmitted to the global server. To secure data exchange (Here the data represents the model weights
emitted from the tractor), the Salsa20 encryption algorithm is utilized. This lightweight encryption
ensures that model updates are transmitted safely between the edge devices and the global server,
preventing unauthorized access to sensitive information.

5.1.5. Dynamic Network Adaptation

This step is of paramount importance in the context of real-world applications, as it directly
impacts the effectiveness and reliability of our system. To address the inherent variabilities in network
conditions, we have carefully considered various cellular network types. This strategic approach
ensures that our system can adapt to different connectivity scenarios, thereby enhancing its robustness
and overall performance in practical environments. The proposed architecture incorporates adaptive
data transmission strategies that respond to varying network conditions. The system assesses network
quality using the Network Quality Index (NQI) to optimize communication strategies, ensuring timely
model updates.

Let us begin by exploring the workflow of the system architecture, focusing specifically on the
mechanisms of data transmission that have been implemented. This examination will provide insight
into how data flows through the system, highlighting the processes that ensure efficient and secure
communication between components.

5.2. Initial Cluster Formation

When we refer to a cluster, we are describing a grouping of tractors or IoT sensors that collectively
manage specific model for predictive analysis. In this context, a single machine learning model is
shared among all the tractors within the cluster 3. It is essential for us to comprehend how these
clusters are established and how they interact with a global server [24]. For instance, consider a
scenario where we have approximately 10 tractors distributed across various locations in a farmland
setting. Our objective is to organize these tractors into two distinct clusters: one dedicated to Nutrient
Sensor Prediction and the other focused on Crop Health Sensor Prediction (notably, each tractor may
contain both types of sensors) [25]. Now, let us explore the concepts and methodologies involved in
forming these two clusters using our example of the 10 tractors.

5.2.1. Alpha Schema-Based Scoring

The Alpha Score aims to evaluate and identify the datasets linked to various machine learn-
ing models, enabling effective differentiation between them. This is crucial for decision-making
regarding which models to aggregate at the global server, especially in a heterogeneous environ-
ment with multiple distinct models. Accurate model type identification is essential, as improper
aggregations—combining incompatible models with different data distributions—can significantly
reduce overall system accuracy. Such declines in predictive performance can undermine our federated
learning approach and affect the reliability of insights from aggregated models. Thus, the Alpha Score
is a vital metric for ensuring the integrity and effectiveness of the aggregation process at the global
server, optimizing performance across our machine learning framework.

The initial and most critical step in our process is to identify and define the training dataset
[26]. Each of the two sensors utilized in this analysis—the Nutrient Sensor and the Crop Health
Sensor—possesses distinct metadata and corresponding columns that are integral to their operation
and data collection. The metadata encompasses essential information about the data, including
attributes like measurement units, data types, and contextual details relevant to the specific sensor
[27]. Meanwhile, the columns represent the actual data points collected, each corresponding to various
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parameters that the sensors are designed to monitor. Given the uniqueness of the metadata and the
structure of the columns associated with each sensor, it is imperative to select an appropriate machine
learning model that aligns with the specific characteristics and requirements of the data being analyzed
[28]. To reach a well-informed conclusion regarding the most suitable machine learning model, we
will adhere to the strategy outlined below. This strategy will guide our analysis and ensure that we
consider all relevant factors in our decision-making process.

We initially calculate scores at the column or feature level using an alpha schema-based scoring ap-
proach [29]. To ensure consistent scoring for identical attributes, columns are arranged in alphabetical
order. This ordering is crucial to avoid discrepancies in feature scoring.

Given a feature attribute represented by a string a7, ae, . . ., a1, ag, the formula for calculating its
score is as follows:

¢1 = ay -35° +ag - 35° + a5 - 35* + ay - 35° + a3 - 352 + a - 35! + a; - 35° (1)

where each character in the attribute name is assigned a numeric value based on its position in the
English alphabet (A=0, B=1, ..., Z=25) [30]. The main reason we have chosen to use 35 as the base is
that it encompasses not only the letters of the alphabet but also includes the digits from 0 to 9 [31]. The
special symbols in the metadata are currently not assumed in our case.

Subsequently, the metadata score for column one is obtained by combining it with the column
type, incorporating weighted scores wy, as illustrated below [32].

My = ¢1 +w - Ctype (2)
k
M = Z My (3)
n=1

Please note that Cyy represents the data type of the column and is associated with a unique value
[33]. Finally, after calculating the metadata for each of the columns, we aggregated or summed up at
the very end to get the final score [34].

Index 1 Index 2 Index 3 Index4 ——>Dispatch Array
Tractors
% I o | i Q
o ? e L 9 9o 1 P@ 0
O \\\ O O i O O i O O O O ! O O O
Alpha Score i Consumption | Lat- Long i
//:i i \\ !
¢/ WD 1 e ! ¢ o ¢ o
e \ I I
o | ® 50 | © o | o o

Figure 2. The figure above illustrates the process of dispatching the data array sent by the global server for initial
cluster formation. Each index contains the relevant values necessary for system operations.
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Algorithm 1 Initial Cluster Formation for Predictive Analysis

1: Input:

2. Set of tractors T (where |T| = 10)

3:  Set of sensors S

4:  List of clusters C

5: Output:

6. Clusters C; (Nutrient Prediction) and C; (Crop Health Prediction)

7. procedure INITTALCLUSTERFORMATION

8: // Step 1: Initialize empty clusters

9: Create empty clusters C; and Cp
10: // Step 2: Gather metadata for each sensor
11: for each sensor s € S do
12: Gather metadata for sensor s
13: Store metadata in structure M // M contains attributes of each sensor
14: end for
15: // Step 3: Calculate metadata scores for attributes
16: for each attribute 2 in metadata M do
17: Calculate score ¢ using:

¢1 = ay -35° +ag - 35° + a5 - 35* + ay - 35° + a3 - 357 + a - 35! + ay - 35°
18: Calculate metadata score M; for each attribute:
M; = ¢ +w; - Cype/ / Incorporateweightandclustertype
19: end for
20: // Step 4: Calculate total metadata score
21: Calculate total metadata score M:
k
M= M;/ /Sumo fallattributescores
i=1
22: // Step 5: Evaluate each tractor’s capabilities
23: for each tractor t € T do
24: Evaluate computational power x/,, energy efficiency x;, latency x}, concurrency level x,
25: Scale values using min-max normalization:
— mi b— .
X' =a+ (x = min(x))(b — a) / / Normalizetorangela, b]

max(x) — min(x)
26: Calculate consumption ability score p:

P = Wy - X, + Wy - Xg 4 W3 - X) + Wy - X

27: end for
28: // Step 6: Prepare data for transmission
29: Create array x to send to the global server:

X = o, M, A, 0]/ /Containsscoresandothernecessaryparameters

30: // Step 7: Encrypt data before sending

31: Encrypt x using the Salsa20 algorithm [35]

32: // Step 8: Send encrypted data to the global server
33: Send y to the global server

34: end procedure
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5.2.2. Consumption Ability

Another crucial aspect of our system is its capacity for consumption. The Consumption Ability
Score acts as a fundamental metric that the global server utilizes to cluster tractors or edge nodes
within a federated learning environment [36]. This score is determined by evaluating several key
factors, including computational power, energy efficiency, latency, and multitasking capabilities [37].
By systematically assessing these attributes, the Consumption Ability Score allows the global server to
classify devices based on their performance and operational efficiency. This classification is essential
for optimizing task allocation, as it ensures that devices are grouped and deployed according to
their specific strengths and capabilities [38]. As a result, this strategic clustering not only boosts the
overall efficiency of the federated learning processes but also enhances their effectiveness [39]. By
capitalizing on the distinct characteristics of each device, our system is able to optimize resource
utilization, reduce delays, and ultimately achieve superior outcomes in collaborative learning across a
network of distributed edge devices [40].

The formula essentially applies min-max normalization to the original value (x), transforming it
into a new value (x’) that lies within the range ([a, b]). This normalization allows for a fair comparison
of different attributes across various devices, ensuring that each metric is scaled appropriately before
being integrated into the Compute Ability Score [41]. This approach helps in providing a balanced
evaluation despite the differences in operational conditions and hardware specifications. The formula
is expressed as follows:

/ (x — min(x)) (b —a)

r=at max(x) — min(x) @

In this equation, the values are transformed and scaled to a uniform range, which facilitates
a balanced evaluation across a wide range of hardware specifications and operational conditions
[42]. This transformation ensures that all metrics are comparable, regardless of their original scales.
Following this initial scaling, the Compute Ability Score for an edge device is determined by calculating
a weighted sum of these scaled values [43]. This process effectively integrates the various metrics
into a comprehensive performance index, providing a holistic view of the device’s capabilities and
enabling informed decision-making in resource allocation and task assignment.

P = Wy - X)y + Wy - Xg + W3 X) + Wy - X (5)

Here, x}, represents Computational Power, x; for Energy Efficiency, x] indicates Latency, and
x,. reflects Concurrency Level [44]. Each metric, scaled and assigned a weight (w;), quantifies each
device’s operational efficiency and suitability to facilitate clustering.

5.2.3. Model Communications

Finally, we will transmit the array of values to the global server. This array will include the Final
Alpha Schema-Based Score, the Consumption Score, the latitude and longitude coordinates, as well
as the model weights . Prior to sending this data to the global server, we will encrypt it using the
lightweight Salsa20 algorithm [35]. A detailed explanation of Salsa20 will be provided in the following
section.

x = lo,M,A,6] 6)

In this equation, x represents the final dataset that will be sent to the global server, comprising
several key components: p, which is the Consumption Ability Score; M, denoting the Alpha Schema-
Based Score; A, representing the latitude and longitude coordinates; and 6, symbolizing the model
weights [45]. Together, these elements form a comprehensive data package that will be dispatched to
the global server.
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5.3. Global Server Operations

At the global server level, the first step involves decrypting the received message to access
its contents securely. Once the message is decrypted, we need to ascertain the value of M, which
represents the Alpha Score. This score is critical as it allows us to categorize the various models based
on their performance metrics. By analyzing M, we can effectively separate and organize the models
into distinct groups or clusters. The second step in our process is to compute the geographical distance
between these clusters using their respective latitude and longitude coordinates. This calculation is
essential for understanding the spatial relationships between different edge nodes or tractors within
our network. To accurately determine the distance between any two tractors or edge nodes, we will
employ the following methodology, which is outlined below:

5.3.1. Proximity Assessment

The proximity assessment process focuses on evaluating the geographical closeness of nodes
to enhance data communication efficiency and foster computational collaboration among devices.
By utilizing geographical coordinates, the global server is able to organize devices that are situated
physically closer to one another. This approach not only helps in reducing latency but also enhances
the overall speed and reliability of federated learning tasks. Furthermore, assessing proximity aids in
minimizing network congestion and optimizing bandwidth utilization, both of which are critical for
the scalability and performance of federated learning systems.

Once nodes with similar data are identified, the global server extracts the latitude and longitude
coordinates from the encrypted data of client nodes. It then employs a proximity assessment strategy
to form clusters. The process begins by creating a circular area with a defined radius, which is used to
identify nodes that are in close proximity to each other.

To ensure privacy while utilizing location data for geographical clustering, we introduce a
modification to the coordinates by applying an offset. This adjustment effectively conceals the actual
positions of the nodes:

d 180
_ y 9
proxy lat = lat + adins | 7’ ()
B d, 180 T
proxy long = long + radius | 7/ cos(lat - @), (8)

where d and d, denote the displacements in the x and y directions, respectively, used to create a virtual
circular area around the nodes. This method enables the server to identify and group nodes that are
geographically close together within the same cluster. To ensure an even distribution of nodes across
clusters, we impose limits on inclusion based on proximity, which is calculated using the following

equations:
a= sin2<A2¢> +Cos(¢1)cos(([)2)sin2<A2A>, 9)
c:2~atan2<\/ﬁ,\/1—a), (10)
distance = Radius - c. (11)

This approach facilitates the creation of well-distributed clusters. For orphan nodes that are not
initially assigned to any cluster, we utilize the Haversine formula [46] to measure distances and form
new groups, ensuring comprehensive coverage throughout the network.

5.3.2. Driver Selection

After the completion of the cluster formation process, we move on to the subsequent step, which
involves identifying the driver node within each cluster. This selection is based on the Consumption
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Ability Score, denoted as p. The global server evaluates the p values associated with the nodes in each
cluster to determine which node possesses the highest score. The driver node is crucial as it serves as
the primary point of communication and coordination within the cluster. By selecting the node with
the strongest p value, the global server ensures that the most capable and efficient node is designated
to lead the cluster’s activities. This decision not only optimizes the overall performance of the cluster
but also enhances the reliability and effectiveness of the federated learning process. Now, the driver
node will be responsible for sending the cluster model weights updates.

RawState | Alpha Seperation | Driver Selection ~ Cluster Formation

) b { )

A ® P

Start End

Figure 3. The figure illustrates the global server’s cluster formation from the dispatch data of tractors or IoT
devices, with additional details in the system architecture section.

We implement the Fed Avg aggregation process both at the driver node level and at the global
server level. To fully grasp the concept of FedAvg and to understand the broader framework of
federated learning, we will provide an in-depth explanation below. At the driver node, FedAvg plays
a crucial role in aggregating the updates received from various participating clients within its cluster.
Each client performs local training on its dataset, and the driver node collects these updates to compute
a consolidated model that reflects the collective learning of the cluster. Simultaneously, the global
server also utilizes Fed Avg to combine the model updates received from multiple driver nodes. This
dual-level application of Fed Avg ensures that the global model is effectively informed by the learnings
of all participating devices, promoting a collaborative and decentralized approach to model training.
In the following sections, we will delve deeper into the principles underlying Fed Avg, elucidate its
mechanics, and clarify the significance of federated learning as a whole. This exploration will provide
a comprehensive understanding of how these processes work together to enhance the performance
and efficiency of machine learning models in a federated setting.

5.3.3. Federated Learning

Federated learning is a decentralized approach to machine learning that enables multiple clients
or devices to collaboratively train a shared model while keeping their data localized [7]. This method
enhances privacy and security by ensuring that sensitive data does not leave the client’s device [9].
Instead of sending raw data to a central server, clients compute local updates based on their individual
datasets and share only these updates with the server [47]. One of the most commonly used algorithms
in federated learning is Federated Averaging (FedAvg) [7]. FedAvg aggregates the model updates
from participating clients by taking a weighted average based on the size of their local datasets [9].
The representation of the Fed Avg update rule is given by:

1 K
= wt+ = Y meAwy (12)
N&

w

where w!*! denotes the updated global model weights after round ¢, w' represents the current
global model weights, N is the total number of participating clients, K is the number of clients that
have sent updates, 1y is the size of the dataset for client k, and Awy is the model update from client k.


https://doi.org/10.20944/preprints202504.1508.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 18 April 2025 d0i:10.20944/preprints202504.1508.v1

13 of 38

The federated learning architecture 4 is illustrated through our proposed framework, emphasizing
the roles of driver nodes, client nodes, and their communication with the global server. Furthermore,
the architecture offers a succinct overview of the unique characteristics of the global server. We have
highlighted the importance of local aggregations and checkpoints for each driver node, underscoring
their critical contribution to the primary operations within the clusters.

€]

Aggregated _ 1 (t+1) | Global Driver Client
[ Weights > Weonsensus = €] ;wi Server O Node Node

.( Global Server
| and Driver Node
Communication

Cluster 1 ,:’ Cluster 2 Cluster 3 Cluster N

Local Model :(tjrlll) B 1 (t) (t)
[Weights > YD TN 1 wDrJrj;;“’D,

Figure 4. The proposed architecture highlights driver and client nodes, their communication with the global

server, and different training models represented by shapes within the cluster.

5.3.4. Orphan Equipments

Another critical aspect of our system involves addressing the research question concerning the
implications of a driver node failing or the introduction of a new tractor that wishes to participate
in the federated learning process. In such scenarios, we classify the newly introduced tractors or the
driverless tractors as "orphan nodes." These orphan nodes represent devices that, due to the absence of
a driver node or their recent entry into the system, are not currently affiliated with any active cluster.
When orphan nodes are detected, they initiate a reinstatement of the clustering process. This involves
either starting a new cluster if there are no existing clusters that they can join or integrating themselves
into an existing cluster where they can effectively contribute. This mechanism ensures that the system
remains robust and adaptable, allowing it to dynamically respond to changes in the network topology.
By facilitating the inclusion of orphan nodes, we enhance the system’s resilience and ensure continuous
collaboration among devices, thereby maintaining the efficiency and effectiveness of the federated
learning process.

5.4. Operations at Equipment Level

Having established the clusters, let us now delve into the details of what occurs at each equipment
level. At the equipment level, specifically at the tractor level, there are four critical phases that we need
to consider: the training phase, the dispatch phase, the network phase, and the receiving phase. Let us
delve into each of these aspects and begin our exploration of each step in detail.

5.4.1. The Training Phase

Initially, the global server transmits the model weights to the tractors or edge nodes. This
transmission serves as the foundation for the training process that will occur on each tractor. The
training of the model begins when the tractor is powered off for the night. During this period, the
tractor engages in local training using the received base model, leveraging its onboard computational
resources. As the tractor remains inactive overnight, it can dedicate its processing power to refine the
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model through training based on the data it has accrued. This overnight training allows the model to
adapt and improve without interrupting the tractor’s primary functions during the day.

In the morning, when the farmer starts using the tractor for tasks such as tilling or harvesting, the
enhanced model is ready for real-time application. This model utilizes data from the Nutrient Sensor to
make informed predictions regarding the optimal timing for fertilizer application, ensuring that crops
receive the necessary nutrients at the right moment. Additionally, the model employs information from
the Crop Health Sensor to forecast the appropriate timing for pesticide spraying, helping to protect the
crops from pests and diseases effectively. By integrating these advanced predictive capabilities into the
daily operations of the tractor, the system maximizes agricultural efficiency and productivity, allowing
farmers to make better-informed decisions that enhance crop yield and health.

Initially, the global server transmits the model weights to the tractors or edge nodes. This
transmission serves as the foundation for the training process that will occur on each tractor. The
model weights at time ¢ can be expressed as:

wt = w1 + Aw, (13)

where w!~! represents the model weights received from the global server and Aw signifies the
local updates made by the tractor during its training. The training of the model begins when the tractor
is powered off for the night. During this period, the tractor engages in local training using the received
base model, which can be mathematically represented as:

w't! = w! + yVL(w', D), (14)

where 7 is the learning rate and VL(w!, D;) is the gradient of the loss function L calculated on
the local dataset D; available to the tractor. As the tractor remains inactive overnight, it can dedicate
its processing power to refine the model through training based on the data it has accrued, allowing
the model to adapt and improve without interrupting the tractor’s primary functions during the day.
In the morning, when the farmer starts using the tractor for tasks such as tilling or harvesting, the
enhanced model is ready for real-time application. This model utilizes data from the Nutrient Sensor
to make informed predictions regarding the optimal timing for fertilizer application, expressed as:

Fopt = f(N,C,T), (15)

where Fy; is the optimal timing for fertilizer application, N represents data from the Nutrient
Sensor, C denotes crop characteristics or conditions, and T represents environmental factors. Addition-
ally, the model employs information from the Crop Health Sensor to forecast the appropriate timing
for pesticide spraying, represented as:

Popt = g(H/ CI T)/ (16)

where Pyt is the optimal timing for pesticide application, H represents data from the Crop
Health Sensor, and the other variables retain their previous definitions. By integrating these advanced
predictive capabilities into the daily operations of the tractor, the system maximizes agricultural
efficiency and productivity, allowing farmers to make better-informed decisions that enhance crop
yield and health, which can be described as:

Y = h(Eopt, Popt, A), (17)

where Y is the crop yield, Fopt and Pyt are the optimal timings for fertilizer and pesticide
applications, respectively, and A represents additional agricultural practices or inputs.
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5.4.2. The Dispatch Phase

To summarize and elaborate on our findings regarding the cluster formation process, we must
focus on the critical dispatch phase, which is tasked with transmitting an array of messages. This
phase plays a pivotal role in ensuring that essential data is effectively communicated across the system.
The final data array comprises several key components that are integral to the functionality of our
framework. Specifically, it includes the Alpha Schema-Based Score, as detailed in Equation 3, which
serves as a foundational metric for evaluating the performance of the models within the clusters.
Additionally, the array contains the Consumption Ability Score, referenced in Equation 5, which
assesses the efficiency and resource utilization of the participating devices. Moreover, the final data
array incorporates the geographical coordinates—latitude and longitude—critical for understanding
the spatial distribution of the devices involved in the federated learning process. Finally, the array
also includes the model weights, which represent the current state of the trained models that will be
utilized for making predictions. The structure and composition of the final data array are defined using
Equation 6, as discussed in the Cluster Formation Overview section. This equation encapsulates the
relationships among the various components, providing a comprehensive view of how they collectively
contribute to the dispatch phase and the overall effectiveness of the system.

Xenc = Encrypty (x) (18)

where:

® Dy is the encrypted final data array.
e  Krepresents the shared secret key used for Salsa20 encryption.
® N is the nonce that ensures uniqueness in the encryption process.

The final step involves employing the lightweight encryption algorithm Salsa20 to ensure the
security and confidentiality of the data being transmitted. Salsa20 is a stream cipher known for
its efficiency and robust security features, making it particularly suitable for resource-constrained
environments such as edge devices. In the following sections, we will discuss the Salsa20 encryption
algorithm in detail, providing insights into its operational mechanics and the advantages it offers. By
understanding how Salsa20 functions, we can appreciate its effectiveness in safeguarding sensitive
information during transmission. This detailed examination will cover aspects such as key generation,
nonce usage, and the encryption process itself, highlighting how these elements contribute to the
overall security framework of our system.
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Figure 5. The diagram above provides a detailed overview of the workflow for the proposed self-regulating
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heterogeneous federated learning system.
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5.4.3. The Network Phase

The network phase represents a critical step in our system, as fluctuations in network connectivity
can lead to interruptions in the model update process. This phase is essential for ensuring the seamless
transmission of data between the edge devices and the global server, which directly impacts the overall
performance and reliability of the federated learning system [8]. For instance, consider a scenario
where a farmer has completed harvesting their crops during the day. After finishing their work, the
farmer parks the tractor at a location where network availability is significantly diminished, potentially
due to geographical obstacles or infrastructural limitations [48]. In this context, the variability of the
network can pose significant challenges for transmitting essential data.

In our system, we account for the possibility of encountering various network types, including 3G,
4G, and 5G 2. Each of these network types possesses distinct characteristics in terms of data transfer
speeds, latency, and reliability [49]. Therefore, depending on the specific network type available at
the time of transmission, we adapt our methods for sending the encrypted data, denoted as ( xenc )-
This adaptability is crucial for optimizing the data transmission process. For example, in scenarios
where only 3G connectivity is available, which typically offers lower bandwidth and higher latency
compared to 4G and 5G [50], we may choose to compress the data or prioritize the transmission of
critical updates to ensure timely communication. Conversely, in a 5G environment, where data transfer
speeds are significantly higher, we can afford to transmit larger datasets more rapidly without the same
level of concern for interruptions [51]. By implementing these adaptive transmission strategies based
on network conditions, we enhance the robustness of our system, ensuring that model updates can
occur smoothly and efficiently, regardless of the variability in network connectivity. This approach not
only improves the overall user experience [52] but also contributes to the effectiveness of the federated
learning process by minimizing the risk of data loss during transmission.

Third Generation (3G) technology was a significant advancement over its predecessor, 2G, provid-
ing enhanced data transmission capabilities [53]. Typical bandwidth for 3G networks ranges from 384
Kbps to 2 Mbps, depending on the specific implementation and conditions [54]. However, due to this
relatively low bandwidth, 3G can struggle with data-intensive applications, leading to slower upload
and download speeds, particularly in areas with high user density [55]. This limitation can cause
delays in sending model updates and other critical data to the server. Some of the challenges associated
with 3G networks include signal attenuation, interference from environmental obstacles, and network
congestion [56]. These issues can lead to degraded performance in data transmission, making it
crucial to develop strategies that enhance communication reliability. To address these challenges, we
have implemented a close neighbor strategy, where the tractor or edge node communicates with the
nearest neighbor within its cluster [57]. A cluster is defined as a grouping of similar models, typically
consisting of fewer than ten devices. By focusing on nearby nodes within the cluster, the distance for
data transmission is significantly reduced compared to communicating directly with the global server
or driver nodes. This proximity minimizes the effects of signal attenuation and interference, which are
more pronounced over longer distances.

To illustrate the benefits of this approach, let’s assume a scenario where the driver node operates
on a 3G network and is tasked with sending or receiving data from edge nodes or the global server. In
this context, we employ a data compression technique that involves transmitting only the differential
data between the current model and the previous model received from the global server [58]. This
method effectively reduces the amount of data that needs to be sent, thereby alleviating some of the
burdens associated with limited bandwidth. We can express the differential data as follows:

Ddiff = Mcyrrent — Mprevious (19)

Where:
*  (Dgifs ) represents the differential data that needs to be transmitted.
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. ( Mcurrent ) denotes the model weights of the current version at the edge node.
*  ( Mprevious ) signifies the model weights received from the global server during the last update.

By sending only the differential data ( Dy;ss ), we minimize the volume of information transmitted
over the 3G network, thus optimizing the use of available bandwidth and enhancing the overall
efficiency of the communication process. This strategy not only helps mitigate the inherent limitations
of 3G technology but also ensures that the model updates can be maintained effectively within the
federated learning framework.

Algorithm 2 Adaptive Data Transmission Based on Network Type

1: Input:

2:  Encrypted data xenc

3:  Network type N (3G, 4G, 5G)

4:  Current model weights Mcyyrent

5. Previous model weights M cvious

6: Output:

7. Transmitted data to the global server

8: procedure ADAPTIVEDATATRANSMISSION
9 if network type N = 3G then

10: // Step 1: Calculate differential data
11: Calculate differential data:

Ddiff = Mcurrent — Mprevious

12: // Step 2: Compress differential data

13: Compress Dyj¢¢ to minimize payload.

14: // Step 3: Transmit compressed data

15: Transmit compressed data Dy;¢s to nearest neighbor in the cluster.
16: else if network type N = 4G then

17: // Step 1: Utilize checkpoint strategy

18: Utilize checkpoint strategy to ensure data reliability.
19: Check signal strength and compress data as needed.
20: if signal strength is sufficient then

21: // Step 2: Direct transmission

22: Transmit data x.nc directly to the global server.
23: else

24 // Step 3: Relay transmission

25: Transmit to a nearby edge device for relay.

26 end if

27: else if network type N = 5G then

28: // Step 1: Assess bandwidth availability

29: Assess bandwidth availability for real-time updates.
30: // Step 2: Allocate resources dynamically

31: Allocate resources dynamically based on demand:

Ratocated = min(R, D)

32: // Step 3: Perform local computations

33: Perform local computations using Multi-Access Edge Computing (MEC).
34: // Step 4: Transmit processed data

35: Transmit processed data to the global server with reduced latency.

36: else

37: Error: Unsupported network type.

38: end if

39: end procedure
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4G Data Transmission - Fourth Generation (4G) technology marked a drastic improvement in
mobile broadband capabilities [59]. Offering bandwidths typically ranging from 5 Mbps to 100 Mbps,
4G networks facilitate faster data transfer rates, reduced latency, and improved overall performance
[60]. This enhancement enables more efficient transmission of larger datasets, making it more suitable
for applications that require real-time data exchange such as those in federated learning environments
[61]. While 4G technology presents significant advancements in mobile communication, offering
enhanced speeds and improved connectivity, it is not without its challenges. Among the primary
issues associated with 4G networks are signal strength and coverage limitations, network congestion,
interference from physical obstacles, and, importantly, energy consumption concerns [62]. Signal
strength and coverage can vary greatly, particularly in rural or remote areas where the density of
cell towers may be insufficient to provide a strong and consistent signal [63]. This can lead to
connectivity issues, resulting in slower data rates or even dropped connections, which negatively
impacts the user experience [64]. Network congestion is another challenge that arises as the number of
connected devices increases, especially in densely populated urban environments [65]. When multiple
users attempt to access data-intensive services simultaneously, the available bandwidth can become
overwhelmed, leading to slower speeds and increased latency.

Interference and obstacles also play a crucial role in the performance of 4G networks. Physical
barriers such as buildings and trees can obstruct signals, causing degradation in quality and reliability
[66]. Additionally, electronic devices operating in the vicinity may introduce interference, further com-
plicating communications [67]. Energy consumption is a critical consideration for devices operating on
4G networks. The enhanced data transfer capabilities and increased processing requirements can lead
to significant battery drain, which is particularly concerning for mobile devices and Internet of Things
(IoT) applications that rely on sustained connectivity [68]. To address these challenges effectively,
we have implemented a checkpoint strategy. This approach will be elaborated upon in subsequent
sections, detailing how it enhances data transmission and helps mitigate the issues associated with 4G
networks [69]. Furthermore, we will discuss how data compression techniques, previously utilized in
3G networks, can be adapted and employed in conjunction with the checkpoint strategy to optimize
performance and improve overall efficiency in data handling. This combined methodology aims
to ensure reliable communication and data integrity while maximizing resource utilization in our
federated learning framework.

5G Data Transmission - Fifth Generation (5G) technology represents a revolutionary leap forward
in mobile telecommunications, offering unprecedented improvements in mobile broadband capabilities
[48]. With bandwidths typically exceeding 1 Gbps and theoretical maximum speeds reaching up to 10
Gbps, 5G networks facilitate ultra-fast data transfer rates and significantly reduced latency, often as
low as 1 millisecond [51]. This remarkable enhancement not only supports more efficient transmission
of vast datasets but also makes 5G particularly well-suited for applications that demand real-time data
exchange, such as those found in autonomous vehicles, smart cities, and advanced federated learning
environments [70]. Despite these significant advancements, 5G technology is not without its challenges.
One of the primary issues is the need for a dense infrastructure of small cell towers to achieve optimal
performance [5]. As 5G utilizes higher frequency bands, which are more susceptible to attenuation, the
density of base stations must increase to provide consistent coverage. This requirement can lead to
higher deployment costs and logistical challenges, particularly in rural or underserved areas where
the installation of new infrastructure may be economically unfeasible [71].

Additionally, while 5G networks promise improved performance, they also face challenges related
to network congestion, particularly as the number of connected devices continues to rise [50]. The
introduction of numerous IoT devices and user equipment can strain the network, potentially leading
to degraded performance during peak usage times [72]. Furthermore, interference from physical
barriers such as buildings, trees, and various electronic devices can impact the reliability of the signal,
posing a challenge to maintaining high-quality connections [73]. Energy consumption remains a critical
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consideration for devices operating on 5G networks. While 5G technology is designed for efficiency,
the increased data transfer rates and the complexity of managing numerous connections can lead to
significant energy demands [74]. This is particularly concerning for battery-powered devices, such
as mobile phones and IoT sensors, that require sustained connectivity for optimal functionality [75].
The integration of Fifth Generation (5G) technology into our federated learning system addresses
several key challenges associated with data transmission, enhancing overall performance and reliability.
One of the primary advantages of 5G is its capability for dynamic resource allocation. This allows
the network to adaptively manage bandwidth based on real-time demands from connected devices,
such as tractors transmitting model updates [76]. The total available resources ( R ) can be allocated
according to the demand ( D ) from these devices, represented mathematically as:

Rullocuted = min(Rr D)

This ensures that during peak usage periods, critical applications receive the necessary bandwidth,
thereby minimizing the risk of congestion and maintaining smooth communication [77]. In addition,
the implementation of Multi-Access Edge Computing (MEC) significantly reduces latency by bringing
computation and storage closer to the end users [78]. Instead of sending all data to a central server for
processing, local computations can be performed on the edge devices or nearby edge servers. The total
time taken for data processing ( Tjysq ) can be expressed as:

Tiotar = Tedge + Thransmission

By minimizing the transmission time ( Ty usmission ) through local processing, we effectively
reduce ( Tyot, ), allowing for faster model updates and more efficient data handling. Additionally,
network slicing enables the creation of virtual networks tailored to specific application requirements
[79]. Each slice can be allocated resources based on its unique needs, ensuring that real-time model
updates from tractors receive priority bandwidth. The total resources allocated to the slices can be
represented as:

n
Stotal = Z Si
i=1

where ( S; ) denotes the resources allocated to slice (i ). This flexibility allows the system to support
diverse applications simultaneously without degrading performance.

Dynamic Data Transmission - The concept of dynamic data transmission is a critical aspect
that warrants thorough exploration within the context of our system. To elucidate this idea further,
let us define what we mean by variable data transmission. This term refers to the fluctuations and
inconsistencies in network conditions that can affect the reliability and efficiency of data transfer. For
instance, consider the workflow in our system: the training process occurs overnight, when the tractor
is not in operation. During this time, the model undergoes refinement based on the accumulated data,
ensuring that it is well-prepared for real-time application. Once the training process is successfully
completed and the tractor is powered on in the morning for tasks such as tilling or harvesting, the
enhanced model is ready for deployment.

At this stage, the next crucial step is to transmit the updated model array to either the driver node
or the global server for cross-model aggregation. This aggregation is essential for consolidating insights
from various models to improve overall predictive accuracy. However, a significant challenge arises
during this data transmission phase: we may encounter variability in network conditions, including
potential network unavailability. Such variability can stem from various sources, including fluctuations
in signal strength, changes in user demand, or physical obstructions that interfere with connectivity.
The implications of these network conditions can range from delayed data transmission to complete
communication failures, which could hinder the timely application of the model’s predictions in the
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field. This phenomenon of network variability is not merely a theoretical concern; it is a practical
issue that can occur frequently in real-world scenarios. Therefore, we recognize the importance of
investigating this aspect further in the near future. By understanding how network conditions impact
data transmission, we can develop more robust strategies to ensure the reliability and effectiveness of
our system, ultimately leading to improved outcomes for farmers and agricultural practices.

5.4.4. The Receiving Phase

The receiving phase is a crucial component of our system, signifying the moment when model
updates are received from either the driver node or the global server. This phase follows the completion
of the training process, during which the updated model is dispatched to the designated driver node
or global server. Once the training phase concludes, the tractor or edge node anticipates the return
of the model weights that have been refined during the training process. It is important to note that
the specific model received will vary based on the type of prediction being made. This variation is
determined by the Alpha Score, as discussed in the Cluster Formation section. The Alpha Score serves
as a foundational metric that influences the selection of the appropriate model for the given predictive
task, ensuring that the predictions align with the current operational requirements.

However, in scenarios where the model update has not been received—often due to dynamic
network conditions such as signal fluctuations or interruptions in connectivity—the tractor or edge
node must adapt. In such cases, the node will initiate aggregation using the last updated model from
the global server. This allows the tractor to proceed with its predictive tasks even in the absence of the
latest model weights, ensuring that operations can continue smoothly. As the farmer begins using the
tractor in the morning for various tasks, such as tilling or harvesting, the tractor will utilize the available
model to make predictions. To enhance the effectiveness of this process, we will provide the farmer
with updates regarding the status of the last received model. Additionally, we will suggest the optimal
location for parking the tractor overnight to improve network conditions. This strategic positioning
can facilitate better connectivity, thereby enhancing the likelihood of successfully dispatching the
model or receiving the latest model weights and updates. This receiving and updating process is not a
one-time event; rather, it is a continuous cycle that persists until the model converges or achieves the
desired levels of accuracy. By maintaining this iterative approach, we ensure that the system remains
responsive and adaptive, continually refining predictions based on the most current data and model
updates available.

To effectively suggest the ideal network conditions and the timing of the last model update to
the farmer, we can define a Network Quality Index (NQI) that evaluates the current state of the
network based on several critical factors. The NQI is calculated using a formula that incorporates
signal strength, available bandwidth, and latency. Specifically, the equation is expressed as:

NQI:wl-S+w2-B—w3-L (20)

In this equation, S represents the signal strength, which is scaled from 0 to 1, B denotes the
available bandwidth in megabits per second (Mbps), and L signifies the latency in milliseconds. The
weights wq, wy, and w3 are used to reflect the relative importance of each factor in determining the
overall network quality, enabling a comprehensive assessment of connectivity.

In conjunction with the NQI, we also consider the timing of the last model update to provide the
farmer with actionable insights. We can represent this timing through the equation:

Tsuggestion = max(O, Tinreshold — Tlast) (21)

Here, Tsyg4gestion indicates the optimal timeframe for the farmer to park the tractor to ensure the
best network conditions. Ty espo14 iS defined as the maximum allowable time since the last model
update, while Tj,5; denotes the elapsed time since the last update was received. By calculating this
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value, we can suggest a specific time frame for the farmer’s activities to align with the ideal conditions
for data transmission. Furthermore, to recommend an ideal parking location based on both the NQI
and the timing of the last update, we can define a function:

Ideal_Location = f(NQI, Tsyggestion) (22)

In this context, Ideal_Location represents the best parking spot for the tractor, determined through
a function f that integrates the current NQI and the suggested time for parking. This function utilizes
predefined locations that have known network conditions, enabling the system to provide tailored
recommendations based on real-time assessments.

Ultimately, we can combine these factors into an overall suggestion equation:

SuggEStion = h(NQI, Tiasts Tthreshold) (23)

In this equation, Suggestion encapsulates the recommendations for the farmer regarding the
optimal time and location to park the tractor. The function / integrates the network quality index and
the time since the last model update, yielding actionable insights that enhance connectivity and ensure
efficient data transmission. By employing this comprehensive approach, we can significantly improve
the farmer’s operational efficiency and the overall effectiveness of the federated learning system.

Global Server

&

o Cf@\ Wirless Tower
QI —

Good Network Quality Index

Figure 6. The figure illustrates the tractor’s location and the calculation of the smart location using the Network
Quality Index, recommending optimal sites to enhance signal reception for farmers.

5.5. Evaluations at Equipment Level

he evaluation process at the edge node is a critical step in our system, as it directly influences
decisions regarding both the timing and the method of dispatching the data array. Understanding
the nuances of this evaluation is essential for optimizing data transmission and ensuring effective
communication within the network. Now, let us delve into each aspect of this process to gain a deeper
insight into its significance and functionality.

5.5.1. Check-Pointing or Model Evaluation

To determine when to send the model data array as it saves the energy by not send the model
updates. We have implemented check-pointing mechanism to facilitate effective communication
between the global server, driver nodes and edge nodes. This process is integral to managing the
flow of information and ensuring that only relevant model updates are transmitted. Check-pointing
takes place at the each nodes and utilizes the cosine similarity [80,81] and the dot product function
to evaluate the significance of model weight changes. The primary purpose of this approach is to
determine whether the model weights deviate from the previously established model weights. For
example, in a scenario where a edge node continuously transmits the same model weights due to
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repeated training on an unchanged dataset, we can identify this redundancy during the federated
aggregation process. By filtering out these non-essential models, we optimize computational resources
and enhance overall system efficiency.

Similarly, if the driver node identifies that there are no meaningful changes in the model weights
compared to the previous version sent to the global server, it will refrain from transmitting the
latest model weights for aggregation. This selective transmission process has been demonstrated to
significantly decrease the number of communication rounds required between the driver node and the
global server, thereby conserving bandwidth and reducing latency. To quantify the similarity between
the model weights, we employ the cosine similarity function, which is mathematically defined as
follows:

Y1 AiBi

VEL ATVEL B

Additionally, the dot product of two vectors A and B is calculated as:

Cosine(A,B) =

A-B=Y!,AB;

In these equations, A; and B; represent the individual components of vectors A and B, respectively,
across n dimensions in the model weight space. Within the each node, both cosine similarity and dot
product calculations are employed to compare the newly received model weights against the previous
version. Initially, the cosine similarity algorithm is executed, returning a value of 1 if a discrepancy
is detected and 0 if the weights remain unchanged. To reinforce the accuracy of these results, we
further validate them by applying the dot product algorithm. This dual verification process is critical
in determining whether the model weights should be transmitted to the global server, thereby ensuring
that only significant updates are communicated and enhancing the efficiency of our federated learning
framework.

5.5.2. Proximity Evaluations

Proximity evaluation is a critical process that occurs when network conditions are less than
optimal. For instance, if a tractor or edge node experiences challenges in establishing a stable connection
or faces difficulties in sending or receiving model weights from other nodes, it becomes essential to
implement a strategy that mitigates these issues. In such situations, we prioritize finding the closest
neighboring node within the same cluster. By identifying a nearby node, we can initiate a connection
with it, thereby enhancing the likelihood of successful data transmission. This approach leverages
the principle of proximity to reduce the communication distance, which can significantly improve
connection reliability, especially when faced with weaker network signals.

Moreover, it is important to note that the dispatch of model weights will only occur if there is a
significant deviation in the model compared to the previously received version. This condition ensures
that we are not transmitting redundant data, thereby optimizing bandwidth usage and maintaining
the efficiency of the overall system. In our specific scenario, we have chosen to apply local proximity
evaluation particularly when operating under 3G network conditions. This choice is motivated by the
inherent limitations of 3G technology, which can lead to increased latency and reduced data transfer
speeds. By focusing on local proximity in these circumstances, we aim to enhance the effectiveness of
our data transmission strategy, ensuring that model updates are communicated promptly and reliably,
despite the challenges posed by the network environment. This proactive approach is essential for
maintaining the integrity and performance of our federated learning system.

5.6. Health Verifications

Ensuring the operational integrity of the communication channel between the global server and
the driver nodes is of utmost importance in Federated Learning (FL) systems [7]. To achieve this, we
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introduce a health status verification mechanism that relies on the regular dispatch of model weights
from the driver nodes to the global server [9]. This process involves the global server performing
federated averaging with the received weights and subsequently relaying the updated weights back
to the driver nodes [47]. In turn, these driver nodes disseminate these updates to the worker nodes
within their respective clusters [36].

5.6.1. Driver Termination Scenario

In instances where a driver node becomes non-operational, resulting in the potential orphaning
of all associated worker nodes, we identify two primary causes: computational overload due to non-
aggregation tasks or disruptions in the power supply [82]. The cessation of model update transmissions
from a driver node serves as an early indicator of these issues [83].

To proactively verify the operational status of driver nodes, the global server implements a check
mechanism that examines the timestamp of the last received model update. If a significant delay is
detected, a diagnostic ping is sent to the affected driver node [84]. The protocol for this health check is
defined as follows:

“Alive”, if D; responds to ping,

HealthCheck(D;) = (24)

“Dead”, otherwise.

5.6.2. Driver Status Verification

In the subsequent scenario, if the driver node acknowledges the ping from the global server, its
status is marked as “Alive”. However, if an “Alive” response is received without any subsequent
model updates, the driver node’s status is further scrutinized [85]. This is accomplished by comparing
the previously transmitted model weights against the current ones using cosine similarity and dot
product functions [86]. Table 1 provides an overview of the health status of driver nodes as monitored
by the global server [87]. This continuous monitoring facilitates the early detection of potential issues,
enabling swift remedial actions to maintain system flow and enhance overall system robustness.

Table 1. An overview of the health status of driver nodes as monitored by the global server.

Driver Nodes | Last Update | Health Status
Timestamp Status
Drivery 1426349234842 Alive
Drivery 1426349294342 Alive
Driver; 1426349294812 Dead
Drivery 1426349294452 Alive
Driver, 1426349296642 Dead
Drivers 1426349245842 Alive
Driver, 1426349296642 Dead
Drivers 1426349245842 Alive

5.6.3. New Driver Node Election

Following the termination of a driver node, the Federated Learning (FL) system promptly initiates
a decentralized driver selection mechanism to elect a new driver from the pool of available worker
nodes. This process is grounded in criteria such as computational capacity and network stability,
ensuring a democratic and consensus-based selection of the new driver. Once elected, the new driver
node synchronizes with the global server to receive the latest model updates, which it then disseminates
to the worker nodes within its cluster. This seamless transition and efficient update dissemination
are crucial for ensuring the resilience of the FL system, maintaining uninterrupted operations and
continuity of learning despite node failures.
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5.7. Secure Data Transmission

Data components are encrypted using the Salsa20 encryption scheme 3, ensuring secure transmis-
sion to the global server for parallel integration during cluster formation. Salsa2(0’s primary advantage
lies in its performance efficiency as a stream cipher, which allows data to be encrypted in smaller
chunks or "streams." This results in lower latency during encryption and decryption, making it ideal
for applications requiring real-time data processing, such as our federated learning framework.

Algorithm 3 Secure Data Transmission with Salsa20 Encryption

1: Input:

2. Local dataset summary D] and geographical location loc; for each edge device e;.
3: Output:

4:  Securely transmitted encrypted data.

5: procedure SECUREDATATRANSMISSION

6 for each device ¢; € £ do

7 // Step 1: Generate key and nonce

8 Generate a 256-bit key K and a nonce N.

9 // Step 2: Serialize data

10: Serialize D/ and loc; into bytes.

11: // Step 3: Encrypt serialized data

12: Encrypt serialized data using K and N with Salsa20 to obtain C;.
13: // Step 4: Transmit encrypted data

14: Transmit C; and N to the server.

15: end for

16: On the server side:

17:  for each received pair (C;, N) do

18: // Step 1: Decrypt data

19: Decrypt C; using K and N to retrieve D! and loc;.
20: end for

21: end procedure

Additionally, Salsa20 is optimized for speed across various hardware platforms, including those
without specialized cryptographic support. In resource-constrained environments like edge devices
(e.g., tractors with sensors), Salsa20 offers faster encryption and decryption times compared to AES,
leading to quicker data transmission and reduced operational delays—critical for real-time decision-
making in agricultural practices.

To protect the privacy and integrity of data exchanged between edge devices (driver nodes) and
the global server, we implement Salsa20 encryption. This method is particularly beneficial in edge
computing scenarios where AES hardware acceleration may be lacking. Each edge device encrypts
its local dataset summary and geographical location using a shared secret key and nonce. The global
server then decrypts the received data using the same key and nonce, ensuring secure and confidential
data exchange. Algorithm 1 details the encryption process using Salsa20. Each device e; in the set
of edge devices £ = {ej,ey,...,e,} maintains the confidentiality of its dataset summary le and
geographical location /oc; through encryption, which can be mathematically formalized as follows:

Ci = Encrypty \(Dj||loc;) (25)

where C; signifies the encrypted data, K represents the shared 256-bit secret key, N is the nonce,
and || denotes concatenation. The decryption operation performed by the global server is similarly
expressed as:

D;, loc; = Decrypty y(C;) (26)


https://doi.org/10.20944/preprints202504.1508.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 18 April 2025

d0i:10.20944/preprints202504.1508.v1

25 of 38

This encryption mechanism ensures the security of the data during transmission, leveraging the

cryptographic strength of Salsa20.

Table 2. The table compares processing latency metrics at the global server level, showing the time to aggregate

model weights and return them to edge nodes for nutrient and crop health sensors.

Epochs Nutrient Sensor Crop Health Sensor
Processing Latency Processing Latency
Runs w/o check w check w/o check w check
Round 1 | 2.1431 mins | 2.1431 mins 0.41 mins 0.41 mins
Round 5 | 2.9131 mins | 2.9131 mins | 1.0731 mins | 1.0731 mins
Round 10 | 2.5931 mins | 2.2031 mins 0.49 mins 0.34 mins
Round 15 | 2.3631 mins | 2.1531 mins | 0.2869 mins | 0.1969 mins
Round 20 | 2.9991 mins | 1.3311 mins 0.36 mins 0.21 mins
Round 25 | 2.5131 mins | 1.1121 mins 0.45 mins 0.1469 mins
Round 30 | 2.6431 mins | 1.3631 mins 0.39 mins 0.1069 mins

6. Experimental Results

We have deployed our system utilizing eight tractors equipped with two distinct sensor types:
the Nutrient Sensor and the Crop Health Sensor [88]. Training data was sourced from a variety of
online platforms, including USDA [89] and Kaggle, among others. Additionally, we employed web
crawlers, developed using Jsoup, to gather sensor data from multiple sources. Our dataset comprises a
total of 235,191 data points, encompassing both the Nutrient Sensor and the Crop Health Sensor [90].
In the following sections, we will delve into each execution step of our system, illustrated through
practical examples.

6.1. Cluster Formation

The first step of our system involves the formation of clusters. To initiate the process of node
splitting or creating new clusters, we deploy models to the eight tractors operating in the fields. These
models are transmitted from a global server, where they have been trained on a sample of the training
data. Our approach utilizes non-identically distributed data, meaning that each of the eight tractors
operates on distinct, unevenly distributed datasets. Specifically, four tractors are assigned Nutrient
Sensor data, while the remaining four are equipped with Crop Health Sensor data. Each tractor will
commence its training process, with careful attention given to the implementation of cross-validation
techniques to ensure the accuracy of our results and to mitigate the risk of overfitting. Upon the
completion of the training phase, the tractors will transmit a data array back to the global server.
This data array comprises several critical elements, including the Alpha-Schema Score, Consumption
metrics, geographic coordinates (latitude and longitude), and the Model Weights, as illustrated in [2].
A comprehensive discussion of these methods can be found in the system architecture section.

When the global server receives these data arrays, its initial task is to parse the elements contained
within. First, it validates the incoming data to ensure its integrity and reliability. A key component of
this validation process involves interpreting the model type, which is inferred from the Alpha-Schema
Score. This score serves as an indicator of whether the tractor has been trained using the Nutrient
Sensor or the Crop Health Sensor. Following the identification of the model type, the global server
proceeds to assess the battery status and computational power of the respective tractors. Utilizing the
Consumption Ability score, the server determines the most suitable driver node for processing. It is
important to note that the driver node may also be a local server, depending on the configuration of
the data stream. For instance, if a tractor has been trained on a local model and subsequently sends its
data to a local server, that server essentially acts as a proxy, facilitating communication between the
end node and the global server.
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After establishing the driver node, the next critical step involves calculating the physical distance
between the various nodes. This distance is vital for two main reasons: first, it enables the segmen-
tation of larger groups into smaller, more manageable clusters based on proximity; second, it helps
identify the closest nodes for each cluster. Additionally, it is worth mentioning that the data array is
transmitted to the global server using the lightweight Salsa20 encryption algorithm, which ensures
secure data transmission. Further details regarding this encryption algorithm can be found in the
system architecture section. The final step in our process involves the aggregation of model weights
that have been extracted from the data arrays by the global server. To achieve this aggregation, we
employ the Federated Averaging (FedAVG) technique. This method allows us to effectively combine
the weights from the models trained on the different tractors. As a result, we generate two distinct
models: one based on the Nutrient Sensor data and the other based on the Crop Health Sensor data.
These aggregated models will then be transmitted back to their respective tractors, ensuring that each
tractor receives the model most relevant to its data type [3].

Global Processing Latencies with Checkpoint
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Figure 7. This comparison details global processing latencies between existing federated learning systems and
our framework, highlighting performance differences with and without checkpoints, and providing insights into
how checkpoints influence latency and enhance learning efficiency.

6.2. Equipment Operations

Upon receiving the updated global server model, each of the eight tractors will initiate its
operational lifecycle process. To facilitate understanding, let us focus on a single tractor equipped
with the Nutrient Sensor Model and explore its daily activities in detail. In the morning, as the farmer
prepares to operate the tractor for tasks such as harvesting or tillage, the prediction process begins
concurrently with the tractor’s movement through the fields. During this phase, the tractor actively
assesses the nutrient levels of the crops. Should any deficiencies or issues be detected, the system
will automatically issue a command to spray fertilizers, ensuring that the crops receive the necessary
nutrients. This predictive monitoring and intervention will persist as long as the tractor is operational
in the field.
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Figure 8. The study compares the accuracy levels of our system and the existing system across eight tractors over

a 30-epoch training phase, showing that our system achieves comparable accuracy while ensuring energy-efficient
communication.

As night falls, the tractor will shift its focus to the training phase, utilizing the data collected
throughout the day during harvesting or tillage. It is important to note that many tractors are equipped
with a CAB compute device, which is installed within the tractor itself. This computational resource
will be leveraged to facilitate the training of the collected data. Once the training process is completed,
the tractor will transmit the model weights to the designated driver node within its cluster. The
driver node will concurrently gather model weights from other tractors operating in the vicinity. After
collecting all relevant model weights, the driver node will apply the Federated Averaging (FedAVG)
technique to combine these weights effectively. Following the aggregation, the driver node will
validate the new model to determine whether it exhibits significant deviations from the previously
received model from the global server. If the analysis indicates that the new model weights are indeed
significantly different, only then will these updated weights be sent to the global server for further
aggregation. For the purpose of this discussion, let’s assume that the new model weights are indeed
substantially different from the last update. In this case, the global server will receive the new model
and perform a FedAVG aggregation at its level. Subsequently, the newly aggregated model will be
sent back to the driver node.

Before morning arrives, this updated model obtained from the global server will be distributed
back to each tractor within the cluster. As the farmer activates the tractor in the morning, it will be
equipped with the latest model, enhancing its predictive capabilities and overall awareness concerning
nutrient levels. This process facilitates the exchange of knowledge across the tractors without the need
for direct sharing of the underlying data itself, thereby maintaining data privacy while improving
operational efficiency.
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Table 3. This table presents the performance metrics of nutrient sensors used in tractor training, capturing key

indicators that assess their effectiveness and accuracy in monitoring soil nutrient levels.

Nutrient Sensors

Runs Accuracy F1 Score Precision Recall R-AUC

Round 1 |0.616667

0.520355 0.482679

0.616667 0.980191

Round 5 |0.630000

0.549155 0.518471

0.630000 0.999821

Round 10(0.643333

0.554141 0.519656

0.643333 0.961098

Round 15(0.783333

0.705188 0.665296

0.783333 0.971291

Round 200.816667

0.748362 0.710571

0.816667 0.951091

Round 25(0.897333

0.892952 0.878691

0.910930 0.971291

Round 30{0.918972

0.911952 0.891291

0.939830 0.982133

Table 4. This table provides comprehensive metrics for crop health sensors used in tractor training over 30

epochs, including key indicators such as accuracy, F1 score, precision, and recall, which collectively reflect their

effectiveness in assessing crop health.

Crop Health Sensor

Runs Accuracy F1 Score Precision Recall R-AUC

Round 1 [0.496667

0.375518 0.327651

0.496667 0.981201

Round 5 [0.530000

0.420684 0.381193

0.530000 0.991298

Round 10{0.583333

0.483966 0.450563

0.583333 0.969821

Round 15(0.683333

0.601602 0.568000

0.683333 0.978972

Round 20{0.796667

0.725252 0.690074

0.796667 0.971291

Round 25(0.903333

0.859886 0.835349

0.903333 0.971201

Round 30{0.903333

0.859886 0.835349

0.903333 0.996911

6.3. Dynamic Networks

Let us now move on to another critical aspect of our system: managing the dynamic nature
of wireless communication signals encountered by tractors in the field. It is well understood that
tractors, like any other devices reliant on wireless communication, are subject to variable signal types
depending on their location. For instance, while a farmer operates their tractor, they may experience
fluctuations in network connectivity, such as transitioning from a 3G signal in one area to a 4G or even
a 5G signal in another part of the field. Addressing this challenge is crucial, as inconsistent network
connectivity can introduce potential roadblocks that may disrupt the seamless operation of our system.
Variability in signal strength can affect data transmission rates, delay communications between the
tractor and the global server, and ultimately impact the effectiveness of real-time monitoring and
decision-making processes.

To mitigate these issues, we have implemented robust strategies that enhance the resilience of
our system against fluctuating network conditions. This may include adaptive algorithms that can
intelligently switch between available networks based on signal strength and reliability, ensuring
continuous connectivity. Additionally, we may utilize data buffering techniques that allow the tractors
to store critical information locally during periods of poor connectivity, which can then be transmitted
to the global server once a stable connection is reestablished. By proactively addressing the challenges
posed by dynamic signal types, we can enhance the reliability and efficiency of our system, ensuring
that farmers can confidently operate their tractors and make informed decisions based on accurate,
real-time data regardless of their location in the field.

As illustrated in Figure [6], our system is designed to identify an optimal "smart location"
for parking the tractor at night, facilitating both training processes and network convenience. The
determination of this smart location is based on the Network Quality Index (NQI) metrics. While the
tractor is in operation in the field, we continuously calculate the NQI to recommend to the farmer
the most suitable location for parking. If the farmer chooses to park the tractor in this recommended
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smart location, the end-to-end process execution will be significantly expedited, minimizing any
potential latencies that could arise from suboptimal network conditions. However, various factors,
such as adverse weather conditions or other unforeseen circumstances, may lead the farmer to park
the tractor at a random location instead. This decision could result in encountering a range of network
conditions, which may complicate data transmission and communication. In our scenario, we have
considered three distinct network types: 3G, 4G, and 5G. We have previously discussed our strategies
for navigating the challenges posed by these varying network types in an earlier section. We encourage
readers to refer to that section for a comprehensive understanding of how our system adapts to
different network conditions, ensuring reliable operations regardless of the chosen parking location.

Table 5. This table summarizes metrics collected over 30 epochs for various tractors, detailing occurrences and
latencies of 3G, 4G, and 5G networks, highlighting their impact on communication efficiency and latency during

training.

Nodes 3rd Generation 4th Generation 5th Generation
Run Name | Occurrence | Latency | Occurrence | Latency | Occurrence | Latency
Tractor 1 1 31.24567 | 8 14.58743 | 21 0.34567
Tractor 2 0 35.67892 | 9 15.73456 | 21 0.78901
Tractor 3 4 3298754 | 7 16.21897 | 19 0.45678
Tractor 4 1 36.41230 | 9 14.95123 | 20 0.98765
Tractor 5 3 33.13456 | 7 15.67890 | 20 0.23456
Tractor 6 1 30.98765 | 9 16.84512 | 20 1.03456
Tractor 7 5 31.76543 | 7 14.34567 | 18 0.54321
Tractor 8 0 34.23456 | 9 16.45678 | 21 0
Average 1.875 33.45061 | 8.125 14.33982 | 20 0.41961

6.4. Performance Metrics

In this comprehensive experimental analysis, we aimed to rigorously evaluate the performance
metrics of a range of tractor models and sensor systems within the framework. This evaluation is
crucial for understanding the effectiveness of these systems in real-world agricultural applications,
where precision and efficiency are paramount. The results of our analysis are meticulously detailed in
several tables that encapsulate a variety of performance metrics, including accuracy, F1 score, precision,
recall, ROC AUC, log loss, communication statistics, processing latency, and model latency. Each of
these metrics plays a vital role in assessing the performance and reliability of the models and sensors
being studied.

To begin with, Table 6 provides an in-depth look at the performance metrics for eight distinct
tractor models following 30 epochs of training. The accuracy scores for the test data varied significantly
among the models, ranging from a respectable 0.8081 for Tractor 2 to an impressive 0.8551 for Tractor
1. This suggests that Tractor 1 not only achieved the highest accuracy but also indicates its potential as
a leading model in terms of reliability and effectiveness in agricultural tasks. The F1 score, which is
a harmonic mean of precision and recall, further illustrates the performance landscape, with Tractor
1 obtaining a score of 0.7192 for the test dataset. This metric is particularly important as it provides
insight into the model’s ability to balance false positives and false negatives, which is essential in
applications where misclassification can have significant repercussions. In examining precision and
recall, we observe that Tractor 1 again outperformed the others, achieving a precision of 0.8021 and a
recall of 0.8394. These values indicate that the model not only correctly identifies a high proportion
of positive instances but also maintains a level of sensitivity that enables it to capture the majority
of relevant cases. The ROC AUC scores, which gauge the model’s ability to discriminate between
positive and negative classes, ranged from 0.7976 for Tractor 2 to 0.8289 for Tractor 7. This variation
underscores the differing capabilities of the models to perform under various conditions and task
requirements. Notably, the log loss metric, which assesses the model’s confidence in its predictions,
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was lowest for Tractor 1 at 0.39982. This low log loss value suggests that Tractor 1’s predictions were
not only accurate but also conveyed a higher level of confidence, further solidifying its status as a
reliable model.

Table 6. The table summarizes the performance metrics of individual driver nodes, including accuracy, F1 score,
precision, and recall after 30 training epochs, providing insights into their effectiveness in contributing to overall
system performance.

Run Name Accuracy F1 Score Precision Recall

Run Name | Train Test Train Test Train | Test Train | Test
Tractor 1 0.8657 | 0.855054 | 0.8476 | 0.7192 | 0.8424 | 0.8021 | 0.8529 | 0.739%4
Tractor 2 0.8116 | 0.808122 | 0.7816 | 0.6548 | 0.7779 | 0.8517 | 0.7852 | 0.6579
Tractor 3 0.8067 | 0.847833 | 0.7772 | 0.7086 | 0.7666 | 0.8957 | 0.7881 | 0.8219
Tractor 4 0.8416 | 0.8261 0.8180 | 0.6850 | 0.8133 | 0.8666 | 0.8235 | 0.8043
Tractor 5 0.8176 | 0.833393 | 0.7877 | 0.6868 | 0.7902 | 0.8868 | 0.7852 | 0.8868
Tractor 6 0.80679 | 0.86227 | 0.7787 | 0.7239 | 0.7612 | 0.8172 | 0.7970 | 0.83070
Tractor 7 0.81281 | 0.86227 | 0.7843 | 0.72391 | 0.7747 | 0.8172 | 0.7941 | 0.83070
Tractor 8 0.83580 | 0.81534 | 0.70683 | 0.68895 | 0.6566 | 0.8314 | 0.7647 | 0.85701
Average 0.8205 0.8262 0.7839 0.7032 0.7750 | 0.8400 | 0.7931 | 0.7868

Moving beyond the tractor models, we also evaluated the performance of nutrient and crop health
sensors, as presented in Tables 4, 3. This table compares the performance metrics across several
training rounds, providing a clear view of how the models evolved and improved with additional
training. The accuracy and F1 scores for both sensor types demonstrated significant enhancements
from Round 1 through Round 30. For instance, by Round 30, the accuracy of the nutrient sensors surged
to an impressive 0.918972, accompanied by an F1 score of 0.911952. This remarkable improvement
illustrates the model’s ability to learn and adapt over time, indicating a strong convergence and
an effective understanding of nutrient levels in the agricultural context. Similarly, the crop health
sensor exhibited a final round accuracy of 0.903333 and an F1 score of 0.859886, reinforcing the notion
that these sensors are instrumental in accurately assessing crop health indicators. The analysis also
encompassed communication and latency metrics, which are crucial for understanding the operational
dynamics between the tractors and the global server, as depicted in Table 5. The average number of
communications per model was found to be 10 for peer-to-peer interactions and 20 when including
communications with the driver. These statistics highlight the communication demands placed on
the system, which is critical for ensuring timely and effective model updates. The recorded average
model latency of 99.63821 milliseconds is particularly noteworthy for real-time applications, as lower
latency can lead to quicker decision-making and improved responsiveness in agricultural operations.
Additionally, the cost drop metrics provide compelling evidence of the framework’s effectiveness
in reducing operational costs during model updates, thereby enhancing the overall efficiency of
agricultural practices.
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Table 7. The metrics analyze tractor communications under varying network conditions, highlighting model
latencies, updates related to crop drops, and achieved energy efficiencies.

Communication Statistics Comparing with Fed Learning
Run Name | Peer-Peer | With Driver | Model Latency | Cost Drop
Tractor 1 9 21 99.23145 60.48234
Tractor 2 9 21 99.66457 68.91567
Tractor 3 11 19 99.47532 65.23145
Tractor 4 10 20 99.81234 70.12984
Tractor 5 10 20 99.35011 62.78456
Tractor 6 10 20 99.74589 67.54321
Tractor 7 12 18 99.61428 61.09876
Tractor 8 9 21 99.21576 69.67890
Average 10 20 99.63821 60.85821

Furthermore, Table 2 highlights the processing latency associated with both nutrient and crop
health sensors over several rounds of training. The data reveals a significant trend: the introduction
of checks markedly reduced processing latency. This is particularly evident in Round 30, where the
latency for the nutrient sensor with checks enabled dropped to 1.3631 minutes, in stark contrast to
the 2.6431 minutes recorded without checks. This finding is critical, as it suggests that integrating
checks into the processing pipeline not only enhances efficiency but also contributes to faster response
times, which are essential for real-time agricultural management. The extensive performance metrics
derived from the various tractor models and sensor systems underscore a strong correlation between
the number of training epochs and the efficacy of the models. This correlation is substantiated by
the consistent increases in accuracy and F1 scores observed as training progressed. The communi-
cation and processing latency metrics further illuminate the operational advantages offered by the
framework, emphasizing its potential for effective real-time agricultural management. The insights
gleaned from this analysis not only illustrate the scalability and robustness of the models developed
under the framework but also pave the way for future enhancements and the application of these
technologies in practical agricultural scenarios. The results of this study serve as a foundation for
subsequent research and development efforts aimed at optimizing agricultural practices through
advanced machine learning techniques and sensor integration, ultimately contributing to the evolution
of precision agriculture and sustainable farming practices. This comprehensive understanding of
model performance and operational efficiency positions the framework as a vital tool in the ongoing
quest to enhance productivity and sustainability in the agricultural sector.

7. Discussion

This section explores key research questions vital for understanding our proposed system archi-
tecture. We will examine the mechanisms and principles that govern the framework, highlighting the
interactions among its components within the agricultural context. By addressing these questions,
we aim to clarify operational efficiencies, design decisions, and innovative strategies integral to our
architecture, emphasizing its relevance in smart farming and federated learning. This exploration
seeks to enrich the dialogue surrounding our research and encourages further inquiry within the
academic community.

7.1. System Performance Under Extreme Network Outages

Our framework effectively manages extreme and persistent network outages common in rural
areas. Edge devices, such as tractors, can operate autonomously by locally storing sensor data and
model updates, ensuring vital information is preserved for model training, even without connectivity.
This allows farmers to make informed decisions based on real-time data. Upon reconnection, a
differential data transmission strategy is employed, sending only changes from the last known state,
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thus minimizing data transmission risks and optimizing bandwidth. The framework incorporates a
checkpointing mechanism that saves the model’s state at various training stages, enabling devices to
revert to the most recent stable version during outages. In persistent network conditions, proximity-
based communication allows devices to connect with nearby edge nodes or local servers for updates,
reducing latency and improving reliability. Adaptive algorithms assess real-time network conditions,
adjusting communication strategies to prioritize essential updates or compress data as necessary. A
local buffering strategy queues critical data for transmission when connectivity is restored, ensuring
data is not lost. Additionally, the system provides real-time feedback on network status, advising
farmers on optimal tractor parking locations to enhance connectivity.

7.2. Scalability of the Proposed Heterogeneous FL Framework

Scalability is crucial as the number of edge nodes in agriculture can reach hundreds or thousands.
Our design accommodates this growth through key mechanisms that ensure efficient operation and
resource management. A hierarchical architecture forms clusters of edge devices, allowing local
aggregation of model updates and significantly reducing communication overhead typically seen
in centralized federated learning systems. Dynamic data transmission strategies prioritize essential
updates and compress data, maintaining reliable communication and timely model updates as edge
nodes increase. The federated averaging process aggregates contributions from multiple devices,
enhancing convergence speed and model accuracy. This decentralized approach promotes resilience
against network disruptions, allowing independent operation of edge nodes while contributing to the
global model. To maintain performance as the scale increases, we have implemented a health verifi-
cation mechanism that monitors edge node status. This proactive feature identifies non-operational
devices, ensuring overall system reliability. Future work will validate scalability through real-world
testing in diverse agricultural environments, refining our strategies for optimal performance.

7.3. Failure Recovery Mechanisms During Node Failures

We have established robust recovery mechanisms to address node failures, essential for opera-
tional continuity in agriculture. Each edge device can locally store critical model updates, allowing
quick recovery from power loss or hardware failures by resuming from the last known state. A
checkpointing system regularly saves the model’s state during training, enabling a return to the last
successful checkpoint, thus reducing downtime. In cases where a node fails, proximity-based strategies
allow neighboring devices to assume the failed node’s responsibilities, ensuring uninterrupted data
processing and model updates. Dynamic node reassignment redistributes tasks among available
nodes, supported by a health verification mechanism that continuously monitors operational status.
Additionally, remote monitoring and diagnostics capabilities enable real-time tracking of node health,
facilitating prompt issue resolution and minimizing downtime.

7.4. Performance Deviations Due to Seasonal and Soil Variations

Agricultural practices are influenced by environmental factors such as seasonal changes and
soil variations, which can significantly impact crop yields and system performance. Our framework
anticipates performance deviations in response to these factors. Seasonal variations affect temperature,
precipitation, and sunlight, which influence plant growth. Models must adapt to prioritize different
agricultural needs throughout the seasons, ensuring relevance and effectiveness. Soil variations,
including texture, composition, and nutrient content, can also affect model performance. Our system
incorporates real-time data from sensors across fields to dynamically adjust its models based on specific
soil conditions, enhancing prediction accuracy and providing tailored recommendations for resource
utilization. The continuous learning aspect of our framework allows it to adapt to long-term climate
and soil health changes. By leveraging data collected from edge devices, the system can identify
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trends and make predictive adjustments, ensuring robust performance amidst seasonal and soil-related
challenges.

8. Future Work

There are several avenues we would like to explore for future research that can further enhance the
capabilities of our proposed method. One promising direction is the exploration of hybrid federated
learning (FL) models that combine both centralized and decentralized approaches. By integrating
the strengths of hybrid FL, we can potentially improve model accuracy and convergence rates while
maintaining the benefits of data privacy and reduced communication costs. This integration could
allow for more comprehensive learning from diverse data sources, ultimately leading to more informed
agricultural practices. Additionally, we recognize the increasing importance of sustainability in
agricultural operations. Therefore, future research will investigate the possibility of integrating our
federated learning framework with renewable power resources. By harnessing solar, wind, or other
renewable energy sources, we can power edge devices in remote agricultural settings, enhancing
their operational efficiency and reducing reliance on traditional energy grids. This integration could
also facilitate the deployment of more sophisticated sensors and computational resources in the field,
further improving data quality and model performance. Future studies will also focus on enhancing
the resilience of our framework in the face of dynamic network conditions, optimizing communication
strategies based on varying connectivity levels to ensure continuous and reliable model updates. By
focusing on these future research directions, we aim to advance our federated learning framework into
an even more powerful tool for enhancing productivity, resilience, and sustainability in agriculture.

9. Conclusions

The proposed agricultural system architecture signifies a notable advancement in integrating in-
telligent technologies within farming practices. By utilizing a federated learning approach, the system
ensures sensitive data remains localized, facilitating effective model training across multiple edge
devices, specifically tractors equipped with nutrient and crop health sensors. This decentralization
enhances data security and operational efficiency, reducing risks associated with transmitting raw
data over potentially insecure networks. Meticulously designed, the architecture enables the forma-
tion of clusters based on the unique operational characteristics of each tractor, utilizing innovative
methodologies like alpha schema-based scoring and consumption ability assessments. This intelligent
grouping optimizes resource utilization and enhances the predictive analysis’s overall effectiveness.
Additionally, the architecture incorporates robust mechanisms for health verification, driver node
selection, and secure data transmission. By employing the Salsa20 encryption algorithm, the system
protects the integrity and confidentiality of data exchanged between edge devices and the global server,
fostering a secure environment for collaborative learning. The focus on adaptive data transmission
strategies, especially in varying network conditions, highlights the system’s resilience and adaptability
in real-world agricultural settings. This approach enhances the reliability of model updates and ensures
that farmers can make timely, informed decisions based on real-time data insights.

Ultimately, the architecture paves the way for a more sustainable and productive agricultural
ecosystem, equipping farmers with the necessary tools to optimize their operations while minimizing
environmental impact. As the agricultural industry evolves, integrating such innovative technologies
will play a crucial role in shaping the future of farming, driving efficiency, and promoting responsible
resource management. The insights gained from this system may also serve as a foundation for future
research and development, further enhancing the capabilities of intelligent agricultural practices.
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