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Abstract

Large Language Model (LLM) agents have demonstrated remarkable abilities to interact with external
tools, functions, Model Context Protocol (MCP) servers, agents, and to take action on behalf of the
user. Due to the fast-paced nature of the industry, existing literature does not accurately represent
the current state of tool and agent selection. Furthermore, tool and agent selection in production has
nuanced components not covered in experimental research. This work provides the first detailed
examination of tool selection from a production perspective, distinguishing between the frontend
layer where users interact with agents through buttons, slash commands, or natural language and
the backend layer where retrieval, execution, orchestration, context engineering, and memory enable
scalable reasoning. The paper contributes a unified taxonomy of modern tool and agent selection
approaches spanning manual, Ul-driven, retrieval-based, and autonomous methods. The backend
covers dynamic tool retrieval, chunking, advanced RAG methods, context engineering, reinforcement
learning, tool execution, human-in-the-loop processes, authentication, authorization, multi-turn tool
calling, short- and long-term memory for tools, and evaluation. Finally, the paper identifies challenges
in production components of both the backend and frontend and outlines promising avenues for
research and development.

Keywords: tool selection; context engineering; large language model (LLM) agents; tool retrieval;
function calling; model context protocol (MCP)

1. Introduction

Modern LLMs increasingly integrate with external tools, functions, and MCP servers [1-7],
enabling them to perform complex reasoning and actions beyond text generation. Through tool
calling, also known as function calling, LLM agents can invoke APIs, MCP servers, or other agents
to access data, perform computations, and take action on behalf of users. These capabilities enable
complex workflows such as financial analysis, coding assistance, and autonomous system management.
However, as the number of available tools and agents grows, a fundamental challenge emerges
regarding how an LLM can effectively select the right tool or agent at the right time.

This challenge, referred to as tool selection, extends beyond reasoning or planning. It involves
both scalability, meaning the ability to handle hundreds or thousands of tools, and reliability, meaning
accurate, authorized, and interpretable actions. In production environments, these issues are amplified
by constraints such as API tool limits imposed by model providers, user-level authorization, latency,
and system-level monitoring. Despite growing industrial adoption, academic literature still lags
behind. Existing work on tool learning focuses primarily on controlled or small-scale experiments and
fails to capture the architectural and operational nuances of production-grade systems [8-13].
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Figure 1. High-level overview of tool selection across introduction, frontend, and backend components.
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At the same time, recent advances including reasoning-centered models, hosted protocols like
MCP, and agent-as-a-tool multi-agent systems [14-18] are redefining what tool selection means in
practice. These developments have introduced new dimensions such as retrieval-based tool scaling,
multi-turn context management, human-in-the-loop orchestration, and memory-assisted tool persis-
tence [19]. Yet, a systematic understanding of these mechanisms and their interplay in production
settings remains lacking.

This paper aims to close that gap by presenting the first comprehensive production-oriented
framework of tool and agent selection from a production perspective. We distinguish between the
frontend layer, where users interact with agents through buttons, slash commands, or natural language,
and the backend layer, where retrieval, execution, orchestration, and memory enable scalable reasoning.
The paper contributes in three ways.

1.  Comprehensive Taxonomy. A unified taxonomy of modern tool and agent selection approaches
spanning manual, Ul-driven, retrieval-based, autonomous selection, tools, subagents, and MCPs.

2. Production-Oriented Framework. An analysis of how real-world systems integrate agent and
tool retrieval, execution, short-term and long-term memory, authentication, authorization, and
human-in-the-loop pipelines to achieve scalable and secure agentic behavior.

3. Evaluation and Open Challenges. A synthesis of evaluation methods for agent and tool retrieval
and execution accuracy, cost, and latency, along with future research directions.

2. Overview of Tool Selection

Tool selection refers to the process by which LLMs identify, select, and iteratively use one or
more external functions, tools, or agents to complete a task. As illustrated in Figure 2, a user begins
with a frontend interaction, such as pressing a button or providing a natural language query, which
the backend interprets to determine the set of available base Al units { Agent, Tool} and their total
count |AI Units| € Ny. When this set is small, the model can directly access all units. However, as
the number of tools and agents grows, retrieval mechanisms are needed. The backend then applies
indexing, retrieval, and post-retrieval ranking strategies, drawing on retrieval-augmented generation
(RAG) techniques to select the most relevant functions from a knowledge base [8,9,20-25]. The
retrieved, always-on, or code-generated tools are executed using backend orchestration methods such
as native function calling, python-, shell-, cli-, parallel or DAG-based workflows [4,26-32], depending
on system configuration. Throughout this process, contextual considerations including authentication,
authorization, human-in-the-loop verification, parameter prediction, and associated prompts remain
active from retrieval through execution [3,33-37]. After producing the final response, the backend
updates both short-term and long-term memory to capture conversation context and tool usage
history [19,38]. Evaluation then considers retrieval and execution accuracy, as well as operational
analytics such as cost, latency, and the number of tools or agents invoked, providing a complete view
of production-scale tool and agent selection.
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Figure 2. Modern tool and agent selection in production with a frontend and backend representation applied to

user Q&A.

2.1. Tools, MCPs, APIs, or Functions

Recent innovations in tool calling have blurred the boundaries among tools, MCP servers, APIs,
functions, and agents. In essence, function or tool calling extends an LLM’s capabilities by granting
access to external functions and data beyond its training corpus. Although functions traditionally
represent simple read or write operations, any abstracted capability, whether a computation, API
endpoint, or service call, can be exposed to an LLM as a tool. Within native tool-calling frameworks,
these entities share a common structure: a JSON-, code-, or command-line-interface (CLI)-formatted
function schema attached to the model provider’s API call (Figure 2). The distinction lies primarily
in intent and context. APIs are typically designed for human developers to invoke explicitly, while
tools are optimized for agents that autonomously decide when and how to use them based on their
name, description, and parameter schema. MCP tools, in particular, standardize this interface by
defining reusable, interoperable tool specifications that can be hosted remotely or run locally [1,2,39,40].
Regardless of implementation, the structured function definition remains the fundamental mechanism
through which an LLM perceives available actions and determines their execution order.

Ask anything..
[@ Web Search Tool] [ $ Deep Research

Figure 3. Natural language-based tool selection where a user can ask anything to the LLM agent.

2.1.1. Types and Categories of Tools

LLM-integrated tools fall into three types: local or custom tools, MCP or hosted tools, and managed
or built-in tools. Local or custom tools are functions defined within a local repository for specific
applications [9,10]. These local or custom tools commonly are JSON-based native function calling, XML-
based, shell-based, python-based, cli-based, MCP or hosted tools, accessible through standardized
protocols such as the Model Context Protocol (MCP), enable shared, reusable functionality across
systems [1,27]. Managed or built-in tools are provided directly by model providers or frameworks and
often include utilities like web search, code execution, or file operations [2,3]. Functionally, tools can
be grouped into two categories within the CRUD (create, read, update, delete) spectrum: read tools and
write tools. Read tools retrieve or query data without modifying the environment, while write tools
perform actions that create, update, or delete resources [33,41,42]. These distinctions define how tools
are executed, authorized, and monitored in production.
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2.1.2. Auth Considerations and Human-in-the-Loop

Authentication, authorization, and human-in-the-loop (HITL) controls are essential for managing
how users and agents execute tools in production. Authentication verifies user identity, while autho-
rization defines which actions or resources a user is permitted to access [3,33,41,42]. At the user level,
these controls are typically implemented through mechanisms such as JSON Web Tokens or OAuth
scopes, ensuring that only authenticated users can access specific tools or MCP servers that match
their permissions.

Authorization can also apply to tools and agents themselves. Tool-level authorization governs
which operations an individual tool may perform within a given environment, while agent-level
authorization determines whether an entire agent is permitted to execute actions or must authenticate
independently of the user. This layered structure provides both user-centric and system-centric
safeguards that protect against unauthorized access.

HITL mechanisms introduce an additional layer of safety by requiring explicit user confirmation
before certain tool actions are executed. Systems can pause to let users approve or modify a pending
action based on its risk or effect. Read operations are often allowed automatically, whereas write
operations such as creating, updating, or deleting data typically require user approval. These interven-
tions help balance automation with oversight, improving both transparency and control in production
settings.

2.2. Agents as Tools

As the number of tools grows, a single agent managing all of them faces scalability and complexity
challenges [8-10,21,43]. Reasoning over many options and dependencies lengthens context and reduces
reliability. To mitigate this, systems often adopt the separation-of-concerns principle, assigning each
agent a focused domain with a bounded tool set or MCP servers to improve specialization. Agents
can exchange information or delegate tasks, enabling collaboration similar to human experts. This
structure forms a tool-agent-complexity paradigm [14,44—46], where agents themselves act as callable
tools within higher-level systems, supporting modular, scalable, and reusable architectures. Beyond
these architectures, emerging frameworks such as Claude Skills modularize agent capabilities into
reusable "skills" that can be dynamically loaded or composed within a larger system [47]. Each skill
encapsulates domain-specific workflows, metadata, and tool access patterns, enabling agents to operate
with fine-grained specialization while maintaining interoperability across contexts.

2.2.1. Multi-Agent as Tools Architectures

Within this agent-as-tool paradigm, two main multi-agent architectural patterns have emerged.
The first is the supervisor—orchestrator architecture [48], in which a top-level agent coordinates sub-
agents exposed as tools. Each sub-agent is treated as a function with defined inputs and outputs,
typically requiring a task as input and an answer as output, enabling the orchestrator to decompose
tasks and parallelize execution under centralized control. The second primary architecture is the
hand-off or network-based model [11,49,50], in which control is transferred from one agent to another.
In this model, agents delegate user tasks, passing requests to better-equipped agents given the domain
of the question. Recommendations for multi-agent architectures within an agent-as-tool system:

®  Supervisor architectures are suited for research and reasoning tasks that use parallel execution.
¢ Hand-off architectures are suited for autonomous, domain-isolated agents that do not need heavy
orchestration.

2.3. Why Tool Selection

Tool selection is the process by which LLMs choose and invoke the right function from many
available tools. Reliable selection stabilizes production systems by separating frontend triggers, such
as buttons or @mentions, from backend retrieval mechanisms. It is also key to scalability, as agents are
constrained by the number of tools or MCP servers they can access at once. Scaling this agent-tool

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.
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space requires retrieval-based selection, agent-as-tool abstractions, and user interfaces that let users
search for and equip MCPs from large tool pools. Existing work [51,52] focus broadly on tool learning
and overlook production challenges such as hosted tools, authentication, human oversight, and
orchestration. Production-grade tool selection therefore remains an open research problem, requiring
deeper analysis of retrieval, scalability, and coordination in real-world systems.

2.3.1. Limitations of LLM Tool Calling

The motivation for robust tool selection arises directly from the limitations of current LLM tool
calling.

Number of Tools for LLM Agents

One important limitation is scalability, since models tend to struggle when they are given a large
number of tools [8-10,53], especially in scenarios that require multi-hop reasoning across several calls.
Another limitation comes from the providers themselves, as OpenAl, Anthropic, and Google restrict
the number of tools that can be registered in a single session, typically allowing between 128 and 512
[8,19]. This restriction means that production systems which need access to larger pools of tools or
MCP servers must rely on retrieval or filtering mechanisms to equip only the most relevant ones. A
final limitation concerns user intent, since there are many cases where the user already knows the exact
tool they wish to call. Current frameworks still force the agent to reason about tool choice in these
settings, which creates unnecessary overhead. Allowing users to directly trigger tool calls through
frontend interactions such as explicit mentions or buttons would remove this burden and improve
overall efficiency.

Tool Description Sensitivity

Tool selection from the LLM agent depends largely on the quality of the function definition
compared to other function definitions in the same system prompt [54]. Overlap can bias calls and
lead to partial answers, wrong tool calls, and poor tool retrieval [8,21,55]. See Section 4.2.

Context and Caching Pressure

Long tool outputs and long running agents inflate context window use and cost, while dynamic
native function calling resets the prompt cache and increases cost and latency. To avoid these limi-
tations, production systems apply context engineering strategies to reduce, isolate, and offload tool
results, while using non-native function calling such as code-, cli-, shell- based strategies [56-61]. See
Section 4.3.

3. Frontend or Ul Tool Selection

Frontend or Ul tool selection for LLM agents shapes how users can interact with the underlying
backend models that perform tool selection. As seen in Figure 2, users can force agents to use tools,
MCPs, or agents-as-tools such as buttons, @mentions, slash commands. Or users can interact with
backend systems through natural language, comprising text, voice, image, or video. The theme of
auth and human-in-the-loop also has specific frontend or Ul-based implications, such as SSO logins or
approving tool calls.

3.1. Methods of Frontend or Ul Tool Selection
3.1.1. Buttons

Within a chat interface, buttons that select, equip, or force an LLM agent to call a tool enable
the predictability and explicitness of an agent’s actions (Figure 4). Buttons allow for production
situations where a user knows which tool an agent should call, rather than offloading the tool selection
reasoning to an agent, which can lead to non-deterministic or error-prone behavior. Furthermore,
when the number of tools scales beyond reasonable limits, buttons or drop-down menus allow users
to select from a large set of tools rather than invoking retrieval systems. Many provider-hosted chat

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.
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services [2,3,39], independent chat applications [62], and coding assistants [63-72] use buttons to
abstract tool selection from the agent to the user.

What's the price of FAMZN
[@ ‘Web Search Tool] [ $ Deep Research

Figure 4. Button-based tool selection where a user directly triggers a tool or agent.

3.1.2. Mentions or Slash Commands

Structured command syntax offers power users precise control over tool invocation (Figure 5).
The @-mention pattern, popularized in collaborative platforms, enables explicit routing to specialized
agents or custom GPTs within ChatGPT conversations [73-76]. Development-oriented assistants
such as Windsurf Al extend this paradigm through slash commands (e.g., /explain) and file-specific
mentions (e.g., @filename.py) to trigger contextual tools (Figure 6) [74,75]. While this approach
provides fine-grained control and composability, it also requires users to be familiar with the available
commands and their syntax.

What's the stock price of
Apple? @web

[ )]

Figure 5. Tool selection using an @mention, where a user routes a request to a specific agent or tool.

/web What's the stock price
of Amazon?

C D

Figure 6. Tool selection using a slash command, allowing users to invoke predefined actions or tools.

3.1.3. Natural Language

Implicit tool invocation through natural language processing represents the most accessible yet
technically challenging approach [2,6,30,39,77-89]. Backend models must infer both the necessity for
tool use and the appropriate tool selection from unstructured user input [19,51,52].

Voice

User voice is a common medium for natural language in production systems, with two primary
methods. The first method is transcribing the user’s audio first through a speech-to-text transcription
service [90-92] and sending the transcribed text to the backend to handle tool selection. The second
method is recent advancements in speech-to-speech models [79,93,94] that take an input as speech and
can execute tool or MCP calls through speech natively, without a step for transcription service. These
recent function calling speech-to-speech models result in decreased latency, simpler architectures, and
the ability to scale complexity by using hand-off or supervisor multi-agent architectures.

Text

Traditional text-based natural language involves sending the user’s raw text input to the backend
to handle tool selection. Many model providers enable automatic tool selection for models by setting
backend parameters such as tool_choice=auto, which allows the model to call tools only when it
determines necessary [2,39,63,77,78,80-82,84,85,87,95].

Image and Video

Images and videos can also be used as the input for tool calling. Two methods include 1) traditional
OCR or Image parsing to extract text and send to the backend, and 2) native vision language models

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.
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(vLLMs) that process images and text as inputs and can call tools as output. Similar to function calling
speech-to-speech models, vLLMs decrease latency and reduce architecture complexity by handling
multimodal inputs natively [2,3,39,78,81,96-98].

3.2. Human-in-the-Loop in Front End

Human-in-the-loop mechanisms (HITL) are commonly handled in the frontend or UI in the
application level through user-confirmation button clicks, pause-and-edit tool calls, or discarding
the tool call altogether. For example, coding agents perform many write operations such as adding
or deleting files, running commands in the terminal, and more. HITL in the frontend enables the
simplest medium for humans to approve, edit, or deny tool selection for Al agents in production
[3,33,41,63,64,99].

3.3. Frontend Auth Considerations

Al agents that act upon users often need to have the same permissions as the user. At the user
level, authentication can involve logging in to verify identity, while authorization determines whether
they are allowed to use the agent, tool, or MCP server [1,3,41,81,82,84]. While frontend or UI auth
considerations are primary at the user level, tool-level and agent-level considerations need to surface
helpful messages in the frontend if their scopes prevent them selecting a tool. Furthermore, HITL is
tightly coupled to auth considerations, where if scopes prevent an agent or tool to be called without a
human’s approval, user confirmations can be triggered in the frontend to confirm the action [33,63].

3.4. Multi-turn Front End

Multi-turn tool calling introduces context management challenges related to how many tools the
model can access within a session. In frontend interfaces, users can directly select tools, agents, or MCP
servers through buttons, @mentions, or slash commands, but UI space limits the number of visible
options. Larger systems with hundreds of tools often rely on drop-down menus or search functions,
such as BM25 or vector search, to help users locate specific tools. Maintaining continuity across sessions
adds complexity, since the backend must manage which tools remain active in short-term context and
which are removed. MemTool [19] addresses this by dynamically adjusting short-term tool memory
based on user interactions and natural language inputs.

Long-term memory for multi-turn frontend tool selection tracks a user’s personalized tools and
parameters [100-103]. In production, interfaces such as buttons or drop-downs can highlight frequently
used tools, while sending user context to the backend to improve natural language tool selection and
parameter prediction.

4. Backend Tool Selection

Backend tool selection (Figure 2, steps 3-6) manages how LLM agents retrieve, execute, and
orchestrate tools or agents at scale. It also covers supporting mechanisms such as memory, human
oversight, authorization, and evaluation that ensure scalable and reliable performance in production
systems.

4.1. Base Al Unit (Tool/Agent)

Since any tool, MCP, AP], function, or agent can be represented as a function definition for an
LLM, it is critical to determine what and how many base Al units Agent, Tool are present. Tools and
agents have different requirements for how they are indexed in a tool knowledge base for retrieval
[8,9], as well as inconsistent input parameters and considerations during execution.

4.1.1. Inputs

Tools, MCPs, and APIs generally include traditional input parameters, similar to functions in
programming languages [104,105]. Agents, although not formally standardized, typically receive a
natural language task as input. Protocols such as the Agent-to-Agent (A2A) framework [106] and
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the Agent Communication Protocol (ACP) [107] describe common formats for agent inputs and
exchanges. Developers can also define custom input parameters for agent-as-tool implementations.
The inputs provided to a base AI unit determine how tools or agents are executed. When production
systems use tools or custom agent-as-tool configurations, native function-calling execution through a
supervisor agent generally works as intended. In contrast, when an agentic workflow (Section 4.3)
operates without function calling, such as fan-in, fan-out, or sequential DAG structures, standardized
task inputs can be sent to all agents if using A2A. However, when (BaseAIUnit = Tool) or when a
custom agent-as-tool has non-standard input parameters, an additional layer of parameter prediction
(Section 4.2.4) is required. Therefore, when both tools and agents exist within the same system, input
design must align with the chosen execution pattern to ensure consistent and correct behavior in
production.

4.1.2. Quantity Considerations

Simply put, LLMs can only handle a finite number of tools, MCPs, or agents-as-tools, before
hitting API limitations and model complexity issues [8-11,53]. For example, OpenAl can only send
128 tools before an API error is raised [2]. When scaling the number of base Al units { Agent, Tool }
beyond a certain number of tools or agents that reaches model or API limits, tool retrieval is needed. If
the number of base Al units is low enough that LLMs can perform with high tool selection accuracy,
then tool retrieval can be omitted from the architecture.

4.2. Tool, MCP, or Agent Retrieval

Tool retrieval is the process of storing and retrieving a large number of tools from a knowledge
base, to scale the number of tools an LLM agent can handle. Every state-of-the-art retrieval-augmented
generation (RAG) strategy and traditional regex or grep search with filesystems [29,108,109] applies to
tools [110,111].

4.2.1. No Tool Retrieval

When the number of base Al units {Agent, Tool} in a system is low enough, tool retrieval is
not required, and all available tools or agents can be directly equipped to the LLM agent. In this
configuration, the model can reason, select, and execute the appropriate function using native tool
calling without any retrieval or ranking step. This represents the simplest form of tool selection, where
the agent operates entirely within its reasoning context and performs one-shot function execution
based on user intent (Figure 7).

4 Modern Simple Tool Selection N

1
User: Compare the current net income of Apple ]
)
J

and Microsoft over the last 5 years.

L
(get_apple_net_income(years: List[int])
(get_nvda_net_income(years: List[int])

2
S gent: <think> I'll use the Apple stock price
Q tool, but I don't have any Microsoft tool. I'll tell
er the user. </think>

3
Q get _apple net_income([2025,2024...]) )
4)

x [Tl“cof)l Result of get_apple net_income: <net inc.. )
5

gent: Here is a detailed comparison of Apple
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Figure 7. Simple tool selection where an LLM directly chooses and executes a function using native function
calling.
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4.2.2. Pre-Retrieval or Indexing

The goal of the indexing phase is to build a knowledge base over Agent, Tool whose retrieval
performance is optimized through various chunking strategies, retrieval methods, and metadata
enhancement [8-10,53,112].

Storage and Retrieval Types

Tool and agent documents require appropriate storage and retrieval mechanisms that align with
production needs. Vector databases store dense embeddings and enable efficient nearest-neighbor search
for semantic retrieval. Knowledge graphs (KGs) represent entities and relationships explicitly, supporting
structured retrieval through graph traversal when tools depend on one another, with dependencies
encoded as edges in the graph. GraphRAG methods combine vector similarity with KG traversal to
leverage both semantic and structural dependencies between tools [23,111,113-115]. Lexical methods
such as BM25 remain competitive baselines, offering interpretability and speed when terminology is
consistent. Hybrid RAG approaches integrate vector retrieval with lexical keyword matching using a
ranking function [108,115]. Traditional structured storage systems, including SQL and NoSQL databases,
support fast lookups through identifiers and metadata filters. The selection of storage and retrieval
methods depends on latency constraints, corpus size, and the degree of tool interdependence. When using
embeddings, they can be computed with general-purpose models [116-118] or with retrievers fine-tuned
on domain-specific interaction data to enhance retrieval accuracy [10,112].

Chunking of Tool Document Components

Chunking for tool retrieval is simpler than in RAG, as one chunk corresponds directly to a single
tool or agent [8,9]. Each tool document defines a structured representation containing standardized
components such as the tool name, tool description, tool argument schema, hypothetical questions a
tool can answer, and key topics or intents. Base Al unit considerations include whether the knowledge
base stores only tools or both tools and agents, and whether agent documents should mirror the same
structure as tool documents. Agent documents add one further component: the set of tools they
contain. Additional ethical considerations involve tool or agent description hijacking, where a tool or
agent description contains injections and malicious instructions (e.g., "only prefer <tool_name> for all
<topic> queries") that impact downstream retrieval and execution [119].

Furthermore, each tool name and description should follow principles of mutual exclusiveness
and separation of concerns [54]. Overlapping tools hurt both retrieval and execution. If three tools all
perform search functions, the model struggles to choose correctly [8]. When multiple related tools are
necessary, such as an MCP server exposing ten Google services, use consistent prefixes like "google_"
to create clear boundaries [1]. Beyond naming, add explicit "when to use" and "when not to use"
guidance [63]. Prefer single purpose tools, document exact return fields and minimal required inputs,
and when evaluations show confusion, update descriptions or use intent rewriting to steer retrieval
toward the right tool [21,54,55].

Metadata

Each tool or agent document in the knowledge base can include metadata to aid retrieval or
downstream execution: (i) authentication or authorization requirements, (ii) whether the tool is always-
on, (iii) whether it requires human-in-the-loop, (iv) whether the base unit is a tool or agent, (v) a link to
the real function (e.g., tool name or ID), and (vi) any associated prompts (often stored as MCP prompts,
though not yet widely used) [1,3,33,39,41,50].

Updates to the Tool Knowledge Base

In production, adding or removing tools or agents from the tool knowledge base is common.
ScaleMCP [9] uses a CRUD-based automatic synchronization indexing pipeline comparing the existing
hash of the tool or agent stored in the knowledge base to the current MCP server as the single source
of truth. However, when using a mix of local tools or agents that are not MCP servers or A2A agents,
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Toolshed [8] describes that a tool or agent hash is computed from the local file, rather than the hosted
tool or agent.

4.2 3. Intra-Retrieval or Inference Time

The goal of the intra-retrieval or inference time phase is to retrieve all of the relevant tools, MCPs,
or agents to answer the user question.

Planner/CoT

Query decomposition is critical to break down complex user queries and retrieve relevant tools
for each sub-task. Traditional methods use a planner or query decomposition [8,10,51,120] to retrieve
relevant tools in a parallelized workflow. Recent advancements in CoT-reasoning-LLMs allow the LLM
to call tools during its chain of thought, allowing the planning, query decomposition, and retrieval to
be coupled in the same chain of thought step.

Query Transformation

Traditional methods of tool retrieval often rewrite the user query or transform it to increase the
probability of retrieving the correct tool based on diverse interpretations and representations of the
tool in the vector space [9-11,21,22,43,50,52,116-118].

Knowledge Graph or Metadata Traversal

Graph RAG-Tool Fusion [114] uses vector-similarity first-pass retrieval and knowledge-graph
traversal of tool dependencies, to solve for tools that have other tool dependencies that were not re-
trieved through vector retrieval. The same method applies to metadata stored in a vector or traditional
database. Notably, KG traversal only improves retrieval when tools have clearly defined dependencies
on other tools, making user queries multi-hop in nature. Intra-retrieval strategies for agent or MCP
retrieval, such as Tool-to-Agent Retrieval [121,122], embed both tool-level and agent-level components
by placing tools and their parent agents in a unified vector space. By explicitly encoding metadata
links between tools, MCP servers, and agents, this approach supports fine-grained retrieval of either
tools or agents without loss of semantic precision from hierarchical chunking.

Agentic RAG

Agentic RAG allows an LLM to decompose user queries by calling tools from the tool knowledge
base, where each subquery corresponds to an individual tool call. Recent advances in CoT-reasoning
LLMs enable the model to break down queries and use knowledge-base search tools directly within
its chain of thought. The direct impact of agentic RAG is less steps in a predefined workflow, saving
latency, cost, but more error-prone due to relying on tool calling from the LLM [10,11,123-126].

4.2.4. Post-Retrieval

The goal of post-retrieval is to refine, iterate, and finalize the set of retrieved tools or agents from
the intra-retrieval stage.

Reranking

Typically, an efficient, first-pass, bi-encoder or lexical retrieval search is performed in the intra-
retrieval stage, and a second-pass cross-encoder or LLM is employed to rerank or refine the subset of
tools or agents [22,112,127]. Reranking models are optimized to reorder tool or agent results based on
the user query. Due to their computational complexity, rerankers are applied to a narrowed subset of
results rather than the full tool or agent set.

Self-Correction

Another modern agentic approach for post-retrieval is self-correction, tightly coupled with
retrieval strategies such as agentic RAG. In self-correction, if the system detects that no agent or tool
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is relevant, it can re-query the knowledge base to try alternative search formulations [21,123,124]. If
self-correction is not implemented through agentic RAG, it functions as an additional workflow or
DAG condition looping back to the initial query node.

Parameter Prediction Considerations

Depending on the Tool, MCP, or Agent execution architecture and whether the Base AI Unit
is a {Agent, Tool}, there are parameter prediction considerations. If the Base AI Unit consists only
of agents, the architecture can simply send the user query, or a decomposed query, to each of the
final retrieved agents. If the Base Al Unit is a Tool, a thin layer of parameter prediction is required,
either in the retrieval step or during execution [10,11,53,112]. When a tool’s parameter depends on
the output of another tool, additional retrieval may be necessary, as in GraphRAG-based dependency
modeling [111,113,114]. If the retrieval architecture follows an agentic RAG design, closely integrated
with the execution architecture, as in MemTool or ScaleMCP, parameter prediction can be handled
natively through function calling within the agent’s reasoning process [9,19].

4.3. Tool, MCP, and Agent Execution

Tool execution invokes preselected or inference-chosen tools using either native function calling or
agentic workflows arranged sequentially, in parallel, or as DAGs [2,3,11,39,48,49,53,77]. The execution
design determines whether retrieval occurs and how tools are selected and parameterized.

Coupling Retrieval to Execution or Execution to Retrieval

Retrieval may occur within the execution loop, as in agentic RAG [9,19,21,123,124], where tools
are dynamically equipped during reasoning. Alternatively, execution may follow a fixed retrieval plan,
executing a predefined DAG or sequence. When a function-calling agent receives the retrieved set and
decides which tools to call, the two stages remain loosely coupled.

Available Tools and Agents

The tools, agents, or MCP servers available during selection and execution depend on the number
of base Al units in the system, which determines whether retrieval is required. Three main types of
tools or agents can be executed: (i) retrieved tools or agents obtained from the retrieval phase, (ii)
always-on tools or agents that remain attached to the system regardless of retrieval, and (iii) code-
generated tools or agents that are created and executed dynamically at runtime [9-11]. Retrieved
tools or agents, also called dynamic, vary at inference time based on the user query and retrieval
results [112]. Always-on tools or agents represent essential functions that are consistently available
to the LLM agent, such as browsing or search utilities [2,3]. Code-generated tools or agents are not
pre-defined in the tool knowledge base or system repository. Instead, the LLM generates Python code
and executes it within a sandboxed environment, a behavior supported by several modern agents and
frameworks [19,63].

Methods

The two primary methods for tool, MCP, or agent execution are (i) native function-calling su-
pervisor or orchestration agents and (ii) agentic workflows [2,3,9,11,39,48,49,53,77]. While agentic
workflows can include function calling within the DAG or workflow, their execution path is typically
deterministic, with agentic loops predefined by the system design.

Function Calling

If the Base Al unit is a Tool, then a set of tools or MCP servers will be dynamically equipped to
a top-level orchestration or supervisor LLM agent, given the task to use the dynamic set of tools to
answer the user question. If the Base Al unit is an agent, then the agent becomes an agent-as-a-tool
or subagent, attached to a top-level supervisor agent. Furthermore, if tools and agents are retrieved,
then both tools and agents are attached to the supervisor or orchestrator agent, which subsequently
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has access to both the sub-agents and tools. However, these configurations and requirements can be
customized by the practitioner.

Native function calling is typically JSON-typed, where the tool-call specification is filled by
the agent using JSON. Recent research and provider tooling also support Python-based execution,
shell-based, and lightweight XML /keyword query forms, and these are now increasingly used across
frameworks rather than traditional native function calling [16,28,29,39,128-131]. In parallel, several
providers and RL frameworks encourage lightweight XML-style directives (e.g., <search>, <tool>)
interleaved with a model’s reasoning both for structured prompting and for rollouts that call search
tools during training [125,132-137]. In practice, modern stacks expose a broader, hierarchical action
space that offloads context from the model: (i) schema-safe JSON function calls, (ii) sandboxed CLI
utilities executed in a VM (shell/file I/O), which are easy to extend without modifying model context
and handle large outputs via files, and (iii) code execution over packages/APIs (e.g., short Python
programs that call pre-authorized services) [16]. These layers can be presented behind a single tool call
abstraction, since changing the function definitions of an LLM across multi-turns resets the prompt
cache, effecting cost and latency reductions [2,16,26,28,29,60,61,138]. Complementarily, MCP-driven
code-based function calling presents tools as code APIs that the agent imports on demand, reducing
token overhead from loading many tool definitions and keeping large intermediate results out of the
context [28,29]. However, advanced methods such as constrained sampling/decoding increase tool
calling accuracy with native JSON-function calling, thus high-accuracy dynamic tool use without
resetting the cache during code or bash tool calling is an open area of research. [2,26].

Agentic Workflows

Agentic workflows, or DAG-based execution systems, consist of predefined nodes and edges that
limit flexibility but offer low latency through parallelization and minimal function-calling overhead.
Common themes include parallel or map-reduce execution, sequential prompt chains for deterministic
tasks, and multi-round loops revisiting earlier nodes to handle errors or incomplete results. Native
function calling can be embedded within these workflows. For instance, a retrieval node may first select
dynamic tools then equip them to an agent in the following node to answer a query [8,19]. Parameter
prediction is often integrated into retrieval or DAG creation. When one tool’s parameters depend
on another’s output, the dependency can be resolved during DAG construction, ensuring correct
execution order [113,114]. Recent coding agent platforms integrate similar orchestration principles
directly into their environments, offering multi-agent parallel execution modes and native coordination
tools [63,65,72,139-141].

Reinforcement Learning Tool Selection

Recent work in reinforcement learning post-training now teaches when and how to invoke tools
and search during the models chain of thought, over long horizons, with both native function calling,
xml-, python-, shell-, or cli- based tool calling [129,130,134,137,142,142]. Recent work [125,137,143-146]
trains models to interleave reasoning with multi-turn tool calling under verifiable, outcome-based
rewards (often GRPO-style), achieving state-of-the-art accuracy on complex multi-turn tool calling
agentic benchmarks [50,147-157]. However, as agents are fine-tuned for long-running tasks with
upwards of 200-300 sequential tool calls, tool context, memory, and interleaved planning are open
challenges in RL research [137].

Tool Call Result Context Engineering

A single or multiple tool call results can often exceed the context window of an LLM. Therefore,
common practice in production systems is to reduce, isolate, and offload the tool result before sending
them to the LLM context. Reduction can be achieved through truncation and LLM summarization,
isolation involves separating raw payloads outside the prompt with lightweight references, and
offloading moves large data blobs to files so that later steps fetch only what is needed [56,158-160].
For structured JSON or XML, use post-processing to keep only needed fields, trim long outputs, or
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render compact markdown [57,161]. In production, it is common to use a combination of one or more
of these strategies, and optimizing long-running tasks with tool calls is an open area of research.
Additionally, tool result caching for read-only tools that reset after a period of time can improve
latency and cost in production settings. For example, if a tool result to fetch quarterly financial metrics
from a database does not change until the next quarter, then caching can prevent repeated execution of
that query for all users by saving the result and avoiding redundant database queries [58,59,162,163].

Associated Prompts

When attaching a set of individual, unrelated tools to a top-level supervisor or orchestration agent,
the agent may not understand the nuances or complexities of how to use the tools. By appending
tool-associated prompts to the supervisor’s system prompt from an MCP server [1,26], the supervisor
agent has more context about how to use the tools in a longer-running job, rather than the sole tool
description and input parameter descriptions.

Human-in-the-Loop

During tool execution, tools or agents may need human approval or clarification that pauses tool
execution, either due to user or agent authentication or authorization, or the severity of the tool [33].
The human can either verify or confirm the tool execution, commonly with a button click or verbal
approval [63-65]. The other approach is editing a tool call, where the human can manually change
the input parameters to the tool from a Ul, or with natural language back to the agent[33]. As stated
previously, tools or agents may need human-in-the-loop approval due to being write-based tools,
rather than read-only tools, which require further approval for production-grade applications.

Authorization

Authorization is a critical factor in the execution phase of agents, to prevent restricted access
based on the user’s role or status. If a tool or agent is selected for execution but the user lacks access,
the run should stop altogether [41,42]. Authorization can be applied in both the retrieval and execution
phases. In the retrieval phase, unauthorized tools or agents are filtered out before selection, so they
never enter the final available set or DAG. In the execution phase, the system may retrieve and select
from the full catalog (even if the user lacks access), but each tool or agent execution is checked and
authorized, and the supervisor must replan or abort. The choice of where to enforce authorization
depends on production environments. A common pattern is retrieval-time filtering for privacy and
determinism, with execution-time checks giving the user transparency of the agent access [164].

4.4. Memory for Multi-Turn Tool Selection

Memory for tool selection for Large Language Model (LLM) agents enables the persistent accu-
mulation of knowledge, sustained contextual awareness, and adaptive decision-making informed
by historical interactions and prior experiences. Existing literature divides memory for Al systems
into short-term and long-term memory, each serving distinct but complementary roles in multi-turn
agentic interactions [165].

4.4.1. Short-Term Memory for Dynamic Tool Management

Short-term memory manages inputs within limited context windows, consisting of sensory inputs
(e.g., tools, multimodal data) and working memory (session messages) [165]. The majority of flagship
model context windows fall between 100,000 to 1,000,000 tokens [166,167], requiring effective strategies
to prevent token overflow and prune context that distracts the model during task execution [168-171].

While performing tool and agent selection over multi-turn user interactions, removing and
adding dynamic sets of tools and agents in the available context window of the system becomes critical.
MemTool [19] introduces short-term dynamic tool memory that gives the LLM agent autonomy to
prune its available dynamic tools and search for new ones across a session. Previous tool retrieval
approaches focus on a single turn, rather than multi-turn tool selection [8,10,21,43].
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4.4.2. Long-Term Memory for Personalized Tool Use

Long-term memory involves storing information for extended periods that persist across ses-
sions, enabling the model to retain knowledge and learned tools over time [165,172,173]. It includes
explicit memory (key facts, events) and implicit memory (skills, procedures), with explicit memory
further dividing into episodic memory (personal experiences) and semantic memory (facts about the
environment) [174].

Existing memory frameworks [175-178] manage the persistence of long-term interactions either
through a vector database, knowledge graph, or traditional database, and contain built-in modules for
context engineering [177,179]. Long-term tool memory approaches focus on personalized tool calling
based on the user, adapting tool usage based on user preferences and historical interaction patterns
[180-183].

4.5. Evaluations

Evaluation spans two axes: (i) whether the system retrieves the right tools and (ii) whether
execution produces correct task outcomes, with operational analytics guiding iteration.

4.5.1. Tool Retrieval Metrics

Tool retrieval is an information-retrieval problem where reporting standard IR metrics is common:
Recall@k, Precision@k, MRR@k, nDCG@k, and mAP@k on ground-truth tool sets [184]. Other agent-
specific tool retrieval metrics include tool completeness and correctness, or whether the expected tools
were surfaced and called [185]. For tool-applied RAG retrieval [8], there is Context Precision and
Context Recall to quantify ranking quality and coverage, consistent with common RAG evaluation
workflows [186].

4.5.2. Execution Metrics

For execution-based metrics, LLM-as-a-judge is the established evaluation guideline for whether
the LLM agent answered the question using the correct tools [12,147-150,153,187-190]. Task Comple-
tion indicates end-to-end success of agentic workflows and multi-round tool calling workflows [191].

4.5.3. Tool Analytics

Standard tool and agent analytics include metrics such as the total number of base Al units in the
system and whether those base Al units span tools or agents. Operational telemetry metrics should
cover latency of tools and agents, token usage, cost, error/failure rates, and popularity /performance
by tool or agent [192]. Having predictive analytics on which tool and agent are used the most can also
indicate poisoning techniques by MCP servers to influence retrieval and selection architectures [119].

5. Conclusion

Large Language Model (LLM) agents are evolving into complex systems capable of reasoning,
acting, and collaborating through external tools, Model Context Protocol (MCP) servers, and other
agents. As these systems scale, selecting the appropriate tool or agent efficiently and securely has
become a key challenge for real-world deployment. This work has examined the landscape of tool
and agent selection from both frontend and backend perspectives, outlining how production systems
integrate retrieval, orchestration, execution, and memory to achieve scalable and reliable performance.
We have also highlighted how emerging standards such as MCP and Agent-to-Agent (A2A) commu-
nication, together with mechanisms for authorization, human-in-the-loop verification, and context
memory, are shaping the next generation of tool-using agents. Looking ahead, as agents become
more autonomous, there are emerging retrieval systems not just for agents, tools, or MCP servers,
but also skills, which are consolidated sets of instructions, tools, and agents that complete a task.
Furthermore, as agents are fine-tuned for long-running tasks with upwards of 200-300 sequential tool
calls, the aforementioned retrieval systems and context engineering techniques will be trained into the
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underlying model themselves. We hope that future research is guided by this modern work of agent
and tool selection in production.

Data Availability Statement: No new data were created or analyzed in this study. Data sharing is not applicable
to this article.
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