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Secrecy Wireless Communications
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College of Engineering, King Khalid University, 61421 Abha, Kingdom of Saudi Arabia; aalaid@kku.edu.sa

Abstract: In this work, we investigate how to obtain the optimal active elements in Hybrid Relay-Reflecting
Intelligent Surface (HR-RIS) systems while considering enhancing the sum rate of the communication system in
the presence of malevolent eavesdropper. Therefore, when dealing with numerous elements in the HR-RIS, the
complicated optimization task of activating and deactivating the active elements of RIS renders typical exhaustive
search methods impracticable. Standard techniques, such as alternating optimization, often frequently converge
and unfortunately become trapped in local optima, leading to less-than-ideal results. To address these issues,
we suggest performing the Jaya algorithm, which modifies its search strategy in response to historical data to
find a compromise between investigating novel avenues and taking advantage of well-established answers. Our
simulation findings demonstrate that this strategy outperforms the most recent techniques, yielding higher sum
rates with the best possible user location and robust security against eavesdropping. It’s interesting to observe
that even at lower total power levels, the Jaya algorithm performs incredibly well and efficiently identifies the
optimal amount of active elements. This demonstrates how it can decrease interference, increase signal quality,
improve Signal-to-Interference-plus-Noise Ratio (SINR), and increase secrecy rates, opening the door for more

efficient and secure wireless communication systems.

Keywords: Hybrid Relay-Reflecting Intelligent Surface; secrecy communication system; Jaya optimization

technique

1. Introduction

Reconfigurable Intelligent Surfaces (RIS) have emerged as a key area of interest for improving
wireless communications secrecy. RIS can be used to intelligently control the wireless environment
because it is made up of several inexpensive, passive reflecting elements. Through the optimization of
reflected signal phase and amplitude, RIS can improve data security during transmission by preventing
illegal access and eavesdropping [1,2]. This feature is especially helpful in situations when protecting
the privacy of data is essential, notably in financial and military applications [3]. The secrecy capacity
of wireless communication networks can be increased by using RIS to successfully generate favourable
conditions for authorised users while simultaneously preventing signals intended for prospective
eavesdroppers, as evidenced by recent studies [4,5]. Furthermore, RIS can facilitate the adoption of
sophisticated physical layer security strategies in addition to improving secrecy.

In order to establish a more secure communication environment, researchers have investigated a
number of strategies that leverage RIS, including beamforming and signal jamming [6,7]. By optimizing
reflecting element configurations in real-time network conditions, the integration of machine learning
approaches has significantly enhanced the performance of RIS in communications security [8,9]. In
addition, operators seeking to improve security without incurring unavoidable expenditures find RIS
technologies to be a compelling alternative due to their cost-effectiveness [10,11]. A revolutionary
change in the design of wireless systems is heralded by the creative application of RIS in secret
communications, which offers improved security and adaptability for the transfer of sensitive data.

1.1. Related Works

A noteworthy development in the field of wireless communication technologies is the HR-RIS.
These devices enable more secrecy and control over signal propagation in wireless communications

© 2024 by the author(s). Distributed under a Creative Commons CC BY license.
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by combining passive reflecting elements with active components. The available literature offers
significant insights into the strategies used to maximize secrecy by employing alternating optimization
techniques to optimize the active aspects of HR-RIS. One of the first studies in this field investigated
the idea of HR-RIS as a way to improve concealment by utilising signal configurations that are carefully
thought out. A new framework was presented by Wu et al. (2020), in which the active and passive
components are optimized to maximize the signal strength of individuals with authorisation while
minimizing the possibility of eavesdropping [6].

Several researchers have built upon this basic concept by concentrating on alternating optimiza-
tion techniques. Subsequent research has turned to certain alternating optimization methods that
modify the active components of HR-RIS in an iterative fashion. The secret capacity of the communica-
tion channel was successfully increased by Liu et al. (2021) with their dual optimization framework,
which uses alternating projections to modify the phases of both active and passive elements [12]. The
authors used numerical simulations to validate the effectiveness of their approach and showed notable
improvements in secrecy rate performance. Yang et al. (2022) made a substantial further contribution
by investigating a multi-objective optimization framework that uses alternating techniques to control
interference between authorised users and eavesdroppers. Their method demonstrated a balanced
resource allocation strategy by enabling the simultaneous improvement of user fairness and secrecy
rate [13]. HR-RIS demonstrated its adaptability in various operational circumstances by implementing
the alternating optimization on both spatial and temporal signal resources. The influence of channel
knowledge on the optimization procedure was also investigated in [14] for example shown that incom-
plete channel state information (CSI) might be successfully integrated into the alternating optimization
framework to modify the HR-RIS active components. According to their findings, a reliable method
for preserving high secrecy rates even in the face of variable channel uncertainty might be used. The
authors in [15] highlighted more developments in the application of alternating optimization for
HR-RIS, focusing on the trade-offs between secrecy and energy efficiency in wireless systems using
HR-RIS. They achieved acceptable performance in both metrics by putting forth particular criteria for
choosing active elements based on the alternating optimization strategy.

Game theory concepts included into the HR-RIS alternating optimization framework in [16]. Their
results emphasise the need of users and database accessibility working together to maximize secrecy
rates and reduce the possibility of eavesdropping. Combining alternating optimization technique
with game theory is an innovative way to use HR-RIS for secret communication. Further research
on the financial feasibility of HR-RIS-based secrecy systems was done by Ma et al. (2023), who used
alternating optimization to balance the costs and performance variables related to the implementation
of both active and passive parts [17]. The vital information from this study will help to improve the
accessibility of HR-RIS technology for wider use.

1.2. Motivation and Contributions

HR-RIS optimization of active elements has gained considerable amount of attention considering
to the pursuit of secure wireless communication networks. In dynamic situations, traditional optimiza-
tion methods including alternating optimization frequently suffer from rapid convergence and trapped
into local optima, producing less-than-ideal results. These constraints are efficiently addressed by the
Jaya algorithm, which balances exploration and exploitation in an effective and simple way [18]. It
does this by navigating the search space depending on success and failure. This is important in secret
communications because it allows for quick parameter changes in response to possible eavesdropping
risks [13]. To the best of our knowledge, no other works consider the Jaya optimization technique in
the HR-RIS approach for secrecy wireless communication systems. The main contributions of this
paper are summarized as follows:

¢ In order to maximize the secrecy communication rate, we propose an efficient method of allo-
cating active relay elements by repeatedly varying a number of parameters, including power
levels, user positions, and relay numbers. It ensures optimal performance in a variety of contexts
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by taking into account several effects, including path loss and channel uncertainty, to adapt
to changing channel conditions. Furthermore, the Jaya algorithm’s population-based search
mechanism facilitates varied solution space exploration, raising the possibility of obtaining
optimal configurations and removing the difficulties associated with local optima that are fre-
quently encountered in conventional optimization techniques. Therefore, the proposed method
is compared with the state-of-the-art schemes.

¢ The proposed method’s effectiveness in obtaining the best aspects active elements of HR-RIS
under an extensive variety of scenarios is demonstrated by the simulation results. In particular,
the number of RIS elements in the RIS, the number of antennas equipped with the edge node
(EN), the user’s various locations, and the eavesdropper’s various locations are all investigated
in terms of sum rate.

1.3. Paper Organization

The rest of this paper is structured as follows. The system model including the HR-RIS architecture
and channel model is presented in Section 2. Sections 3 and 4 give the problem formulation and the
proposed solution for this work, respectively. Simulation results and discussions are provided in
Section 5. The conclusions for this paper is presented in Section 6.

2. System Model

In this paper, we investigate a single-user system that is under attack from a malevolent eaves-
dropper, as shown in Figure (1). Assumed to have a single antenna, K antennas, and | antennas,
respectively, are the user, edge node (EN), and eavesdropper. The N elements, which include K active
relaying elements and N — K passive reflecting elements, compose the HR-RIS. Furthermore, the next
subsection provides in details the HR-RIS architecture.

i

User
Edge Node\

L Passive Relaying Element

Active Relaying Element

Figure 1. Illustration of HR-RIS structure in the presence of the eavesdropper.

2.1. HR-RIS Architecture

It is significant to take into account that the optimum amplitude of a passive reflecting coefficient
is unity, enhancing the power of the received signal [19]. As a result, a passive device simply modifies
the incident signal’s phase. In contrast, an active element has the ability to both modify the phase
and increase the power of the signal [20]. The index of set of active elements can be defined as
K C [N] £ {1,2,..,N}. Let the relay/reflection coefficient for the n-th element are expressed as
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ay = |ay|e® where |a,| and 6, € [7r,277) correspond to the amplitude and the phase shift, respectively.
It should be noted that |a,| = 1¥n ¢ K [20,21]. We define « = [y, ...,any]T and introduce Y as

a1
X2
Y £ (1)
AN
We decompose Y as Y = ® + ¥, where
¢1
2
o= ’ 2)
(5N
and
1
2
Y= . ®3)
YN
with
0, if nekK
(Pn = i0 . (4)
ny, = e, otherwise

where ¢, gives the passive coefficients, and

v Ny = |1xn|ef9", if nekK
n f—
0, otherwise

where P, gives the active coefficients.

2.2. Channel Model

hen € CK, by € CN and hgyg € C/ are considered as the channels between the user and the EN,
the user and the HR-RIS, and the user and the eavesdropper, respectively. It is assumed that these
channels are quasi-static [21]. hgyg is known by the eavesdropper, while hgy and hyy are also known

by the EN. However, the EN only knows the estimated hgyg which is symbolized by figyg. In addition,
W < v, where v gives the upper bound of the estimation error [21,24,25]. Hence, the previous
assumption is for deterministic uncertainty model. The channels between the HR-RIS and the EN
is denoted by G which can be perfectly known by the EN. The user, the EN, and the eavesdropper
implement uniform linear arrays (ULAs), and the HR-RIS imposes uniform polar arrays (UPAs) with
N elements. All nodes are assumed to have half-wavelength separations between array elements.
Figure (2) shows the nodes’ locations in a two-dimensional coordinate system. To be more precise, the
EN is located at (0,0), the eavesdropper at (xgvE, Yeve ), the user at xyy, yy, and the HR-RIS at (xyy,0).
The Pythagorean theorem makes it easy to determine the distances between the nodes using these
coordinates. f(d) = ﬁo(d%)_”, where B, gives the path loss at d, which is the reference distance and

the path loss exponent is denoted by 7. Thus, B(d) is provided in order to obtain the path loss of a link


https://doi.org/10.20944/preprints202409.0929.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 12 September 2024 d0i:10.20944/preprints202409.0929.v1

50f17

distance (d) for the large-scale fading [20,22,23]. Regarding to small-scale fading, the Rician fading
channel model is proposed between the HR-RIS and EN and is expressed as [22,23]

A | A ALes 1 ANLos
G= 71+%G + —H%G , (6)

where the line of sight (LoS) and non line of sight (NLoS) components are denoted by G5, and GNLS,
respectively. s gives the Rician factor. Furthermore, G approaches to the Rayleigh fading channel
when (3 — 0), while G provides LoS channel with (52 — ). Based on the azimuth and elevation
angles of departure (AoD) and angles of arrival (AoA), the array response vectors are multiplied to
determine the LoS component. Thus, G'°S is given as

G = ay (0, pu)aty (Ben), (7)

where all;(6gN) denotes the array response vectors at the EN, while the array response vectors at
the HR-RIS are denoted by ay(0y, ¢r1). Therefore, ny, element of aEHN(GEN) and ay (0y, ¢ry) can be
expressed as [22]

afl ,(0pn) = VSN =12 K, (8)

and
aH(eH/ ‘PH) _ ejn[NLx}sinGHsin¢H+(n—[Nix]Nx)sin@H cos¢H’n —1,..,N. (9)

It is worthy noting that ¢y € [F*, 5) denotes the elevation AoD from the HR-RIS. In addition,
fen € [0,27) denotes the AoA at the EN, and 6y € [0,277) denotes the AoD from the HR-RIS.
Following CN(0.1), the Rayleigh fading with independent entries models the NLoS component.
Therefore, the channel between the user and the EN is presented as hpn € CK, whereas the channel
between the user and the HR-RIS and the channel between the user and the eavesdropper are hyy € CN
and hgyg € €/, respectively. The channel between the EN and the HR-RIS is symbolized by G € CK*N

and obtained by [20,21]
G = \/B(xn)G. (10)

Similar way can be utilized to model the channels between other links.

3. Problem Formulation

P and s represent the user’s transmit power and transmitted signal, respectively. At the HR-RIS,
the incident signal is v/ Phys + z33, where the noise vecor is expressed as z «~ CA(0,0%Iy). The HR-RIS
active elements’ transmit power is given as P,(a) £ tr(¥(Phhfl + c41n)¥YH). The signal that the EN
received is expressed as [20,21]

r= \/ﬁ(hEN + GYhH)Sk 4+ GY¥Yzy + zgnN, (11)

where (hgn + GYhy) gives the effective channel between the user and the EN. zgy v CA (0, U]%NI K)
provides the additive noise at the EN, whereas GYzy + zgn is considered as the total effective noise. For
simplicity, it is assumed that (T%N = (712{ = 0?2 [21]. Therefore, G¥zyy + zgn v CN (0, 7?Ig + GYYHGH).

Linear combining vector for the EN is symbolized by f € CX. Therefore, the transmitted signal
at the EN is expressed as § = F Hr. The effective SINR is expressed as

P|F T (hgn + GYhy) |2

SINR( ) = 27 A{1 + GYEAGH)

(12)

As a consequence, the maximum achievable rate is provided as

R(F,&) = Blog,(1+SINR(f ,a)), (13)
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where B gives the bandwidth for the uplink transmission.

V4
—— Qb
Eavesdropper
A
Xy
User
YEVE
Yu
((B)
J v
& o

Edge Node

Figure 2. Illustration of the positions for the EN, the eavesdropper and the user in the proposed HR-RIS
structure.

The eavesdropper intercepts the user’s signal and tries to decode the data, assuming it does not
receive the signal from HR-RIS. The rate at which the eavesdropper can decode the user’s signal,
known as the leakage rate, is defined as

P||hgve|?
Reve = Blog, (1 + M), (14)

UEVE

where 02y denotes the the eavesdropper’s noise variance. The secrecy rate is symbolized as Ry and
obtained by R(F, &) — Rgyg. When the EN knows hipyg, the upper bound of the Rgyg on the leakage
rate is expressed as

P(1+ ¢)?||hpve
Reve < log,(1+ ( )2” evE| )- (15)

UEVE

Thus, the user in informed by the EN to transmit at lower bound on the secrecy rate in order to
guarantee the secrecy which is given as

Rs(F,a) = R(F,a) — Rgve. (16)

The main aim of this work is to maximize the secrecy rate by taking into account the joint
optimization of the combining vector (), the coefficients of HR-RIS («), and the positions of the active
elements (K). Thus, the formulated optimization problem is written as [21]

maximize Rs(F,«)
Fu

subjectto |a,| =1Vn ¢ K,
Py(a) < P,
K| <KcC[N]={12,.., N}

(17)

Rs(F,«) is maximized in the same way as the optimization of F and « based on similar constraints,
which are |a,| = 1Vn ¢ K, P(a) < P, and |K| < K C [N] £ {1,2,..., N}. Furthermore, it is
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observed that the leakage rate Rgyg does not depend on f and a. The optimal solution is anticipated
to satisfy R(F,«) > Rgyg. Therefore, Rs(F,a) can be replaced by R(F, &) which results in maximizing
the SINR(F, «). The optimization problem in (17) can be rewritten as

o P (hen + GYhy)|?
maximize SINR(F,a) = 0’2F|H(I(K TG‘{I\PH;IIBI')F
subjectto |ay,| =1Vn ¢ K, (18)
Pa(a) < P,
K| <KC[N]={L2,.., N}

« phases can be optimized when there are no active elements. In particular, the SINR becomes into

P|F T (hgn + GYhy) |2 < P(|F 2 (hen) + X0 [hnF B gl
a?||F |2 - a?||F |2

, (19)

where g, and hp ,, denote the n-th column of G and n-th entry of hy, respectively. Thus, the equality of
(19) is obtained when arg {|F Fhgn|} = arg {|F FGYhy|}. Hence, the phases of the HR-RIS coefficients
are espressed as

0* = arg {F Thgn} — arg {diag{r TG}hy}, (20)

where arg {.} returns the element-wise phases of a complex number or vector. Optimizing both phases,
as mentioned in (20) and amplitudes is necessary when there is at least one active element. Moreover,
this works forces on how to obtain {«;};ck corresponding to each valid set of K because both K and
{a;}ick are available in the numerator and denominator in SINR(F, a) as expressed as

P|F B (hgn + GYhy) ? P(|FH(hen) + S0 e f gul — P(|an|?an + |anba| + cn)

< = 21
o2 (Tx + GYYAGH)F = Ar 2 e @Y
where
an 2 [y F P gul?,
H N H 2
cn = (IF7henl + Y lwihuiF 7 gil)%
i=1,i#n
and

by = 2| hygnF Fgul/cn.

H N H
(s (hEN);T‘:ﬁ% ik~ gnl ,itis noted that o?f H(GYYHGH) F

is small when the noise variance is small, the path loss is large and the number of active elements is
small. An active element has the ability to enhance the system performance when |a,| > 1. Because
of that, the reformulated optimization problem takes into account only the second-order term as
expressed as

In order to simplify the optimization to maximize

maximize ) _ log,(1+ P(|a, %a,)
K'llx”’lnEK nek
subjectto ) |ay 2(0? + Plhy n|?) < PMaX, (22)
nek
K| <KC[N]={L2,.., N}

4. Proposed Solution

As mentioned in the previous section, the formulated problem in (22) is NP-hard and the exhaus-
tive searching approach is considered as a solution to obtain the optimal set K to maximize the total
secrecy rate of the HR-RIS system. However, this method is computationally complex due to the large
number of possible combinations, i.e., the number of possible active elements for HR-RIS is expressed
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as (%) A novel approach based on the Jaya optimization technique is proposed in this work in order
to solve this issue as well as taking into account Y, c |an|?(0? + Pl ,|?) < PM® as shown in Figure

©).

Construction
of the initial
population

Parameters
- e o initialization

{ -
assve Relaying Eement I
Actve Relaying Eement I

The optimal number of
active elements

Is termination
satisfied?

best and worst
populations

Is the solufion

providing

better sum

Modifying the rate or not?
solutions

based on best /—/H

and worst

I yes, accept and replace If no, keep the previous
the previous solution. solution.

Figure 3. Flow chart of the proposed method to obtain the optimal number of active elements of
HR-RIS based on Jaya algorithm.

4.1. Background of Jaya Optimization Approach

In 2016, Professor Ravipudi Venkata Rao presented the Jaya algorithm [18], a simple and efficient
optimization method. It differs from previous evolutionary algorithms in that it is intended to address
both continuous and discrete optimization issues without requiring algorithm-specific control factors,
such crossover or mutation rates. The basic idea behind the algorithm’s operation is to iteratively
enhance a population of solutions by directing each candidate away from the poorest solution in the
current population and towards the best one. This focused motion helps the optimal solution to swiftly
converge. Jaya is a straightforward tool to use in a variety of fields, such as network optimization,
engineering design, and scheduling, because of its simplicity and parameter-free structure. The Jaya
algorithm effectively looks for global optima by iteratively improving upon previous solutions while
weighing the pros and cons of exploring and exploiting the solution space.

4.2. Proposed Jaya Optimization Procedures

4.2.1. Parameters Initialization

Set up the parameters for both the Jaya algorithm and the optimization problem. At the start of
execution, the Jaya algorithm’s parameters are defined. Notably, the Jaya algorithm does not require
any control parameters; it only utilizes two algorithmic parameters: the population size 7, and the
number of iterations A. Thus, the populations is expressed as

U= [Ky, Ky, .., KL (23)
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4.2.2. Building up the Initial Populations for Jaya Approach

The Jaya memory (A) is utilized to build and store the initial solutions, also known as the
population, of the Jaya algorithm. Moreover, ¢ is considered as an augmented matrix of size of size
J x &, where £ denotes the solution dimension. As indicated in the equation below [26]

Ajj = KM 4 (KM — K" x rand, (24)

wherei € {1,2,..,J}and j € {1,2,.., £}. In addition, rand is considered as random values between 0
and 1 that can be generated by an uniform function.

4.2.3. Evaluation Process

the initial populations are considered as the possible solutions to find the optimal active elements
of HR-RIS. Moreover, as mentioned previously, each population is assumed to be the active elements
of the HR-RIS. Thus, it is required to the corresponding position and amplitude, and its corresponding
P =Y ek |an|>(0? + Plhy ,|*) < PP, Given population K 7, P, is obtained by utilizing water-filling
technique as expressed as
1 0%+ Plhy,|?

P=2 (5 ), (25)
TZEKJ Q Pan

where ¢ is used in order to satisfy P < P;"**. Furthermore, |, | for n € Kj is given as
|| :max{\/%(72+P|hH,n|2—ﬁ,1}- (26)

Then, the fitness function that can be used to evaluate each population is expressed as

2 P‘th‘z
Pa, (X — ”Pi,)

= log, (1 + 2 i . (27)

The decision variables of all solutions in A undergoes changes using Jaya operator as expressed as
K =K+ A1 x (K} — [Ki|) — A2 x (K — [Ki)), (28)

where the new updated solution K;i and the present solution K’ are denoted, respectively. The uniform
function generates the random values A and A,, which are employed to determine the ideal balance
between the exploration and exploitation processes in the range of [0, 1]. It is important to note that the
decision variable j in the best solution is K1, whereas the decision variable j in the worst solution is Kf .
The Jaya algorithm’s diversity control is determined by the separation between the decision variables
of the best solution and the current one, as well as the separation between the decision variables of
the wort solution and the current one. Greater exploration occurs at greater distances, and greater
exploitation occurs at closer ranges.

4.2.4. Updating A

As stated previously, ¢ is considered as an augmented matrix of size of size J x £ and given as

[18,26]
A | K K3 K2 29)
K/ K .. K{

Updating at each iteration is reflected to A, whereas ¢ is determined. When the new solution’s fitness
function exceeds the present one, it takes the place of the existing one.
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[1] Require: hpyg, hgN, iy and G. Ensure: K*. Initialize the parameters of both Jaya algorithm
and optimization problem based on Equation (23). Initialize a population of [ solutions randomly
based on Equation (24). Compute f = \/g(IK + GYYHGH) 1 ((hgn + GYhy)). Compute 8* based
on Equation(20). Calculate the fitness function ¢(K;)Vi = 1,2, ..., J based on Equation (29). Sort the
population: (K! and K7 are the best and the worst solutions respectively.). t =1t < Ai=1,..,Jj
=1,.,ESet A1 € [0,1] Set A, € [0,1] Compute K}i based on Equation (28) ff(]K;i) <K K; =K,
Update A based on Equation (29) t =t +1

The entire process of the proposed Jaya optimization to determine the optimum vital elements of
HR-RIS will be outlined by Algorithm 4.2.4. The total rate for the secrecy HR-RIS system is maximised
by this procedure. The first two steps are used to define the parameters 7, A, hgyg, hgn, by, and G,
respectively, for the Jaya algorithm and the optimization problem. Based on Equation(20), / and 6*
are computed in the third and fourth phases, respectively. Next, using Equation (29) to find the fitness
function ¢(K;)Vi =1,2,..., J, all populations are sorted according to the best and worst solutions, K!
and K7. The Jaya algorithm is used to to obtain the optimal active elements from step 10 till step
22. As a result, we can be confident that we progress toward our goal of identifying the best active
elements of HR-RIS with each iteration.

5. Simulation Results and Discussions

We conduct a numerical evaluation of the performance of the proposed approach in comparison
to the state-of-the-art HR-RIS schemes in this section. We study the conventional passive RIS with
random phases [22] and the optimized fixed and dynamic HR-RIS [20,21] as comparison approaches.
The fact that active elements contribute to the power consumption of all systems is worth being
noted. Thus, we maintain the total power of all of schemes constant in order to provide an equitable
comparison same as [21]. Monte-Carlo simulation is utilized in this work for channel realizations.
Table 1 contains the parameters used in all simulations based on [20-23] in this section.

Table 1. Simulation parameters.

Parameter Value
Upper bound of the estimation error (v) 0.1
Bandwidth (B) 1 MHz
The path loss at d, (o) -30 dBm
oty =04 =02 -80 dBm
(XH, XU, YU, XEVE, VEVE) (50,45,2,30,9) m
Power components: Protal = 30 dBm, and P;"®* = 0 dBm

The effectiveness and efficacy of the proposed algorithm in identifying the optimum number of active
elements in HR-RIS scenario is demonstrated by its convergence behaviour, which is depicted in
the Figure (4). The approach involves 100 iterations in total, and when the system has N = 100
elements and the main aim is to optimize K = 5 active elements, it converges satisfactorily at the
23rd iteration. In addition, when the system has N = 100 elements and the main aim is to optimize
K = 20 active elements, it converges satisfactorily at the 34th iteration. This fast convergence implies
that the proposed Jaya algorithm efficiently searches the solution space to find the best configurations
in the shortest amount of time and with the least amount of computational complexity. Thus, this
characteristic is particularly valuable for real-time or adaptive systems, where quick decision-making
and adjustments are required. Overall, the convergence pattern displayed attests to the robustness and
suitability of the Jaya optimization method for active element selection in complex RIS scenarios.
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Figure 4. Sum rate in (bps) versus number of iterations for the proposed method, where K = 4, and
J =1 for the EN and eavesdropper antennas, respectively.

The sum rate attained by the strategies presented when the user’s position changes is shown in
Figure (5). To be more precise, we move xy in the interval [10,100] m to ensure the user is able to
pivot along the x-axis, as Figure (2) illustrates. It is clear that when the user is closer to the EN or the
HR-RIS, the sum rate rises significantly. Furthermore, the stronger direct user-EU or user-HR-RIS link,
which permits the user to transmit at higher secrecy rates, is the cause of this improvement. Better
channel conditions are made possible by the enhanced connection quality brought about by a stronger
line-of-sight component and decreased path loss, which allows for enhanced sum rates.

x10*

T T T T
Proposed Method
..... - = Dynamic Method

- = Fixed Method
RIS Random Phases |

1

Sum Rate (bps)

3.5

10 20 30 40 50 60 70 80 90 100

Figure 5. Sum rate in (bps) versus different locations for the user, where N = 50, K = 3, K = 4, and
J = 1 for the number of HR-RIS elements, the active elements of HR-RIS, the EN and eavesdropper
antennas, respectively.
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Figure 6. Sum rate in (bps) versus different locations for the eavesdropper, where x; = 50 m, N = 50,
K =3,K=4,and | = 1 for the user’s location, the number of HR-RIS elements, the active elements of
HR-RIS, the EN and eavesdropper antennas, respectively.

The sum rate attained by the proposed approach and other the latest schemes at different eaves-
dropper locations are shown in Figure (6). Specifically, as the eavesdropper moves along the (x)-axis
shown in Figure (2), xgyg is varied within the range [10,100] m. It is noteworthy that when compared
to current approaches, the proposed approach regularly delivers the highest sum rate. The enhanced
functionality of the HR-RIS is due to its sophisticated active element optimization, which dynamically
adjusts to reduce the effect of the eavesdropper by maximising system secrecy through the direction of
signal routes. The technique effectively increases data transmission security and efficiency by limiting
the signal intensity that can be intercepted by the eavesdropper and increasing constructive interfer-
ence towards the authorised user. Furthermore, improved overall system sum rate and optimal signal
management are further ensured by the HR-RIS’s ability to reconfigure in response to the movements
of the eavesdropper. This flexibility also reduces the risk of eavesdropping. Its flexibility also enables
the proposed approach to continue operating with strong performance, highlighting its capacity to
offer better security and effectiveness in changing circumstances, irrespective of the location of the
eavesdropper.

The enhanced sum rate performance of the proposed approach, as a function of total power,
Protal, is shown in Figure (7) when compared to state-of-the-art approaches. It proved that the HR-
RIS system performs better when the Jaya technique is integrated, even at reduced power levels.
The Jaya algorithm’s ability to identify the optimal number of active elements within the HR-RIS
is mostly responsible for this improvement. This method guarantees optimal power allocation by
optimizing the layout of active elements, hence maximizing signal reflection towards the intended user
and minimizing interference. By strategically allocating power, the system is able to achieve higher
performance without using more power, while simultaneously improving the overall sum rate and
signal quality.
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Figure 7. Sum rate in (bps) versus total power consumption, where N =50, K =3,K=4,and ] =1
for the number of HR-RIS elements, the active elements of HR-RIS, the EN and eavesdropper antennas,

respectively.

In Figure (8), we show the sum rate performance improvement of the proposed scheme compared
to the sate-of-the-art schemes against the P;"** when N = 50, K = 3, K = 4, and ] = 1 for the number
of HR-RIS elements, the active elements of HR-RIS, the EN and eavesdropper antennas, respectively. It
is observed that the proposed Jaya optimization technique with HR-RIS system can attain a higher
performance at a lower value of Pryy.
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Figure 8. Sum rate in (bps) versus P;"®*, where N = 50, K = 3, K = 4, and | = 1 for the number of
HR-RIS elements, the active elements of HR-RIS, the EN and eavesdropper antennas, respectively.

In Figure (9), we plot the sum rate as a function of the active elements of the HR-RIS system when
N =50, K =4, and | = 1 for the number of HR-RIS elements, the EN and eavesdropper antennas,
respectively. It is noted that the sum rate of the proposed method, the dynamic and fixed methods
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saturate as the number of active elements increases, but the proposed method outcomes the other
mentioned schemes because the powerful of the proposed algorithm to obtain the optimal number
of the active elements. Figure 10 presents that the sum rate increases when N increases when K = 3,
K =4, and | = 1 for the active elements of HR-RIS, the EN and eavesdropper antennas, respectively.
Furthermore, it is noted that the sum rate of the proposed method can attain better results compared

to the mentioned schemes.

Proposed Method
1—_ Dynamic Method
- - Fixed Method

RIS Random Phases

IS
T

Sum Rate (bps)

I I I
2 4 6 8 10 12 14 16 18 20

Number of active elements

25 I I I

Figure 9. Sum rate in (bps) versus K active elements, where N = 50, K = 4, and | = 1 for the number
of HR-RIS elements, the EN and eavesdropper antennas, respectively.
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Figure 10. Sum rate in (bps) versus N elements of HR-RIS, where K = 3, K = 4, and | = 1 for the
active elements of HR-RIS, the EN and eavesdropper antennas, respectively.

Figure 11 demonstrates the impact of K antennas for the EN on the sum rate of the HR-RIS system
when N = 50, K = 3 and | = 4 for the number of HR-RIS elements, the number of active elements
the eavesdropper antennas, respectively. It is obvious that the sum rate increases as K increases. This
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is because the strong link between the EN and the user or the strong link between the HR-RIS and
the EN link. In particular, it indicates that large K antennas in the proposed Jaya algorithm perform
better than other schemes in terms of sum rate. This is because the chance that the optimal number of
elements at the HR-RIS are activated and the proposed method can attain the global optimum. This
will enhance the preservation of the system from significant loss in sum rate. For example, when
K = 6 antennas, the proposed method can attain approximately 4.53%, 6.15%, and 22.7% sum rate
improvement compared to the dynamic method, fixed method, and RIS random phases, respectively.

Sum Rate (bps)

Proposed Method
i Dynamic Method | _|
- - Fixed Method
—& RIS Random Phases
I I 1 1

Il
2 4 6 8 10 12 14 16
K antennas for the EN

Figure 11. Sum rate in (bps) versus K antennas for the EN, where N = 50, K = 3 and | = 4 for the
number of HR-RIS elements, the number of active elements the eavesdropper antennas, respectively.

A comprehensive evaluation of the proposed approach using HR-RIS and the Jaya algorithm
demonstrates notable improvements in system performance in a number of scenarios. When the user
is positioned favourably, the Jaya algorithm efficiently finds the optimal number of active elements,
increasing sum rates and providing strong security by adjusting to different eavesdropper positions.
Interestingly, the scheme performs better even at lower total power levels, proving the effective power
allocation capabilities of the Jaya algorithm. These benefits highlight the algorithm’s potential to
enhance signal reflection, improving SINR, reducing interference, and increasing secrecy rates.

6. Conclusions

This study addressed how to determine the optimal active elements HR-RIS system while taking
into account how to increase the communication system’s sum rate when a threatening eavesdropper
is involved. A novel approach for the activation of HR-RIS elements has been introduced, based on the
Jaya optimization process. Significant gains in system performance were demonstrated in numerous
instances by an extensive investigation of the proposed approach employing HR-RIS and the Jaya
algorithm. By adapting to various eavesdropper positions, the Jaya algorithm effectively determines
the ideal number of active elements when the user is positioned favorably. This results in enhanced
sum rates and robust security. Looking ahead to future works, it will be utilized the proposed scheme
for multiple users’ scenario. Also, this proposed scheme can be used when the HR-RIS attached to the
drone scenario. Another possible future direction is to use the proposed method in this work with
multi-RIS scenario.
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