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Abstract: Accurate classification of low-latency Internet traffic is essential for real-time applications 1

such as video conferencing, online gaming, financial trading, and autonomous systems, where even 2

millisecond-level delays can significantly degrade performance. Modern networks must dynamically 3

allocate resources based on real-time traffic demands to ensure seamless Quality of Service (QoS). 4

Streaming platforms like Netflix and YouTube already utilize adaptive bitrate algorithms to optimize 5

playback based on network conditions, highlighting the need for intelligent traffic management. 6

However, existing classification methods—relying on raw temporal features or static statistical 7

analyses—struggle to capture the highly dynamic and bursty nature of low-latency traffic. This 8

paper introduces a novel algorithmic framework that uniquely integrates wavelet transforms (WT) 9

with artificial neural networks (ANNs) to address this gap. Unlike prior works, we systematically 10

apply WT to commonly used temporal features—such as throughput, slope, ratio, and moving 11

averages—transforming them into frequency-domain representations. This approach reveals hidden 12

multi-scale patterns in low-latency traffic, akin to structured noise in signal processing, which 13

traditional time-domain analyses often overlook. The transformed features are then used to train 14

an ANN classifier, enabling precise distinction between low-latency and non-low-latency traffic. 15

Our methodology diverges from conventional practices in two key ways: (1) Feature Enhancement: 16

By applying WT to temporal features, we expose high-frequency components that correlate with 17

rapid packet exchanges—a hallmark of low-latency traffic. (2) Hybrid Architecture: The integration 18

of WT with ANNs creates a dual-domain (time and frequency) analysis framework, enhancing 19

classification robustness. Experiments demonstrate the algorithm’s superiority over existing methods, 20

achieving 99.56% accuracy in distinguishing low-latency traffic (e.g., video conferencing) from FTP 21

and video streaming. Even in complex scenarios with mixed traffic types, the model maintains 22

74.2–92.8% accuracy, outperforming benchmarks such as k-NN, CNNs, and LSTMs. For Internet 23

Service Providers (ISPs), this approach offers a scalable solution to prioritize time-sensitive traffic 24

and improve real-time network performance without relying on deep packet inspection. By bridging 25

signal processing and deep learning, our work advances the state-of-the-art in traffic classification, 26

ensuring efficient bandwidth utilization and enhanced QoS in increasingly heterogeneous network 27

environments. 28

Keywords: Network traffic classification, Artificial neural network, Wavelet transform, Feature 29

selection, Internet traffic mix, Statistical features, QoS, Low-Latency 30

1. Introduction 31

The digital age has brought a tremendous demand for high-speed Internet services, 32

fueling the search for efficient traffic management and optimization strategies. One critical 33

branch of this effort is the accurate identification and classification of low-latency Internet 34

traffic. Low-latency in networking refers to transmitting data with a low end-to-end delay, 35

typically defined as under 100 milliseconds (ms) for real-time applications such as video 36

conferencing or online gaming [1]. In mission-critical systems like autonomous vehicles 37
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or financial trading, thresholds may be further reduced to 1–10 ms to ensure seamless 38

responsiveness [2,3]. However, understanding the nature of the application, including 39

whether it requires bidirectional or unidirectional traffic, is crucial for accurate classification. 40

To address these needs, our approach utilizes Artificial Neural Networks (ANNs) combined 41

with wavelet-transformed temporal features such as throughput, slope, ratio, and moving 42

averages to accurately identify and classify low-latency Internet traffic. This integration 43

allows our model to capture the underlying dynamics of network traffic, enabling a more 44

refined and precise classification. This AI-driven method not only provides a robust 45

framework for near real-time classification, but also highlights the importance of advanced 46

techniques in modern network management. 47

Identification of low-latency Internet traffic is essential to ensure that these applica- 48

tions operate seamlessly. Although latency is generally measured in milliseconds, the 49

acceptable thresholds for low-latency applications vary depending on the use case [4], 50

[5]. To identify low-latency Internet traffic, several methods and tools are used, including 51

real-time monitoring [6] and statistical analysis of network performance [7]. Additionally, 52

Quality of Service (QoS) parameters [8] serve as key indicators for assessing latency. By 53

consistently monitoring and assessing network performance in real-time, low-latency traffic 54

can be detected, and network resources can be allocated accordingly to ensure a smooth 55

user experience. Streaming platforms like Netflix or YouTube continuously monitor net- 56

work performance to adjust streaming quality based on available bandwidth. Algorithms 57

dynamically allocate resources, ensuring smooth playback without buffering interruptions 58

[9]. 59

In the context of managing low-latency Internet traffic, it becomes essential to under- 60

stand the complex nature of data flows within networks. As we explore in our methodology, 61

low-latency traffic shares characteristics similar to Gaussian noise, displaying organized 62

patterns that can be modeled using signal processing techniques. In conjunction with 63

wavelet transforms, features such as throughput, slope, and moving averages provide 64

additional layers of insight, allowing us to track data flow fluctuations and packet exchange 65

rates that are essential for distinguishing low-latency traffic from other forms. These traffic 66

patterns can be effectively analyzed using methods such as wavelet transforms, offering 67

valuable insight into the noise-like nature of data exchange. This analogy provides a 68

foundation for our classification model, as detailed in the methodology section. 69

Much like noise reduction techniques in signal processing, where advanced algorithms 70

and filters are employed to extract the pertinent signal from the surrounding noise [10], 71

[11], a variety of tools and methodologies are also implemented to classify [12] and identify 72

[6] low-latency traffic. By recognizing the organized ’noise’ generated by the consistent 73

bidirectional flow of small packets, this unique traffic pattern can be distinguished from 74

other network traffic. This distinction enables us to allocate the necessary resources and 75

bandwidth to users for low-latency applications, ensuring real-time responsiveness and 76

quality. 77

The challenge in this case is to develop a sophisticated and robust system capable of 78

distinguishing this unique form of ’noise’ from the ’signal’ with precision and consistency. 79

One powerful tool in this effort is the use of wavelet transforms. The wavelet transform 80

(WT) is a mathematical technique widely used in signal processing and data analysis 81

[13]. WT provides the ability to decompose a signal into its component frequency and 82

time domain elements, offering a fine-grained view of the data. In the context of low- 83

latency traffic, wavelet transforms can be utilized to identify characteristic patterns within 84

the bidirectional flow of small packets. By analyzing the high-frequency components 85

that correspond to rapid packet exchanges, automated tools can effectively isolate and 86

differentiate low-latency ’noise’ from the broader network ’signal’ [14]. This level of 87

granularity enables the precise identification, classification, and prioritization of low-latency 88

traffic, contributing to a more responsive and efficient network environment. Furthermore, 89

wavelet transforms offer the advantage of adaptability, as they allow the selection of 90

different wavelet functions and scales to match the specific characteristics of the traffic 91
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under examination. This adaptability makes wavelet transforms a valuable tool for not 92

only recognizing low-latency traffic but also for continuously monitoring and adjusting 93

network resources to ensure the optimal delivery of time-sensitive applications. 94

Our methodology integrates artificial neural networks (ANNs) with wavelet-transformed 95

features to improve classification accuracy. By applying wavelet transform to key temporal 96

features—such as throughput, slope, moving averages, and download-to-upload ratio—we 97

expose high-frequency patterns that are often missed in raw time-series data. A detailed 98

visualization of this transformation is presented in Section 3 (Methodology), where we 99

illustrate the mapping of time-domain features into the wavelet domain 4. The overall 100

system architecture, depicted in Figure 1, illustrates the integration of wavelet transforms 101

and artificial neural networks into a hybrid framework. The architecture comprises three 102

key stages: (1) extraction of temporal features (e.g., throughput, slope, moving averages), 103

(2) wavelet transformation of these features into frequency-domain representations, and (3) 104

classification via a multilayer perceptron (MLP) ANN. This dual-domain analysis enables 105

the model to capture both time-varying dynamics and multi-scale frequency patterns in- 106

herent in low-latency traffic. As discussed in Section 3.2, the wavelet-transformed features 107

Figure 4 and the ANN classifier Figure 11 are central to achieving robust classification 108

accuracy, particularly in mixed-traffic scenarios Section 5. 109
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Figure 1. System Architecture.

In the forthcoming sections of this article, we will explore our methodology in a 110

comprehensive way, dive into the details of data collection, present our experimental 111

findings, and engage in thoughtful discussions. The goal is to vividly demonstrate the 112

effectiveness of our approach in classifying and identifying low-latency traffic. 113

2. Related Work 114

The rapid growth of high-speed Internet services has driven a surge in demand 115

for efficient traffic management and optimization strategies, as highlighted in the Cisco 116
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report [15]. With increasing reliance on real-time applications such as online gaming, 117

video conferencing, and financial trading, the ability to accurately classify low-latency 118

Internet traffic has become a critical research challenge [16], [17], [18]. However, existing 119

classification methods often struggle with the dynamic and bursty nature of low-latency 120

traffic, necessitating novel approaches that move beyond traditional techniques. 121

Early traffic classification methods relied on port-based heuristics, deep packet inspec- 122

tion (DPI), and statistical analysis [19], [20], [21], [22]. While these approaches provided 123

initial insights into network traffic behavior, they suffer from severe limitations in modern 124

networks. Port-based methods are increasingly unreliable due to dynamic port allocations 125

and encryption techniques that obscure traffic signatures [23]. DPI, while highly accurate, 126

raises significant privacy concerns and requires high computational overhead, making it im- 127

practical for large-scale deployments [24]. Statistical approaches, though lightweight, often 128

fail when dealing with encrypted traffic, which now dominates Internet communications 129

[25]. 130

To address these shortcomings, machine learning (ML) and deep learning (DL) models 131

have gained traction in traffic classification research. Artificial Neural Networks (ANNs), in 132

particular, have demonstrated remarkable success in recognizing complex traffic patterns 133

[26], [27]. They have been applied to traffic classification, anomaly detection, and predictive 134

modeling, offering adaptability to evolving network conditions [28], [29], [30]. However, a 135

major challenge with ANN-based methods is their reliance on time-domain traffic features, 136

which often fail to capture the high-frequency fluctuations characteristic of low-latency 137

traffic. As a result, standard ANNs struggle to differentiate between low-latency and 138

non-low-latency traffic in complex network environments. 139

To enhance feature extraction and improve classification accuracy, researchers have 140

turned to signal-processing techniques such as Wavelet Transform (WT). Wavelet analysis 141

has been widely used in time-series data processing, particularly in network traffic predic- 142

tion [31], anomaly detection [32], and QoS monitoring [33]. Unlike traditional statistical 143

methods, wavelets decompose network traffic into multiple frequency scales, allowing for 144

a more granular representation of underlying patterns. This capability is particularly useful 145

for low-latency traffic, which exhibits noise-like fluctuations that are difficult to detect in 146

the time domain alone [34]. 147

Beyond wavelet transformations, recent advancements in Internet traffic classification 148

have focused on trend-based features that enhance model interpretability. Studies have 149

introduced fine-grained statistical features such as moving averages, throughput patterns, 150

and slope-based metrics, which have led to significant improvements in classification 151

accuracy [6], [35], [22]. Additionally, feature selection techniques—such as multifractal 152

analysis and PCA-based selection—have been applied to refine classification models, 153

further improving performance and robustness [34], [36]. Despite these advances, most 154

studies still rely solely on time-domain features, which limits their ability to fully exploit 155

the high-frequency patterns unique to low-latency traffic. 156

Parallel to ML-based solutions, researchers have also explored alternative traffic classi- 157

fication approaches to improve scalability and real-time adaptability. Incremental Support 158

Vector Machines (SVMs) have been developed to handle dynamic traffic patterns, allowing 159

for adaptive classification in real-world networks [37]. Other work has explored hardware- 160

accelerated classification techniques, such as FPGA-based decision trees, which enable 161

high-speed traffic analysis with minimal computational overhead [38]. Bio-inspired meth- 162

ods, such as artificial immune system algorithms, have also shown promise in optimizing 163

classification models [39], while multi-stage classifiers have been proposed for handling 164

encrypted and obfuscated traffic types [40], [41], [42]. While these approaches offer unique 165

advantages, they still fall short in achieving high-precision classification of low-latency 166

traffic, particularly in mixed-traffic scenarios. 167

In recent years, deep learning-based traffic classification has gained prominence, with 168

CNN-based models such as Deep Packet [43] and LSTM-based solutions like FlowPic [44] 169

achieving state-of-the-art results. These models leverage large-scale datasets, including 170
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those introduced by Draper-Gil et al. [45] and Lashkari et al. [46], which contain a 171

mix of VPN, Tor, and unencrypted traffic. However, these solutions primarily focus on 172

categorizing general Internet traffic and are not specifically optimized for low-latency 173

classification. Furthermore, their reliance on end-to-end deep learning architectures often 174

sacrifices interpretability, making them less suitable for real-time network management 175

applications. 176

Despite extensive research in traffic classification, existing methods still struggle to ac- 177

curately differentiate low-latency traffic due to its highly dynamic and bursty nature. While 178

wavelet transform has been successfully applied in network anomaly detection and QoS 179

analysis, its potential in deep learning-based traffic classification remains largely underex- 180

plored. Current deep learning models rely heavily on time-domain features, which fail to 181

capture the high-frequency fluctuations characteristic of low-latency traffic. Additionally, 182

most ANN-based approaches lack a hybrid mechanism that combines both time-domain 183

and frequency-domain features for more precise classification. This paper addresses these 184

limitations by introducing a novel hybrid framework that integrates wavelet transform 185

with artificial neural networks (ANNs) to enhance the classification of low-latency traffic. 186

The following sections present our methodology, experimental results, and discussions that 187

demonstrate the effectiveness of this approach. 188

3. Methodology 189

In this section, we will detail the methodology for the identification of low-latency 190

Internet traffic. Our approach combines ANN with the application of wavelet transform to 191

create a powerful system for distinguishing a unique form of ’noise’ from the ’signal’ of 192

network with precision and consistency. 193

3.1. Data Collection 194

To conduct our study on the identification of low-latency Internet traffic, data collection 195

was performed over a WiFi network. The data consisted of three categories: Internet traffic 196

generated by applications that require low latency, Internet traffic that does not require low 197

latency, and a combination of these categories, which we call mixed traffic. During the data 198

collection process, the throughput values in both downlink and uplink were continuously 199

recorded and stored in real-time. This data collection procedure aimed to capture a wide 200

range of network traffic information to facilitate a thorough analysis of the low-latency 201

Internet traffic. 202
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Figure 2. Parallel Patterns: (a) Low-latency traffic and (b) gaussian noise.
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Figure 3. Parallel Distributions: (a) Gaussian noise and (b) low-latency traffic.

3.2. Introducing Continuous Wavelet Transform (CWT) with Ricker Wavelet 203

As mentioned in the previous sections, low-latency traffic shares some statistical 204

properties with Gaussian noise, which provides a strong foundation for applying wavelet 205

transform techniques. In this context, it becomes important to understand the complex 206

nature of data flows within networks. Figure 2 (a) shows the patterns of low-latency Internet 207

traffic throughput of video conferencing and (b) Gaussian noise. The similarity observed in 208

these patterns offers valuable insights, suggesting that low-latency traffic may exhibit noise- 209

like characteristics. In signal processing, noise is conventionally perceived as unpredictable 210
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fluctuations or disturbances that can obscure crucial signal information [12]. In contrast, 211

low-latency traffic exhibits a form of organized ’noise,’ a controlled and structured flow 212

of data characterized by frequent exchanges of small packets [6]. To further support this 213

observation, Figure 3 presents the Probability Distribution Functions (PDFs) of both the 214

low-latency traffic (b) and Gaussian noise (a). PDF analysis demonstrates that, when 215

normalized, both signals share similar statistical properties, such as a classic bell-shaped 216

curve, maximum density, and tails of the distribution. These similarities reinforce the idea 217

that low-latency traffic can be modeled using signal processing techniques traditionally 218

applied to noise in signal systems, such as wavelet transforms. This parallel draws attention 219

to the fact that, while the nature of this data exchange might appear as noise to a casual 220

observer, it is actually a deliberate and integral component within the network environment 221

[47]. 222

WAVELET
TRANSFORM

TIME RELATED 
FEATURES

Throughput Moving Average

SlopeRatio

WAVELET DOMAIN
FEATURES

Wavelet
Throughput

Wavelet
Moving Average

Wavelet
Slope

Wavelet
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Figure 4. Features from time domain to wavelet domain.

Obtaining representations in the frequency domain is crucial for several reasons. The 223

frequency domain provides a different perspective on the data, highlighting patterns and 224

characteristics that may not be apparent in the time domain. This is particularly valuable 225

for analyzing non-stationary signals, where the signal properties change over time. Thus, 226

all the extracted time-related features are processed using the continuous wavelet transform 227

(CWT). The CWT is a powerful mathematical technique employed to analyze non-stationary 228

signals in both time and frequency domains. Unlike other transforms such as the Fourier 229

Transform, the CWT decomposes a signal into various frequency components over time, 230

enabling the capture of localized features and time-varying characteristics. This ability 231

to capture fine-scale variations and changes in a signal makes the CWT particularly well 232

suited for analyzing dynamic and irregular signals. Low-latency Internet traffic exhibits 233

time properties similar to these signals, making CWT an effective tool for its classification. 234

To better capture both short-term and long-term variations in Internet traffic, we apply 235

wavelet transforms to key temporal features. This transformation provides a frequency- 236

domain representation, exposing structured patterns in network traffic that traditional 237

time-domain features fail to reveal. Figure 4 illustrates how core temporal features (e.g., 238

throughput, slope, moving averages, and ratio) are mapped into their corresponding 239

wavelet representations, which serve as enhanced inputs for the ANN model. 240

The Ricker wavelet (also called the Mexican hat wavelet) is one of the commonly used 241

wavelets in CWT. The Ricker wavelet is defined mathematically as follows: 242

Ricker(t, σ) = (1 − 2π2 f 2t2)e−π2 f 2t2
, (1)

where t is the time variable, f is the central frequency of the wavelet, and σ is the 243

width parameter that determines the scale of the wavelet. 244
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The application of a wavelet transform enhances the feature representation by de- 245

composing time-related features into distinct frequency components. This transformation 246

allows the model to identify patterns in different frequency bands, enabling it to capture 247

both short-term and long-term variations in network behavior. This capability is vital 248

for accurate and robust classification of low-latency Internet traffic, which often exhibits 249

complex, multi-scale patterns due to the nature of real-time applications. 250

Furthermore, low-latency traffic such as video conferencing or online gaming gen- 251

erates frequent, small data throughput bursts that may appear as noise in conventional 252

time-domain analysis. However, by applying wavelet transform, we can isolate and 253

emphasize these throughput bursts, which are characteristic of low-latency traffic, thus 254

distinguishing them from other traffic types such as FTP or video streaming, which have 255

different temporal dynamics. For instance, the wavelet transform helps to separate high- 256

frequency components corresponding to the rapid exchanges in low-latency traffic from 257

the slower, more consistent patterns seen in bulk data transfers. Figures 5 and 6 illustrate 258

this transformation for throughput and the ratio of sent to received packets, respectively, 259

highlighting the distinct frequency components that the wavelet transform extracts from 260

the raw time-domain features. 261
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Using these enhanced feature representations, our ANN model becomes more adept 262

at recognizing the unique patterns associated with low-latency traffic. This addresses the 263

core challenge in traffic classification, where the goal is to accurately identify and prioritize 264

time sensitive data flows among a diverse mix of network activities. 265

3.3. Data Preparation 266

After collecting raw data related to sent and received packets, a series of pre-processing 267

steps were applied to extract novel time-domain features. These preprocessing steps were 268

designed to improve the data set with meaningful features that could be used for effective 269

classification. The following time domain features were derived for each network traffic: 270

3.3.1. Throughput 271

This feature represents the total volume of data (in bytes) captured within specific time 272

intervals during the measurement. The collected data includes the volume of individual 273

sent and received traffic aggregated over these intervals. The features are denoted by Si 274

for the total volume of sent traffic and Ri for the total volume of received traffic within 275

the interval. Here, i represents the index of the time interval. Thus, for each traffic, the 276

feature ’Throughput’ captures the volume of the sent and received data, providing valuable 277

information about the data traffic patterns over time. In Figure 7, the throughput of 278

YouTube traffic in the downlink and uplink is demonstrated. 279
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Figure 7. Throughput of YouTube traffic.

3.3.2. Moving Averages 280

This feature calculates the moving average of throughput in time, which can provide 281

insight into the application’s traffic patterns. The moving averages of throughput in uplink 282

and downlink are denoted by MASent, MAReceived, respectively, and computed using the 283

following formulas: 284

MAsent[i] =
1
k

i

∑
j=i−k+1

Nsent[j], (2)
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MAreceived[i] =
1
k

i

∑
j=i−k+1

Nreceived[j], (3)

where k represents the moving average period (window size), i denotes the current 285

time index, and Nsent[j] represents the throughput at that time j. 286

The moving average of throughput allows the model to consider the dynamic behavior 287

of network traffic over time. By incorporating this feature, the model can detect variations 288

in data flow rates and adapt its classification decisions based on temporal patterns, which 289

is crucial for identifying intermittent low-latency conditions. In Figure 8, MA of YouTube 290

traffic is demonstrated. 291
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Figure 8. Moving average of YouTube traffic.

3.3.3. Ratio 292

This feature measures the downlink to uplink throughput values over time. The ratio, 293

denoted by R, is calculated as: 294

R[i] =
Nreceived[i]

Nsent[i]
, (4)

where i denotes the current time index, Nreceived[i] represents the downlink through- 295

put, and Nsent[i] represents the uplink throughput at time i. 296

The ratio quantifies the asymmetry between the sent and received throughput, reveal- 297

ing the unidirectional or bidirectional nature of each application. This characteristic helps 298

the model distinguish between scenarios where byte transfer is required for both uplink 299

and downlink communication and those where it is essential only for specific directions. In 300

Figure 9, the received to sent throughput ratio of YouTube traffic is demonstrated. 301
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Figure 9. Downlink/Uplink througput ratio.

3.3.4. Slope 302

The slope of the throughput indicates the change in the number of packets over time. 303

It is represented by Ssent for sent packets, Sreceived for received packets and calculated as: 304

Ssent[i] =
Nsent[i]− Nsent[i − 1]

t[i]− t[i − 1]
, (5)

Sreceived[i] =
Nreceived[i]− Nreceived[i − 1]

t[i]− t[i − 1]
, (6)

where Nsent[i] represents the number of sent packets at time i, and t[i] is the corre- 305

sponding time stamp. 306

The slope feature, which captures the rate of change in throughput over time, provides 307

valuable information on the dynamics of Internet traffic. Positive slope values indicate 308

an increasing trend in byte activity, whereas negative slope values indicate a decrease. 309

This feature is particularly useful for identifying traffic types characterized by distinctive 310

patterns over time, such as video streaming. Video streaming traffic, for example, often 311

shows a consistent and predictable pattern of data transmission due to buffering and 312

playback mechanisms. Representation of it can be seen in Figure 10. In addition, this 313

characterization of trends offers crucial discriminatory information for the classification of 314

various classes of low-latency Internet traffic. 315
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Figure 10. Slope of throughput for downlink and uplink traffic.

3.4. Artificial Neural Network 316

The objective of incorporating a multilayer perceptron (MLP) in our framework is to 317

take advantage of its powerful pattern recognition capabilities [48] to accurately classify 318

low-latency Internet traffic. In our approach, the MLP serves as the core component of the 319

artificial neural network model, which is essential to analyze the complex temporal dy- 320

namics present in the network traffic data. Using MLP, our aim is to effectively distinguish 321

between various types of Internet traffic, ensuring high accuracy in identifying low-latency 322

traffic patterns. The multilayer perceptron belongs to a category of feed-forward artificial 323

neural networks, as depicted in Figure 11. It typically comprises three or more layers. 324

The initial layer is designated for receiving input data. Subsequent hidden layers, one or 325

more in number, are responsible for extracting relevant features from the input data. The 326

final layer produces a classification result. Each hidden layer, such as the i − th layer, is 327

constructed with multiple neurons primarily utilizing a nonlinear activation function, as 328

described below: 329

f (x) = σ(W(i) · x + b(i)), (7)

where σ(·) denotes an activation function, for example, σ(x) = tanh(x). A key 330

attribute of the activation function is its ability to provide a smooth transition as input 331

values change. W(i) represents a weight matrix, and b(i) is a bias vector. It is possible to 332

have multiple hidden layers, and each layer performs the same function but with distinct 333

weight matrices and bias vectors. The final layer produces the output based on the results 334

of the last hidden layer, often denoted as layer j and described as: 335

σ(x) = g(W(j) · x + b(j)), (8)
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Figure 11. Overview of the MLP based ANN classifier.

The deep learning model employed in this study is a feedforward neural network 336

with three layers demonstrated in Figure 11: an input layer, two hidden layers, and an 337

output layer. The architecture is mathematically defined as follows. 338

• Input Layer: The input layer consists of N neurons, where N represents the number 339

of features in the dataset. These features include throughput T, moving averages MA, 340

downlink-to-uplink ratio R, slope S and wavelet transformed counterparts of them 341

WT. The input vector X is represented as: 342

Xinput = [Ti, MAi, Ri, Si, WTi], (9)

where Xirepresents the value of the feature i. 343

• First Hidden Layer: The first hidden layer has H1 neurons, where H1 = 8 in this 344

implementation. Each neuron applies the Rectified Linear Unit (ReLU) activation 345

function fReLU(x) = max(0, x) to its weighted sum of inputs. Mathematically, for each 346

neuron j in the first hidden layer: 347

Z(1)
j =

N

∑
i=1

W(1)
ij · Xi + b(1)j , (10)

A(1)
j = fReLU(Z(1)

j ), (11)

where W1
ij represents the weight of the connection between b(1)j is the bias term for 348

neuron j. 349

• Second Hidden Layer: The second hidden layer consists of H2 neurons, where H2 = 4 350

in this configuration. Similar to the first hidden layer, each neuron applies the ReLU 351

activation function to its weighted sum of inputs. Mathematically, for each neuron k 352

in the first hidden layer: 353

Z(2)
k =

H1

∑
j=1

W(2)
jk · A(1)

j + b(2)k , (12)
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A(2)
k = fReLU(Z(2)

k ), (13)

where W1
ij represents the weight of the connection between b(1)j is the bias term for 354

neuron j. 355

• Output Layer: The output layer comprises C neurons, where C is the different number 356

of traffic classes in the dataset. It uses the softmax activation function to produce class 357

probabilities. The softmax function calculates the probability P(Yi) of each class i, 358

given the input features. Mathematically, for each class i in the output layer: 359

Z(0)
i =

H2

∑
k=1

W(0)
ki · A(2)

k + b(0)i , (14)

P(Yi) =
eZ(0)

i

∑C
j=1 eZ(0)

j

, (15)

The class with the highest probability is selected as the predicted class. This archi- 360

tecture enables multi-class classification, making it suitable for low-latency network 361

traffic identification. 362

4. Experiment Setup 363

Due to the simplicity and efficiency of our design, our experiments were performed 364

on a standard Windows 10 PC with an Intel Core i7 processor running at 3.20 GHz and 365

16 GB of RAM. This configuration was sufficient for the execution and training of the 366

artificial neural network model without the need for additional computational resources, 367

such as GPU acceleration. Furthermore, we used TensorFlow [49], a versatile and powerful 368

machine learning framework, which further facilitated the efficient implementation and 369

training of our model. 370

4.1. Dataset 371

The data collection process was performed on a local WiFi network, and the set of 372

traffic traces comprised FTP, video streaming, low-latency and mix of these. The traces 373

were collected over a 50 Mbps Internet connection, and the throughput measurements of 374

the active traffic in both directions was recorded and stored. In total, over 350,000 samples 375

of throughput values (more than 35 hours of applications usage) were collected. 376

For the experiments, we designed two types of scenario: basic and complex. The basic 377

scenarios, detailed in Table 2, involved pairwise combinations of traffic types, while the 378

complex scenarios, described in Table 3, involved three or more types of traffic co-existing 379

simultaneously. Each scenario was meticulously selected to ensure a comprehensive 380

evaluation of our model’s performance under various real-world traffic conditions.The 381

selection of such traffic mixes is similar to the approach used in the Low Latency DOCSIS 382

study, which also employed a mix of different traffic types to evaluate latency performance 383

and network behavior under varying conditions [50]. 384

In the basic scenarios where (Table 2), we tested combinations such as: 385

• FTP + Video Streaming (A + B), 386

• FTP + Low-Latency (A + C), 387

• Video Streaming + Low-Latency (B + C), and 388

• Repeated instances of the same traffic type (A + A, B + B, C + C). 389

For the complex scenarios (Table 3), we included combinations such as: 390

• Three instances of the same traffic type (3A, 3B, 3C), 391

• Two instances of one type combined with one instance of another (2A + B, A + 2B, 2A 392

+ C, A + 2C, 2B + C, B + 2C), 393

• One instance of each traffic type (A + B + C), 394
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• One instance of each traffic type (A + B + C), and 395

• Multiple instances of mixed traffic types (2A + B + C, A + 2B + C, A + B + 2C). 396

This comprehensive scenario design enabled a robust analysis of low-latency Internet 397

traffic, ensuring the reliability and accuracy of our classification methodology. 398

4.2. Evaluation Metrics 399

Similar to [43], we measure the model’s performance using key metrics, including 400

accuracy, precision, recall, and the F1 score, to assess the effectiveness of traffic classification. 401

Accuracy, denoted as A, serves as an indicator of the model’s performance, reflecting the 402

proportion of correctly classified instances out of the total samples, and is computed 403

following equation 16. However, it is essential to understand that high accuracy alone may 404

not provide a complete picture, especially in scenarios with imbalanced datasets. 405

A =
TP + TN

TP + FP + TN + FN
, (16)

Precision and recall offer deeper insights into the model’s performance on different 406

classes of traffic. Precision, which measures the ratio of true positive predictions to the total 407

predicted positives, is particularly crucial in assessing the model’s reliability in identifying 408

low-latency traffic without false alarms. In contrast, recall, which calculates the ratio of 409

true positive predictions to all actual positives, highlights the model’s ability to capture all 410

relevant instances of low-latency traffic. The mathematical representations of these metrics 411

are as follows: 412

P =
TP

TP + FP
, (17)

R =
TP

TP + FN
, (18)

The F1 score, as a harmonic mean of precision and recall, provides a balanced metric 413

that is especially useful when dealing with imbalanced classes. In the context of our study, 414

where accurate identification of low-latency traffic is critical, the F1 score serves as a robust 415

measure of the model’s overall effectiveness and is defined as: 416

F1 =
2PR

P + R
, (19)

By focusing on these metrics, we can better understand the strengths and weaknesses 417

of our classification model. For instance, while accuracy gives us a broad view, precision 418

and recall help us delve into specific aspects of model performance that are crucial for 419

practical applications, such as minimizing false positives in low-latency traffic detection. 420

This comprehensive evaluation ensures that our model is not only accurate but also reliable 421

and efficient in real-world scenarios. 422

4.3. Hyperparameter Tuning 423

In pursuit of optimizing the performance and robustness of our ANN model, a system- 424

atic hyperparameter tuning process was conducted. Table 1 presents the hyperparameter 425

tuning process for the ANN model used in this study. 426
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Table 1. Hyperparameter tuning for ANN model.

Hyperparameters Range Selection

Number of hidden layers [1, 2, 3, 4, 5] 2
Activation Function [sigmoid, tanh, ReLU] ReLU

Learning Rate [0.1, 0.01, 0.001] 0.001
Batch Size [16, 32, 64, 128] 32

Number of Epochs [10, ..., 50, ..., 150] 100
Optimizer [Adam] Adam

Dropout Rate [0, 0.1, 0.2, 0.3, 0.4, 0.5] 0

A range of values was considered for each parameter, including the number of hidden 427

layers, the activation function, the learning rate, the batch size, the number of epochs, the 428

optimizer, and the dropout rate. While detailed evidence of each hyperparameter’s impact 429

is beyond the scope of this paper, the chosen values reflect common practices and insights 430

from the literature [51], [52]. 431

The grid search method was applied to systematically evaluate different combinations 432

of these hyperparameters. The optimal configuration, which resulted in the best model 433

performance, was selected as follows: 434

• Number of Hidden Layers: 2 435

• Activation Function: ReLU 436

• Learning Rate: 0.001. 437

• Batch Size: 32 438

• Number of Epochs: 100 439

• Optimizer: Adam 440

• Dropout Rate: 0 441

These hyperparameter choices are aligned with common practices in the field and are 442

supported by various studies demonstrating their effectiveness in similar contexts [52], 443

[53]. The selection process aimed to achieve a model that performs well in terms of both 444

accuracy and generalizability, without overfitting. 445

5. Experimental Results & Analysis 446

The experiments were meticulously planned to assess the efficacy of our work by 447

contrasting it with state-of-the-art classification methods. To ensure that our evaluation is 448

appropriate for the problem of low-latency Internet traffic classification, we designed our 449

experiments with the following considerations: 450

• Diverse Traffic Types: We included a variety of traffic types such as FTP, video 451

streaming, and low-latency traffic. This selection ensures that our model is tested 452

against different patterns of Internet traffic, reflecting real-world scenarios. 453

• Balanced Dataset: The dataset used for training and testing the classification algo- 454

rithm was designed to maintain a balanced representation of each traffic type, with 455

approximately one hour’s worth of sampling per category. This balance is critical for 456

avoiding bias in the model’s performance. 457

• Comparison with Established Methods: Our approach was compared with state-of- 458

the-art classification methods, including k-NN, CNN, and LSTM-based models, as 459

highlighted in various studies [6], [54], [43], [55], and [44]. This comparison not only 460

validates the robustness of our model but also situates our results within the context 461

of existing research. 462

• Evaluation Metrics: We measured the model’s performance using key metrics such 463

as accuracy, precision, recall, and the F1 score. These metrics are standard in the 464

field of traffic classification and provide a comprehensive assessment of the model’s 465

effectiveness. 466
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• Confusion Matrix Analysis: The use of confusion matrices allowed us to visualize 467

the classification performance across different traffic types, providing insights into the 468

strengths and weaknesses of our model. 469

• Mixed Traffic Scenarios: We evaluated our model under both simple and complex 470

traffic scenarios to understand its performance in real-world conditions where multiple 471

types of traffic coexist. This evaluation is crucial for demonstrating the practical 472

applicability of our approach. 473

Table 2. Basic traffic scenarios.

Mixed Traffic Scenarios (Basic)

Traffic Scenario Low-Latency Accuracy (%)∼

A+B NO 89.7
A+C YES 92.8
B+C YES 94.2
A+A NO 88.3
B+B NO 90.6
C+C YES 96.5

A = File Transfer , B = Video Streaming , C = Low-Latency

Our initial experiments focused on evaluating the classification performance in mixed 474

traffic scenarios involving different types of Internet traffic, such as File Transfer Protocol 475

(FTP), video streaming, and low-latency traffic. These scenarios were selected based 476

on a section of the [50] and our own experiences. These scenarios reflect real-world 477

conditions where multiple types of traffic coexist, providing a comprehensive test of the 478

model’s ability to accurately identify the traffic types. We designed a series of basic traffic 479

scenarios to assess the model’s accuracy. As shown in Table 2, these scenarios consisted of 480

different combinations of two or more traffic types, with special attention to the presence 481

of low-latency traffic. The results demonstrated that the model achieved higher accuracy 482

when low-latency traffic was involved, with the highest accuracy of 96.5% in the scenario 483

where both instances were low-latency traffic. In scenarios without low-latency traffic, the 484

accuracy was slightly lower, such as 88.3% in the case of two FTP instances. 485

Table 3. Complex traffic scenarios.

Mixed Traffic Scenarios (Complex)

No Scenario Low-Latency Acc (%)∼ Acc (%)∼ with
WT

1 3A NO 82.9 86.8
2 3B NO 83.6 88.2
3 3C YES 88.2 93.2
4 2A+B NO 77.2 82.1
5 A+2B NO 71.1 77.4
6 2A+C YES 76.5 83.2
7 A+2C YES 79.6 83.8
8 2B+C YES 77.0 84.1
9 B+2C YES 80.7 84.4

10 A+B+C YES 72.9 78.2
11 2A+B+C YES 68.8 74.2
12 A+2B+C YES 69.7 75.3
13 A+B+2C YES 72.5 79.2

A = File Transfer , B = Video Streaming , C = Low-Latency

In addition to the basic traffic scenarios, we designed a set of complex traffic scenarios 486

to further evaluate the model’s performance in more challenging environments where 487
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three or more types of traffic coexist. These scenarios provide insight into how the model 488

performs as the traffic patterns become more intricate and diverse. Table 3 presents the 489

results of these experiments, showing the classification accuracy both with and without the 490

application of wavelet transform (WT). The wavelet transform was employed to enhance 491

feature extraction, particularly in the presence of low-latency traffic, which often exhibits 492

patterns similar to noise in signal processing. The addition of wavelet transform consistently 493

improved classification accuracy across all scenarios. For example, in Scenario 3C, where 494

all traffic types were low-latency, the model achieved an accuracy of 93.2% with wavelet 495

transform, compared to 88.2% without it. Similarly, in Scenario 6 (2A+C), where the 496

traffic was composed of two instances of FTP and one instance of low-latency traffic, 497

accuracy improved from 76.5% to 83.2% with the application of wavelet transform. As 498

complexity increased, such as in scenarios with four types of traffic (e.g., Scenario 13: 499

A+B+2C), the model’s performance remained strong but showed a slight decline, with an 500

accuracy of 79.2% with wavelet transform. This decline reflects the increasing difficulty in 501

distinguishing between different traffic types as the mix becomes more complex. 502
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Figure 12. Confusion matrix of complex scenarios.

Figures 12 and 13 further visualize the model’s performance. The confusion matrix 503

(Figure 12) displays the accuracy of the model in classifying low-latency traffic across the 504

complex traffic scenarios. The diagonal dominance shows a strong correlation between 505

predicted and actual classifications, with the model performing particularly well in distin- 506

guishing between low-latency and non-low-latency traffic. Scenarios where low-latency 507

traffic was present (e.g., Scenario 3C) showed a high classification accuracy. Furthermore, 508

Figure 13 illustrates the accuracy improvement brought about by applying the wavelet 509

transform in each scenario. The plot clearly shows a consistent increase in accuracy when 510

wavelet transform is applied, particularly in scenarios with low-latency traffic, highlighting 511

the robustness of our model under complex conditions. Also, Figure 14 provides a visual 512

representation of the accuracy improvement across various scenarios. The improvement is 513

evident, particularly in scenarios involving low-latency traffic, where the wavelet transform 514

significantly enhances classification performance. 515
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Figure 14. Impact of wavelet transform on classification accuracy.

In the next experiment, our aim was to classify three distinct types of Internet traffic: 516

FTP, video streaming, and low-latency traffic. The dataset used for training the classification 517

algorithm was designed to maintain a balanced representation of each traffic type, with 518

approximately one hour’s worth of sampling per category. The decision to utilize 14400 519

samples for each traffic type was deliberate. This sampling frequency, equivalent to an 520

average of four samples per second over the course of an hour, allowed for a comprehensive 521

representation of the behavior of each traffic category. Table 4 presents the exact sample 522

sizes for each traffic type, confirming the careful selection of our dataset, ensuring a 523

balanced representation essential for robust model training and validation. 524

Table 4. Traffic types and exact sample sizes.

Traffic Type Duration Total Samples

FTP ∼1 Hour 14679
Video Streaming ∼1 Hour 14287

Low-Latency ∼1 Hour 14510
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The deliberate selection of FTP, video streaming, and low-latency traffic was made 525

to encompass a diverse representation of common Internet activities while maintaining 526

a focused scope for the experiment. Accuracy results for our classification model are 527

illustrated in Figure 15, further supporting the exceptional performance with rates of 99.2% 528

for FTP traffic, 99.3% for video streaming, and 99.4% for low-latency types, validating the 529

effectiveness of our approach in accurately classifying these primary Internet traffic types. 530

Figure 15 presents the confusion matrix, visualizing the performance evaluation of the 531

classification of the proposed models among different types of traffic. 532

FTP Video Streaming Low-Latency
Predicted Label

FT
P

Vi
de

o 
St

re
am

in
g

Lo
w

-L
at

en
cy

Tr
ue

 L
ab

el

99.09 0.59 0.32

0.58 99.30 0.12

0.33 0.11 99.56

Confusion Matrix (%)

20

40

60

80

Figure 15. Confusion matrix of the model.

The ROC curve, Figure 16, illustrates the model’s performance in terms of true positive 533

rates and false positive rates for each traffic type. The Area Under the Curve (AUC) values 534

show that the model achieved excellent classification performance across all three classes, 535

with AUC values of 0.99 for FTP, and 0.95 for both video streaming and low-latency traffic. 536

Figure 16. Roc Curve.
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In the following Figure 17 and Table 5 demonstrate the benefit of incorporating wavelet 537

transform into the model, we compared its performance against a standard scaling method 538

(SS) across all traffic types. As can be seen, the application of the wavelet transform pro- 539

vided a significant improvement, particularly for low-latency traffic classification, where 540

the accuracy increased by approximately 6% compared to using standard scaling methods 541

alone. This improvement was also notable for FTP and video streaming, where the accuracy 542

increased from 93.41% to 99.09% and from 92.76% to 99.30%, respectively. This demon- 543

strates the wavelet transform’s effectiveness in enhancing feature extraction and improving 544

overall classification performance, particularly in scenarios involving low-latency traffic. 545

Table 5. Impact of wavelet transform on classification.

Traffic Type Scaling Method Classification Accuracy(%)∼

FTP SS 93.41
SS+Wavelet 99.09

Video Streaming SS 92.76
SS+Wavelet 99.30

Low-Latency SS 92.12
SS+Wavelet 99.56
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0

1

2

3

4

5

6

7

Ac
cu

ra
cy

 Im
pr

ov
em

en
t 

(%
)

Accuracy Improvement from SS to SS+Wavelet by Traffic Type

Figure 17. Accuracy improvement of single traffic types.

The t-SNE visualization in Figure 18 portrays the distribution of predicted classes, FTP 546

(Class 0), Video Streaming (Class 1), and Low-Latency (Class 2). Each distinct cluster in the 547

plot corresponds to a class, revealing how the model separates and perceives these traffic 548

types in a two-dimensional space. Overall, the plot provides a concise representation of 549

the model’s segregation of these network behaviors into distinct categories with minimal 550

overlap. 551

Table 6 presents a comparison of the classification accuracy achieved by various 552

methods. This table highlights the performance of different methods, including solutions 553

offered by other researchers, across three distinct traffic types: FTP, Video, and Low-Latency. 554

In our previous paper [6], we demonstrated high accuracy using the k-NN algorithm across 555

all traffic types, while Wang et al.’s [54] employment of CNN showed strong performance, 556

especially in FTP and video classifications. Moreover, the utilization of Deep Packet [43] 557

with CNN yielded consistent accuracy rates of 98% across all traffic types. Chang et al.’s 558

[55] ANN model exhibited significant challenges in accurately classifying video traffic, 559

registering a notably lower accuracy compared to other methods. The method proposed in 560

this paper, employing an ANN approach, showcased remarkable accuracy rates of 99.1% in 561

FTP and 99.6% in Low-Latency traffic classification, positioning it as a competitive solution 562
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among the state-of-the-art approaches for traffic classification in network analysis. Notably, 563

FlowPic’s [44] deployment of LSTM outperformed other methods with an exceptional 564

99.9% accuracy in Video traffic classification, underscoring the effectiveness of recurrent 565

neural networks in handling sequential traffic data. 566
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Figure 18. Visualization of the predicted classes.

Table 6. Classification performance comparison among six methods. Results are in the format of Avg.

Paper Algorithm Classification Accuracy(%)∼
FTP Video Low-Latency

Enisoglu et al.[6] k-NN 97.5 97.9 98.2
Wang et al. [54] CNN 94.5 96.5 84.5

Deep Packet [43] CNN 98.0 98.0 98.0
Chang et al. [55] ANN NA 59.0 92.0

FlowPic [44] LSTM 98.8 99.9 99.6
This Paper ANN 99.1 99.3 99.6

6. Conclusion 567

In this study, we have presented a novel approach for the classification and identifica- 568

tion of low-latency Internet traffic using deep learning techniques and trend-based features. 569

By incorporating advanced trend features such as slope, moving averages, download- 570

to-upload ratio, and wavelet transform, we have demonstrated the effectiveness of our 571

methodology in accurately classifying different types of Internet traffic. Experimental 572

results have shown that our model achieved high accuracy rates of classifying FTP, video 573

streaming, and low-latency traffic with 99.09% , 99.3% and 99.56%, respectively. These re- 574

sults validate the robustness and efficacy of our approach in accurately classifying primary 575

Internet traffic types. 576

Furthermore, our experiments with mixed traffic scenarios, both basic and complex, 577

have provided valuable insights into the performance of our model in real-world traffic mix 578

situations. We observed that as the complexity and number of traffic types increased, the 579

accuracy of identifying the existence of low-latency in the traffic mix decreased. However, 580

our model still showed promising performance in detecting low-latency traffic within 581

mixed traffic scenarios. 582
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In general, the integration of wavelet transform and deep learning techniques has 583

proven to be instrumental in enhancing the accuracy and precision of Internet traffic classifi- 584

cation, particularly in the context of identifying low-latency traffic. Our findings contribute 585

to the advancement of traffic analysis methodologies and have practical implications for 586

optimizing the delivery of time-sensitive applications over the Internet. 587

In conclusion, our work underscores the significance of accurately identifying and 588

prioritizing low-latency Internet traffic, and our proposed methodology offers a promising 589

solution for addressing this critical aspect of network traffic management. 590
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