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Abstract: In recent years, the rise of advanced artificial intelligence technologies has had a profound 
impact on many fields, i n cluding e d ucation a n d r  e search. O n e s u ch t e chnology i s  C h atGPT, a 
powerful large language model developed by OpenAI. This technology offers exciting opportunities 
for students and educators, including personalized feedback, increased accessibility, interactive 
conversations, lesson preparation, evaluation, and new ways to teach complex concepts. However, 
ChatGPT poses different threats to the traditional education and research system, including the 
possibility of cheating on online exams, human-like text generation, diminished critical thinking 
skills, and difficulties in evaluating information generated by ChatGPT. This study explores potential 
opportunities and threats that ChatGPT poses to overall education from the perspective of students 
and educators. Furthermore, for programming learning, we explore how ChatGPT helps students 
improve their programming skills. To demonstrate this, we conducted different coding-related 
experiments with ChatGPT, including code generation from problem descriptions, pseudocode 
generation of algorithms from texts, and code correction. We also verified the generated codes with 
an online judge system to evaluate their accuracy.

Keywords: ChatGPT; educational technology; research; programming education; large language 
model; GPT-3; artificial intelligence 16

1. Introduction 17

Over the past few years, the advancement of natural language processing (NLP) 18

has achieved significant success in many realistic applications such as speech and entity 19

recognition, summarization, language translation, and text generation. Researchers have 20

also used recurrent neural network (RNN) models in many applications because of their 21

recurrent structure to remember dependencies in texts [1–3]. However, an RNN model has 22

limitations and cannot handle extremely long-range dependencies in natural language texts 23

[2]. Therefore, the Transformer architecture was introduced [4] to alleviate this problem. 24

It is an autoregressive1 and self-supervised2 language model. Transformer also has a 25

self-attention mechanism that determines the relationship and relevance of different parts 26

of the input. This makes the model very robust for understanding the relationship between 27

words in a sentence regardless of their position. Generative pretrained transformer (GPT)- 28

3 is a large language model (LLM) based on the Transformer architecture [5,6] that has 29

achieved significant success in NLP tasks. GPT-3 models are trained on extensive text data 30

(approximately 175 billion trainable parameters and 570 GB of text), capable of generating 31

human-like text and performing other language-related tasks with a high percentage of 32

accuracy. 33

1 https://en.wikipedia.org/wiki/Autoregressive_model
2 https://en.wikipedia.org/wiki/Self-supervised_learning
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ChatGPT is an NLP model developed by OpenAI3 and was launched in November 34

2022. ChatGPT [7] emerged as a breakthrough LLM that can generate text and maintain 35

a human-like conversational style. As GPT-3 is trained on vast amounts of Internet data 36

and is suitable for a wide range of downstream tasks, the ChatGPT model begins with the 37

GPT-3 pretrained LLM. However, GPT-3 has the disadvantage of being “poorly characterized 38

behavior" [8]. Therefore, to avoid toxic and untruthful outputs, ChatGPT decided to use three 39

different strategies: (i) supervised fine-tuning, (ii) reward modeling, and (iii) reinforcement 40

learning. The process begins by collecting a dataset of labeler demonstrations used to 41

fine-tune GPT-3 with supervised learning. Next, a dataset of rankings of model output is 42

used to further fine-tune the supervised model with reinforcement learning from human 43

feedback. Finally, the resulting model is called InstructGPT [8]. Unlike other AI-based 44

language models, ChatGPT generates and presents entirely new content in a real-time 45

conversation with the user. Furthermore, ChatGPT can consistently maintain a style of 46

dialogue that engages the user in a more realistic way, rather than providing irrelevant 47

answers to each question. This makes ChatGPT a more unique model than other LLMs. 48

ChatGPT has exhibited top performance in many application domains, such as co- 49

herent content and essay generation, chatbot responses, language translation, question 50

answering, and programming code [9,10]. In addition, research is underway to fine-tune 51

such LLMs for specific tasks and apply transfer learning in new domains. In the context of 52

education, both students and educators can use ChatGPT for many academic and research 53

purposes. Educators can take advantage of ChatGPT to prepare an outline of a particular 54

course, topic-related content for lectures, presentations on academic topics, questions, 55

coding, and so on. Similarly, students can be assisted by ChatGPT in solving complex 56

problems and questions, writing essays, and explaining a specific topic to accelerate their 57

learning [10,11]. Even students can receive programming-related support here to accelerate 58

their learning of programming. ChatGPT has made significant progress; however, there 59

are concerns about misuse [12–14]. Therefore, it is important to consider the potential 60

threats (e.g., the integrity of online exams and question answering) alongside the many 61

good applications of ChatGPT for education. Some experts have expressed concern about 62

the future of some common practices such as programming in the era of ChatGPT [13]. 63

Therefore, it is important to rationally evaluate the situation and prepare a suitable future 64

educational plan in the presence of tools such as ChatGPT. 65

In recent decades, many technologies have emerged that have occasionally disrupted 66

traditional practices. Therefore, people need to evaluate and consider the benefits and 67

threats of such new technologies [10]. In the past, questions have been raised about Google 68

and how this tool will change the way people think, read, and memorize [15]. Another 69

educational tool is the Massive Open Online Course, which gained a significant amount 70

of attention in early 2010, and then its performance declined because of its strategies 71

and business models [16]. These concerns can also be applied to ChatGPT, as it has 72

many potentials but also significant dangers. However, ChatGPT can be used as an 73

educational technology in many ways, including tutors, language models, and research 74

and teaching assistants. Furthermore, ChatGPT is distinguished from other LLMs by some 75

of its special characteristics such as accessibility, personalization, conversational format, 76

and cost-effectiveness. Numerous studies have been conducted to explore the application 77

of artificial intelligence (AI) in education, including chatbots [17], programming support 78

[18,19], language models [2,20], and NLP tools [21]. However, ChatGPT has recently been 79

published and is also a relatively new technology in the educational domain. To the best 80

of our knowledge, no research has addressed the opportunities, threats, and strategies of 81

ChatGPT for education, research, and particularly programming education. 82

3 https://openai.com/
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1.1. Aims and Contributions 83

In this study, we explore the opportunities, challenges, and strategies of using ChatGPT 84

in education and research and identify strategies for potential threats. To demonstrate 85

the effectiveness of ChatGPT in programming support, we also conduct coding-related 86

experiments, such as code generation from problem descriptions, pseudocode generation 87

of algorithms from texts, and code correction. Finally, we verify these generated solution 88

codes using an online judge system. The main contributions of this study are as follows: 89

• Investigated the opportunities and possible threats of using ChatGPT in educational 90

settings, particularly in programming education 91

• Presented threat mitigation strategies in the presence of AI tools such as ChatGPT 92

• Conducted experiments with ChatGPT to illustrate how this tool can be used to 93

support programming learning 94

• Discussed future educational plans and curriculum in light of such revolutionary AI 95

tools 96

The rest of the paper is organized as follows: Section 2 presents related work, Section 97

3 explores the opportunities of ChatGPT from educator and student perspectives, Section 5 98

explores the potential threats of ChatGPT and strategies to address them, Section 6 provides 99

limitations of the study, and finally, Section 7 concludes the study. 100

2. Related Literature 101

In this section, we present recent studies on education and research using ChatGPT 102

from the perspective of educators and learners. We also summarize published works that 103

use ChatGPT for different educational fields, including science, medicine, and engineering. 104

Due to the novelty of the topic, we found few peer-reviewed scholarly papers even though 105

peer-reviewed papers are sparse. However, we reviewed preprints (non-peer-reviewed 106

academic papers) on different educational branches. Muneer [22] presented the potential 107

of AI and NLP to improve academic performance. The study employed a case study 108

using ChatGPT, which significantly enhances academic research on economics and finance. 109

Dowling and collaborators [23] discovered the benefits of ChatGPT for their research 110

in finance. They also mentioned the ethical implications of this revolutionary AI tool. 111

Rudolph et al. [24] discussed the opportunities and challenges of using ChatGPT in 112

education. Moreover, some basic features and user interfaces of ChatGPT were presented 113

in [24]. Furthermore, several studies [9–12,14] have published applications of ChatGPT in 114

education. 115

Frieder et al. [25] tested the mathematical capabilities of ChatGPT on GHOSTS and 116

handcrafted datasets. GHOSTS is the first collection of data expressed in natural language 117

that was created and maintained by active mathematicians. Their experimental results 118

proved that “the mathematical abilities of ChatGPT are significantly below those of an average 119

mathematics student. ChatGPT often understands the question but does not provide correct solu- 120

tions." The performance of ChatGPT as an assistant in medical education is also significant. 121

Kung et al. [26] evaluated the performance of ChatGPT on the US Medical Licensing Exam, 122

which includes three exams: Step 1, Step 2CK, and Step 3. Their experimental results 123

show that ChatGPT performed close to or near the minimum requirement on all three 124

exams despite receiving no specific guidance or support. Gilson et al. [27] investigated the 125

performance of ChatGPT on the medical licensing exam. These compelling results mean 126

that ChatGPT can support medical education. A summary of articles related to medical 127

education using ChatGPT can be found in [28]. 128

Computer programming is a complex task requiring correct logical and syntactic 129

implementation. AI-based models have achieved plausible success on a variety of program- 130

ming tasks, including code repair, summarization, completion, correction, classification, 131

and generation [20,29]. Alphacode [30] is a state-of-the-art LLM developed and trained 132

specifically to support competitive-level programming. Both ChatGPT and Alphacode 133

perform coding-related tasks by digesting a large amount of human-generated text [31]. 134

ChatGPT is a more general conversation engine, whereas Alphacode is more specialized 135
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Table 1. A list of educational and research articles about ChatGPT

Category Article # Citation Description

Programming support

Jalil et al. [33] - Solving questions of software
testing curriculum

Sobania et al. [32] - Automatic bug fixing in code

Qadir [10] 5 Application in engineering
education

Laurent et al. [34] 1 Support tool for HTML, CSS,
and JavaScript code

Matt Welsh [13] - Future of common
programming practices

Medical Education and Exam

Kung et al. [26] 14 AI-assisted medical education
Gilson et al. [27] 4 Medical education

Antaki et al. [35] 1 Ophthalmology
question-answering

Rao et al. [36] - Adjunct for Radiologic
Decision-Making

Finance Education and Research

Muneer [22] 2 Enhance the performance of
economy and finance research

Dowling et al. [23] 3 Research on finance

Karsten [37] 1
Explain alternative and
community finance and

crowdfunding
Adam and Demir [38] 2 Financial application

Mathematics Simon et al. [25] 2 Presented mathematical
capabilities

Law Jonathan et al. [39] 2 Examine the performance for
law school exams

Translator Wenxiang et al. [40] 6 Performance as a machine
translation

for programming [31], even though these two systems use “virtually the same architecture" 136

[31]. Moreover, although ChatGPT was not designed and developed for automatic code 137

repair, this tool is still suitable for it. The performance of code debugging with ChatGPT 138

has been presented in the study [32]. Their experimental results show that the bug-fixing 139

performance of ChatGPT is competitive with deep learning models such as Codex and 140

CoCoNut. Nevertheless, ChatGPT has significantly outperformed traditional code repair 141

approaches [32]. Jalil et al. [33] studied the performance of ChatGPT in solving software 142

testing curriculum questions. ChatGPT can generate correct/partially correct answers and 143

explanations in approximately 44% and 57% of cases, respectively. In contrast, researchers 144

are concerned about the general practices of programming in the future by ChatGPT [13]. 145

For the convenience of researchers, we have summarized some studies using ChatGPT, as 146

listed in Table 1. 147

3. Opportunities With ChatGPT 148

ChatGPT is a powerful LLM developed by OpenAI that has the potential to transform 149

our technological interactions and lead to a significant paradigm shift. Many academic 150

articles have been published on ChatGPT, but a review of the literature on the effects of 151

ChatGPT revealed various viewpoints ranging from favorable to unfavorable. In math- 152

ematics and science education, calculators have become an inseparable part; similarly, 153

ChatGPT will be an important tool for daily writing and work [41]. Sharples [42] proposed 154

encouraging educators and learners to take advantage of the available capabilities of AI 155

tools such as ChatGPT rather than forego their use. In this section, we present the prospects 156

and opportunities of ChatGPT for education and research from the perspective of learners, 157

educators, and researchers. 158
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(a) Conceptual example and explanation of a topic (b) Solutions of mathematical questions
Figure 1. Capabilities of ChatGPT for technical education

3.1. Opportunities for Learners 159

ChatGPT offers many possibilities, and this tool can be a super assistant for learners. 160

Learners are allowed to use this tool to understand and solve complex problems. For 161

learners who prefer experimental and hands-on learning, ChatGPT is an excellent platform 162

to achieve this [43]. One of the biggest advantages of ChatGPT is its ability to understand 163

and respond to natural language queries. This allows learners to ask ChatGPT a question in 164

the same way they would ask their tutors. This makes ChatGPT more intuitive and learner- 165

friendly. It can be used at all levels of education, from elementary to higher education, 166

and even for professional development. The ChatGPT model can help students develop 167

their reading and writing skills by providing suggestions (e.g., syntactic and grammatical); 168

the model can create practice exercises and quizzes for various subjects (e.g., mathematics, 169

physics, language, and literature); the model can provide a set of exercises and quizzes. The 170

ChatGPT model can create explanations and step-by-step solutions to a given problem; the 171

model can help develop problem-solving skills and analytical, and out-of-the-box thinking. 172

ChatGPT can be used for group discussions and debates by providing personalized 173

guidance to learners during the discussion; ChatGPT can support learners with disabilities 174

by providing services such as speech-to-text and text-to-speech. The ChatGPT model 175

can be a professional tutor for developing language skills, programming, report writing, 176

project management, and technical (e.g., medical, legal, and IT) report writing. More 177

interestingly, learners can argue with ChatGPT about the given explanations, solutions, 178

and other suggestions. Therefore, learners get interactive help from ChatGPT anytime and 179

anywhere. In addition, we experimented with the ChatGPT model to find the derivatives 180

of mathematical equations, and it solved all equations correctly. In this case, the correctness 181

is 100%. Figure 1 shows the capabilities of ChatGPT for technical education. 182
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Figure 2. Outline of Algorithm and Data Structures course using ChatGPT

3.2. Opportunities for Educators 183

As an LLM, ChatGPT can be a valuable tool for educators in many ways. Educators 184

can take advantage of using ChatGPT for effective teaching and research. Here are some 185

examples that can demonstrate the effectiveness of ChatGPT for teaching and research. 186

Lesson Planning: ChatGPT can be used to create lesson plans for specific courses, such 187

as math, chemistry, physics, computer science, civil engineering, language, and literature. 188

ChatGPT provides topic-specific illustrations, activities, and exercises to help educators 189

better teach their students. ChatGPT can also be used to generate topic-specific quiz 190

questions tailored to subject matter and difficulty level. For example, we asked ChatGPT to 191

“prepare a detailed outline for the Algorithms and Data Structures course", as depicted 192

in Figure 2. It creates a complete table of contents for the Algorithms and Data Structures 193

course, showing topics and a breakdown of each topic, along with learning objectives. 194

Personalized Learning Support: Educators can use ChatGPT to provide personalized 195

learning support for their students. Depending on a student’s needs and learning style, 196

ChatGPT can suggest customized resources and learning activities. For instance, educators 197

can use ChatGPT to analyze student performance data and identify areas where students 198

are struggling with particular concepts or algorithms. An educator might notice that a 199
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Figure 3. Personalized learning using ChatGPT

particular student is struggling with sorting algorithms. In this case, the educator can take 200

advantage of ChatGPT to generate customized resources based on that student’s learning 201

style and abilities (e.g., a video tutorial on a specific sorting algorithm that the student 202

is struggling with, or a coding exercise to reinforce that concept). Figure 3 depicts the 203

personalized learning steps. 204

Answering Learners’ Queries: Educators can get the help of ChatGPT to answer 205

learners’ questions. Furthermore, if educators can ask ChatGPT for explanations and 206

examples on a particular topic, it will surely increase the effectiveness of teaching. For 207

example, if a learner asks the question “Which sorting algorithm should we use for which 208

data field?", ChatGPT can provide summary information in this case (see Figure 4), which 209

can be useful for teachers. In addition, teachers can ask ChatGPT for explanations and 210

examples on a complex topic to obtain accurate and tailored information. 211

Figure 4. A summarized information generated by ChatGPT based on a query

Rapid Assessment and Evaluation: Educators can also leverage the power of the 212

ChatGPT model to assess and evaluate learner assignments and quizzes. The model can be 213

used to check submitted assignments for plagiarism. Interestingly, the model can generate 214

questions/quizzes on the basis of different difficulty levels (e.g., high, medium, easy) 215

on the same topic. For example, as depicted in Figure 5, we asked ChatGPT to create a 216

high difficulty quiz on "Sorting and Searching Algorithms". We also asked ChatGPT about 217
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Figure 5. ChatGPT generates quizzes with different difficulty levels on the same topic

quizzes of other levels, such as medium and easy, and we found that there was a significant 218

difference between quizzes of different levels. In addition, the model can be used to grade 219

assignments and quizzes [9]. This can save educators a significant amount of valuable time. 220

Apart from the above benefits, educators can use ChatGPT for language learning 221

support, personalized feedback, professional development, and research. 222

3.3. Opportunities for Researchers 223

The ChatGPT model offers many advantages to researchers. First, it can effectively 224

support the writing process of research. At its most basic, it can improve writing by finding 225

and correcting typographical errors, improving grammatical inconsistencies, providing 226

advanced vocabulary, and recommending improvement strategies. This allows researchers 227

to devote more time to experimentation and implementation. The model can also summa- 228

rize published work on a particular topic, which helps researchers understand the work. It 229

can also provide clues and research ideas by analyzing a specific topic. For example, we 230

asked ChatGPT to provide an unexplored research idea on “how to reduce errors related 231

to resource constraints (time and memory limit exceeded) in code for programmers". 232

Based on this query, ChatGPT provided some interesting and promising research ideas, as 233

illustrated in Figure 6. 234

4. Programming Learning with ChatGPT 235

The importance of computer programming in professional and academic fields is sig- 236

nificant. Experienced programmers have demonstrated improvement in both professional 237
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Figure 6. Research ideas for a topic are generated by ChatGPT

and academic fields [44]. Programming skills are acquired through repeated practice. To 238

assist programmers, deep learning based tools are introduced for code repair, completion, 239

error detection, optimization, verification, and classification [1,2,19,20,45,46]. In recent 240

years, LLMs based on the Transformer architecture (e.g., CodeBERT, Codex, and PyMT5) 241

have achieved state-of-the-art results for various programming tasks [47]. ChatGPT is 242

an LLM based on the Transformer architecture and has received significant attention be- 243

cause of its human-like conversational style. The application of ChatGPT is not limited 244

to language-related tasks but also finds use in programming learning applications (e.g., 245

code suggestion, optimization, completion, and error detection). However, the quality and 246

suitability of these applications for programming learning remain unclear. Therefore, we 247

evaluate and analyze the performance of ChatGPT in various programming learning tasks 248

as follows. 249

4.1. Conceptual Understanding 250

A clear concept is a basic requirement for improved programming performance. 251

ChatGPT can provide explanations and examples of various programming concepts (e.g., 252

data structures, algorithms, languages, and programming language syntax) in a concise, 253

simple, and understandable manner. For example, when we asked ChatGPT to “provide a 254

pseudocode for a selection sort and an explanation”, it generated the pseudocode and 255

explanation, as depicted in Figure 7. The results demonstrate that ChatGPT can generate 256
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(a) Pseudocode of selection sort (b) Explanation of selection sort
Figure 7. Pseudocode and explanation of selection sort algorithm

easy-to-understand explanations and pseudocode that are useful for learners to understand 257

algorithmic concepts. 258

4.2. Solution Code Generation 259

Programmers can use ChatGPT to generate solution codes based on the problem 260

description. Such solution codes can assist programmers in their programming learning 261

phase. Therefore, we experimented to evaluate the performance of ChatGPT in generating 262

codes based on problem descriptions. In the experiment, we used the “Algorithms and 263

Data Structures" problem description from the Aizu Online Judge (AOJ) system [48] and 264

verified the correctness of the codes generated by ChatGPT on the same platform and in 265

a basic compiler. We leveraged the problem descriptions of eight random problems and 266

generated codes three times for each problem on the basis of the same description. We then 267

used these strategies to validate our experimental results. Table 2 shows the correctness of 268

the generated codes based on the problem descriptions using ChatGPT. 269

Table 2. Evaluation results of generated codes based on Basic Compiler and AOJ system

Case No. Problem Name Evaluation on Basic Compiler Evaluation on AOJ
Success Failed Success Failed

1 Insertion Sort (IS)4 3 0 2 1 (WA)
2 GCD5 3 0 3 0
3 Prime Numbers (PN)6 3 0 3 0
4 Reverse Polish Notation (RPN) 7 3 0 3 0
5 Round-Robin Scheduler (RRS) 8 2 1 2 1 (RE)
6 Binary Search (BS) 9 3 0 2 1 (TLE)
7 Merge Sort (MS) 10 3 0 1 2 (TLE, WA)
8 Depth First Search (DFS)11 3 0 2 1 (WA)

In addition, Figure 8 shows the comparative accuracy of the generated codes executed 270

in the AOJ platform and a basic compiler. The following observations can be drawn: (i) 271

the correctness rate of the generated code based on the basic compiler is approximately 272

95.83%; (ii) the correctness rate based on AOJ compilation is approximately 75%; (iii) when 273

running a submitted code on the AOJ platform, various constraints (time, memory, etc.) 274

and output formatting are taken into account, which may be a reason for the lower accuracy 275

on the AOJ platform than the basic compiler; (iv) ChatGPT generates mostly correct codes 276
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considering long problem descriptions, including constraints, algorithms, and input and 277

output formatting. 278

IS GCD PN RPN RRS BS MS DFS

40

60

80

100

A
cc

ur
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y
(%

)

Evaluation on Basic Compiler Evaluation on AOJ

Figure 8. Comparison of the evaluation accuracy of the generated code for all problems executed
with basic compiler and the AOJ platform

4.3. Error Checking and Debugging in Code 279

Error checking and debugging code is a tedious and time-consuming task for learners, 280

requiring them to check codes line by line to identify errors and their locations. ChatGPT 281

can identify errors in codes and provide potential suggestions and code snippets. We 282

experimented with ChatGPT to debug erroneous codes. To do this, we collected erroneous 283

codes from the AOJ system. We asked a question “Does this code have a bug? How can 284

it be fixed?" to ChatGPT, and it responded with valuable suggestions, code snippets, and 285

occasionally whole codes, as depicted in Figure 9. The suggestions proved to be interesting 286

to the programmers and helpful in resolving the code errors. 287

4.4. Solution Code Optimization 288

Code optimization is important in competitive programming, where all test cases and 289

applied constraints must be met. ChatGPT can help optimize codes by suggesting ways 290

to reduce memory usage and time complexity. Moreover, the explanations provided by 291

ChatGPT based on code reviews are valuable and help programmers better understand the 292

problem and error in the code. We experimented using ChatGPT for code optimization. 293

For this experiment, we collected codes that received the time limit exceeded (TLE) or 294

memory limit exceeded (MLE) decision from the AOJ platform, implying that optimization 295

is required to reduce memory usage and time complexity to be accepted. We asked a 296

question “The following code passed most of the test cases on the AOJ platform, but 297

received a TLE error decision, how can I optimize the code?" to ChatGPT. In response, 298

ChatGPT provided a useful explanation on the basis of a review of the code as well as 299

optimized code, as depicted in Figure 10. The generated optimized code was validated on 300

the AOJ platform, and it passed all test cases (10/10) and was accepted for the Bubble Sort 301

problem12. It appears that ChatGPT can be a powerful tool to assist programmers in their 302

programming learning process. 303

12 https://onlinejudge.u-aizu.ac.jp/courses/lesson/1/ALDS1/4/ALDS1_2_A
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Figure 9. Error checking and debugging in code using ChatGPT
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(a) Erroneous code with a TLE error decision (b) Suggestions and optimized code provided by the ChatGPT
Figure 10. Code review and optimization using ChatGPT

Furthermore, the ChatGPT model can be used for daily practice, learning resources, 304

and personalized programming support for both beginners and advanced programmers. 305

This platform can be a significant assistant for programming learners to better develop 306

concepts, logic, programming language, and coding skills. 307

5. Threats and Strategies 308

As an AI LLM, ChatGPT can play an important role in education and research. The 309

capabilities of this powerful tool are not only limited to these fields but also to many others. 310

However, despite the many advantages of using ChatGPT, there are also challenges in 311

using it for education and research, especially for technical education such as computer 312

programming. Because ChatGPT is capable of generating texts that are nearly indistinguish- 313

able from human-generated texts in high-level cognitive tasks, this capability of ChatGPT 314

raises concerns about its potential use in education and research. In this section, we present 315

the challenges and possible strategies for using ChatGPT. 316

Integrity of assignments and online exams: Online exams have become a common 317

phenomenon in higher education. As ChatGPT can generate human-like texts for academic 318

topics, educators and institutions need to be aware of the possibility of cheating in online 319

exams using ChatGPT. In short, ChatGPT threatens the fairness and validity of online exams 320

and assignments. To address these raised issues, there are some strategies that educators 321

and institutions can take. Students can be given clear instructions on assignments and 322

online exams on how to structure their assignments and answer their questions online [49]. 323

Students can send their assignments to teachers for review before final submission. An 324

advanced plagiarism detection tool can be used to detect AI-generated texts. Furthermore, 325

advanced exam supervision/proctoring techniques could be effective for online exams [14]. 326

In this context, further research is required to fully understand the impact of AI LLMs such 327

as ChatGPT and strategies for combating the misuse of ChatGPT. 328

Blind reliance on generative AI tools: The heavy reliance on generative AI tools 329

such as ChatGPT can negatively affect education and research. This is because the ease 330

of obtaining answers, problem-solving strategies, and scientific text generation can limit 331

critical thinking and problem-solving skills. Recently, ChatGPT has authorized and cred- 332

ited published papers and preprints [50]. It also raises questions about writing essays and 333

research articles. The CEO of OpenAI warns against blind reliance on ChatGPT, saying: 334

335

“ChatGPT is incredibly limited but good enough at some things to create a misleading impres- 336

sion of greatness. It’s a mistake to be relying on it for anything important but a preview of progress. 337

We have lots of work to do on robustness and truthfulness.” 338
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— Sam Altman, CEO of OpenAI 339

340

To address this issue, it is important for students, educators, and researchers to be 341

aware of the limitations of LLMs, and these tools can only be used as supportive tools 342

to enhance research and learning [51]. Further research is required to design academic 343

curricula, question-and-answer patterns, assignments, and exams to address the challenges 344

raised. 345

Difficulty in evaluating the ChatGPT generated-answers and –texts: As an AI LLM, 346

ChatGPT uses complex algorithms and statistical models to generate answers and text 347

on the basis of patterns learned from large amounts of text data. The answers and texts 348

generated by ChatGPT are becoming indistinguishable from human-generated answers and 349

texts. This poses a challenge to educators and researchers [49,52–54]. Existing plagiarism 350

detection tools are finding it increasingly difficult to distinguish between AI- and human- 351

generated texts. As a result, restrictions have been placed on the use of ChatGPT in 352

educational institutions [55]. Cotton et al. [49] presented several strategies for recognizing 353

texts from LLMs such as ChatGPT, including language inconsistencies, lack of proper 354

citations, factual errors, ambiguity, and poor context awareness. Further research on the 355

development of new technologies (e.g., AI-based plagiarism detectors) is needed to ensure 356

the integrity of education and research. 357

Ethical implications and potential biases: The ethical implications and biases of 358

using ChatGPT in education and research should be carefully considered. Typically, LLMs 359

rely heavily on training data, and when the data contain biases or anomalies, it could 360

lead to unfair results. For example, if the training data is biased toward certain people or 361

cultures, the model may produce unfair or discriminatory output. Therefore, it is imperative 362

to ensure that the training data are well-diverse and balanced. ChatGPT and other AI 363

language models can be used to generate fake news, hate speech, and other harmful content. 364

This can lead to social unrest, reputation damage, and even physical harm. Furthermore, 365

internal mechanisms and processes are not sufficiently open and transparent to users about 366

how they work. It is also important to ensure that the decision-making processes of these 367

models are transparent to users. Because ChatGPT generates responses without human 368

intervention, it can be difficult to hold anyone accountable for the responses generated. 369

This may make it difficult to address any ethical concerns or biases. ChatGPT and other 370

generative models involve the collection and processing of personal data, which raises 371

concerns about privacy and data security. Appropriate measures should be taken to protect 372

unauthorized access to individual data. 373

Critical thinking and problem-solving skill: ChatGPT can generate nearly accurate 374

answers to technical questions from a wide range of topics and correct or partially correct 375

programming code based on problem descriptions, algorithm and problem names, and 376

so on. Simply acquiring answers and codes from ChatGPT can be a barrier to improving 377

learners’ critical thinking and problem-solving skills. To the best of our knowledge, there 378

are no such tools that can recognize codes generated by AI models, and thus, the solution 379

codes generated by AI models can be used for academic coding exams and competitions. 380

This poses a challenge to educators on how to deal with this new situation. 381

However, there are some strategies for determining whether responses and program- 382

ming codes are generated by ChatGPT. Look for telltale signs: ChatGPT responses typically 383

have certain characteristics, such as a lack of personalization or a rather generic tone. Fur- 384

thermore, the programming code typically contains programming syntax and formatting. 385

Check for coherence: ChatGPT responses may not have a consistent or logical flow, especially 386

when it is generating answers to complex questions. If the answers appear disjointed or 387

nonsensical, this may indicate that they were generated by ChatGPT or another AI model. 388

Compare responses: We can compare responses generated by ChatGPT with responses gener- 389

ated by other language models or humans. If the answer is identical to answers generated 390

by ChatGPT, it may be a sign that the answer was not generated by a human. Use of 391

plagiarism detection tools: we may also use plagiarism detection tools to determine whether 392
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an answer contains programming codes copied from somewhere else. This can help detect 393

cases of fraud. In addition, if there is possible cheating with programming codes, we can 394

ask follow-up questions to determine the depth of the learner’s understanding in answering 395

the question. 396

6. Limitation 397

It is worth noting that our experiments were conducted on ChatGPT, which is currently 398

in an active development phase. During the experiments, we obtained significant results 399

in code generation, error checking and debugging, and optimization of the solution code. 400

However, the results may vary for the following reasons: (i) the release of a new version of 401

ChatGPT may lead to different results; (ii) asking different questions than those presented 402

in this study; (iii) results may vary for different problem descriptions; (iv) code optimization 403

results may vary for different solution codes. 404

7. Conclusion 405

ChatGPT and other AI LLMs have the potential and can be supporting tools for 406

educational and research work. ChatGPT is a revolutionary LLM that can maintain human- 407

like conversations and generate human-like text for any natural language query that 408

is nearly indistinguishable. The model can be used to answer questions, write essays, 409

solve problems, explain complex topics, provide virtual tutoring, practice languages, learn 410

programming, teach, and support research. Furthermore, the ChatGPT model can be 411

used to solve technical (e.g., engineering and computer programming) and non-technical 412

(e.g., language and literature) problems. Our experimental results show that ChatGPT is 413

useful not only for programming education but also for education and research. However, 414

although ChatGPT is a powerful tool that can generate impressive responses on a variety of 415

topics, it still has certain limitations, such as a lack of common sense, potential bias, difficulty 416

with complex reasoning, and inability to process visual information. It is important to 417

keep in mind the limitations of ChatGPT when using it, and it should not be relied upon 418

blindly. In addition, the ethical implications (e.g., bias and discrimination, privacy and 419

security, misuse of technology, accountability, transparency, and social impact) of ChatGPT 420

are complex and multifaceted and should be carefully considered. 421

Despite the various difficulties and challenges, we believe that the risks discussed can 422

be effectively managed and must be addressed to provide reliable and equitable access to 423

LLMs for educational and research purposes. 424
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