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Abstract: This paper introduces the Automated Zero Trust Risk Management with DevSecOps Integra-
tion (AZTRM-D) framework, a novel and comprehensive approach designed to intrinsically embed
security throughout the entire Secure Software and System Development Lifecycle (S-SDLC). AZTRM-
D strategically unifies established methodologies—DevSecOps practices, the NIST Risk Management
Framework (RMF), and the Zero Trust (ZT) model—and significantly augments their capabilities
through the pervasive application of Artificial Intelligence (Al). This integration shifts traditional, often
fragmented, security paradigms towards a proactive, automated, and continuously adaptive security
posture. Al serves as the foundational enabler, providing real-time threat intelligence, automating
critical security controls, facilitating continuous vulnerability detection, and enabling dynamic policy
enforcement from initial code development through operational deployment. By automating key
security functions and providing continuous oversight, AZTRM-D enhances risk mitigation, reduces
vulnerabilities, streamlines compliance, and significantly strengthens the overall security posture of
software systems, thereby addressing the complexities of modern cyber threats and accelerating the
delivery of secure software.
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1. Introduction

The landscape of software development is undergoing a rapid transformation, driven by agile
methodologies, cloud-native architectures, and continuous delivery pipelines. While these advance-
ments promise increased efficiency and innovation, they concurrently introduce unprecedented se-
curity challenges. Traditional security approaches, often implemented as an afterthought or through
fragmented, manual processes, are proving inadequate against an increasingly sophisticated and
dynamic cyber threat environment [1,2]. The reactive nature of finding and fixing vulnerabilities late
in the development cycle leads to significant costs, delays, and persistent risks. There is a pressing
need for a paradigm shift—one that integrates security holistically from inception, fosters continuous
vigilance, and leverages intelligent automation to keep pace with evolving threats. Current efforts to
enhance software security often focus on individual components, such as adopting DevSecOps for
faster integration of security, implementing Zero Trust principles for stricter access control, or applying
risk management frameworks (like NIST RMF) for structured security governance [3-6]. While each of
these methodologies offers distinct benefits, their isolated application can lead to gaps, inefficiencies,
and a lack of cohesive defense. The true potential for robust and adaptive software security lies in
their synergistic integration, empowered by advanced technologies.

This paper introduces the Automated Zero Trust Risk Management with DevSecOps Integration
(AZTRM-D), a novel and comprehensive framework designed to address these critical challenges
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by unifying DevSecOps, the NIST Risk Management Framework, and the Zero Trust model, all
underpinned and significantly enhanced by Artificial Intelligence (AI). AZTRM-D fundamentally
redefines secure software development by weaving security into every phase of the Secure Software
and System Development Lifecycle (S-SDLC). Unlike fragmented solutions, AZTRM-D leverages Al
to provide continuous threat intelligence, automate vital security controls, enable real-time system
oversight, and facilitate dynamic policy adaptation. This Al-powered automation extends across
the entire lifecycle—from promoting secure coding practices and identifying vulnerabilities during
development, through to continuous monitoring, threat response, and flexible policy adjustments in
operational environments. The result is a proactive, adaptive, and highly resilient framework that
not only mitigates risks but also accelerates the delivery of inherently secure software, preparing
organizations for the complexities of the modern digital frontier. The subsequent sections detail the
architectural components of AZTRM-D, its operational methodology, and how its integrated approach
fortified by Al offers a superior path to achieving enduring software security.

1.1. Organization of the Paper

The paper is structured to offer a thorough look at how we can better secure software development.
We begin with the Introduction, which sets the stage by discussing the current challenges in software
security and the need for a new approach.

Following this, in Preliminary Research on Existing Development Models, we delve into existing
development models. This section explores various methodologies and frameworks, tracing their
evolution, highlighting their strengths, and pointing out their limitations when it comes to integrating
security. We examine traditional methods like Waterfall, Agile, the V-Model, and the Spiral Method.
We also specifically discuss DevSecOps, explaining why it’s a strong choice for secure development,
especially for something as sensitive as the Internet of Battlefield Things (IoBT). This foundational
review helps clarify the current landscape and explains why our proposed AZTRM-D framework is so
necessary.

Next, Understanding the Risk Management Framework provides a solid understanding of the
Risk Management Framework, focusing on the NIST RMF. We go through its seven steps: Preparation,
Categorization, Selection, Implementation, Assessment, Authorization, and Monitoring. For each step,
we explore how Artificial Intelligence (Al) can significantly enhance efficiency and accuracy. This
section clarifies how a structured approach to risk is vital for protecting information systems.

Then, The Zero Trust Model introduces the Zero Trust (ZT) model, which operates on the principle
of "never trust, always verify." We explain its core tenets and how it challenges traditional security
thinking. We also discuss its five key pillars: Identity, Devices, Networks, Applications and Workloads,
and Data. We then show how these pillars are supported by cross-cutting capabilities like Governance,
Automation and Orchestration, and Visibility and Analytics, highlighting how Al and automation can
boost their effectiveness.

In Automated Zero Trust Risk Management with DevSecOps Integration (AZTRM-D), we intro-
duce our main contribution: the Automated Zero Trust Risk Management with DevSecOps Integration
(AZTRM-D) framework. This section details each phase of AZTRM-D: Planning, Development, Build-
ing, Testing, Release and Deliver, and Operate, Monitor, and Feedback. For each phase, we explain
how it integrates Zero Trust principles, the NIST Risk Management Framework, and DevSecOps
methodologies, all enhanced by Al We also discuss how the NIST Al Risk Management Framework
helps manage the unique risks associated with Al models, emphasizing that Al itself needs to be
treated with a Zero Trust mindset.

Finally, we provide practical validation for AZTRM-D. In AZTRM-D Simulated Real-World
Scenario, we walk through a simulated real-world scenario involving a financial services provider to
show how the framework works in practice against a sophisticated cyberattack. Then, in AZTRM-D
Lab Built Scenario, we present a lab-built scenario using NVIDIA Orin devices and a GitLab server to
demonstrate the setup and how it undergoes security testing. This section details our testing journey,
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including initial configurations, hardening steps, and the overall results from both outsider and insider
perspectives, confirming the framework’s effectiveness.

We conclude in Conclusion by summarizing the importance of AZTRM-D as a comprehensive,
Al-integrated approach to secure software development, and we outline future research directions to
further enhance its capabilities.

We also emphasize that while we are focused on securing devices at all levels, we are not focused
on postquantum cryptography, as we are targeting the current evolving technological landscape.
However, we do believe that early adaption and research of PQC would enhance device security and
this new model even further. Through this structured approach, the paper seeks to contribute to the
creation of a new model used within the development stages that have a strong focus on security from
start to end.

2. Preliminary Research on Existing Development Models

Effective secure software development requires a foundational understanding of the various
methodologies and frameworks that govern how software is designed, built, and deployed. This
section delves into preliminary research on existing development models, their evolution, and their
inherent strengths and limitations concerning security integration. By examining traditional and
modern approaches to software and system development, as well as established security and risk
management frameworks, we lay the groundwork for understanding the complexities and challenges
that the AZTRM-D framework aims to address through its integrated, Al-enhanced approach. This
review highlights the current landscape and identifies the gaps that motivate the novel contributions
of AZTRM-D.

2.1. Software and System Development Lifecycles

The Software and System Development Life Cycle (SDLC) is a critical framework that guides
the creation, deployment, and maintenance of software systems. It provides a structured approach,
encompassing key stages such as requirements analysis, design, implementation, testing, deployment,
and maintenance, to ensure that software is developed systematically and meets specified requirements
[1,2]. The choice of SDLC methodology significantly impacts the development process’s efficiency and
security, especially when dealing with sensitive or classified systems [3]. As security requirements
become more stringent, the chosen SDLC methodology must adapt to address the elevated demands
of protecting sensitive data, such as personal information, financial records, and classified military
technologies. For example, traditional methodologies like Waterfall, known for their linear and
sequential structure, may be suitable for projects with stable and clearly defined requirements, but their
rigidity can be a limitation in dynamic environments [4]. On the other hand, Agile methodologies offer
a more flexible and iterative approach, allowing for continuous integration, testing, and deployment
[5]. This adaptability makes Agile well-suited for projects where requirements are likely to evolve, such
as in the development of consumer-grade IoT devices. However, the rapid pace of Agile development
requires careful management to prevent security oversights. More advanced methodologies, such as
DevSecOps, further integrate security into the SDLC, embedding security practices into every phase
[6,7]. This approach ensures that security is continuously addressed throughout the software lifecycle,
emphasizing automation, continuous integration and delivery (CI/CD), and real-time monitoring.
Other SDLC models, such as the V-Model and Spiral methodology, offer a balance between structure
and flexibility, each with its own strengths and weaknesses [8,9]. The choice of SDLC methodology
ultimately depends on the specific requirements of the project, the sensitivity of the data involved, and
the desired level of security.

2.1.1. Waterfall Method

The Waterfall methodology, with its linear and sequential structure, is well-suited for projects
where requirements are stable and clearly defined [10,11]. In Waterfall, each phase of the development
process is completed before the next begins, ensuring that all requirements are thoroughly understood
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and addressed before proceeding [4,12]. This makes Waterfall particularly effective for straightforward,
low-risk projects, such as fully unclassified systems like commercial off-the-shelf IoT devices. The
structured approach of the Waterfall model ensures that all project requirements are fully addressed,
minimizing the risk of missing critical elements [1]. However, its rigidity can be a significant limitation
in environments where rapid adaptation to market demands or user feedback is necessary [3,4]. When
dealing with systems that handle sensitive information, such as PII, healthcare records, or financial
data, the emphasis of the Waterfall model on detailed documentation provides clear evidence of
compliance with standards such as HIPAA, GDPR, or PCI-DSS. Despite this, the inflexibility of the
model may hinder the ability to respond quickly to emerging threats or regulatory changes, making
it less suitable for environments requiring continuous security re-assessment [1,10,11]. For highly
classified systems, particularly in military applications such as the Internet of Battlefield Things (IoBT),
the Waterfall model is generally impractical. These systems require the flexibility to adapt rapidly to
changing requirements and threats, a need that the sequential structure of the Waterfall model cannot
accommodate [3].

2.1.2. Agile Method

In contrast to the Waterfall method, the Agile methodology offers a more flexible and iterative
approach, emphasizing adaptability and responsiveness to change [4,5]. Agile breaks development into
small, manageable units called sprints, allowing for continuous integration, testing, and deployment.
This methodology is particularly effective in environments where requirements are expected to evolve
throughout the development process [2]. For consumer-grade IoT devices that are not classified,
Agile supports rapid development cycles, enabling teams to quickly bring functional components
to market [3]. This iterative approach fosters continuous improvement and is particularly beneficial
in competitive markets where speed and agility are crucial. However, Agile’s fast pace necessitates
strong management to prevent security oversights. As systems become more sensitive, managing data
such as PII, healthcare information, or financial records, Agile’s flexibility allows continuous security
integration and compliance with regulatory requirements such as HIPAA, GDPR, or CCPA [4,5]. This
ongoing assessment ensures that the system remains secure throughout its development, although
Agile’s rapid iterations require rigorous oversight to maintain security and compliance standards
[2,3]. In highly classified environments, such as military systems like IoBT, Agile’s adaptability is a
significant strength. These systems often require the ability to rapidly incorporate new intelligence
and adjust to shifting operational needs [4]. However, strict controls must be implemented to prevent
vulnerabilities, particularly when dealing with classified information.

2.1.3. V-Model

The V-Model, an extension of the Waterfall methodology, emphasizes verification and validation
at each stage of development [8,13]. Each development phase is paired with a corresponding testing
phase, ensuring thorough validation before progressing. This structured approach is beneficial for
projects where reliability and rigorous testing are paramount [3]. For unclassified systems with stable
requirements, the V-Model ensures that all components meet their functional and security requirements
before integration [13]. However, in environments where requirements may change, the V-Model’s
rigidity can be a limitation. For systems handling sensitive information, the V-Model's structured
approach to verification and validation is advantageous, ensuring rigorous testing against regulatory
standards such as HIPAA, GDPR, and PCI-DSS [8]. This reduces the risk of vulnerabilities in the final
system. However, the lack of flexibility of the V-Model can hinder rapid adaptation to new security
threats or regulatory changes. For highly classified systems, such as military IoBT, the V-Model may
be less suitable due to its rigidity [3]. However, it can be valuable in scenarios where rigorous testing
and validation are required before deployment, ensuring that each component meets strict security
standards.
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2.1.4. Spiral Method

The Spiral methodology offers a compelling hybrid approach that merges the iterative nature
of Agile with the structured aspects of Waterfall, placing a strong emphasis on risk assessment at
each phase [3,9]. This approach is particularly well-suited for projects characterized by high levels
of uncertainty and risk, where flexibility and risk mitigation are paramount. The Spiral model’s
iterative cycles of planning, risk analysis, engineering, and evaluation facilitate continuous refinement
based on meticulous risk assessments and invaluable stakeholder feedback [9]. While it may be more
complex than necessary for unclassified systems, it proves highly effective for large-scale projects
where risk management is critical. As the sensitivity of the system increases, especially when handling
sensitive data such as PII, financial data, or healthcare records, the Spiral model’s emphasis on iterative
development and continuous risk assessment ensures that security and compliance are steadfastly
maintained [3]. This approach is particularly valuable in environments where the ability to respond
swiftly to new threats and regulatory changes is essential. For highly classified systems, the Spiral
methodology’s core focus on risk management is truly invaluable. Its capacity to continuously reassess
risks and adapt seamlessly to changing environments makes it exceptionally effective for developing
military technologies like IoBT, where security and adaptability are non-negotiable [9].

2.1.5. DevSecOps Method

Development, Security, and Operations (DevSecOps) is a transformative approach that embeds
a security-first mindset throughout the entire software and system development lifecycle (SDLC)
[6,14]. Unlike traditional SDLC models that often prioritize rapid development over robust security,
DevSecOps champions the integration of security practices into every stage of the process [3,7]. This
paradigm shift emphasizes shared security responsibility, ensuring that security considerations are
paramount from the initial planning phases through to ongoing operations [15].

At its core, DevSecOps promotes automation, continuous integration and delivery (CI/CD), and
real-time monitoring [16]. This enables the proactive identification and mitigation of vulnerabilities
early in the development process, significantly reducing the risk of security flaws in the final product.
By weaving security into the very fabric of the SDLC, DevSecOps moves beyond the traditional
notion of security as an afterthought. The DevSecOps lifecycle comprises ten phases across three main
components: Development, Security, and Operations, as illustrated in Figure 1.

¢ © @ e

Sec Sec C
—)[ Plan HDevelopH Build H Test HReleaseH Deliver ]—)[ Deploy HOperateH Monitor HFeedback}»

Security Scan Security Audit
Security Patch  Security Monitor

Threat Model ~_Secure Coding SAST DAST Digital Sign ~ Secure Transfer  Security Config

» Security Analysis
Security as Code Pen Testing

Figure 1. DevSecOps Steps. This image has been completely re-modified; however, the idea of the image was
inspired by [14]

The process initiates with the Planning phase, where the scope, requirements, and security
considerations are defined. Security is prioritized in every requirement, and threat assessments are
conducted to understand potential risks [14]. The Development phase focuses on secure coding
practices, including rigorous code reviews, parameter checks, and secure coding techniques to prevent
vulnerabilities [3]. For hardware, this involves tamper-proof design and secure communication
protocols.
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Following development, the Build phase compiles or assembles the technology for testing. The
Testing phase then involves penetration testing to identify and mitigate vulnerabilities [14]. The Release
phase prepares the technology for secure deployment, including security reviews, risk assessments,
and a secure deployment guide. In the Delivery phase, the technology is securely delivered to the end
customer, who deploys it using the provided guide and performs their own security scans.

The Deployment phase sees the end customer securely deploy and continuously monitor the tech-
nology. The Operations phase involves ongoing monitoring and maintenance by both the development
team and the end customer, with security patches released as needed [7,14].

The importance of DevSecOps amplifies across various domains. For unclassified systems,
such as commercial IoT devices, DevSecOps provides a proactive, built-in security approach [15,16].
As systems handle sensitive data like PII, healthcare records, or financial information, DevSecOps
becomes essential for continuous monitoring and enforcing security policies, ensuring compliance
with regulations like HIPAA, GDPR, and PCI-DSS [6]. In highly classified environments, such as
military systems, DevSecOps provides a robust framework for integrating security into every aspect of
development and operation, vital for preserving the confidentiality and integrity of classified data.

2.1.6. Method Chosen for AZTRM-D

In the realm of secure software development, where the stakes are high and the threat landscape
is constantly evolving, the choice of methodology is paramount. For Automated Zero Trust Risk
Management with DevSecOps Integration (AZTRM-D), the selection of DevSecOps as the foundational
security framework is a deliberate and strategic decision [15]. DevSecOps, with its emphasis on
continuous integration of security measures throughout the development process, emerges as the
most secure method for IoBT use [6,7]. In highly classified environments, where the integrity and
confidentiality of data are paramount, DevSecOps shines. Its ability to automate security processes
and continuously monitor the system ensures that security controls are not only implemented but also
meticulously validated at every stage [16]. This seamless integration of security and development
aligns perfectly with Zero Trust principles, ensuring that no component, user, or process is inherently
trusted [14,17]. Instead, every action is rigorously verified, and access is continuously monitored and
adjusted in real-time based on the latest data and threat intelligence. This unwavering commitment to
security makes AZTRM-D particularly well-suited to the demanding security requirements of military
applications, where the stakes are high, and the threat landscape is constantly evolving. In these critical
scenarios, AZTRM-D provides a robust and adaptive security framework that empowers organizations
to stay ahead of threats and safeguard their most sensitive assets.

2.2. Secure Software and System Development Lifecycles

The Secure Software Development Life Cycle (5-SDLC) encompasses various approaches to
integrating security into the traditional Software Development Life Cycle (SDLC) [18,19]. These
approaches aim to weave security considerations into every stage of software development, ensuring
the final product can withstand evolving security threats [16]. Before delving into the specifics of my
method, it’s essential to understand the existing landscape of S-SDLC methodologies.

One prominent S-SDLC method emphasizes embedding security measures deeply into each
phase of the traditional SDLC. This approach starts with the Requirement Stage, where security
requirements are identified and prioritized alongside functional and business needs, as highlighted
in [18]. By integrating security considerations early on, the software’s architecture is designed with
potential threats in mind. This stage involves a comprehensive analysis of the system’s objectives
and the identification of potential security risks that could compromise the software’s functionality
and integrity. The method advocates for structured techniques like threat modeling to anticipate and
mitigate risks before they become vulnerabilities. Moving into the Analysis and Design Stage, the
focus shifts to a detailed examination of potential vulnerabilities within the system’s architecture.
Tools such as threat modeling and historical data analysis are used to identify security flaws that
could be exploited. The method encourages developers to consider both current and emerging threats,
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ensuring the software’s design can withstand a wide array of security challenges. The design phase is
crucial, as it lays the blueprint for how security controls will be implemented throughout the system.
Design reviews and security assessments are employed to validate that the proposed architecture
can effectively mitigate identified risks [18]. In the Development Stage, secure coding practices are
prioritized. Developers are encouraged to adhere to industry-standard coding practices that minimize
the introduction of security flaws, such as buffer overflows and SQL injection vulnerabilities. The
method emphasizes using static analysis tools during coding to detect and rectify security issues as
the code is being written. These tools help identify potential vulnerabilities early in the development
cycle, allowing for more efficient and cost-effective remediation. Additionally, peer reviews and pair
programming are recommended to ensure consistent security application throughout development.
The Testing Stage focuses on both functional and security testing [18]. The method advocates for
a layered approach to security testing, where multiple testing techniques are applied to uncover a
wide range of vulnerabilities. Dynamic analysis, penetration testing, and fuzz testing are among the
recommended techniques, each targeting different aspects of the software’s security posture. Dynamic
analysis tests the software in a running state to identify vulnerabilities that may not be apparent in
the static code. Penetration testing simulates real-world attacks to evaluate how the software would
perform under malicious conditions. Fuzz testing subjects the software to unexpected or malformed
inputs to uncover potential security weaknesses [18]. Once the software is deemed operational,
the method moves into the Operational and Maintenance Stage, where the focus is on continuous
monitoring and updating. This stage recognizes that the security landscape is constantly evolving, and
software must be regularly updated to defend against new vulnerabilities and threats. The method
emphasizes implementing a robust patch management process to address any vulnerabilities that
may arise post-deployment. Continuous monitoring tools are recommended to detect and respond to
security incidents in real-time, ensuring the software remains secure throughout its operational life.
This stage also involves regular security audits and assessments to verify that the software continues
to meet security standards over time. The Disposal Stage is the final phase in this methodology,
addressing the secure decommissioning of software. The method ensures that all sensitive data is
securely erased and that no residual information is left behind that could be exploited. This stage is
critical in preventing data breaches that could occur if old software systems are not properly disposed
of. The method suggests using secure deletion tools and techniques that comply with industry
standards to ensure that all data is irretrievably erased [18]. While this method provides a solid
foundation, it primarily focuses on integrating security into the basic SDLC, which, although a good
starting point, can be significantly enhanced.

Another S-SDLC method emphasizes the early and continuous integration of security throughout
the SDLC. Grounded in qualitative research and insights from industry experts, this approach positions
security as a core component of the software development process [19]. It advocates for early security
integration, ensuring security is considered from the project’s inception. This involves embedding
security requirements into the initial project planning and system architecture phases, aligning security
goals with overall business objectives. The method highlights involving security experts during
requirement gathering to identify potential threats and vulnerabilities that could impact the system
[19]. Stakeholder involvement is another crucial aspect of this method. Engaging stakeholders,
including developers, security professionals, and business leaders, ensures that security considerations
align with the project’s goals and objectives. This collaborative approach fosters a culture of security
awareness within the organization, ensuring all parties are committed to building a secure software
product. Continuous security testing is a cornerstone of this methodology [19]. The method suggests
that security testing should be an ongoing activity throughout the SDLC, rather than confined to
the final stages of development. By integrating security tests into each phase, vulnerabilities are
identified and mitigated as they arise, reducing the risk of security issues being discovered late in the
process. This approach includes various testing techniques, such as unit testing, integration testing,
and system testing, each focused on identifying different types of security vulnerabilities. The method
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also recommends incorporating automated testing tools to streamline the testing process and ensure
consistent execution of security tests [19,20]. Education and awareness are also highlighted as critical
components. The method emphasizes training developers and other stakeholders in security best
practices and the potential risks associated with insecure software. By providing ongoing education,
the method aims to equip all members of the development team with the knowledge and skills
needed to identify and address security issues before they become critical problems. This focus
on education fosters a culture of security within the organization, where security is viewed as a
shared responsibility [19]. While there are similarities with the previous method, this one focuses on
stakeholder involvement and automation for security integration.

A third method offers a unique perspective on integrating security into Agile methodologies,
making it particularly well-suited for dynamic and iterative development environments [5]. This
method embeds security within Agile sprints, ensuring that security considerations are integrated into
each sprint cycle. This approach aligns with the Agile philosophy of iterative development, where
software is developed in small, incremental steps. By incorporating security activities into each sprint,
the method ensures that security is considered continuously throughout the development process.
During each sprint, the method emphasizes threat modeling and security reviews. These activities are
carried out during sprint planning sessions to identify potential security threats and vulnerabilities
that could arise from the features being developed [5]. Addressing these threats early in the sprint
reduces the likelihood of vulnerabilities being introduced into the software. Security reviews are also
conducted during sprint retrospectives, providing an opportunity to assess the effectiveness of security
measures implemented during the sprint and identify areas for improvement. Iterative security testing
is another key aspect of this approach. Given the iterative nature of Agile development, the method
advocates for security testing at the end of each sprint [5]. This allows the development team to
identify and address security issues as they arise, rather than waiting until the end of the project to
conduct a comprehensive security test. The introduction of a security backlog is another innovative
aspect of this method. The security backlog is a prioritized list of security tasks and vulnerabilities
that need to be addressed alongside other development tasks. By managing security tasks in the same
way as other development work, the method ensures that security is consistently prioritized and
integrated into the development process. The security backlog allows the development team to track
and manage security-related activities, ensuring they are addressed in a timely manner and do not fall
by the wayside as other development priorities emerge [5].

Another S-SDLC method is tailored to meet the rigorous requirements of Common Criteria (CC)
certification [21]. This method focuses on ensuring that the SDLC aligns with the security requirements
necessary to achieve CC certification, which involves a comprehensive and systematic approach to
security. The method emphasizes compliance with CC standards, requiring the SDLC to be closely
aligned with the security controls and documentation practices mandated by CC certification. This
involves implementing specific security measures throughout the SDLC to ensure that the software
meets the stringent security requirements necessary for certification [21]. The method emphasizes
detailed documentation, which is required to demonstrate compliance with CC standards and provide
evidence of the security controls implemented during development. Risk management is another
critical aspect of this method [21]. The document highlights the importance of identifying and
mitigating risks early in the development process to ensure that the software meets the necessary
security standards. This involves conducting extensive risk assessments during the requirement
gathering and design phases, identifying potential threats and vulnerabilities that could impact the
security of the software. The method recommends using formal risk assessment methodologies,
such as those outlined in ISO/IEC 27005, to systematically identify and assess risks and implement
appropriate mitigation strategies [22]. The method also places significant emphasis on comprehensive
documentation. Given the rigorous documentation requirements of CC certification, the method
stresses the importance of maintaining detailed records of all security-related activities throughout
the SDLC [21]. This includes documenting security requirements, design decisions, risk assessments,
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testing procedures, and mitigation strategies. Documentation serves as a critical component of the
certification process, providing the necessary evidence to demonstrate that the software meets the
security requirements mandated by CC certification.

An S-SDLC method that integrates security into the DevOps process, transforming it into a
holistic DevSecOps approach, is designed to ensure that security is a shared responsibility in all stages
of development, from initial design to deployment and beyond [6,15]. One of the key features of
this method is automated security integration. By embedding security tools into the Continuous
Integration/Continuous Deployment (CI/CD) pipeline, the method ensures that security checks are
performed automatically and consistently. Automation is crucial in a DevSecOps environment because
it allows security tasks to be seamlessly integrated into the development workflow, reducing the
risk of human error and ensuring that security is maintained without slowing down development
[20,23]. Automated tools can perform various security checks, including code analysis, vulnerability
scanning, and compliance validation, providing continuous assurance that software remains secure
throughout its lifecycle [15]. Collaboration between teams is another fundamental aspect of the
DevSecOps approach. The method breaks down traditional silos between development, operations,
and security teams, fostering a culture of collaboration and shared responsibility. By encouraging close
communication and collaboration, the method ensures that security is considered at every stage of
development, from initial design to final deployment. This collaborative approach also helps ensure
that security concerns are promptly addressed, as all team members are aligned in their commitment
to delivering a secure software product [15]. The method also emphasizes continuous monitoring and
feedback. In a DevSecOps environment, the software is continuously monitored in production, with
real-time feedback provided to the development team. This approach allows for rapid identification
and remediation of security issues, ensuring that vulnerabilities are addressed before they can be
exploited. Continuous monitoring tools, such as security information and event management (SIEM)
systems, are used to detect potential threats and anomalies, providing the development team with the
information needed to maintain the security of the software over time [15]. This method delves deeper
and moves away from the traditional Agile SDLC norms. It focuses on security for every aspect of the
development process. This research highlighted the importance of the DevSecOps method, which is
why [ incorporated it into my AZTRM-D model.

The final S-SDLC method examined provides a comprehensive categorization of software secu-
rity strategies throughout the SDLC [24]. This method systematically maps out existing approaches,
offering information on various ways security can be embedded in different stages of software devel-
opment. The research acknowledges the increasing need for security integration due to the critical
role software systems play in modern society. It identifies and categorizes 118 primary studies into
five main approaches: Secure Requirements Modeling, Vulnerability Identification, Adaptation, and
Mitigation, Software Security-Focus Processes, Extended UML-Based Secure Modeling Profiles, and
Non-UML-Based Secure Modeling Notations. Each of these approaches addresses different phases
of the SDLC, highlighting the multifaceted nature of software security [24]. Secure Requirements
Modeling emphasizes incorporating security considerations during the earliest stages of the SDLC.
This method underscores that embedding security during the requirements phase can result in an in-
herently secure foundational design of the software. The study notes that although this approach is less
frequently addressed in the literature, its significance lies in setting a strong security foundation that
influences subsequent phases. Techniques such as abuse and misuse cases are highlighted as effective
tools for capturing security requirements early on, ensuring that potential threats are anticipated and
mitigated before they can manifest [24]. Identification, adaptation, and mitigation of vulnerabilities are
another major focus of the study, particularly during the coding phase where vulnerabilities are most
likely to be introduced. The method underscores the importance of static and dynamic analysis tools
for detecting and mitigating security flaws. Static analysis examines the source code without execution,
allowing for the early detection of potential issues, while dynamic analysis tests the software during
execution to identify vulnerabilities that may not be apparent in static code. The study also highlights
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hybrid analysis methods, which combine static and dynamic techniques to provide a more thorough
security assessment, ensuring that complex vulnerabilities are identified and addressed [24]. Software
Security-Focused Processes are explored as holistic approaches that integrate security into every phase
of the SDLC. The study examines frameworks such as Microsoft’s Security Development Lifecycle
(SDL) and CLASP, which guide organizations to embed security from initial requirements gathering to
final maintenance. These processes cultivate a culture of security within organizations, where security
is treated as a continuous concern rather than an afterthought. By following these structured processes,
organizations can systematically address security risks throughout the development lifecycle [24].
Extended UML-Based Secure Modeling Profiles extend traditional UML diagrams to include security
considerations during the design phase, ensuring that security is built into the software architecture
from the beginning. The study identifies profiles such as SecureUML and UMLsec, which allow
developers to model security constraints directly within UML diagrams. This approach is particularly
valuable for complex systems, where security needs to be addressed across multiple components and
interactions [24]. Lastly, Non-UML-Based Secure Modeling Notations are discussed as alternative
methods for representing security concerns during software design. These notations, such as Petri nets
and formal methods, offer flexibility and rigor in modeling security properties, providing developers
with tools to ensure that the design of the system meets the specified security requirements. The study
suggests that these notations are particularly useful in contexts where UML-based approaches may
not be applicable, offering developers additional means to verify the security of their designs [24].

My proposed AZTRM-D methodology enhances existing S-SDLC methods by integrating DevSec-
Ops, the NIST Risk Management Framework (RMF), and Zero Trust (ZT) into a unified, Al-augmented
process. Unlike traditional approaches that embed security at various stages, AZTRM-D incorporates
Al-driven tools for real-time threat intelligence, automated security controls, and continuous moni-
toring [25]. This ensures that security is a dynamic, ongoing process. What sets AZTRM-D apart is
applying ZT principles directly to Al systems within the SDLC, ensuring they are continuously verified
and protected against vulnerabilities, particularly in specialized contexts like critical infrastructure.
Additionally, RMF principles are employed to manage Al-related risks, maintaining the reliability
and trustworthiness of these systems throughout development. By combining the proactive security
measures of DevSecOps, the structured risk management of RMF, and the stringent access controls of
ZT [17], AZTRM-D provides a robust and adaptive security framework that addresses existing gaps
and ensures that both the software and the Al supporting its development are thoroughly protected.
This comprehensive approach makes AZTRM-D more resilient and responsive to modern cybersecurity
challenges, exceeding the capabilities of previous methods.

3. Understanding the Risk Management Framework

Effective cybersecurity in complex technological environments necessitates a structured approach
to identifying, assessing, and managing risks. Risk Management Frameworks (RMFs) offer systematic
processes that guide organizations in safeguarding their information systems and data. These frame-
works provide a foundation for making informed decisions about security controls and risk mitigation
strategies. This section delves into the principles of risk management, with a primary focus on the
widely adopted NIST Risk Management Framework, exploring its core components and the potential
for enhancement through Artificial Intelligence.

3.1. NIST Risk Management Framework

Let’s first clarify the role of risk management frameworks. These frameworks serve as crucial
guides for safeguarding information systems, the data they house, and organizations as a whole
[26,27]. It's important to note that not all aspects of these frameworks are solely focused on technology.
However, the non-technical components are still valuable because they establish governance over
technology handling, access control, and the organizational hierarchy’s role in protecting systems
and data. Numerous methods have been proposed for risk management, but this investigation will
primarily focus on the NIST RMF [28-30]. NIST’s RMF is widely recognized and used across various
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industries, from the public to private sectors [31]. Although all risk management frameworks share
similarities in formatting, the NIST methodology has emerged as an industry standard.

The general thought process behind a risk management framework begins with understanding
the systems within an environment and their interconnections. Once this is understood, the next step
is to assess the current security posture of the systems and the environment. This involves identifying
existing weaknesses that could be exploited by adversaries to tamper with the system or systems
within that environment. According to all frameworks, the next step is to determine, incorporate, and
assess various ways to mitigate these vulnerabilities. Based on the assessment, the system is granted
approval to continue operating if it is deemed safe enough. Finally, the system must be continuously
assessed to ensure ongoing security. While this may seem like a lot to grasp, each framework breaks it
down into steps and tasks that should be followed, and we’ll explore how Al can enhance each step
[28-31].

Before we delve into how artificial intelligence can be integrated into the RME, it’s crucial to
have a clear understanding of Al’s capabilities and limitations. Artificial intelligence (Al) involves
enabling a computer or device to mimic human intelligence and thought processes. These capabilities
are built within a database until the Al can accurately mimic human thinking, make accurate decisions,
and provide informed guesses as a human would. Al can be incorporated into various aspects of
the RME, from the preparation phase to the monitoring phase [25]. Al offers transformative potential
when integrated into the Risk Management Framework (RMF). By utilizing Al, organizations can
enhance the efficiency and accuracy of various RMF processes [32]. Al can help automate complex
tasks, reducing the potential for human error and providing real-time insights that support informed
decision-making throughout the RMF lifecycle [20,23]. In the early stages of RMF, Al can streamline the
gathering and organization of critical information, ensuring that all relevant data is accurately captured
and evaluated. As the process progresses, Al can be used to analyze and categorize systems, identify
potential vulnerabilities, and assess risks more effectively [33,34]. This capability allows organizations
to make more informed decisions about which security controls to implement and how to apply
them to protect their systems. Additionally, Al can play a crucial role in the continuous monitoring
and auditing of systems, helping organizations stay ahead of emerging threats by identifying and
responding to potential security issues in real-time [22]. Through the automation of documentation
and compliance checks, Al can also ensure that all necessary protocols are followed and that the system
remains secure throughout its operational lifecycle. The NIST RMF breaks this down into seven steps
that are dynamic in nature, meaning each step is performed multiple times over the system’s lifecycle
to maintain its security [28-31].

3.1.1. Preparation Phase

The first step in the NIST RMF is the Preparation Phase. This phase lays the groundwork for
effective risk management by establishing clear roles, responsibilities, and procedures for managing
systems and data within the organization [28,35]. It involves determining who has access to devices
and data, establishing a hierarchy for authorization and change management, and defining the
processes for document preparation and dissemination [26]. This phase essentially sets the stage
for governance within the organization, ensuring that everyone understands their role in protecting
sensitive information [28-31]. It’s important to note that the steps in this phase are not isolated; they
are interwoven with and support tasks in subsequent phases, forming a continuous thread throughout
the risk management lifecycle [28,35].
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Figure 2. NIST RMEF. This image has been completely re-modified; however, the idea of the image was inspired by
[28,35]

The Preparation Phase also involves ensuring the organization is fully prepared to implement
the RMF at all levels [28-30]. This includes establishing a risk management strategy that aligns
with organizational goals [31], securing buy-in from senior leadership, identifying key stakeholders,
developing a continuous monitoring strategy, and implementing a robust risk assessment methodology
[27,28,35].

Al can significantly enhance the effectiveness of the Preparation Phase by automating and
optimizing various tasks [23]. For example, Al can analyze historical data to predict which team
members or departments should have access to specific data or devices based on past usage patterns
and potential risks. This can help dynamically adjust access controls, ensuring that only the most
relevant personnel have access, thereby minimizing the attack surface. Al-driven tools can also
automate the creation and management of the hierarchy for authorization and change management,
monitoring organizational activities to identify emerging threats or anomalies, and automatically
reassigning responsibilities within the hierarchy in real-time to address these risks [25,36].
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Figure 3. Mapping out a System. TThis image has been completely re-modified; however, the idea of the image
was inspired by [28]

In terms of document preparation and workflow, Al can streamline these processes by automati-
cally categorizing documents, determining their sensitivity, and identifying the appropriate recipients
based on predefined rules and real-time context [32]. Al can also monitor the flow of documents to
ensure secure delivery and flag any deviations from the established workflow.

Finally, Al can improve governance by providing real-time analytics and insights into how data,
devices, and modifications are managed throughout the organization. By continuously learning
operational patterns, Al can refine governance policies and ensure they evolve in response to emerging
threats and organizational changes, maintaining resilience against cybersecurity challenges throughout
the system’s lifecycle [36,37].

3.1.2. Categorization Phase

The Categorization Phase is a critical step in the NIST RMF, as it provides a comprehensive
understanding of the systems within an environment and their interconnections [28,35]. This phase
involves meticulously analyzing the entire system layout, from the smallest devices like cameras to the
largest systems such as data centers, and mapping out how these systems communicate with each
other and exchange data [30]. It also reveals how these systems connect to various networks, including
internet connections, Bluetooth, Zigbee, Z-Wave, and other communication protocols. One of the
most crucial aspects of this phase is identifying critical systems and their interdependencies, which is
essential for understanding the potential impact of a security incident and ensuring the continuity of
operations [28,29]. For example, in a hypothetical battlefield scenario where a soldier is equipped with
technologies from the Internet of Battlefield Things (IoBT), such as communication modules, health
monitoring devices, GPS, and cameras, this phase allows those at home base to fully understand the
soldier’s interconnected systems and how they connect back to base [31]. This includes understanding
how data is transmitted, the type of data exchanged between systems, the security levels of these
transmissions, any encryption methods in use, and the wireless protocols deployed by the soldier’s
devices. The categorization of these systems is critical for assessing the soldier’s safety and the overall
security of the information systems environment [28,35].

In addition to mapping system interconnections, the Categorization Phase involves assigning
impact levels to systems based on the sensitivity of the data they handle and the potential impact
on the organization if that data is compromised [28-30]. These impact levels—low, moderate, or
high—are crucial for determining the appropriate security controls in subsequent phases of the RMF
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[31]. This phase also requires a detailed analysis of data flows between systems to identify potential
vulnerabilities in communication paths and understand the security posture of each connection
[27,28,35].

Al can significantly enhance the effectiveness of the Categorization Phase by automating the
mapping of system interconnections and data flows, providing a more accurate and comprehensive
view of the environment [33,34]. Al can analyze vast amounts of network traffic and system logs to
identify communication patterns that might not be immediately apparent to human analysts, helping
to uncover hidden dependencies between systems, which are crucial for understanding the full scope
of potential risks. Al can also dynamically update the categorization of systems as new devices are
added to the network or as existing systems evolve, ensuring that the categorization remains current
and reflective of the actual environment [36].

Moreover, Al can enhance the impact assessment process by analyzing historical data on security
incidents and their consequences to predict the potential impact of a compromise on specific systems
[32]. This predictive capability allows for a more nuanced categorization that considers not just
the current state of the environment but also potential future threats. Al can also be employed to
continuously monitor the security posture of categorized systems, identifying any changes in risk levels
and alerting security teams to take proactive measures [22]. Integrating Al into the Categorization
Phase empowers organizations to achieve a deeper understanding of their systems’ interconnections
and vulnerabilities, ultimately leading to a more robust and resilient security posture.

3.1.3. Selection Phase

The Selection Phase marks a crucial juncture in the risk management process, where a baseline
level of security controls is established and initial assessments are conducted to understand the
organization’s security posture [28,29]. This phase involves a comprehensive evaluation of potential
threats, vulnerabilities, and risks [30,31], culminating in the selection of appropriate security controls
to mitigate those risks [28,35].

Before delving into the specifics of this phase, the concept of security controls must be clear. These
controls encompass a wide range of measures implemented to protect systems and data, ranging
from physical controls like locks and keycards to digital controls such as encryption, multi-factor
authentication, and intrusion detection systems [28,35]. In essence, security controls are the safeguards
that protect systems from unauthorized access, use, disclosure, disruption, modification, or destruction
[26,29].

The Selection Phase commences with a thorough threat assessment, where potential threats to
the organization are identified and analyzed [28,30]. These threats can range from unintentional
threats, such as natural disasters or human error, to intentional threats, such as malicious attacks by
hackers or insider threats. Understanding the threat landscape is crucial for selecting appropriate
security controls [31]. Next, vulnerability assessments are conducted to identify weaknesses in the
organization’s systems and infrastructure that could be exploited by threats [28,35]. These assessments
involve a systematic evaluation of all components, including hardware, software, networks, and
data, to pinpoint potential vulnerabilities. Once threats and vulnerabilities are identified, a risk
assessment is conducted to determine the likelihood and potential impact of a threat exploiting a
vulnerability [27,30]. This assessment involves analyzing the severity of the impact and the probability
of occurrence, allowing for prioritization of risks and resource allocation accordingly. Based on the risk
assessment, initial security controls are selected to mitigate the identified risks [28,35]. These controls
are chosen based on their effectiveness, feasibility, and compliance with relevant security standards
and regulations, considering factors such as data sensitivity, system criticality, and organizational risk
tolerance [26,29].

Al can significantly enhance the Selection Phase by automating and optimizing several key tasks.
Al-driven tools can analyze vast amounts of threat intelligence data to identify emerging threats
more accurately and in real-time, providing a more dynamic and up-to-date threat assessment [32,34].
This allows for quicker identification of potential adversaries and threat vectors that may not be
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immediately apparent. Al can also be used to automate the vulnerability assessment process by
continuously scanning systems for weaknesses and analyzing the likelihood of these vulnerabilities
being exploited based on historical data and current threat landscapes [20,33]. This continuous
assessment ensures that the risk evaluation isn’t just a one-time process but an ongoing effort that
evolves with the threat environment. Furthermore, Al can assist in the risk assessment process by
simulating potential attacks on the system, predicting the outcomes, and determining the most effective
controls to mitigate these risks [25]. This capability enables a more informed selection of controls,
tailored to the specific threats and vulnerabilities of the system. By integrating Al into the Selection
Phase, organizations can achieve a more proactive and adaptive security posture, ensuring that the
controls selected are not only based on current threats but also forward-looking, anticipating and
mitigating future risks.

3.1.4. Implementation Phase

The Implementation Phase is where the carefully selected security controls are put into action,
transforming the organization’s security posture from a theoretical framework into a tangible defense
against cyber threats [28,35]. This phase involves meticulous deployment of the chosen controls,
ensuring that they are seamlessly integrated into the existing systems and infrastructure.

One of the crucial aspects of the Implementation Phase is thorough documentation [26,27]. Every
step of the implementation process, from configuration changes to policy updates, must be meticulously
documented. This documentation serves as a valuable resource for tracking changes, troubleshooting
issues, and demonstrating compliance with security standards and regulations. Another key element
of this phase is training and awareness [28,38]. Personnel who interact with the systems and data
must be adequately trained on the newly implemented controls. This training ensures that everyone
understands their role in maintaining security and can effectively utilize the controls to protect sensitive
information [29,35].

Al can play a pivotal role in the Implementation Phase by automating the deployment of controls
and ensuring that they are applied consistently across all relevant systems [20,23]. Al-driven tools can
help manage the complexity of deploying multiple controls across a diverse set of systems, ensuring
that each control is correctly configured and that any potential conflicts between controls are identified
and resolved [25,34]. Moreover, Al can assist in the real-time monitoring of the implementation process,
providing immediate feedback if a control is not functioning as intended or if there are any issues
with its integration into the existing system. This level of automation and monitoring ensures that the
implementation process is efficient and effective, reducing the risk of human error. In addition, Al can
be used to train personnel on the newly implemented controls by providing interactive simulations
and real-time guidance [32]. This training can be tailored to the role of each individual, ensuring
that everyone has the knowledge they need without overwhelming them with unnecessary details.
Furthermore, Al can help to continuously assess the effectiveness of implemented controls, providing
insight into how well they protect the system, and suggesting adjustments if needed [22,33]. By
implementing Al in the Implementation Phase, organizations can ensure that controls are not only
implemented correctly, but also remain effective over time, adapting to new threats and changing
operational conditions.

3.1.5. Assessment Phase

The Assessment Phase is a critical checkpoint in the risk management lifecycle, where the effec-
tiveness of the implemented security controls is evaluated to ensure they are meeting their intended
objectives [28,35]. This phase involves a thorough reassessment of vulnerabilities, threats, and risks,
taking into account the impact of the newly implemented controls [29,38].

One of the primary goals of the Assessment Phase is to verify that the controls are effectively
mitigating the vulnerabilities they were designed to address [26,27]. This involves conducting vul-
nerability scans, penetration testing, and security audits to identify any remaining weaknesses or
gaps in the security posture [28,30]. Another important aspect of this phase is evaluating the overall
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effectiveness of the controls. This includes assessing their performance, efficiency, and impact on
system functionality [31,35]. It’s crucial to ensure that the controls are not only providing adequate
security but also not hindering the operational capabilities of the systems they protect.

Al can significantly improve the Assessment Phase by automating the continuous monitoring
and analysis of the effectiveness of controls [32]. Al-driven tools can perform real-time vulnerability
scans and threat assessments, identifying any gaps in the controls that might have been missed
during the initial implementation [23,34]. Al can also simulate potential attack scenarios to test
the robustness of controls, providing immediate feedback on their performance, and suggesting
modifications if necessary [25,33]. Additionally, Al can help in analyzing the impact of the controls on
system functionality, using machine learning algorithms to detect patterns that indicate when security
measures are beginning to interfere with the device’s performance [20,22]. By adding automation
to the Assessment Phase, organizations can ensure that their security measures are both effective
and balanced, providing strong protection without compromising the operational capabilities of the
technology.

3.1.6. Authorization Phase

The Authorization Phase marks a crucial decision point in the risk management process, where
the system is formally authorized to operate based on a comprehensive review of its security posture
[28,35]. This phase involves a meticulous evaluation of the implemented security controls, the results
of the assessments, and the overall risk to the organization [26,29].

The responsibility of making the authorization decision typically falls on a senior official, often
someone with high authority within the organization or an external auditor [28,38]. This official
reviews all relevant documentation, including risk assessments, security control implementations, and
test results, to determine whether the system meets the required security standards and regulatory
compliance requirements [31,35]. The authorization decision is not merely a rubber stamp; it’s a critical
judgment call that considers the potential impact of a security breach on the organization’s mission,
reputation, and assets [27]. If the system is deemed to have unacceptable risks, the authorizing official
may mandate further security enhancements or deny authorization altogether.

Al can significantly improve the Authorization Phase by optimizing the review process for the
authorizing official [32]. By rapidly analyzing the extensive document