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Abstract

This paper investigates a tracking control problem for a class of strict-feedback nonlinear systems
with time delays, asymmetric output constraints, and deception attacks on the controller. First,
by introducing a novel error transformation techniques, any non-zero and bounded initial state is
converted into zero. Second, a barrier function with the asymmetric output constraints is designed,
which convert the problem of satisfying the tracking control problem of nonlinear systems under
output constraints boils down to ensuring the boundedness. In additional, the radial basis function
neural networks (RBFNNs) are utilized to handle both unknown uncertain term and deception attacks
simultaneously. By utilizing the new asymmetric delayed barrier function error together with a
RBFNNs technique, the tracking controller is designed to achieve asymptotic tracking, regardless of
presence or absence of output constraints. Finally, the effectiveness of the proposed strategy is verified
through its simulation on the unmanned aerial vehicle’s (UAVs) systems.

Keywords: asymmetric output constraints; error-shifting function; barrier function; deception attacks;
neural networks; unmanned aerial vehicle

1. Introduction
Most practical systems are inevitably subject to various operational constraints. For example,

when UAVs along the desired trajectory, it must maintain a certain pitch angle to avoid obstacles. The
output constrain problem of nonlinear systems has garnered widespread attention in numerous fields
[1–8]. For such problems, in controller design the optimal control [9] are achieves optimal tracking for
a continuous-time boiler turbine system with asymmetric constraints, [10] ensures that the system state
always satisfies the predetermined bounds, while tube-based model predictive control (MPC) scheme
is found in [11]. However, these methods often come with a significant online computational burden
or can only be applied to linear systems. In contrast, methods based on barrier functions (BF) and
barrier Lyapunov functions (BLF) not only require less computation but also can address the output
constraint problems of nonlinear systems. Therefore, it has attracted hot research [12–22].

In the majority of existing works, constraints can be divided into static and time-varying. Static
constraints based on barrier functions can be found in [23–25]. However, static constraints are difficult
to apply to complex scenarios. In [26–28], time-varying constraints are addressed, but the lower bound
must be negative in [26]. While [27] relaxes the requirement of the output constraints in [26], which
allowing the lower bound of the output be positive. The time-varying constraint functions in [28]
can be directly defined by users, but their first and second derivatives need continuous and bounded.
It should be noted that in the aforementioned work, the values of the upper and lower bounds of
the constraints must be known. It is inevitably increases the computational burden. Additionally,
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the constrains exist throughout the entire operation of the system, and the control scheme cannot be
directly applied to the constrain-free case without switching.

In general, asymmetric constraints can be categorized as undelayed and delay. The study of
undelayed asymmetric can be found in [5,29–32], and delay asymmetric can be found in [14,33,34].
Such as, for [31,32] a unified state feedback control scheme is proposed for nonlinear systems subject to
asymmetric output constraints, which can be applied to scenarios with or without constraints, without
the need to modify or switch its structure. It should be noted that the problem of delay constraint
is not considered in [31,32]. To cope with the delay constrain problem, a novel adaptive tracking
control scheme is proposed in [14], even if the initial state constraints are not satisfied. However, the
transformation function in [14] is non-smooth, which can easily cause output overshoot or oscillation
during the switching phase of the constraints. Compared with [14], the constraint switching in [33] is
smoother, but it fails to extend it to the control problem under cyber attacks. Thus, dealing with such
delay constraints inherently demands that the proposed method be uniformly applicable, regardless of
the presence or absence of constraints.

Inspired by the above research, in this paper a neural network-based output control scheme is
proposed for the tracking problem of strict-feedback nonlinear systems with delayed asymmetric
constraints, multiplicative attacks, additive attacks, and disturbances. The main contributions of this
paper are as follows:

(1) Compared with [14,35] the error transformation function constructed in this article has two
advantages: first, by introducing an exponential term, it ensures the smoothness of the transition
phase before the constraint is activated; second, by introducing the parameter b, the transition
speed when the constraint is activated can be flexibly adjusted.

(2) Barrier function constructed based on error transformation function, which not only satisfy the
delayed asymmetric constraints, but also allows the controller to be applicable regardless of the
presence of delay constraints, without changing its structure.

(3) Different from existing studies [9–11,32], the upper and lower output constraint boundaries are
not to be known, in this paper the proposed strategy only assumes that the existence of constraint
boundaries. It makes the control algorithm require less computation and easier to generalize to
more application scenarios.

2. Problem Formulation and Preliminaries
In this paper, we consider the following strict-feedback nonlinear systems:

ξ̇i = φi(ξ̄i)ξi+1 + ψi(ξ̄i) + di(ξ̄i, t), i = 1, . . . , n − 1
ξ̇n = φn(ξ̄n)[κ(t, tκ)u + χ(t, tχ)] + ψn(ξ̄n) + dn(ξ̄n, t)
y = ξ1

(1)

where ξi = [ξi1 , . . . , ξid ]
T ∈ Rd, i = 1, . . . , n, denote system states, ξ̄i = [ξ1, . . . , ξi]

T ∈ Rid is the state
vector; u = [u1, . . . , ud]

T ∈ Rd represent control input; φi(·) ∈ Rd×d, ψi(·) ∈ Rd are unknown smooth
nonlinear functions; the multiplicative attack signal κ(t, tκ) and additive attack signal χ(t, tχ) are
continuous time-varying deception attack signals that attempt to disrupt the normal controller u, with
starting instants tκ and tχ, respectively.

The systems subject to time-varying output constraints defined by:

(1) For t ∈ [0, ts), yk(t) is unconstrained;

(2) For t ∈ [ts, ∞), yk ∈ Ω1k := {(t, yk) ∈ ℜ+ ×ℜ | Clk (t) < yk < Chk
(t)} .

where ts ∈ R is the time instant when output must begin to conform to the constraints; Clk (t) and
Chk

(t) represent the lower and upper asymmetric constraints of output yk(t), respectively, some or all
of them may not exist in some time intervals, where it can be considered as ∓∞.
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Control Objective: For the strict-feedback nonlinear systems subject to delay asymmetric con-
straints, the aim is to design a new neural network tracking control scheme such that the reference
trajectory yrk (t) should be tracked by the system output yk(t) which meaning the tracking error can be
made arbitrarily small.

The following assumptions and lemmas are needed.

Assumption 1. ([31]) The constraint functions Clk (t), Chk
(t) and the desired trajectory yrk (t) are all piecewise

differentiable, and their first derivatives are bounded but unknown. Specifically, there exist unknown finite
positive constants C̄lk , C̄hk

, and ȳrk such that ∥Ċlk∥ < C̄lk , ∥Ċhk
∥ < C̄hk

, and ∥( ḟ yrk + f ẏrk )∥ < ȳrk . In
addition, there exist positive constants ϵ0 and ϵ̄0 such that the desired trajectory yrk (t) satisfies yrk (t) ∈ Ωd :=
{(t, yrk ) ∈ ℜ+ ×ℜ | Clk (t) + ϵ0 ≤ yrk ≤ Chk

(t)− ϵ̄0}.

Assumption 2. ([20]) The control coefficients φi(ξ̄i), i = 1, . . . , n are unknown and time-varying but bounded
away from zero, i.e., there exist certain unknown constants φ

i
and φ̄i such that 0 < φ

i
≤ ||φi(ξ̄i)|| ≤ φ̄i < ∞.

In general, it is further assumed that all of the signs of φi(ξ̄i) are positive.

Assumption 3. ([36]) The unknown multiplicative attack signal κ(t, tk) and additive attack signal χ(t, tk)

are both boundary. In other words, the positive scalars κ, κ̄ and χ̄ exist such that κ ≤ ||κ(t, tk)|| ≤ κ̄ and
||χ(t, tk)|| ≤ χ̄.

Lemma 1. ([37]) On a compact set ΩU ⊂ Rl , radial basis function neural networks can realize online approxi-
mation for any continuous function F(U), and the approximation accuracy can meet any preset requirement.
Its approximation relationship can be expressed as: F̄(U) = W∗Tη(U) + ε. Let ωi =

∥∥W∗
i

∥∥2, ∀i = 1, . . . , n,
where ωi is an unknown constant. The definitions and properties of each parameter in the above expression are
as follows:

(1) Input and structural parameters: U ∈ Rl represents the input vector of the neural network; g > 1 is the
number of network basis functions, corresponding to the weight vector WT = [W1, W2, . . . , Wg]T ∈ Rg

and the basis function vector η(U) = [η1(U), η2(U), . . . , ηg(U)]T ∈ Rg, and the basis function vector
satisfies the norm constraint ∥η(U)∥2 ≤ q.

(2) Form of basis functions: Each basis function ηi(U) (i = 1, . . . , q) adopts a Gaussian function structure,

and its specific form is ηi(U) = exp
[
− (U−ki)

T(U−ki)

l2
i

]
where ki is the center parameter of the Gaussian

function, and li is its width parameter.

(3) Approximation error property: ε(U) denotes the error generated during the approximation process, and
this error satisfies the boundedness condition |ε(U)| ≤ εN (where εN is a positive constant). Furthermore,
the error ε(U) can be adjusted to a minimal value by selecting the ideal weight vector W∗. The definition
of this ideal weight vector is: W∗ = arg minW∈Rg supU∈ΩU

∣∣F̄(U)− WTη(U)
∣∣, which is the weight

vector that minimizes the "maximum deviation between the function F̄(U) and the neural network output
WTη(U)" on the compact set ΩU .

2.1. Error Shifting Function

To address the delay output constraint problem, the following transformation function is pro-
posed:

f (t) =

1 −
(

ts−t
ts

)n+2
exp

(
− t2n

2b2n

)
, 0 ≤ t < ts

1, t ≥ ts

(2)

with ts > 0 being a prespecified regulation time, n being the system order and b is a positive constant.
The novel error shifting function can make any nonzero and bounded initial state is converted

into zero, as show in Figure 1:
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Figure 1. The role of the shifting function f (t).

Remark 1. Compared with [35], the error transformation function proposed in this paper has two distinct
advantages: first, by introducing the exponential term exp

(
− t2n

2b2n

)
, the proposed error transformation function

can transition more smoothly when the constraint is activated; second, by introducing the parameter b, the
transition rate of constraint activation can be flexibly adjusted as shown in Figure 2.

Figure 2. the response of f (t) with different b values and in Re.[35].

Lemma 2. ([14]) As shown in (2), the proposed error shifting function f (t) has the following key properties:

(1) f (t) is monotonically increasing for t ∈ [0, ts]; for any t ≥ 0, f (t) ∈ [0, 1] and f (0) = 0;

(2) f (t) attains its maximum value of 1 at t = ts, and remains 1 for t ≥ ts;

(3) f (i)(t), i = 0, 1, . . . , n + 1, are Cn−i+1 and boundary for t ∈ [0, ∞).

2.2. Barrier Function

To address the problem of delay asymmetric constraints, based on the error shifting function (2) a
class of BFs is introduced as follows:

H( f xk, Clk , Chk
) =

P( f xk)

f xk − ClK
+

Q( f xk)

Chk
− f xk

+ R( f xk)

xk ∈ {ξ1k , yrk}, k = 1, . . . , d
(3)

with the initial condition ξ1k (0) ∈ Ω1k ,where P( f xk), Q( f xk) and R( f xk) satisfy the following criteria:
For ∀xk ∈ ℜ, 1) P( f xk) < 0, 0 < dP

dxk
< +∞; 2) Q( f xk) > 0, 0 < dQ

dxk
< +∞; and 3) 0 < dR

dxk
< +∞,

limxk→+∞ = R̄, limxk→−∞ = R with R̄ and R being constants.

Remark 2. Compared with the barrier function in [31], in this work, a novel unified BF is proposed, which
allows the controller to be applicable regardless of the presence of delay constraints, without changing its
structure.
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Remark 3. A neural network-based tracking control scheme is proposed for systems with output delay asym-
metric constraints such that not only make sure that all the tracking errors become arbitrarily small, but also
guarantee the output obey delay asymmetric constraints in fixed time even if the initial restriction conditions are
not satisfied.

Lemma 3. [31] For any ξ1k (0) ∈ Ω1k , H( f xk, Clk , Chk
), xk ∈ {ξ1k , yrk}, has the following properties:

lim
Clk

→−∞
H( f xk, Clk , Chk

) =
Q( f xk)

Chk
− xk

+ R( f xk)

lim
Chk

→+∞
H( f xk, Clk , Chk

) =
P( f xk)

xk − Clk
+ R( f xk)

lim
Clk

→−∞
Chk

→+∞

H( f xk) = R( f xk)

(4)

Therefore, it holds that, the absence of either Clk or Chk
, does not affect the normal preservation of the remaining

constraints. For any xk ∈ Ω1k , the external constraints Clk and Chk
are not violated as long as H( f xk, Clk , Chk

)

is bounded. Moreover, the nonlinear BF H( f xk, Clk , Chk
), will be reduced to R( f xk) when both Clk and Chk

do
not exist.

Lemma 4. ([31]) Even if the system (1) is potentially affected by delay asymmetric constraints, the constructed
barrier function H( f xk, Clk , Chk

), can always maintain the controllability of the original system.

Proof. Taking the derivative of xk ∈ {ξ1k , yrk} with respect to (w.r.t.) time yields:

Ḣ( f xk, Clk , Chk
) = µ1( f xk)( ḟ xk + f ẋk) + µ2( f xk)Ċlk − µ3( f xk)Ċhk

(5)

where µ1( f xk) =
dP
dxk

( f xk−Clk
)− f P( f xk)

( f xk−Clk
)2 +

dQ
dxk

(Chk
− f xk)+Q( f xk)

(Chk
− f xk)2 + dR

dxk
, µ2( f xk) = P( f xk)

( f xk−Clk
)2 , µ3( f xk) =

Q( f xk)
(Chk

− f xk)2 .

If constraints are not violated, then Clk < ξ1k < Chk
holds, and we can readily obtain that

µ1(ξ1k ) > 0 for ∀ξ1k ∈ (Clk , Chk
), which ensures that the gain term µ1(ξ1k ) of subsystem (5) is always

not equal to zero, further implying that the original system can always remain controllable.

2.3. Error analysis

To proceed, for the sake of promoting the development of the adaptive tracking control framework,
the tracking error βi, i = 1, . . . , n is defined as follows:

β1 = ξ1 − yr

βi = ξi − ϑi−1, i = 2, . . . , n
(6)

with ϑi being the virtual controller to be designed later.
Subsequently, to address the problem of delay asymmetric output constraints, on the basis of

barrier function (3), a new error zi, i = 1, . . . , n is defined as follows:

z1 = H( f ξ1)− H( f yr)

zi = ξi − ϑi−1, i = 2, . . . , n
(7)

Lemma 5. ([31]) If constraints are not violated, then z1k = 0 if and only if β1k = 0.
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Proof. In accordance with(3), (7) can be expressed:

z1k =
P( f ξ1k )

f ξ1k − Clk
−

P( f yrk )

f yrk − Clk
+

Q( f ξ1k )

Chk
− f ξ1k

−
Q( f yrk )

Chk
− f yrk

+ R( f ξ1k )− R( f yrk )

(8)

It is readily verified that z1k = 0 when β1k = 0, if z1k are bounded and the initial condition is
satisfied for any. To prove that z1k = 0 only when β1k = 0, we take the derivative of z1k w.r.t. ξ1k and

then have
∂z1k
∂ξ1k

= µ1(ξ1k ) > 0 for ∀x1k ∈ (Clk , Chk
). Therefore, we can draw the conclusion that z1k = 0

if and only if β1k = 0.

3. Main Results
3.1. Controller Design

The virtual control laws ϑi, actual controller u and adaptation laws ˙̂ω are designed as:

ϑi = −mizi − Ki, i = 1, . . . , n − 1 (9)

u =
1
κ
(−mnzn − Kn) (10)

˙̂ω =
γi

4a2
i

z2
i qi − hiω̂i, i = 1, . . . , n (11)

the values of the above parameters are shown later.

3.2. Stability Analysis

Theorem 1. In terms of the nonlinear (1), suppose Assumptions 1-4 are true. Then, the actual controller (10),
together with the virtual controller (9) and adaptation laws (11) for i = 1, 2, . . . , n, can guarantee the ultimately
uniformly bounded (UUB) tracking of the output y(t) to the reference yr(t). Moreover, even if the initial output
constraint is violated, the output y(t) = ξ1(t) of the resulting closed-loop system obeys the delayed asymmetric
output constraints in preset-time ts, i.e., Cl(t) < y(t) = ξ1(t) < Ch(t) (∀t ≥ ts). All the internal signals in
closed-loop system are ensured to be bounded.

Proof. Step 1 : Construct the Lyapunov function:

V1 =
1
2

z2
1 +

1
2γ1

ω̃2
1 (12)

where ω̃1 = ω1 − ω̂1 represents the estimation error. As a result, differentiating (12) obtains:

V̇1 = z1ż1 −
1

γ1
ω̃1 ˙̂ω1

= z1(Ḣ( f ξ1)− Ḣ( f yr))−
1

γ1
ω̃1 ˙̂ω1

(13)

For

Ḣ( f ξ1) = µ1( f ξ1)
(

ḟ ξ1 + f ξ̇1
)
+ µ2( f ξ1)Ċl − µ3( f ξ1)Ċh

= µ1( f ξ1)
[

ḟ ξ1 + f (φ1ξ2 + ψ1 + d1)
]
+ µ2( f ξ1)Ċl − µ3( f ξ1)Ċh

= µ1( f ξ1)
[

ḟ ξ1 + f (φ1z2 + φ1ϑ1 + ψ1 + d1)
]
+ µ2( f ξ1)Ċl − µ3( f ξ1)Ċh

(14)

similarly,
Ḣ( f yr) = µ1( f yr)( ḟ yr + f ẏr) + µ2( f yr)Ċl − µ3( f yr)Ċh (15)
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Substituting (14) and (15) into (13), we obtain:

V̇1 = z1
[
µ1( f ξ1)

(
ḟ ξ1 + f (φ1z2 + φ1ϑ1 + ψ1 + d1)

)
+ µ2( f ξ1)Ċl − µ3( f ξ1)Ċh

− µ1( f yr)
(

ḟ yr + f ẏr
)
− µ2( f yr)Ċl +µ3( f yr)Ċh

]
− 1

γ1
ω̃1 ˙̂ω1

(16)

Based on Lemma 1, choosing:

µ1( f ξ1) f ψ1 + µ1( f ξ1) f d1 = W∗T
1 η1(U1) + ε1 (17)

then

V̇1 =z1
[
µ1( f ξ1)

(
ḟ ξ1 + f φ1z2 + f φ1ϑ1

)
+ µ2( f ξ1)Ċl − µ3( f ξ1)Ċh − µ1( f yr)

(
ḟ yr + f ẏr

)
− µ2( f yr)Ċl +µ3( f yr)Ċh

]
+ z1W∗T

1 η1(U1) + z1ε1 −
1

γ1
ω̃1 ˙̂ω1

(18)

Based on Young’s inequality, Lemma 1, and Assumptions 1 and 2 and adaptation laws (11), we
have:

z1
[
(µ2( f ξ1)− µ2( f yr))Ċl + (µ3( f yr)− µ3( f ξ1))Ċh

]
≤ α1z2

1

[
(µ2( f ξ1)− µ2( f yr))

2 + (µ3( f yr)− µ3( f ξ1))
2
]
+

C̄2
l + C̄2

h
4α1

(19)

z1
[
−µ1( f yr)( ḟ yr + f ẏr)

]
≤ α1z2

1µ1( f yr)
2 +

ȳ2
r

4α1
(20)

z1µ1( f ξ1) ḟ ξ1 ≤ φ
1
c1z2

1µ2
1( f ξ1) ḟ 2ξ2

1 +
1

4φ
1
c1

(21)

z1µ1( f ξ1) f φ1z2 ≤ φ
2
c2 f 2z2

1µ2
1( f ξ1)z2

2 +
φ̄2

1
4φ

2
c2

(22)

z1(W1η1(U1) + ε1) ≤
1

4a2
1

z2
1ω1q1 + a2

1 +
1
4

z2
1 + ε2

N (23)

h1

γ1
ω̃1ω̂1 ≤ h1

2γ1
ω2

1 −
h1

2γ1
ω̃2

1 (24)

where c1 and c2 are positive control design parameters. Based on (19) to (24), (18) can be rewritten as:

V̇1 ≤ z1µ1( f ξ1) f
(

φ1ϑ1 + φ
1
K1

)
+ α1z2

1Φ1 + φ
2
c2 f 2z2

1µ2
1( f ξ1)z2

2 + Γ1 +
1
4

z2
1 −

h1

2γ1
ω̃2

1 (25)

where K1 = c1z1µ1( f ξ1) ḟ 2ξ2
1, Γ1 = 1

4φ
1
c1

+
φ̄2

1
4φ

2
c2

+
ȳ2

r+C̄2
l +C̄2

h
4α1

+ ε2
N + a2

1 + h1
2γ1

ω2
1 and Φ1 =

(µ2( f ξ1)− µ2( f yr))
2 + (µ3( f yr)− µ3( f ξ1))

2 + µ2
1( f yr). Since K1, Γ1 and Φ1 are both calculated, we

design the following virtual controller:

ϑ1 = −m1z1 − K1 (26)

with m1 denoting the positive control design parameter. Then:

z1µ1( f ξ1) f φ1ϑ1 = −m1z2
1µ1( f ξ1) f φ1 − z1µ1( f ξ1) f φ1K1

≤ −m1z2
1µ1( f ξ1) f φ

1
− z1µ1( f ξ1) f φ

1
K1

(27)
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Substituting (27) into (25) yields:

V̇1 ≤ −m1µ1( f ξ1) f φ
1
z2

1 +
1
4

z2
1 −

h1

2γ1
ω̃2

1 + φ
2
c2z2

1µ2
1( f ξ1)z2

2 + α1Φ1z2
1 + Γ1 (28)

Step i (2 ≤ i ≤ n − 1) : At the current i th step, it should be noticed that βi = ξi − ϑi−1 and
ϑi−1 denotes a function of ξi−1, y(i−1)

r , ω̂i−1, f (i−1), C(i−j)
l and C(i−j)

h with j = 1, 2, . . . , i − 1, where

ξ̄i−1 = [ξ1, ξ2, . . . , ξi−1]
T , ȳ(i−1)

r = [yr, . . . , y(i−1)
r ]T , ¯̂ωi−1 = [ω̂1, . . . , ω̂i−1]

T , f̄ (i−1) = [ f , . . . , f (i−1)]T ,
C̄(i−j)

l = [Cl , . . . , C(i−j)
l ]T and C̄(i−j)

h = [Ch, . . . , C(i−j)
h ]T with j = 1, 2, . . . , i − 1. Ergo, we can derive:

ϑ̇i−1 =
i−1

∑
j=1

∂ϑi−1

∂ξ j

(
φjξ j+1 + ψj + dj

)
+ Γϑi−1 (29)

Γϑi−1 =
i−1

∑
j=0

∂ϑi−1

∂y(j)
r

y(j+1)
r +

i−1

∑
j=1

∂ϑi−1

∂ω̂j
˙̂ωj +

i−1

∑
j=1

∂ϑi−1

∂ f (j)
f (j+1)

+
i−1

∑
j=1

i−j

∑
p=0

∂ϑi−1

∂C(p)
l

C(p+1)
l +

i−1

∑
j=1

i−j

∑
p=0

∂ϑi−1

∂C(p)
h

C(p+1)
h

(30)

Construct the Lyapunov function:

Vi = Vi−1 +
1
2

z2
i +

1
2γi

ω̃2
i (31)

where ω̃i = ωi − ω̂i represents the estimation error. We can calculate the derivative of zi w.r.t. time as:

żi = ξ̇i − ϑ̇i−1

=
(

φi
(
ξ̄i
)
ξi+1 + ψi

(
ξ̄i
)
+ di

(
ξ̄i, t
))

−
(

i−1

∑
j=1

∂ϑi−1

∂ξ j

(
φj
(
ξ̄ j
)
ξ j+1 + ψj

(
ξ̄ j
)
+ dj

(
ξ̄ j, t

))
+ Γϑi−1

) (32)

Based on Lemma 1, choosing:

(
ψi
(
ξ̄i
)
+ di

(
ξ̄i, t
))

−
i−1

∑
j=1

∂ϑj−1

∂ξ j

(
ψj
(
ξ̄ j
)
+ dj

(
ξ̄ j, t

))
= W∗T

i ηi(Ui) + εi (33)

then

V̇i = V̇i−1 + zi φi
(
ξ̄i
)
ξi+1 − zi

(
i−1

∑
j=1

∂ϑi−1

∂ξ j
φj
(
ξ̄ j
)
ξ j+1 + Γϑi−1

)
+ ziW∗T

i ηi(Ui) + ziεi −
1
γi

ω̃i ˙̂ωi

= V̇i−1 + zi
(

φi
(
ξ̄i
)
zi+1 + φi

(
ξ̄i
)
ϑi
)
− zi

(
i−1

∑
j=1

∂ϑi−1

∂ξ j
φj
(
ξ̄ j
)
ξ j+1 + Γϑi−1

)
+ ziW∗T

i ηi(Ui)

+ ziεi −
1
γi

ω̃i ˙̂ωi

(34)

Based on Young’s inequality, Lemma 1, and Assumptions 1 and 2, adaptation laws (12), we have:

zi φi
(
ξ̄i
)
zi+1 ≤ φ

i+1
ci+1z2

i+1z2
i +

φ̄2
i

4φ
i+1

ci+1
(35)

−ziΓϑi−1 ≤ φ
i
ciz2

i Γ2
ϑi−1

+
1

4φ
i
ci

(36)
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−zi

i−1

∑
j=1

∂ϑi−1

∂ξ j
φjξ j+1 ≤ φ

i
ciz2

i

(
i−1

∑
j=1

∂ϑi−1

∂ξ j

)2

ξ2
j+1 +

i−1

∑
j=1

φ̄2
j

4φ
i
ci

(37)

zi(Wiηi(Ui) + εi) ≤
1

4a2
i

z2
i ωiqi + a2

i +
1
4

z2
i + ε2

N (38)

hi
γi

ω̃iω̂i ≤
hi

2γi
ω2

i −
hi

2γi
ω̃2

i (39)

where ci and ci+1 are positive control design parameters. Accordingly, we can get:

V̇i ≤ −m1µ1( f ξ1) f φ
1
z2

1 +
1
4

z2
1 −

h1

2γ1
ω̃2

1 + α1Φ1z2
1 + Γ1 +

i−1

∑
j=2

(
−mi φj

z2
j +

1
4

z2
j −

hj

2γj
ω̃2

j + Γj

)

+ zi

(
φiϑi + φ

i
Ki

)
+ Γi + φ

i+1
ci+1z2

i+1z2
i +

1
4

z2
i −

hi
2γi

ω̃2
i

(40)

where Ki = ciziz2
i−1 + cizi

(
∑i−1

j=1
∂ϑi−1

∂ξ j

)2
ξ2

j+1 + ciziΓ2
ϑi−1

, Γi =
1

4φ
i
ci
+ ∑i−1

j=1
φ̄2

j
4φ

i
ci
+

φ̄2
i

4φ
i+1

ci+1
+ ε2

N + a2
i +

hi
2γi

ω2
i . Since Ki and Γi are both calculated, we design the following virtual controller:

ϑi = −mizi − Ki (41)

with mi denoting the positive control design parameter. Then:

zi φiϑi = −miz2
i φi − zi φiKi ≤ −miz2

i φ
i
− zi φi

Ki (42)

Substituting (42) into (40):

V̇i ≤ −m1µ1( f ξ1) f φ
1
z2

1 −
i

∑
j=2

(
mj φj

z2
j

)
+ φ

i+1
ci+1z2

i+1z2
i

+ α1Φ1z2
1 +

i

∑
j=1

(
1
4

z2
j −

hj

2γj
ω̃2

j + Γj

) (43)

Step n : Construct the Lyapunov function:

Vn = Vn−1 +
1
2

z2
n +

1
2γn

ω̃2
n (44)

where ω̃n = ωn − ω̂n represents the estimation error. We can calculate the derivative of zn w.r.t. time
as:

żn = ξ̇n − ϑ̇n−1

=
(

φn
(
ξ̄n
)
[κ(t, tk)u + χ(t, tχ)] + ψn

(
ξ̄n
)
+ dn

(
ξ̄n, t

))
−
(

n−1

∑
j=1

∂ϑn−1

∂ξ j

(
φj
(
ξ̄ j
)
ξ j+1 + ψj

(
ξ̄ j
)
+ dj

(
ξ̄ j, t

))
+ Γϑn−1

) (45)

Based on Lemma 1, choosing:

(
ψn
(
ξ̄n
)
+ dn

(
ξ̄n, t

))
+ φn

(
ξ̄n
)
χ(t, tχ)−

n−1

∑
j=1

∂ϑn−1

∂ξ j

(
ψj
(
ξ̄ j
)
+ dj

(
ξ̄ j, t

))
= W∗T

n ηn(Un) + εn (46)
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then:

V̇n = V̇n−1 + zn żn − ω̃n ˙̂ωn

≤ −m1µ1( f ξ1) f φ
1
z2

1 −
n−1

∑
j=2

(
mj f φ

j
z2

j

)
+ φ

n
cnz2

nz2
n−1 + α1Φ1z2

1 +
n−1

∑
j=1

(
1
4

z2
j −

hj

2γj
ω̃2

j + Γj

)

+ zn f φn
(
ξ̄n
)
κ(t, tk)u − zn

n−1

∑
j=1

∂ϑi−1

∂ξ j

(
φj
(
ξ̄ j
)
ξ j+1 + Γϑn−1

)
+ znWT

n ηn(Un) + znεn −
1
γi

ω̃i ˙̂ωi

(47)

Based on Young’s inequality, Lemma 1, and Assumptions 1 and 2, adaptation laws (11), we have:

−zn

n−1

∑
j=1

∂ϑn−1

∂ξ j
φjξ j+1 ≤ φ

n
cnz2

n

(
n−1

∑
j=1

∂ϑn−1

∂ξ j

)2

ξ2
j+1 +

n−1

∑
j=1

φ̄2
j

4φ
n
cn

(48)

−znΓϑn−1 ≤ φ
n
cnz2

nΓ2
ϑn−1

+
1

4φ
n
cn

(49)

zn

(
W∗T

n ηn(Un) + εn

)
≤ 1

4a2
n

z2
nωnqn + a2

n +
1
4

z2
n + ε2

N (50)

hn

γn
ω̃nω̂n ≤ hn

2γn
ω2

n −
hn

2γn
ω̃2

n (51)

where cn is positive control design parameter. Accordingly, we can get:

V̇n ≤ −m1µ1( f ξ1) f φ
1
z2

1 −
n−1

∑
j=2

(
mj φj

z2
j

)
+ α1Φ1z2

1 +
n

∑
j=1

(
1
4

z2
j −

hj

2γj
ω̃2

j + Γj

)
+ zn

(
φnκ(t, tk)u + φ

n
Kn

) (52)

where Kn = cnznz2
n−1 + cnzn + cnzn

(
∑n−1

j=1
∂ϑn−1

∂ξ j

)2
ξ2

j+1 + cnznΓ2
ϑn−1

, Γn =
1+∑n−1

j=1 φ̄2
j

4φ
n

cn
+ ε2

N + a2
n +

hn
2γn

ω2
n.

Since Kn and Γn are both calculated, the controller is designed as:

u =
1
κ
(−mnzn − Kn) (53)

with mn denoting the positive control design parameter. Then:

zn φnκ(t, tk)u = −mnz2
n φn − zn φnKn

≤ −mnz2
n φ

n
− zn φ

n
Kn

(54)

V̇n ≤ −m1µ1( f ξ1) f φ
1
z2

1 −
n

∑
j=1

(mj φj
z2

j ) + γ1Φ1z2
1 +

n

∑
j=1

(
1
4

z2
j −

hj

2γj
ω̃2

j + Γj

)
≤ −µVn + ν

(55)

where µ = min
{

m1µ1 φ
1

f , mi φi
, 1

4 , h1
2γ1

, hi
2γi

| i = 2, 3, . . . , n
}

, ν = ∑n
j=1 Γi + γ1Φ1z2

1, we can infer from
(55) that:

0 ≤ Vn(t) ≤
v
µ
+

(
Vn(0)−

v
µ

)
e−µt (56)

1
2

z2
1 ≤ Vn(t) ≤

v
µ
+

(
Vn(0)−

v
µ

)
e−µt (57)
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|z1| ≤

√
2v
µ

+ 2
(

Vn(0)−
v
µ

)
e−µt (58)

When t → ∞, |z1| ≤
√

2ν
µ , and the tracking error can be made arbitrarily small by adjusting µ and ν,

satisfying the UUB tracking of the output y(t) to yr(t).

V̇n ≤ −ι
n

∑
j=1

z2
j + ν (59)

where l = min
{

mjµj
φ

j
f , mj φj

f | j = 2, 3, . . . , n
}

. For the sake of convenience, we denote z =

[z1, z2, . . . , zn]
T and β = [β1, β2, . . . , βn]

T , then (59) can be reconstructed as follows:

lzTz + V̇n ≤ ν (60)

By means of integrating (60) and utilizing the fact that Vn is bounded, we can get:

lim
Tv→∞

1
Tv

∫ Tv

0
zTzdt ≤ ν

ι
(61)

notice that:

lim
Tv→∞

1
Tv

∫ Tv

0
βT βdt = lim

Tv→∞

1
Tv

∫ Tv

0
zTzdt (62)

Similarly, we can further obtain:

lim
Tv→∞

1
Tv

∫ Tv

ts
zTzdt = lim

Tv→∞

1
Tv

∫ Tv

0
zTzdt (63)

According to (61), (62) and (63), one has:

lim
Tv→∞

1
Tv

∫ Tv

0
β2

i dt ≤ lim
Tv→∞

1
Tv

∫ Tv

0
βT βdt ≤ ν

ι
(64)

The above analysis indicates that ν is a key parameter affecting the mean-square tracking error
and virtual tracking errors. If ν is chosen sufficiently small, the value of βi will decrease accordingly.

From the boundedness of V(t), it follows that zi and ω̃i are bounded; Combining zi = f (t)βi,
βi = ξi − ϑi−1, and the virtual controller ϑi = −mizi − Ki (where Ki is bounded), we can conclude that
ξi and ϑi are bounded; The actual controller u = 1

κ (−mnzn − Kn), since zn, Kn, and κ are bounded, u is
bounded; In summary, all closed-loop signals such as ξi, u, ω̂i, and z1 are uniformly bounded.

4. Numerical Simulation
In order to attest the efficacy of the proposed control framework in this section, we give an

emblematic application example. The attitude control of the quadrotor UAV is described in [38] and a
part of parameters are designed as (65):

ẋ1,1 = x1,2

ẋ1,2 = l1x2,2x3,2 − l2Ωrx2,2 − l3x1,2 + b1uφ + dφ̇(t)

ẋ2,1 = x2,2

ẋ2,2 = l4x1,2x3,2 − l5Ωrx1,2 − l6x2,2 + b2uθ + dθ̇(t)

ẋ3,1 = x3,2

ẋ3,2 = l7x1,2x2,2 − l8x3,2 + b3uψ + dψ̇(t)

(65)
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where x = (φ, φ̇, θ, θ̇, ψ, ψ̇), u =
[
uφ, uθ , uψ

]T denotes the input vector. b1 =
dq
Ix

, b2 =
dq
Iy

, b3 = 1
Iz

,

l1 =
Iy−Iz

Ix
, l2 = Ir

Ix
, l3 =

kφ

Ix
, l4 = Iz−Ix

Iy
, l5 = Ir

Iy
, l6 = kθ

Iy
, l7 =

Ix−Iy
Iz

, l8 =
kψ

Iz
, Ωr =

ω1 − ω2 + ω3 − ω4,

Table 1. Quadrotor physical parameters.

Parameter(s) Value(s)
dq 0.205 cm
Jq 2.8 × 10−5 kg m
Ix, Iy 9.3 × 10−2 kg m
Iz 8.2 × 10−2 kg m
Kφ, Kθ 5.56 × 10−3 N m s/rad
Kψ 6.35 × 10−3 N m s/rad
Ωr 100 rad/s

The ϕ, θ, and ψ denote the roll, pitch, and yaw angles, respectively. The (Ix, Iy, Iz) denote the body
inertia, (kφ, kθ , kψ) denote aerodynamic coefficients, Jr, b, k, dq denote rotor inertia, thrust factor, drag
factor, the distance from the quadcopter’s center of mass to the rotor shaft respectively, and ωi for i
ranging from 1 to 4 denote the angular velocity of each rotor i respectively.

Our control goal is to make the reference trajectory yr = [ϕr, θr, ψr]T should be tracked by the
system output y = [ϕ, θ, ψ]T .

Define the following vector to represent the attitude of the UAV: ξ1 = [φ, θ, ψ]T , ξ2 = [φ̇, θ̇, ψ̇]T .
Then, the attitude control system of the UAV can be rewritten as:

ξ̇1 = ξ2

ξ̇2 = g2[κu + χ] + ψ2 + d2

y = ξ1

(66)

where g2 =

b1 0 0
0 b2 0
0 0 b3

 =


d
Ix

0 0
0 d

Iy
0

0 0 1
Iz

, ψ2 =

l1θ̇ψ̇ − l2Ωr θ̇ − l3 φ̇

l4 φ̇θ̇ − l5Ωr φ̇ − l6θ̇

l7 φ̇θ̇ − l8ψ̇

, d2 =

dφ(t)
dθ(t)
dψ(t)

 =

0.5 sin(2t)
0.5 cos(2t)
0.2 sin(3t)

.

The parameter selection is determined as follows: The initial state of Case I is ξ(0) =

[1.2, 1.33, 1.5]T , the initial state of Case II is ξ(0) = [0.8, 0.5, 0.6]T . The upper bound of the output
constraint is Chk

(t) = 1 + 0.1 sin(4t), the lower bound of the output constraint is Clk (t) = −2 − sin(2t).
The multiplicative deception attack signals
κ(t, tκ) = diag(0.01 + 0.01 sin(20t), 0.01 + 0.3 sin(30t), 0.01 + 0.03 sin(20t)), the additive deception
attack signals χ(t, tχ) = [χroll, χθ , χψ]T = [50.0sin(4t), 60.0sin(3t), 70.0sin(3t)]T , there are the multi-
plicative deception attack and the additive deception attack on the controller when tκ = 7.0s and
tχ = 3.0s, respectively. The reference signal is selected as yr = [(0.3 + 0.3 tanh(2.0t)) sin t, (0.3 +

0.3 tanh(2.0t)) cos t, (0.3 + 0.3 tanh(2.0t))0.8 sin t]T . The output should be constrained in −2 −
sin(2t) < ξ1k < 1 + 0.1 sin(4t) after t = 10s. The design parameters are selected as m1 = 3.0,
m2 = 2.0.

Case I: The output restrictions are not obeyed at the initial time instant. The simulation results
are presented in Figures 3–8.
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Figure 3. The trajectory of ξ1 of case I
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Figure 4. The trajectory of ξ2 of case I
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Figure 5. The trajectory error of case I
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Figure 6. The control input of case I

Figure 7. Case I: the evolution of tracking error β1.
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Figure 8. The output y and reference output yr of case I

Case II: The output conform to the constraint conditions initially and are free of restraint for
t ∈ [0, ts). When t ≥ ts, the output obey the corresponding constraints. The simulation results are
presented in Figures 9–14.

Figure 9. The trajectory of ξ1 of case II
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Figure 10. The trajectory of ξ2 of case II
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Figure 11. The trajectory error of case II
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Figure 12. The control input of case II

Figure 13. Case II: the evolution of tracking error β1.
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Figure 14. The output y and reference output yr of case II

Figs. 3 and Figs. 4 describe the profile of the state ξ1, ξ2 under case I. Figs. 9 and Figs. 10 describe
the profile of the state ξ1, ξ2 under case II. It can be seen that all signals in the closed-loop systems
are UUB. The control input and the adaptive laws ω̂ are shown in Figs. 5 and 6 under case I. The
control input and the adaptive laws ω̂ are shown in Figs. 11 and 12 under case II. It is observe that the
adaptive and controller have a good performance under the multiplicative attack at 7s and additive
attack at 3s. Figure 7 Figs. 13 illustrate the profile of tracking error under case I and under II. Figs. 8
and Figs. 14 present the trajectories of y and yr. Through the above simulation results, we can observe
that the good tracking performance can be derived and the system output y satisfies its restriction
condition just after the preset time ts = 10s whether the initial constraint conditions are observed or
not.

5. Conclusions
In this work, a unified output feedback control method is proposed for strict-feedback nonlinear

systems subject to delay asymmetric output constraints, deception attacks and disturbances. Specifi-
cally, by introducing a novel error shifting function and designing a novel barrier function, the issue of
delay asymmetric output constraints is effectively addressed, and the designed controller is applicable
regardless of the presence or absence of delay asymmetric constraints, without the need for changes or
switching. A key advantage lies in that the method does not require knowledge of the maximum and
minimum values of constraint functions, which effectively lowers the threshold for algorithm design
and brings convenience to practical implementation. Eventually, the effectiveness of the proposed
control scheme have been illustrated by a unmanned aerial vehicle application example.
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