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Abstract — In recent years, wireless networks have undoubtedly become a convenient way to connect to the
Internet and provide connection to everyone in any corner of the world. In fact, in this era, people are connected
to the internet almost everyday and wireless networks give us this privilege in a seamless manner. A wireless
network normally consists of access points and nodes where the access points are responsible to amplify the
wireless signals, while the nodes are the gadgets that are receiving these signals. However, with such great
convenience provided, many challenges are also faced by the users and stakeholders. With no physical connection
to devices, wireless networks are evidently more vulnerable to invisible cyber attacks. In this research paper, it
the security issues that cause issues in the wireless networks are discussed. Furthermore, an analytical review of
privacy challenges found in these networks is performed; these challenges are segregated into security issues and
privacy issues. The paper will then present the methods used in conducting a survey and gathering the research
results along with further discussion on the results obtained through this study. Finally, a suitable solution is
proposed to prevent and overcome the intrusions faced in terms of security and privacy in wireless network
scenarios through detection and response mechanism for mitigation of the problems.

1 Introduction

Wireless Networks are defined as networks that are not associated by wires or cables of any sort. The utilization
of a remote network empowers enterprises to maintain an economic way of bringing network to their buildings
without the need of installing expensive and costly cables. Wireless networks also ensure a connection between
various equipment areas. Most of the wireless networks apply radio waves, which is an execution that happens at
the physical degree of network structure [1]. As mentioned earlier, wireless networks utilize radio waves to
associate personal gadgets such as mobile phones, laptop, tablets to the Internet. Not only connecting personal
gadgets to the Internet, wireless networks are used to connect devices to the business systems and various
applications. For instance, when a smartphone is connected to the Wi-Fi that are out in open places, the connection
is built up to that particular business’s wireless network. All wireless networks have the characteristics of dynamic
self-association, self-configuration, fast deployment, simple maintenance, and low cost. There are four
fundamental kinds of wireless networks, namely Wireless Personal Area Network (WPAN), Wireless Local Area
Network (WLAN), Wireless Metropolitan Area Network (WMAN), and Wireless Wide Area Network (WWAN).

Based on the research conducted by Wells Fargo Insurance [2], in 2016 alone, organizations are about multiple
times more progressively worried about losing private information which is the main concern with 47 percent of
the businesses agreeing with the statement rather than hackers compromising their networks which occupies 26
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percent. Abuse of technology among employees additionally developed as another, developing danger (7%), while
network infections and disturbance of activities fell marginally to under 10 percent from 2015 (Fig. 1) [2].

Private data leaks continue to be a top concern in 2016 while employee misuse of technology emerged as

new concern.

Leaking private Security breach Viruses/Disruption of Employee misuse of
data/Loss of data (20% in 2015) operations technology
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compliant with regulations
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Fig. 1. Comparison of 2016 top network security and information privacy challenges faced among organizations
with those in 2015 [2]

Even though wireless networks seem to be providing more benefits than disadvantages, due to its wireless nature,
wireless networks are not protected by physical means, and consequently expose itself to countless security
attacks. Traditional era of networking uses various ways to secure the network such as using locks and keys,
manpower like security guards to look out for intruders that are trying to compromise the network. However, due
to the evolution of technology, all of these are no longer required in order to protect the wireless network. In fact,
users no longer need to purchase the said locks or keys to ensure their cables are not touched by network attackers.
Users can achieve wireless security through many ways that are not costly, sometimes free to secure the wireless
network. For example, a simple free Virtual Private Network can be installed on the device to ensure a secure
network on the user device. Nonetheless, before setting up a wireless network, users and organizations must first
learn to think of the vulnerabilities and threats of wireless networks. If these threats are not handled well, a
privilege that may seem too good to be true may turn into a horror of information loss and abuse.

The objective of this research paper is to examine various security issues concerning these systems as well as their
security dangers and countermeasures. The security and privacy issues of wireless networks are recognized and
listed out in this paper through our research. In the interest of equipping organizations and users to be mindful and
shield them from experiencing the issues, the research paper likewise characterizes the aftermath if one is facing
these problems. Other than that, this research paper will include an unexampled resolution that will describe
various ways to mitigate users and organization from cyber security attacks from unauthorized attackers. This is
to ensure users and organizations will be able to use wireless networks without the need to consider the security
issues. Additionally, it is hoped that through this research paper, users of wireless networks are equipped with
necessary knowledge and are able to think critically regarding problems surrounding security and privacy issues
in order to avoid mishaps of data loss happening to themselves.

This research paper is categorized as follows: Section 2 gives in-depth review of literature studied and is
categorized into two parts, security issues and privacy issues, followed by section 3 in which the methods that are
used to gather the results in this research paper are explained. Section 4 presents detailed explanation of the
findings and the results, while section 5 provides the solution for the challenges found. Lastly, the paper is
concluded with final remarks in section 6.


https://doi.org/10.20944/preprints202010.0018.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 1 October 2020 d0i:10.20944/preprints202010.0018.v1

2 Literature Review
2.1  Security

The use of wireless networks is increased nowadays for business, education or social purposes. People can access
free public networks in any public area. Most of the home, business and public networks are using standard IEEE
802.11 which is known as WPA 2 that provides 1-2 Mbps transmission with 2.4 GHz or 5 GHz bands (webopedia,
n.d.). The IEEE 802.11 standard provides some rules for the security of transmitted data. However, there will be
some problems which wireless network security has no control on the communication channel. All the data and
information are transferred using radio waves from one point to another point [3]. Public network is more
vulnerable as the online activities are not encrypted. It might provide a chance to the attackers to access the
network by using the vulnerabilities of the network.

The security issues of wireless networks are identical to the security requirements such as availability, integrity
and confidentiality which is known as the CIA triad. The CIA triad is often used as information security models.
This is because all these three principles can guide the security policy. It is important for a company to plan using
the CIA triad so that they can have a good quality security policy [4]. The integration of wireless networks with
other emerging technologies such as internet of things [5-7], sensors and machine-to-machine communication
techniques has increased the vulnerability of systems in which these technologies are implemented and the
possibility of CIA triad to be compromised has greatly increased. Another major factor is interconnection of
devices and things with each other and with the internet. This has led to the generation of huge amounts of sensitive
data over insecure networks, compromising confidentiality, integrity and availability.

Confidentiality is to make sure that only authorized users are able to access or alter the data. Authentication and
authorization fall under confidentiality. Authentication ensures that the system can recognise the users by using
username and password. Moving on to authorization, it can determine the person that is allowed to access to the
data. This is because the system is able to recognise the user. So, it can determine the authorization of the particular
user. Loss of confidentiality will lead to serious issues as the attackers are able to have the root access of the
system and they can do anything they want to do. Due to the current pandemic situation, organizations’
information systems have been increasingly attacked and their confidentiality has been compromised [8]. This
includes health organizations where the security of patients’ health records have faced challenges.

Due to the fact that most systems run on wireless networks, there has been a rapid increase in security and privacy
issues in the current Covid-19 era where dependence and use of wireless networks has soared. Integrity is to
ensure that the original data is not be changed by anyone. In the current circumstances the threat of compromised
integrity has escalated. For example, an attacker is able to change an account number or password during a bank
transaction. This is very dangerous as the victim might lose all the money. The software of the bank should ensure
their software does not have any bugs which allow the attackers to have a chance to get the credential information.
Moreover, availability guarantees the authorised users access to their data. One of the examples of loss of
availability is denial-of-service attack. The attacker will flood the device with traffic, making the users unable to
access their data. Availability should be maintained by the relevant department so that the users can access their
data [9].

There are two types of attacks which are related to the security issues of wireless networks. First type of attack is
passive attack. A passive attack will monitor, observe or make use of the information from the system for certain
purposes. However, it does not have any impact on the system resources and the information will remain
unchanged. The victim is hard to notice the existence of passive attacks as this type of attack is conducted secretly.
The purpose of passive attack is to gain information or scan open ports and vulnerabilities of the network [10].

Eavesdropping attack is considered as a type of passive attack. Eavesdropping attack is to steal information which
is transmitted among two devices which are connected to the Internet. Traffic analysis is included in
eavesdropping. Eavesdropping attack happens when the attackers insert a software in the network path in order to
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capture the network traffic for future analysis. The attackers need to get into the network path that is between the
endpoint and the UC system in order to capture the network traffic. If there are more network paths and the
network paths are longer, it will be easier for the attacker to insert a software in the network path [11].

The release of message is also another type of passive attack. The attackers install a software to the device by
using virus or malware in order to monitor the device activities such as conversation of messages, emails, or any
transferred files that consist of personal data and information. The attackers can use the information to compromise
the device or network [12].

Some other attacks which have emerged due to the exponential interconnection of insecure devices such as in 10T
infrastructure [13] (Fig. 2) include those which are protocol-specific as well as wireless sensor networks-based.
For example in an 10T based smart home systems, the communication protocol being used may be RPL (Routing
protocol for low-power and lossy networks) [14][15]. This protocol is used due to its compatibility with resource-
constrained 10T devices which cannot use traditional protocols.

loT architecture

Sensors, actuators
and smart devices

Gateway

Sensors, actuators

and smart devices

Fig. 2. An example of architecture of l0T-based system [16]
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The 10T system aforementioned may typically have wireless sensor-based network at its core. This factor increases
its vulnerability to security attacks. Attackers can manipulate the RPL protocol or the wireless sensor network at
the system’s base, which means that the vulnerability has increased to twofold. Some examples include wormhole
attacks which originate from wireless sensor networks, and rank as well as version attacks which are RPL-specific
attacks. Due to the fact that 10T systems are not able to use regular protocols for secure communication, their
vulnerability to security and privacy issue has escalated. However, they are still being deployed without
appropriate security solutions.

Another category of attacks is known as active attacks. Active attack (Fig. 3) is a type of network exploit which
the attackers are able to modify or alter the content and have an impact on the system resource. It will cause
damages to the victims. The attackers will perform passive attacks in order to collect information before they start
performing an active attack. The attackers try to disrupt and break into the system. The victims will get informed
about the active attack. This type of attack will threaten their integrity and availability. Active attack is harder to
perform compared to passive attack [17].

Denial-of-Service attacks (DoS) is one of the examples of active attack. Denial-of-Service attack happens when
the attackers take action to shut down a device or network. This will cause the original user to be unable to access
the particular device or network. The attackers will flood the target device or network with traffic until it is not
responding or crashing. The services that are affected are emails, websites, or online banking accounts. Dos attack
can be performed easily from any location [18].

As mentioned above, DoS attack includes flooding or crashing the device and network. Buffer overflow attack is
one of the common DoS attacks. This type of flooding attack is to send more and more traffic to the network
which exceeds the limit that a buffer can handle. Then, it will result in a crashing of the system [19]. Furthermore,
ICMP flood, known as ping flood is also a type of flooding attack. The attacker will send spoofed packets and
flood it with ICMP echo requests. The network is forced to reply to all the requests. This will cause the device to
not be accessible to normal traffic [20]. Moreover, SYN flood is also a type of flooding attack. The attackers will
keep sending SYN packets to all the ports of the server. Fake IP addresses are normally used. The server which is
unaware of the attack will then respond to the SYN-ACK packets. The server will fail to access the clients and
then crash [21]. Statistical approaches can be used to develop attack detection techniques for attacks like SYN
flood. One such method is proposed by authors in [22] where they have proposed SYN flood attack detection
scheme based on Bayes estimator for mobile ad hoc networks.

Trojan horse attacks [23] are another example of network attacks, most common type of which is backdoor trojan.
A backdoor trojan allows the attackers which do not have the authority to gain access to the computer system,
network or software application. For example, the attackers might hide some malware in a particular link. Once
the users click the link, a backdoor will be downloaded in the device. Then, the attackers will have the root access
to the device [24]. Other than that, rootkit is also another example of trojan attack. Rootkit is often used to get
hidden privileged access to a system. It will provide root access for the attackers. The attackers are able to control
the system but the users will not get informed of it. They can change any settings of the computer, access to any
files or photos and monitor on the users’ activities. Some of the popular rootkit examples are Lane Davis and
Steven Dake, NTRootKit, Machiavelli, Zeus, Stuxnet and Flame. Flame a malware that is established in the year
2012 which is designed to attack Windows OS. It can perform some features like recording audio, screenshotting
and monitoring network traffic [25].

Moreover, replay attack is one of the examples of active attack. The attackers will eavesdrop on a particular user
before they start performing a replay attack. Then, they will send to the victim an exactly same message from an
authorised user and the message is encrypted correctly. Replay attacks allow the attacker to have access to the
data and information stored in the compromised device. They also can gain financial benefit as they are able to
duplicate the transaction of the victim. This is because the attackers can eavesdrop the frames of this session,
using the same information to perform the attack without limiting the number of times. There is another attack
called cut-and-paste attack which is similar to replay attack. In cut-and-paste attack, the attacker will combine
different parts of the ciphertexts, and send them to the victim. The attacker will then get the information they want
and use them to compromise the system [26].
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Fig. 3. An example of active security attack [27]

Another domain of attacks is the smart systems which utilize sensors and actuators and are implemented in various
sectors such as homes, cities, transportation systems, health system, and also used in wearable gadgets. Due to the
fact that they run on low-power and lossy wireless networks, the traditional protocols are hard to use to ensure
secure communication and security in general. This increases the threat to be attacked by hackers and other
malicious entities. They need solutions like lightweight protocols, detection frameworks [28], and secure
communication schemes as well secure routing protocols for successful and secure deployment. Another
important mechanism that can help in improving the security of systems is to critically analyse available solutions
which are already being deployed or are proposed as security techniques [29].

Nothing is completely secure in the wireless network. This is because the purpose of wireless networks is to allow
the users to access their data easily and conveniently. However, this would create an open attack platform for the
attackers to access any part of the network. The users need to be aware of all the security issues of the wireless
network in order to protect themselves from the cyber attacks. The following part will discuss the privacy issue
of wireless networks which is closely related to the security issues because once the security of network
compromise, the privacy will be affected also [30].

2.2 Privacy

Privacy issues in wireless networks concerns the protection of user identity. However, the topics discussed in
privacy issues will overlap with the security issues of wireless networks because their differences are not
exclusive. While security refers to the safeguarding of access to data, privacy relates to the user-specific details
such as Personally Identifiable Information (PHI) that can also be considered under the securing of data. Even
though the differences between security and privacy are slightly ambiguous, we know that measures to ensure
security can exist without consideration for the privacy of user identity, but we can’t have privacy without
implementing security. Our dependence on technology and our devices makes us increasingly vulnerable to
security threats like hacks and malware that compromises our privacy because our data is stored on many personal
devices and information systems in organizations. The loss of personal data can cost us if they were to be
compromised for illegal activities such as identity theft.


https://doi.org/10.20944/preprints202010.0018.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 1 October 2020

To ensure user privacy is maintained, the confidentiality of data must be secured. This can be done by encrypting
messages or packets for transmission, so that even if intruders were to obtain it, they would not be able to access
its contents. Encryption becomes useless if we do not ensure user authentication, because intruders can gain
unauthorized access to the system and obtain the decryption key. In this paper, vulnerabilities of the currently
used Wi-Fi security protocols are discussed mainly because a vulnerability in our security mechanisms implies
that attackers may intrude on the communication between the sender and receiver which should remain
confidential. If intrusion can occur, then, it implies that the privacy of our data has been compromised due to the
weaknesses or issues found in our security protocols themselves. Since wireless networks are transmitted through
radio waves, anyone would be able to receive them using the right tools to intercept and obtain data. The most
common types of protection when it comes to wireless networks are WEP, WPA and WPA2 [31][32].

WEP stands for Wired Equivalent Privacy, but unfortunately its encryption key implementation is imperfect and
there is no authentication mechanism as reported in 2001. (Wong, 2009) [33] The main flaws lie in the
initialization vector (V) and the RC4 algorithm. Now, if someone were to use WEP to secure their wireless
network, intruders will be able to hack into it in a matter of minutes with tools available to the public. Among the
ways of intrusion on WEP secured wireless networks, the FMS attack named after Fluhrer, Mantin, and Shamir,
published about a key recovery attack on WEP in 2001. An attacker can easily recover the first bytes of the packets
in plaintext because they’re predictable. If they were to capture encrypted packets with the same key stream as
well as their initialization vectors, attackers can reconstruct the encryption key.

Another type of attack against WEP is the PTW attack. Released in 2007, PTW attack was named after Pyshkin,
Tews and Weinmann. This attack is considered more powerful because it can take advantage of every packet that
has been captured. This method makes use of a key ranking strategy that selects the combination which has the
highest possibility which is more efficient compared to trying all the possible combinations of the key. Based on
the combinations selected, it proceeds with the RC4 algorithm. This attack type has a 97% chance of success
while using 70,000 captured to packets. Although, real world testing only required only 20 to 40 thousand packets
to obtain the key [34].

WEP is also vulnerable to the ChopChop attack which can decrypt a packet without having to know the encryption
key. From the RF stream, the attacker captures on packet addressed to the target AP and “chops off” the last byte
from the message and then replace it with a random value ranging from 01 to FA. Since linear (Cyclic Redundancy
Check) CRC-32 is used in networks, the attacker can calculate the Integrity Check Value (ICV) which is used in
the decryption process. The packets are then injected in the access point and the broadcasted traffic is monitored
to observe if the packet is retransmitted. The purpose of this method is to recreate the original packet in plain text
bit by bit [35].

Due to WEP’s weaknesses, Wi-Fi Protected Access (WPA) was deployed in 2003. WPA implements Temporal
Key Integrity Protocol (TKIP) in order to address the weaknesses of WEP as well as offer authentication services
that WEP lacked. Although it does consider user privacy and user authentication but weak passwords for TKIP
protocol became its weakness. (Wong, 2009)[33] Its main flaw was the small 40-bit static key that is used to
initiate encryption. The key is used on access points as well as all connected clients and it is never changed unless
manually entered on all related devices. WPA also uses a 24-bit initialization vector that if joined with the 40-bit
static key, produces its 64-bit encryption key.

November 2008 was the first time WPA was compromised by exploiting TKIP. This exploit is effective for
WLANSs connected to access points using WPA as its security protocol as well as clients using QoS feature of
802.11e. The exploit is done by capturing packets and subjecting them to replays and guesses. After that is done,
the attacker injects a few packets back into the client. Even so, there are limitations to this method of attack as
packet injection can only be done 7 packets at a time and has limited size. Nevertheless, this can open up
opportunities that open hooks for development of malware.

Even with the vulnerability regarding TKIP, WPA is not completely compromised and still ensures privacy
protection that is much better when compared to WEP. Using the method of attack above, statistics show that the
rate of decryption is only one byte of plaintext per minute. Nevertheless, it is always a good idea to use the most


https://doi.org/10.20944/preprints202010.0018.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 1 October 2020 d0i:10.20944/preprints202010.0018.v1

secure security measure available for wireless networks in order to avoid any risks of intrusion. Wi-Fi Protected
Access 2 (WPA2) was introduced in 2004 and is based on the IEEE 802.11i standard which makes use of dynamic
keys for encryption and authentication [33]. The difference between WPA and WPA2 is the strength of encryption
used. While WPA uses TKIP and static keys, WPA2 implements Advanced Encryption Standard (AES)
encryption algorithm with dynamic keys.

There exists a key reinstallation attack (KRACK) that can exploit weaknesses in WPA2 and works on all existing
protection for Wi-Fi networks [36][37]. This attack can be implemented to execute Man-in-the-Middle attacks
(Fig. 4.) to serve targets to a fake website or inject malware into legitimate websites. A four-way handshake is
used to initiate WPA2 connections but is not required for reconnection to the network. Reconnection to a familiar
network requires the third part of the handshake to be resent and can occur many times to ensure the success of
connection. This is where the vulnerability lies.

A KRACK attack is usually executed while the attacker is in close vicinity to the target, they must be in range of
the . The attacker will have to set up a clone of a Wi-Fi Access Point that the victim has connected to previously.
This clone allows access to the Internet so that the target does not suspect anything wrong. The attacker will try
to force the victim to connect to the clone network, in order to set themselves in a position as the man in the
middle. While the target is connecting to the network, the attacker will send the third part of the handshake to the
target’s device. Pieces of data are decrypted every time the target accepts the connection request and this helps
the attacker to obtain the encryption key. Once the KRACK attack is complete, data transmitted from the victim’s
device can be captured. For HTTPS websites secured with SSL/TLS encryption however, another tool called
“SSLStrip” can be used to force the target to go to HTTP or non-secured versions of websites [38].

Original Connection

N
WV

User .
New Connection Web Application

ZIN

Man in the ddle £

Fig. 4. An example of use of KRACK to perform on-path attacks [38]

After the KRACK attack revealed the vulnerabilities of WPA2, it was leaked online that the Wi-Fi Alliance was
already working on WPA3. WPA3 will offer interoperability with WPA for older devices to ensure a smooth
transition. There are 4 features to expect in WPA3. Among them are applying blocking feature if Wi-Fi
authentication fails several times which provides protection against brute force attacks. The next feature to be
implemented is the ability to configure Wi-Fi WPAS settings of other devices without such interface. This feature
was implemented so that 10T devices can also be configured for secure wireless connection. The last 2 features
will be regarding the encryption that will be implemented. Individualized data encryption provides encryption of
the connection between each device and the access point. The last one is an improved cryptographic standard that
ensures protection for networks that have higher security requirements [39].
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Wireless networks are being used in all domains of life for various purposes, such as in healthcare, smart homes
and cities, transportation systems, unmanned vehicular systems [40][41], and so on. Some examples include
wireless body area networks [42][43]in which wireless network technology plays crucial role. However, they are
also highly vulnerable to security and privacy attacks. Only by ensuring the security of our connection to wireless
networks can we preserve the privacy of our data especially during transmission because our devices communicate
across many networks and send and receive huge amounts of data everyday. With new threats and ways to
intercept data transmissions, we should always use the best method of securing our connections that are available
to us to ensure that our privacy is protected.

3 Methodology

The aim of this is to compile together a detailed but yet comprehensive paper about the current updates and
concerns in security and privacy aspects in wireless networks. This survey entailed taking numerous second-hand
research data and information that have been compiled and concluded by several other sources such as but not
limited to; IEEE, WoS, Scopus and Science Direct. This survey was kept in limits of research papers and sources
of a maximum year difference from our present time of 5 years. These sources were found from the internet and
have been thoroughly read through to ensure that the information matched up to the current or recent findings.
Research papers or documents by prestigious and well-known institutions and organizations were highly
considered in this survey to ensure high accuracy and reliability of the information. Research information is only
considered valid when backed up or proven by facts or statistics in these papers.

The procedures taken to select sources for this survey were simple yet effective to ensure an accurate and quality
survey paper was produced. Firstly, we ensured that the research papers, documents and articles were relevant to
either the privacy or security aspect of wireless networks. Secondly, we ensured that the paper was published from
not more than 5 years from the present year. This is to ensure relevancy of the information. Next, we ensured that
the sources of a research paper, document or article was from an established and recognized source like IEEE.
Other sources like Google Scholar were also used but also put through thorough reading and background check
of the publisher. Finally, information gathered was cross-checked with other information from different papers
where possible to ensure accuracy.

The process of analysis in this paper includes textual and content analysis whereby the language, images and
observations would take an effect on the analysis. The research is categorized, closely examined and discussed
within the team before coming to a conclusive analysis.

4 Discussion

From the literature review, the objective of this study is established which is to examine the various security and
privacy issues in wireless networks. We also conclude that most attacks fall under the main three aspects of
security (confidentiality, integrity and availability) as well as privacy.

In the aspect of security, we discussed that the three aspects of security, also known as the CIA triad, classifies
the type of directed attacks on the wireless network. We analyze that from observation, attacks (whether active or
passive) on the confidentiality aspect of the network tends to attempt to impersonate a user or stealthily obtain
data while the network is being used. Password cracking seems to be frequent for active attacks on confidentiality
while port scanning and ping sweeps seem to be more frequent as a passive attack. Other confidentiality attacks
include social engineering, phishing, pharming, keylogging and wiretapping. Attacks on the integrity side seem
to attack weak areas in a wireless network. These flaws leave out huge vulnerabilities to be exploited. In this case,
active attacks are more frequent. Salami attacks and data diddling are the more brutal exploits while attacks like
trust-relationship exploits, man-in-the-middle attacks and session hijacking attacks do leave substantial damage.
Availability attacks can be seen more towards a server-cantered network like online games, social media servers
or corporate servers. These attacks seemingly have the same motive and goal of attempting to take down or disable
a network temporarily, crippling the network essentially. Denial-of-Service attacks are getting more and more
frequent as the world leans towards cloud-based storage and technology. SYN/ICMP flooding attacks are also
damaging, though not to a server but to users. Other physical attacks of availability comprises electrical power
attacks or server room environment attacks.
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In the aspect of privacy, we discussed that it gestures towards the protection of user data and identity on a wireless
network. Upon analysis, privacy attacks seem to work solely to intrude and obtain user data and identity on many
network levels. As Harvard states in their research paper that attacks on privacy can be narrowed down to several
ways in which they attack; reconstruction attacks and tracing attacks. Reconstruction attacks determine the
approximate sensitive features that the user had utilized while tracing attacks takes a different approach in which
it determines whether the target user’s data is within the dataset [44]. In other words, these attacks, from
observation, are made to track a user’s actions and may allow complete replication of the actions. From
observation, these attacks sought to take a more passive route to privacy intrusion and in effect, are very hard to
detect.

In both cases, security and privacy are very important aspects to uphold and protect. They serve as a model as to
what a wireless network should have and what it should try to protect itself from.

5  Unique Solution for the issues/challenges found

To mitigate the issues and the challenges found in wireless networks, multiple prevention methods have been
categorized into three major categories. The intrusion prevention mechanism will detail the ways to stop incoming
attacks before it affects the system, the detection mechanism will analyze how to find the security vulnerabilities
in early stages, and the response mechanism will explain how the steps we should apply to solve the challenges
that are found.

In order to solve the security and privacy issues on the network, it is always best to take measures to prevent it
before any data loss or misinformation happens. Intrusion prevention mechanisms are considered as the guideline
of protection against pernicious hubs and incorporate encryption and authentication [45]. Most of the time,
wireless networks require a correct passkey to be inserted before a connection can be established between devices.
To be able to prevent future attacks, a key management service should be set up by organizations and users. This
is to ensure only those who are trusted and authorized can know, modify or update the keys of the wireless
network. An authentication and also a key encryption scheme is proposed by Boudguiga and Laurent for the IEEE
802.11 networks which surrounds the idea of the station authenticating itself to the Authentication Server (AS)
and the key are encrypted for secret exchange [46]. Next, a secure routing environment must be established as
wireless networks transmit signals in open medium. All wireless networks must only be accessible to areas that
are needed and if the signals exceed the required area, it must be well protected to stop incoming attacks.

Intrusion detection mechanisms must be formed to find early issues and they work as the second line of the whole
mechanism. If the attacker is able to break through the first wall, the second wall must be strong enough to detect
these attacks. In order to detect these attacks, users and organizations can set up systems such as monitoring
systems, these systems must be available 24/7 to ensure there are no loopholes on the system. After monitoring
the system, if there is any malicious activity spotted, the system must be able to process the unusual activity, to
do this, the system’s database must stay updated. After detecting the activity, the system must then alert the
administrators so that they can take appropriate action to curb the issue. A complete system will be an Anomaly
Detection System [46].

Additionally, simple steps can be taken to protect wireless networks. For instance, the administrator password
must be changed from time to time, and only authorized administrators can know and share the password to trusted
parties. The password should also be encrypted using the latest WPA2 security. Furthermore, the SSIDs of the
wireless network should be changed and hidden to reduce the risk of being exposed. MAC address can also be
used as a filter to filter unwanted devices on connecting your wireless network. Finally, always check for intruders
and this can be achieved through using various network analyzer tools such as Wireshark, Kismet, inSSIDer and
so on [47].

6  Conclusion

Wireless networks are evidently a more efficient way of connecting gadgets in a system compared to wired
networks due to the benefits of simple, quick, and low-cost set up. Nonetheless, because of its characteristics, for
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example, transmitting signals in open air, causing wireless networks facing new challenges in accomplishing
security.

In this research paper, a precise analysis of the basis of security and privacy issues of wireless networks is
investigated. As we can see, wireless networks contain many threats and vulnerabilities that are not visible.
Multiple types of attacks are listed accordingly. As we know, cyber security attacks can be categorized into two
sections, passive attacks and active attacks. For instance, passive attacks which means no action is taken on the
victim include eavesdropping someone else’s network traffic, release of someone else’s message without
authorized access and so on. Meanwhile active attacks which means the attacker alters certain entities in the
network includes Denial of Service (DoS), inserting trojans into a machine and replay attacks are deadly active
attacks. The research paper also discusses important issues faced by wireless networks which are confidentiality,
integrity, availability and so on. In terms of privacy, even though free public Wi-Fis are great, steps must be taken
in public wireless networks to ensure user’s personal data and network traffic are not captured by attacks such as
Man In The Middle, phishing and so on.

Furthermore, the research paper also includes a number of prevention methods to countermeasure against wireless
network attacks, which includes detection, prevention and response mechanisms that can be found in the literature
sources. This part analyzes the ways that organizations and users can take to protect and secure their wireless
network. In this paper, small simple steps from changing your password to implementing a key management
system and anomaly detection system is explained. In fact, the key to overcoming these issues is through setting
up a safe wireless network environment that is always ready to prevent, detect and respond to any malicious
behaviour.

Even though many cybersecurity analysts have conducted research on privacy and security problems on wireless
networks, the best way to prevent these attacks all depends on each situation, every attack has each of its own
solutions to counter it. We trust that there is as yet a huge open door for researchers to make progressive
commitments in this field and bring noteworthy effect of their advancement to the technology industry. There is
the need to create and structure the security procedures inside and out. This approaches as far as individuals,
procedures and innovation. By thinking about the contributions from just a few technology industries around the
world, it is very clear that with wireless networks, many unknowns can be achieved and it will be one of the main
vital advances in the close future.
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