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Abstract: “Dark Web” usually describes a new world of e-living space perceived as a place, free
from constraints, in which its main actors generally are criminal, unstable, and mentally disturbed
individuals. Nowadays, advancements in information and internet technologies have made the
Dark Web more accessible in recent decades. The Dark Web is a virtual world component; therefore,
assessing users’ behavior may be crucial in understanding motivation to use it. This study aims to
discuss the behavior patterns of Dark Web users within the theoretical framework of the technology
acceptance model via a structural equation model. The resulting structural equation model showed
that considered causal relationships were statistically significant.
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1. Introduction

Rapid developments in information and communication technologies (ICTs) are reshaping our
lives and society. New technologies are intensively reorganizing our daily lives. Internet and social
media use is expanding worldwide, with 66% of the global population accessing the Internet and
62.3% using social media [1,2]. Due to these advancements, accessing the collective knowledge of
billions of people has become effortless [3].

Simultaneously, numerous studies focus on modeling and explaining the behavioral patterns of
modern individuals using these technologies. Using clear and concise language is essential when
explaining user behavior related to information technologies. In recent years, many new concepts
have become associated with information technologies and have become the main determinants of
their use. Several studies have been conducted in this field [4]. The concepts of computer crime,
internet crime, cybercrime, virtual crime, and crime in informatics have become ubiquitous in our
daily lives. These terms now define the landscape of information technologies. The rise of digital
aspects in everyday life has made cybercrime and victimization common [5].

The Internet’s ever-expanding presence has made cybercrime a global phenomenon. Criminals
are constantly changing their methods due to the rapid pace of technological advancements [6]. As a
result, new types of crimes and methods of committing them are emerging. The UNODC (2022)
highlights the challenges posed by informality in social media tools, location-independent crimes,
rapid communication of criminal groups, different approaches in countries' internet policies, legal
deficiencies, proxy servers, Deep Web, Dark Web, etc. [2]. It is necessary to urgently initiate legal
studies in this field and establish a common legal and administrative approach among countries to
combat crimes committed on the Internet effectively.

Today, cybercrimes include individual crimes and crimes with organized structures. Organized
cybercrime’s structural complexity and organizational form vary [2]. In addition to the lack of legal
regulations in the fight against cybercrime, social media platforms at the global level and the lack of
basic information technology literacy are essential factors.

Hackers view interventions on the web, such as shutting down websites, blocking access,
slowing down internet speed, and censorship, as a violation of internet freedom. They believe such
interventions and legal regulations have created a dark, out-of-control world. This world is similar
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to the dark gates of Morannon in J.R.R. Tolkien’s Middle-earth, a land of evil that is almost impossible
to conquer. The term “Dark Web” describes a new world of e-living space perceived as a place of
freedom, free from constraints but associated with evil. Unfortunately, this world has been rapidly
invaded by deviant, criminal, unstable, sociopathic, lawless, and mentally disturbed individuals who
have become the main actors. The concepts of Freenet and Darknet, first discussed in the 2000s, have
evolved into a new dimension today. The recent development of language models for artificial
intelligence has significantly impacted. The widespread Use of Al technologies has brought the “Dark
Web” back into discussion. As a result of Al applications, internet users’ behavior patterns and
competence levels are rapidly changing.

The general purpose of this study is to attempt, for the first time in the literature, to model
technology acceptance among Dark Web users. Within the Technology Acceptance Model (TAM)
framework, it is used to understand and explain the behavioral patterns of Dark Web users. For this
purpose, the classic TAM was extended to include trust and risk factors. User behavior was predicted
based on the causal relationships between the latent variables in the TAM.

2. Surface Web, Deep Web, and Dark Web

While the Internet is a resource that enables the exchange of data for communication between
individuals in a decentralized manner, there are differences in how individuals access information
online based on standard or proprietary web browsing and encryption protocols. There are three
ways to describe how data is accessed over the Internet. Therefore, the Internet ecosystem is divided
into the Surface, Deep, and Dark web [3,7-9].

Most Internet users browse content using the Surface Web, a part of the Internet where popular
search engines index sites and can be easily viewed using traditional web browsers. The Internet is
designed as a platform for millions of people to interact online. The most publicly accessible part of
the Web world is the Surface Web. This area includes all the websites or pages found using search
engines such as Google, Bing, and Yahoo. In short, the Surface Web is what the average user calls
“the Internet” [2,10-15].

Web pages that standard search engines cannot index are part of the Deep Web or hidden web
[16]. Deep Web pages are not accessible through web browsers and are therefore not included in the
Surface Web. The Deep Web is the more significant part of the iceberg hidden from Surface Web users
[10,17]. The Deep Web is not only used for criminal or malicious activities. Authorities and
policymakers are interested in using the Deep Web for illegal practices [15].

The Dark Web is an encrypted network built on the Internet that can be accessed using
specialized software. It contains websites that are not indexed and are, therefore, part of the dark
web. The networks are defined as dark because they allow users to hide their identities and support
illegal activities. The logical structure of the Dark Web is based on protecting user identity and hiding
network activities [18]. The Dark Web is often portrayed as a hub for illicit and enigmatic activities
[10,19].

The Dark Web has existed beneath the internet surface for a long time. It has become a powerful
tool against governments [18]. Despite this, the Dark Web remains obscure to most people. Its
notoriety increased in 2013 with the arrest of Silk Road operator Ross William Ulbricht (aka Dread
Pirate Roberts) [20].

The Dark Web, part of the Deep Web, is accessible only through specialized computer software.
It is primarily used for illegal activities such as cybercrime, drug trafficking, and human exploitation.
According to Gollnick and Wilson, most internet users are unaware of the Dark Web and do not use
it [21].

Although many studies treat the concepts of Deep Web and Dark Web as the same, there is a
significant difference between the two [22-24]. The Deep and Dark Web hosts over 90% of the Internet
[3,10,25-27]. The Dark Web is a subset of the Deep Web [28,29]. Although the Deep Web is used for
both legal and illegal activities, the Dark Web is primarily used for illegal activities. While the size of
the Dark Web is immeasurable, the size of the Deep Web is much larger than the visible Surface Web.
The Deep Web is estimated to be 4000-5000 times larger than the Surface Web. As a result of the
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changing dynamics of information access and presentation, the Deep Web is growing exponentially
at a rate that cannot be quantified [10,15,22,23]. However, due to the anonymity of the Dark Web,
information about its users and overall traffic is scarce. Measuring and determining the size of the
Dark Web and the number of users is impossible. Published reports and research need to be more
comprehensive in fully describing the content and traffic of the Dark Web [15]—studies on this
expanding facet of the Internet focus on developing surveillance mechanisms [14,30].

Several distinguishing features must be present to be considered a Dark Web site. The Dark Web
contains obscure and complex data and is difficult to access [31]. It refers to a space that can be
accessed using an encryption tool called The Onion Router (Tor) [32-34]. Accessing the Dark Web
involves using specific networks, namely Tor, I2P, and Freenet [11]. Among these networks, Tor is
the most commonly used due to its user-friendliness and ability to protect user privacy, particularly
for those seeking to bypass censorship [35-38][ [. The Tor network is estimated to have between 2
and 2.5 million daily users [39-41]. Tor is designed to protect the privacy of all users, even those who
may wish to conceal their identities for illicit purposes [19,42,43]. The Use of Dark Web platforms by
cybercriminals has significantly increased the number of illegal products available, from a few
thousand in 2013 to hundreds of thousands today [40,41]. Tor is frequently used for cybercriminal
activities [28].

Generative Al is increasing, which presents both opportunities and cybersecurity threats.
Cybercriminals are adopting and utilizing generative Al tools, such as WormGPT and FraudGPT, to
enhance their attacks, as evidenced by posts on Dark Web forums. Domenic, from AVAST, reports
that ChatGPT clones have emerged on the Dark Web [44].

The Dark Web is anonymous and cannot distinguish between criminals and ordinary users
[10]. Its unique structure makes it user-unfriendly, unlike the web platforms we know in the classical
sense. Access is complicated, requiring more internet proficiency than normal internet users. This
study aimed to model the behavior patterns of Dark Web users using the Technology Acceptance
Model (TAM). The classical TAM has been expanded to include risk and trust factors. This new model
was used for the first time in the literature to determine the level of technology acceptance among
Dark Web users.

3. Technology Acceptance Model (TAM)

Technology acceptance refers to an individual’s willingness to use technology. TAM aims to
explain technology usage by individuals through the lens of information and psychological theories.
It has a wide range of applications in various disciplines and is used to describe how individuals use
technology within these fields. Based on the Theory of Reasoned Action (TRA), Davis developed the
TAM [45]. TAM aims to estimate individual behavior with the use of a customized system. Its
primary purpose is to predict and explain user acceptance of an information system. The model
assumes two factors when predicting individual behaviors of technology usage: perceived usefulness
and perceived ease of Use [45,46]. TAM suggests that user acceptance is determined by Perceived
Usefulness (PU) and Perceived Ease of Use (PEU). This study used an extended model by adding
Perceived Trust (PT) and Perceived Risk (PR) factors, which are the primary two factors in the model.
These four factors (Figure 1) explain the model’s causal relationships between attitude, intention, and
behavioral use. The model uses intrinsic relationships to describe behaviors.

PEU is a perception that assesses the extent to which an individual is confident in using a system
and whether the Use of the system can make it easier for someone to do something or does not require
much effort. According to Davis (1989), it reflects the user's belief that information systems are easy
to use and do not require much effort. It also includes the perceived ease of use of those who wish to
use the information system [45].

PU is an individual’s evaluation of the benefits that are provided by the use of new information
technology in a particular context. In the TAM, perceived usefulness reflects task-related
productivity, performance, and effectiveness. Usability is the degree to which the user expects the
target system to be easy to use [45]. Perceived usefulness and perceived usability are evaluations of
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the usefulness and ease of using a given system. It is important to note that these evaluations are
subjective and should be identified as such.

Many studies have experimentally confirmed the influence of PU and PEU on attitude toward
system usage and its subsequent impact on behavioral intention [45-52]. In summary, the two most
critical factors in explaining attitudes toward the use of technology are the PU and PEU latent
variables in TAM. Attitudes toward technology will translate into behavior when the technology is
highly usable and useful.

Trust is a complex and multi-dimensional concept [47]. It positively impacts users’ attitudes [48].
Trust is the state of reliability in an individual’s positive expectations of what others will do based on
previous interactions in various situations [49]. The trust variable is directly related to PU. Research
has shown a positive correlation between trust and PU. A sense of pre-existing trust in a system can
reduce uncertainty and increase confidence in its use, affecting the adaptation to using the system. It
is also possible to define perceived trust using the Dark Web as a willingness to take risks.

E-services are software-based information systems accessed via the Internet [50]. Perceived risk,
which refers to the probability of loss from using a desired service, is a crucial factor in online
transactions [50,51]. Users’ acceptance or rejection of technology is closely linked to their risk
perception [52]. The concept of perceived behavioral control in Ajzen’s theory of planned behavior
explains the relationship between perceived risk and intention to act. Perceived risk has the potential
to positively influence the willingness to perform a task since attitudes typically determine actions
[53]. It is important to note that risk is not a one-dimensional concept. A great deal of research has
identified various aspects of risk. These include psychological, performance, privacy, financial, time,
security, social, and overall risk [50,54-58]. It is a realistic problem that users perceive a lack of
security, safety, and privacy in a system. Cyber attacks like hacking and phishing can deter users
from using internet-based services [59-63]. It is essential to prevent these attacks and ensure the
security of users’ information.

Individual attitudes toward a specific behavior are shaped by personal beliefs and evaluations
of its consequences [64]. Attitudes are a person’s overall evaluation of the performance of a behavior;
attitudes are a person’s evaluation of the performance of a behavior [47]. The Theory of Planned
Behavior (TPB) posits that individual attitudes impact users” behavioral intentions [65], subsequently
influencing their behavior. Behavioral intention to use refers to the strength of an individual's
intention to engage in specific behaviors or activities [51].

Figure 1 below shows the theoretical model of the TAM, which includes the PU, PEU, PT, and
PR latent variables, as well as the causal relationships of the Attitude Towards Using the Dark Web
(ATU-D) and Use of the Dark Web (USE-D) latent variables.

s N
Perceived Risk (PR) H4
\_ J
vE2 v
s N
H1 Hé Attitude Towards HT
Perceived Ease of Use(PEU) Perceived Usefulness (PU) Using Dark Web Behavioural Intentions to Use
(ATU-D) awm
\_ J x
+m3 VS
s N
. HS .
Perceived Trust (PT) Use of Dark Web (USE-D)
\_ J

Figure 1. Research Model.

This research examines and discusses the causal relationships related to the following
hypotheses within the given theoretical model:

H1: Perceived ease of use (PEU) positively affects the Dark Web users’ perceived usefulness (PU).

H2: Perceived risk (PR) positively influences the Dark Web users’ perceived usefulness (PU).

H3: Perceived trust (PT) positively influences the Dark Web users’ perceived usefulness (PU).

H4: Perceived risk (PR) positively affects Attitudes towards the use of the Dark Web (ATU-D).
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HS5: Perceived trust (PT) positively affects Attitudes towards the use of the Dark Web (ATU-D).

H6: The perception of usefulness (PU) positively impacts attitudes toward the use of the Dark
Web (ATU-D).

H7: The positive effect of Attitude Towards Using the Dark Web (ATU-D) on Behavioural
Intentions to Use (IU).

HS: Behavioral intentions to use positively impact the use of the Dark Web (USE-D).

4. Materials and Methods

4.1. Participants and Data Collection

This study aims to model the usage behaviors of internet users on the Dark Web within the TAM
framework. The elements in the theoretical model will be explained, and the relationships between
them will be explored. In this regard, an active Dark Web user identity was created for eight months
to reach Dark Web users, and a trust-based relationship was established with Deep Web users. A
total of 200 invitations were sent to individuals who have been using the Dark Web for at least two
years, with 174 respondents providing complete answers to the research questions. The survey link
was shared on five different Dark Web forums, and all calls for participation were made through the
Dark Web to ensure user safety. Participants declared their voluntary and informed consent to
participate in the study.

The participants” average age was 32, and they reported an average daily internet usage time of
8 + 0.75 hours. The average time spent on the Dark Web was calculated as 6.5 hours. Of the
participants, 58.6% reported using English, 15% Russian, 10% German, and 16.4% other languages.
Notably, all participants were male, and 32% reported being married. All participants defined the
Dark Web as a space of freedom and reported using it to hide their identities.

4.2. Measure

Twenty-five items were collected under seven latent variables, as shown in Figure 1. USE-D (3
items), IU (3 items), ATU-D (3 items), PU (4 items), PEU (4 items), PR (4 items) and PT (4 items). The
items in the model are compiled and adapted from different studies [47,51,66-68]. The linguist applied
the prepared measurement tool in each field in English, Russian, and German. Each question is
measured on a 5-point Likert scale with the endpoints “strongly agree (5)” and “strongly disagree (1)”.

4.3. Data Analysis and Results

Structural Equation Modeling (SEM) was used to explain the causal relationships of the
theoretical model described in Figure 1. SEM is used in many disciplines to solve research problems
related to causal relationships between latent structures measured by observed variables [47,69,70].
The covariance structure between the observed variables is used to examine the linear structural
relationships between all the variables in the model. SEM allows researchers to identify the direct
and indirect effects between variables. LISREL 9.3 was used for the analysis.

Structural Equation Modeling (SEM) was used to explain the causal relationships of the
theoretical model described in Figure 1. SEM is used in many disciplines to solve research problems
related to causal relationships between latent structures measured by observed variables [53,74,75].
The covariance structure between the observed variables is used to examine the linear structural
relationships between all the variables in the model. SEM allows researchers to identify the direct
and indirect effects between variables. LISREL 9.3 was used for the analysis.

Confirmatory factor analysis (CFA) was used to test the reliability and validity of the data
obtained. The measurement model consisted of 25 items describing seven latent constructs: PEU, PU,
PR, PT ATU-D, IU, and USE-D. Testing the measurement model obtained a good fit to the data. The
results of the CFA indicate that the measurement model was statistically acceptable: x2/df=1.71,
GFI=0.90, AGFI=0.90, and CFI=0.92.

Cronbach’s Alpha (CA) and Composite Reliability (CR) provided strong evidence of reliability
[77]. To establish scale reliability, CA and CR must be greater than 0.70 [54]. In this study, the overall
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CA values were above 0.70 for each factor, as shown in Table 1, and the overall CA value was
calculated as 0.907. Similarly, CR values above 0.70 were obtained for all factors. The fit indices
indicate a good fit between the data and the measurement model. The CFA results are presented in
Table 1 below.

Table 1. Confirmatory factor analysis results (Convergent reliability).

Factor / Item Std. loading Cronbach’s a CR
Perceived Ease of Use (PEU) 0.796 0.808
PEU1 0.74

PEU2 0.76

PEU3 0.78

PEU4 0.70

Perceived Usefulness (PU) 0.787 0.818
PU1 0.74

PU2 0.78

PU3 0.78

PU4 0.66

Perceived Risk (PR) 0.850 0.863
PR1 0.75

PR2 0.72

PR3 0.80

PR4 0.76

Perceived Trust (PT) 0,810 0.857
PT1 0.76

PT2 0.78

PT3 0.84

PT4 0.81

Attitude (ATU-D) 0.791 0.812
ATU-D1 0.94

ATU-D2 0.85

ATU-D3 0.62

Intention (IN) 0.720 0.783
IN1 0.80

IN2 0.78

IN3 0.71

Use of Dark Web (USE-D) 0.861 0.844
USE-D1 0.84

USE-D2 0.82

USE-D3 0.89

The causal structure of the proposed research model was tested using SEM. The test showed a
reasonable fit between the data and the proposed structural model. The fit statistics, RMSEA 0.10,
SRMR 0.05, GFI 0.90, AGFI 0.90, and NFI 0.96, all indicate a good fit.

To determine the validity of the hypothesized paths, the statistical significance of all estimated
structural parameters was examined. The estimates of the structural parameters and the results of the
hypothesis testing are presented in Table 2.

Table 2. Lisrel results for the research model.

Hypothesis Causal path Path coefficient t - value Results
H1 PEU->PU 0.67 4.72 Supported
H2 PR->PU 0.43 2.81 Supported

H3 PT-> PU 0.55 3.58 Supported
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H4 PR-> ATU-D 0.48 3.02 Supported
H5 PT-> ATU-D 0,56 2.60 Supported
H6 PU-> ATU-D 0,61 425 Supported
H7 ATU-D->IU 0.40 2.52 Supported
HS8 IU-> USE-D 0.81 7.02 Supported

The results related to the analysis of the structural model in Table 2, the structural relationships
are shown in Figure 1, and conceptualized under four hypotheses are seen to be statistically
significant. All hypotheses are verified, and that is used to evaluate the structural model is calculated
as x2/df=1.90.

Table 2 confirms that hypothesis H1 (y = 0.67; t = 4.72) is statistically supported, indicating a
positive effect of PEU on PU.

Furthermore, hypothesis H2, which suggests a positive relationship between perceived risk and
PU, was also statistically confirmed (y = 0.43; t =2.81).

Research hypothesis H3, which proposes a positive effect of perceived trust on PU, was also
confirmed. The analysis revealed a statistically significant relationship between the two variables (y
=0.55; t =3.58).

Hypothesis H4, which posits that perceived risk positively affects attitude, was confirmed by
the SEM analysis (y = 0.48; t = 3.02).

Similarly, Hypothesis H5, which suggests that perceived trust positively affects attitude, was
also confirmed by the SEM analysis (y = 0.56; t = 2.60).

The SEM analysis confirmed Hypothesis H6 (f = 0.61; t = 4.25), which suggests that perceived
usefulness positively affects attitude.

Hypothesis H7 (f = 0.40; t = 2.52) was also confirmed, indicating that individual attitudes
positively affect usage intention.

Finally, Hypothesis H8 (f = 0.81; t =7.02), which explains that intention to use affects behavior,
was also accepted.

5. Conclusions

This study aims to discuss the behavior patterns of Dark Web users in a theoretical framework.
For this purpose, the statistical accuracy of 8 hypotheses formed from 7 latent variables under the
technology acceptance model was investigated. Based on the findings obtained from the study, it was
decided that all causal relationships were statistically significant by validating the research
hypotheses regarding the adoption of deep web usage. At the same time, the results obtained with
the primary TAM model used in this study showed a significant agreement with other studies in the
literature.

This study determined that PEU, PU, PR, PT, ATU-D, and IU latent variables have a statistically
significant effect on USE-D. Also, users' beliefs that the Dark Web is accessible and valuable predict
their positive attitudes toward using it.

In future research, the technology acceptance model used in this study can be extended by
adding other external latent variables (system quality, information security, anxiety, etc.). Also, the
reasons for deep web usage can be discussed in detail to determine the socio-psychological status of
deep web users using different scales. Although the technology acceptance model has many uses in
the literature, this study is the first to predict the level of technology acceptance of deep web users.
The results showed that Dark Web users’ attitudes and behaviors towards using the Dark Web can
be explained using TAM.

Rapid developments in information and internet technologies have made the deep web widely
available and popular. Although the deep web is the most essential part of the virtual world, we
already have very little accurate and valid information about this world. Understanding the new
world and its users and doing theoretical and practical studies are necessary. Only taking security
preventions or seeing the whole deep web as the virtual face of the illegal activities world is seen as
the biggest obstacle to being a part of this new world and trying to understand this new World.
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Dark Web users who step into the extreme world of freedoms continue to build a world where
some new rules and beliefs are outside all social norms. With the rise of modern social networks, it is
necessary to understand the attitudes, behaviors, and patterns of internet users on these social
networks. Also, we predicted the sociological consequences of these networks in human relations
and social structures by showing more academic effort.
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