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Abstract: Introduction: Artificial Intelligence (Al) tools and techniques are comparatively recent
advances of present-day globalized world. With their easy availability and friendly user interface
Al has affected in every sphere of human being. These tools are increasingly becoming popular
because of numerous benefits occurred to the society in many ways. However, there are not only
the positive side of these technologies, but also many negative sides. Along with the development
and adoption of Al, cyber-attacks are increased and disrupting the information system. Threat
actors may misuse artificial intelligence. Hence, these tool designers are working and applying the
ability of generative Al can tip the scales in cybersecurity. So, in the age of Al there is always a
tension between the cyber attackers and the defenders to make balanced information system. It is a
general rule that defenders must be well in advance in their favor and keep ahead of adversaries.
The United National and several governments for example the US, UK, and the big Al giants like
Microsoft along with OpenAl, are working on emerging cyberattacks. They are focusing on
identifying the unusual activities associated with both known and unknown threat actors. Purpose:
The purpose of this paper is to investigate cybersecurity issues and subsequent policies adopted by
various agencies. This paper is a review of the policy statements adopted by selected governments
and the subsequent policy measures taken by the big multinational corporation. This study will do
a critical analysis on “The Bletchley Declaration,” President Biden’s Executive Order on Safe, Secure,
and Trustworthy Artificial Intelligence and the strategies adopted by the big Information
Technology (IT) firms like Apple, Microsoft, and Open Al Design/ methodology/ Approach: For
this study, we have investigated the recently adopted policies of the United Nations, China, India.
US and UK governments. We have also analysed the issues dealt by the two big technology giants
Microsoft and OpenAl Originality: The paper has done a critical analysis of both government and
corporate policies to deal with the cybersecurity issues. Globally, there is an increasing trend of
increasing adoption of Al in every sphere of human life. With this growing use there is a major
apprehension of safety, security, integrity, and robustness of information system. So, it is a matter
if concern how the information system deals with this issue. In this context, the paper is going to
shed light on these pressing challenges from the available literature. Conclusion: Information
systems often face challenges related to the issues of data quality, robustness, and security.
Although the recent advances of Al and other related technologies, it is becoming easier to build
quite resilient information system. However, information system, can compromise their
performance and reliability due to the security issues. This research paper explores the concept of
information resilience in ML and Al systems, focusing on strategies to enhance their ability to
withstand uncertainties, adversarial attacks, and data perturbations.

Keywords: Artificial Intelligence; Machine Learning; information resilience; robustness; data bias

1. Introduction

The term “Artificial Intelligence” (Al) was coined by ‘Minsky and McCarthy’ [1] in 1956 to denote
the theory of human intelligence being exhibited by machines [2]. In the current era of exponential
growth of “big data” and rapid technical innovation. Al has made an unparalleled leap from theory
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to practical application. Machine learning (ML) and Al systems are all pervasive in present day
globalized world. Al influence in every domain, ranging from healthcare to finance, and from
autonomous vehicles to cybersecurity [3]. However, these systems often face challenges related to
data quality, robustness, and security. These issues altogether can compromise their performance and
reliability.

This research paper explores the concept of information resilience in ML and Al systems,
focusing on strategies to enhance their ability to withstand uncertainties, adversarial attacks, and data
perturbations. While doing so, the paper is going to review approaches taken by the government
agencies and the strategies taken by several big multinational firms. This paper examines these
policies and techniques to improve the resilience of these systems, thereby ensuring their reliability
and trustworthiness in real-world applications.

2. Artificial Intelligence

“Al leverages computers and machines to mimic the problem-solving and decision-making capabilities of
the human mind. Al lists theorem proving, game playing, pattern recognition, problem solving, adaptive
programming, decisions making, music composition by computer, learning networks, natural language data
processing and verbal and concept learning as suitable topics.” (ACM Curriculum committee) [4].

The first computational models intended to imitate human intellect appeared in the middle of
the 20th century, when artificial intelligence (AI) first emerged. However, it is the advent of
sophisticated algorithms, coupled with the exponential growth in computational power and data
availability, that has propelled ML and Al to the forefront of technological innovation in recent years
[5].

Al and its subfield ML gained significant traction in current years due to their ability to handle
massive volume of data. These systems can extract meaningful insights quickly, and can make
autonomous decisions without explicit programming. The significance of ML and Al systems lies in
their potential to revolutionize numerous aspects of human endeavour, ranging from improving
efficiency and productivity to enhance decision-making and problem-solving. Some key areas where
ML and Al are making a profound impact include healthcare, finance, autonomous systems,
cybersecurity etc [6].

3. Information Resilience

Information resilience means the power of a system to maintain its functionality, integrity, and
performance in the face of disturbances, uncertainties, adversarial attacks, and changes in the
environment or operating conditions. National Institute of Standard and Technology (NIST), US
Department of Commerce defines Information Resilience as “The ability to maintain required capability
in the face of adversity” [7]. Further NIST defines Information System Resilience as “The ability of an
information system to continue to: (i) operate under adverse conditions or stress, even if in a degraded or
debilitated state, while maintaining essential operational capabilities; and (ii) recover to an effective operational
posture in a time frame consistent with mission needs” [8].

In the context of Al and ML systems, information resilience encompasses the capacity to
withstand various challenges associated with data quality, security vulnerabilities, concept drift,
domain shift, and ethical considerations, while still achieving reliable and trustworthy outcomes.

The importance of information resilience in Al systems cannot be overstated, particularly in
today’s data-driven globalized world where these technologies play integral roles in decision-making
processes across various domains.

3.1. Information Resilience and Cybersecurity

As discussed earlier, information resilience refers to the ability of systems, organizations, and
individuals to withstand and recover from disruptions, ensuring the availability, integrity, and
confidentiality of information. Al driven resiliency, augmented by ML components, provides a
powerful framework for building robust systems that can adapt to challenges, recover from
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disruptions, and continue functioning effectively. In this context, the purpose of this paper is to
capture the role of Al & Machine Learning on in Cybersecurity.

“Cybersecurity is the application of technologies, processes, and controls to protect systems,
networks, programs, devices, and data from cyber-attacks. It aims to reduce the risk of cyber-attacks
and protect against the unauthorised exploitation of systems, networks, and technologies” [9]. It
encompasses various measures to defend against cyber threats, including;:

Network Security: Securing networks to prevent unauthorized access and ensure data integrity

Data Security: Safeguarding sensitive information through encryption, access controls, and data
loss prevention.

Endpoint Security: Protecting individual devices like computers, smartphones, and IoT devices
from malware and other cyber threats.

Al and ML algorithms can analyze patterns in data to identify abnormal behavior that can point
to a security risk. This is particularly useful for detecting unusual patterns in network traffic, user
behavior, or system activities. Machine Learning models can forecast possible security threats based
on historical data, helping organizations to take proactive measures. Al can automate certain aspects
of incident response, enabling faster and more efficient reactions to security incidents. Automated
responses can include isolating affected systems, blocking malicious activities, and notifying relevant
personnel. Moreover, Al can contribute to the improvement of encryption algorithms and techniques,
making it more challenging for unauthorized entities to access sensitive information. Machine
learning models can be designed to process data while preserving individual privacy, using
techniques like federated learning or homomorphic encryption.

3.2. Strategies for Information Resilience

Organizations carry out thorough risk assessments to find possible weak points and threats [10].
This involves understanding the threat landscape, assessing potential impacts, and prioritizing risk
mitigation strategies.

Robust cybersecurity practices form a crucial component of information resilience [11].
Implementation of firewalls, intrusion detection systems, and encryption technologies safeguards
information assets from unauthorized access and cyber threats.

Business continuity planning ensures that organizations can maintain critical functions during
disruptions [12]. This involves creating contingency plans, establishing backup systems, and
conducting regular drills to prepare for various scenarios.

Regular data backups and efficient recovery mechanisms safeguard against data loss [13]. This
includes automated backup solutions, off-site storage, and streamlined recovery processes.

Information systems designed with adaptability in mind can better withstand unforeseen
challenges [14]. Cloud computing, decentralized architectures, and scalable solutions contribute to
the adaptability of information infrastructure.

3.3. The Role of Technology in Information Resilience

Al can significantly contribute to information resilience by automating threat detection,
predicting potential risks, and enabling adaptive security measures. These technologies enhance the
agility and responsiveness of information systems [15].

Advanced analytics tools help organizations make sense of vast amounts of data, providing
insights into potential risks and vulnerabilities [16]. Predictive analytics, in particular, aids in
foreseeing and mitigating future challenges.

While strides have been made in enhancing information resilience, challenges persist [17]. Rapid
technological advancements, evolving cyber threats, and the increasing volume of data pose ongoing
challenges. Moreover, the interconnected nature of global information systems necessitates
international collaboration and standardization to address resilience on a broader scale [18].

4. Selected Cases
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Various government and big multinational firms have adopted policies, guidelines and issued
statements to mitigate cyberattacks for an information resilient system. The following section will
deal with a few major initiatives, policies related to cybersecurity issues:

4.1. The UN Resolution on Artificial Intelligence

Recognising the potential of Al technologies can facilitate and speed up achieving the 17
Sustainable Development Goals, the UN General Assembly adopted a resolution on the promotion
of “safe, secure and trustworthy artificial intelligence (Al) systems that will also benefit sustainable
development for all”. In March 2024, the document was adopted and signed by more than 120
Member States. The document called on all Member States and stakeholders “to refrain from or cease
the use of artificial intelligence systems that are impossible to operate in compliance with international human
rights law or that pose undue risks to the enjoyment of human rights. The same rights that people have offline
must also be protected online, including throughout the life cycle of artificial intelligence systems.” The
declaration also urged all governments, businesses, civil society, academic institutions, and the media
to create and promote frameworks and regulatory measures for the safe, secure, and reliable use of
artificial intelligence. [19]

4.2. The United States

In the United States President Biden Issues Executive Order on Safe, Secure, and Trustworthy
Artificial Intelligence on October 30 2023. The “Including work that led to voluntary commitments from
15 leading companies to drive safe, secure, and trustworthy development of AL.” [20]

The primary objective of the U.S. Cybersecurity Strategy is to safeguard the nation’s critical
infrastructure, protect national security interests, and ensure the resilience of government systems
against cyber threats.

Government Initiatives: The U.S. government plays a significant role in cybersecurity through
various agencies such as the Department of Homeland Security (DHS), the Cybersecurity and
Infrastructure Security Agency (CISA), the National Security Agency (NSA), the Federal Bureau of
Investigation (FBI), and others. These agencies work to protect critical infrastructure, investigate
cybercrimes, and share threat intelligence.

Executive Orders: The President can issue executive orders to establish cybersecurity policies and
directives. These orders may focus on specific areas such as improving federal cybersecurity,
protecting critical infrastructure, or enhancing information sharing between government and private
sector entities.

Federal Agencies: Various federal agencies have roles and responsibilities related to cybersecurity.
For instance, the Cybersecurity and Infrastructure Security Agency (CISA) is the lead federal agency
for protecting critical infrastructure and coordinating cybersecurity efforts. The National Institute of
Standards and Technology (NIST) develops cybersecurity standards and guidelines, while the
Department of Homeland Security (DHS) and the Department of Defence (DoD) are also heavily
involved in cybersecurity efforts [21].

Public-Private Partnerships: Collaboration, the public and commercial sectors can successfully
combat cybersecurity risks. Initiatives like the Information Sharing and Analysis Centers (ISACs)
facilitate the sharing of threat intelligence and best practices among different industries.

The U.S. invests in research and development (R&D) initiatives aimed at advancing Al
technologies for cybersecurity. This includes funding for academic research, supporting industry
innovation, and collaboration with the private actors to develop Al-driven cybersecurity solutions.

Initiatives such as the National Institute of Standards and Technology (NIST) and the Defence
Advanced Research Projects Agency (DARPA) play a significant role in advancing Al capabilities
and addressing cybersecurity challenges [22].

4.3. The Bletchley Declaration
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The Bletchley Declaration was adopted by several countries attending the Al Safety Summit,
during 1-2 November 2023 [23]. The Artificial Intelligence Safety Summit held at Bletchley Park,
England. Representatives from 28 major countries, including the United States, China, India, and the
European Union, came together to sign this ground breaking declaration [24]. This declaration
represents a high-level political consensus among major Al players worldwide. The declaration
represents a critical turning point in the global strategy to address the issues raised by cutting-edge
Al technologies. It recognizes the potential advantages of Al for improving human welfare.
Simultaneously, it recognizes the risks posed by Al, particularly frontier Al. Frontier Al is the term
for extremely powerful generative Al models that can generate realistic outputs (text, graphics, audio,
or video) whenever needed. The conference has observed the many positive as well as negative sides
of the AL

Recommendations of Bletchley Park Declaration

The declaration highlights the necessity of worldwide cooperation to handle the inherent global
nature of Al-related risks. It calls for collaboration among all stakeholders, including companies, civil
society, and academia. The declaration also says the standing of a regular Al Safety Summit to
facilitate dialogue and collaboration among various stakeholders on frontier Al safety and security.
In summary, the Bletchley Declaration aims to harness the positive potential of Al while addressing
risks, ensuring that Al benefits everyone and is used responsibly.

4.4. India

India has shifted from a position of not considering Al regulation to actively formulating
regulations based on a risk-based, user-harm approach. India advocates for a global framework to
expand the use of “ethical” Al tools, demonstrating commitment to responsible Al usage. India
expresses interest in establishing regulatory bodies at both domestic and international levels to
ensure responsible Al use.

The Digital India Act, 2023, which is yet to be implemented, is expected to introduce issue-
specific regulations for online intermediaries, including Al-based platforms [25].

India National cyber security policy 2013

The National Cyber Security Policy 2013 established the National Critical Information
Infrastructure Protection Centre (NCIIPC) was a significant step towards enhancing the protection
and resilience of the nation’s critical information infrastructure. The NCIIPC operates round the clock
(24x7) and is tasked with the responsibility of safeguarding critical information infrastructure (CII)
in India. It monitors, detects, and responds to cyber threats targeting critical sectors such as energy,
finance, transportation, telecommunications, and government services.

The National Cyber Security Policy 2013 indeed emphasized the establishment and operation of
a 24x7 National Level Computer Emergency Response Team (CERT-In). CERT-In serves as the nodal
agency for coordinating all efforts related to cyber security emergency response and crisis
management in India. It serves as the central coordinating authority for all cyber security-related
activities within the country. It operates round the clock to respond promptly to cyber security
incidents and crises. It provides technical assistance and guidance to organizations facing cyber
threats or attacks.

This Policy aims to ensure a comprehensive and coordinated effort to enhance cybersecurity
across various levels of governance and operation, acknowledging the diverse challenges posed by
cyberspace security [26].

4.5. China

Cybersecurity in China has been a significant focus for the government due to the country’s
growing reliance on technology and the internet. The Chinese government has implemented various
regulations and laws aimed at enhancing cybersecurity within the country. One of the most notable
is the Cybersecurity Law, which came into effect in 2017. This law regulates various aspects of
cybersecurity, including data protection, critical information infrastructure security, and
cybersecurity reviews for network products and services. China operates one of the most
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sophisticated internet censorship systems in the world. China’s internet security system often
referred to as the ‘Great Firewall.” This system controls and monitors internet traffic entering and
leaving China. The system blocks access to certain websites and content deemed politically sensitive
or harmful to national interest [27].

Cybersecurity Law (CSL) in China

The CSL, implemented in 2017, is one of the most comprehensive cybersecurity laws globally. It
imposes obligations on network operators to safeguard data, report security incidents, undergo
security assessments, and store data within China’s borders.

Key provisions include requirements for the protection of personal information, Critical
Information Infrastructure (CII) security, and the conduct of security reviews for network products
and services.

The CSL also grants broad powers to investigate cybersecurity incidents, enforce compliance,
and punish non-compliant entities to the Chinese government.

National Intelligence Law

Implemented in 2017, the National Intelligence Law authorizes Chinese intelligence agencies to
compel organizations and individuals to cooperate with intelligence work, including access to data
and network facilities.

While not explicitly focused on cybersecurity, the above stated law has implications for data
governance and cybersecurity by granting authorities broad powers to access and monitor
information [28].

Data Security Law (DSL)

Enacted in 2021 and set to come into effect in September 2021, the DSL focuses specifically on
data security and aims to regulate the collection, storage, processing, transmission, and use of data
within China. The DSL requires data handlers to secure sensitive and personal data, get permission
before processing it, and put security measures in place to stop illegal access or disclosure.

Additionally, the DSL introduces a data classification system and establishes mechanisms for
cross-border data transfers, with a requirement for security assessments and approval by authorities
for certain types of data [29].

4.6. Case of Microsoft Security

The progress of technology creates Strong cybersecurity and safety precautions. In the
Microsoft’s security there are the following components:

Cybersecurity Policy Framework: Microsoft offers a practical guide for the development of
national cybersecurity policies.

Cloud Policy Framework: Microsoft advocates for a secure and resilient cloud computing
environment, benefiting government productivity and communication.

Identity Protection: As part of its security strategy overhaul, Microsoft focuses on enhancing
identity protection across its products [30].

Microsoft adopted following principles for influencing Microsoft’s policies and initiatives to
reduce the risks related to nation-state advanced persistent threats (APTs), advanced persistent
manipulators (APMs), and cybercrime syndicates using Al tools and APIs. Microsoft’s cybersecurity
policy involves partnering with governments and policymakers globally to address cybersecurity
challenges. These principles include:

identifying and combating malevolent threat actors use: If Microsoft Al application
programming interfaces (APIs), services, or systems are used by any nation-state APT or APM,
cybercrime syndicates monitor, or any other identified malicious threat actor, Microsoft will take
appropriate action to interrupt their activity. This could entail stopping services, restricting access to
resources, or disabling the used accounts.

¢ Notification of more Al service suppliers: Microsoft will swiftly notify other service

providers and disclose pertinent data when they discover a threat actor using their Al, Al
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APIs, services, and/or systems. This lets the service provider follow their own policies and
independently confirm Microsoft’s findings.

e Collaboration with other stakeholders: Microsoft identify threat actors using Al Its guiding
philosophy is to work with other interested parties to regularly exchange information on
threat actors. In this way Microsoft, encourage, coordinate, dependable, and effective

responses to threats for an information resilient ecosystem.

Transparency: To maintain the transparency in the whole ecosystem, Microsoft decide to notify
all stakeholders and the public about actions taken in accordance with these threat actors. As part of
our continuing efforts to improve responsible use of Al, it offers information concerning the kind and
scope of threat actors’ usage of Al detected within their systems as well as the necessary
countermeasures [31].

4.7. Case of Apple’s Security

Apple is widely recognized for its robust cybersecurity measures. It is integral to maintain the
security and privacy of its products and services. Apple’s devices, such as iPhones, iPads, and Macs,
incorporate a “Secure Enclave.” It is dedicated coprocessor responsible for handling cryptographic
operations related to Touch ID, Face ID, and other security-sensitive tasks. The “Secure Enclave’
ensures that sensitive data like biometric information remains protected and inaccessible to
unauthorized parties. Mac computers equipped with Apple’s T2 Security Chip benefit from
hardware-based encryption, secure boot capabilities, and storage of cryptographic keys. This chip
enhances the security of the device by verifying the integrity of the boot process and providing
hardware-based encryption for data storage.

Apple’s operating systems, iOS, and macOS, include multiple layers of security mechanisms to
protect against various threats. These include sandboxing of applications, data encryption, secure
boot processes, code signing, and runtime protections such as Address Space Layout Randomization
(ASLR) and Data Execution Prevention (DEP). Additionally, Apple provides regular security updates
and patches to address known vulnerabilities and mitigate emerging threats.

Privacy is a fundamental aspect of Apple’s cybersecurity strategy. The company minimizes the
collection of users” data, provides transparency about how data is used, and gives users control over
their personal information. Features such as App Tracking Transparency, which allows users to block
cross-app tracking, demonstrate Apple’s commitment to protecting user.

Apple’s iMessage debuted in 2011 became the first messaging app that was made available to
the public to offer secure end-to-end encryption by default. End-to-end encryption is a feature of
iMessage that makes sure that only the sender and recipient may read message. Every device
connected to a user’s iMessage account creates a unique set of encryption keys to provide this robust
security feature, and the private keys are never exported to any other system. iMessage Contact Key
Verification employs Key Transparency (KT) as a technique. KT is an extension of Certificate
Transparency, but it makes use of a verifiable log-backed map data structure that can be checked for
consistency over time and offer cryptographic proofs of inclusion. Better user privacy and increased
scalability are made possible by these attributes. Recently, WhatsApp made significant progress in
this area by being the first to deploy Auditable Key Directory (AKD), a KT system for messaging that
greatly improves the scalability of the relevant data structures by batching map revisions as the key
directory service inserts identifiers and keys [32]. The Security Research Device (SRD), do iOS
security research without disabling the device’s security measures. It is essentially a special feature
of iPhone

4.8. Case of Open Al Security

OpenAl extensively uses encryption mechanism to protect sensitive data both at rest and in data
transit. This includes encryption protocols such as SSL/TLS for communication between servers and
encryption of stored data using strong cryptographic algorithms.
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It is probable that OpenAl utilizes stringent access restrictions to grant authorized workers
exclusive access to its systems and data. To make sure that only individuals who require access can
receive it, this involves putting multi-factor authentication (MFA), role-based access control (RBCA),
and frequent access reviews into place.

OpenAl’'s cybersecurity grant program has project ideas such as: By applying Al and
coordinating like-minded people who are working for our collective safety, we hope to shift the
power dynamics of cybersecurity in partnership with defenders throughout the world. Through the
following issues OpenAl is likely to coordinate the cyber security issues by following addressing the
following issues: Empower defenders; Capabilities measurement; Enhance discourse [33]

5. Concluding Remarks

Cybersecurity is an important issue in present day globalized world. The increasing cyber-attack
in various sectors is a matter of global concern. International agencies like the United Nations, many
governments around the world as well as big firms are using digital technologies to improve the
security and maintain stability in information resilience. This can be done by adopting suitable
policies, and collaborative efforts from various stakeholders by developing more sustainable
products. Because of various types of cyber threat actors, it is perhaps impossible for an entity to deal
with these issues. Hence all stake holders call for a unified approach to deal with the cybersecurity
issues. Cyber collaborative systems are a combination of physical and digital technology that allows
machines to communicate and work together. This might improve cybersecurity, prevent unexpected
disruption in information system and can build an information resilient system.
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