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Abstract

The implementation of the Internet of Medical Things (IoMT) in telemedicine necessitates the
deployment of various medical devices, including wearable and implantable sensors, in a network to
collect diverse categories of medical data, resulting in the accumulation of large data volumes. The
interoperability of these IoMT devices and networks determines to what extent the devices and
networks can exchange and interpret medical data. The lack of standardised communication
protocols for sharing medical data between individual devices and networks remains a serious
challenge that needs to be addressed to unravel the potential of healthcare information sharing using
IoMT. This article presents an exploration of practicable IoMT communication protocols to identify
possible means of enabling cross-platform interoperability between devices and networks.
Taxonomy of IoMT-based telemedicine communication protocols with use-case examples leveraging
a large number of existing works of literature, have been examined. The use of open API, gateways
and microservices for effective cross-platform medical data sharing is common due to the lack of
standard communication protocols. Standardisation of loMT communication protocols is possible by
adopting the most effective open-source communication protocol such as the Message Queuing
Telemetry Transport (MQTT) Protocol.

Keywords: architecture; communication protocol; interoperability; telemedicine

1. Introduction

Internet of Medical Things (IoMT) is an extension of IoT for specific applications in healthcare
delivery aimed at creating medical platforms for online medication [1]. IoMT has transformed
healthcare delivery services in several dimensions, particularly in the area of remote medication [2].
It is the basis of smart healthcare, also referred to as the Internet of Health Things (IoHT), which
consists of a group of medical devices and applications that connect to healthcare networks through
the Internet [3,4]

While attempting to come up with standardised communication protocols, LoRaWAN and
SIGFOX have been proposed [5]. The LoRaWAN protocol was developed by LoRa for long-range
transmission, while the SIGFOX protocol was used for flexible universal networks considering low-
powered smart health applications. The need for flexible and cohesive models was also suggested by
[5] To enable data integration and communication to attain full interoperability.

Despite several efforts by researchers to address the peculiar IoMT telemedicine challenges, a
standardised communication protocol for the loMT-based telemedicine network is still lacking. There
is a need to assess functional loMT-based telemedicine communication protocols aimed at finding
out the most effective means of sharing medical data across all platforms using a unified
communication protocol.
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The focus of this survey is to explore available JoMT communication protocols used in
Telemedicine designs. Specifically, the study explores the IoMT communication protocols
implementation based on layered architectures, protocol standardisation approaches for cross-
platform interoperability and open issues regarding implementations. In this context, the
contributions to knowledge of this work are highlighted.

e  We present a taxonomy of IoMT architectures and communication protocols, indicating practical
use-case scenarios of the protocols to enable cross-platform interoperability between devices and
networks.

e We provide examples of use-case scenarios of IoMT protocols and architectures that have
addressed some standardisation issues for the rapid deployment of IoMT in telemedicine.

e We also provide a list of open research issues limiting the implementation of IoMT-based
telemedicine with a specific focus on standardisation of various technologies that do not
compromise data integrity, safety and Quality of Service (QoS).

2. Research Methodology

The methodology for this survey is shown in Figure 1. The procedure comprises four stages,
which involve planning the review and formulation of research questions (RQs), searching for
articles, strategy selection, assessment, synthesis and classification of information, and finally,
developing the article and writing the report from the information gathered.

, AN

Planning of the A t and g
Revie\?v and Article Search and ;sest:!er.l ar; Development and
: Selection Strategy YIS 0 Reporting of
Formulation of Infromation :
8 Information
Research Question

| 7

Figure 1. Research Methodology for the SurveyIn planning the review for this study, we adopted the approach
employed by [6]. This involves formulating research questions (RQs) and searching for relevant articles and a
selection strategy. Several considerations were taken into account from relevant literature, for instance, research
issues in the IoMT, with particular preference to communication protocol deployments, were examined. Several
research challenges of practical use cases examined include medical data transmission [7], Security and privacy
[8,9], power consumption [10], QoS [11], data accuracy [12] and interoperability [9,13-16]. Based on these

considerations from the literature, the research questions listed below were formulated for this review.

RQ1: What are the most practical communication protocols for the transmission of medical data in
an IoMT-based telemedicine framework?

RQ2: What are the challenges of communication protocols that impact the full implementation of
IoMT in modern healthcare delivery?

RQ3: What are the possible solutions to varying protocol applications that could aid the rapid
deployment of IoMT-based telemedicine?

3. Survey of Related Studies

This section reviews related articles that focused on the architectures, protocols,
implementations and open issues with particular concern on practical IoMT in telemedicine. Major
areas examined and the aspects not given adequate attention are identified and elaborated. Particular
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emphasis is given to IoMT communication protocols in telemedicine from the relevant literature. To
broadly categorise the use-case scenarios in literature, four key areas were given more attention,
namely: IoMT standardisation, communication protocols, architectures and implementation
challenges as shown in Figure 2.

Classification of loMT-

Based Telemedicine Issues

IoMT loMT
Architecures Standardisation

Communication
Protocols

Implementation
Issues

Figure 2. Focuses of IoMT-based Telemedicine.

3.1. IoMT Architectures

Several IoMT architectures adopted for telemedicine have been explored in the literature using
different approaches and focuses. In [17], the Health Level Seven (HL7) architectures and the different
layered architectures employed in the IoMT designs are presented in Figure 3. These layers consist
of the following list.

. Three-layer architecture

. Four layers or Service-oriented Architecture (SoA-based architecture)
. Five layers or the Middleware-based architecture

. Seven layers (HL7) architecture

Application
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Figure 3. IoMT Layered Architectures.
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3.1.1. Three-layer architecture

The three-layer architecture specifically for IoMT is made up of three sub-sections containing
different communication stages between the devices, networks and users as shown in Figure 5. These
sub-sections are:

a. Perception layer

b. Network layer

c. Application layer

a.  IoMT Perception layer

The perception layer is also called the device layer in the conventional IoT layers, responsible
for the identification and collection of data through sensing devices [18]. It is the most important and
difficult layer, comprising two sub-layers for data acquisition and access. In this layer, various
medical perception tools are employed for gathering signals through General Packet Radio Service
(GPRS), Radio frequency identification (RFID), graphic code, image recognition and different sensor
nodes. In the data access sub-layer, short-range communications like Bluetooth and Bluetooth low
energy (BT/BLE), ZigBee and WiFi are used to connect the acquired data to the network layer using
a gateway [19].

b.  Network layer

The IoMT network layer is made up of the internet, wireless communication and other private
networks for IoMT medical data transmission for further processing. Depending on the network
requirements, the data could be transmitted using wired or wireless communication in this layer [18].
This layer mainly takes care of communication, networking and transmission of medical data
between devices within the IoMT framework [20].
c¢.  Application Layer

In the OSI (open systems interconnection) layers architecture, the application layer matches the
session and the application layers responsible for data control and applications [20]. IoMT
implementations take place at this layer as an example application of smart health [18].

3.1.2. SoA-Based Architecture (Four-Layer)

This four-layer IoMT architecture has a service layer between the network and application
layers. It is component-model based, designed to connect various functional elements of the
applications through interfaces and communication protocols [17]. It manages services and allows
the reuse of software and hardware components. It is also responsible for service management
connected to the database for data processing or data storage.

3.1.3. Middleware-based Architecture (Five Layers)

In an attempt to address several issues such as interoperability, scalability, reliability and QoS
by researchers in the IoT, the five-layer architecture with the addition of the business layer was
introduced to contribute to building more efficient applications [20]. This middleware-based
architecture serves as a connection between the data, applications and operators. The business layer
serves as an additional top layer that manages the entire system as well as the applications and
services by constructing business models, charts, flow diagrams, etc. It is a very significant layer in
the prospects of the entire technology regarding future implementations [18].

3.1.4. HL7 Architecture (Seven Layers)

Health Level Seven or HL7 is a set of international standards for medical and organisational data
exchange. It is a seven-layer architecture which consists of an application protocol for Electronic
Medical Record (EMR) exchange in the healthcare domain. It is an ANSI-accredited, non-profit
organisation established in 1987 by the HL? international [21]. A summary of significant features of
the layered IoMT architectures, indicating their merits and drawbacks, is shown in Table 1.
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Table 1. Comparison of IoMT Layered Architectures.
Architecture Unique features Advantages Disadvantages
3-Layer It is Conventional Serves as the basis for all Interoperability and
and widely utilised  the layered architectures scalability are not addressed
SoA-based (4- It consists of an Allows the reuse of Operationisdependenton the
Layer) additional service software and hardware database.
layer components and service
management through the
database
Middleware- Introduction of the Addresses interoperability The addition of more layers
based (5-Layer) business layer for by providing a connection requires hardware
building more between data, applications modifications.
efficient and operators
applications
6-Layer Data processing Enables data processing Data processing and
and  aggregation between the physical layer aggregation take time.
layer and the application layer

7-Layer (HL7)

Itis an International
standard for
medical and

organisational data

It is the only accredited
architecture that contains
an application protocol for

electronic medical record

It requires data formatting to

operate efficiently.

exchange. exchange in the IoMT

context.

3.2. IoMT Communication Protocols

IoMT used for remote patient monitoring by healthcare providers contributes largely to
telemedicine. Data generated from IoMT devices is multi-dimensional due to heterogeneous devices
in the network [22]. Interoperability is significant for the exchange of medical data between the nodes
and the back-end servers [23]. Efficient sharing of medical data, which could be achieved through
interoperability, reduces errors and mortality in emergency cases [24].

Since IoMT networks are complex and diverse, a single communication protocol cannot be
adopted as a perfect standard for all possible applications [25]. Data analysis, transmission and
connectivity of device requirements vary for different medical situations [20]. For wearable sensors
on ad-hoc networks, improved nodes, flexible operation, and optimised power consumption are
some of the major requirements. Whereas, improved total security and collective data outlines are
the common requirements for network technologies in large infrastructures like hospitals. In an
attempt to address interoperability, for example, the IoMT architecture in [19] combined IoMT
Communication protocol, machine learning (ML), mobile edge computing (MEC), fog computing
and blockchain technology in a single design. This combination of technologies was conceived largely
due to a lack of standard protocol as a result of the complex and diverse nature of medical data, as
stated above.

Another instance in addressing the lack of interoperability in communicating medical data from
wearable devices to back-end servers was the work of [16,26]. The study attempted to develop a
standard protocol that addresses IoT interoperability challenges in wearable health devices for
accurate remote health monitoring. Despite the success recorded in using a single protocol, no
sufficient work was done to check the security for authentication and authorisation of access for the
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architecture. Implementation of non-standardised devices and network interfaces that are
heterogeneous makes interoperability difficult in most cloud-based IoT healthcare services [15,27].
IoMT wireless communication protocols are a set of rules for exchanging medical data between
devices and networks [13]. These technologies support the interface of D2D communication for the
patient with other medical devices on the network [20]. IoMT gadgets use sensing devices and
actuators for wireless monitoring, diagnosis and patient treatment in real-time. These devices form
part of the IoMT network, and their communication depends on the specific IoT protocols. Secure
connection for IoMT devices across all the layers is highly important because any alteration, leak or
inaccessibility of important information threatens the user’s life. To adequately characterise these
IoMT communication protocols as conceived in [20]. The three-layer architecture previously

discussed is used as shown in Figure 4.

TIoMT Communication

Protocols
(3-Layer Architecture)
Perception Layer Network Layer ApplicationLayer —
— (NP | WiFi HL7 =
———— DDA
ZigBee HITP
NEC CoAP ——
—— 6LoWPAN
—— BT/BLE
MQTT
—— LoRaWAN
Z-Wave
——— ISA 100.11a
UWB
—— WIA-PA
5G

\— SigFox

Figure 4. Taxonomy of Communication Protocols for Three-layer IoMT.
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3.2.1. Protocols for Perception Layer

Communication protocols used in this layer are short-range, ultra-low energy, complexity and
cost. Devices on this layer operate on the IEEE 802.15.4 protocol. Compatible IoMT protocols in this
layer include UWB (Ultra-Wide Band), RFID, infrared (IrDA), NFC (Near Field Communication),
Bluetooth and Bluetooth low energy (BT/BLE) and Z-wave. These protocols offer low power
consumption and high security using the Advanced Encryption Standard (AES), but they have a low
data rate [25].

3.2.2. Protocols for Network Layer

The layer consists of open-source IoT network protocols that correspond to the MAC layer in
the OSI. Some of the communication technologies in this layer are non-standard proprietary
protocols. These protocols include Wireless Fidelity (WiFi), ZigBee, 6LoOWPAN (IPv6 over Low
Power Wireless Personal Area Network), LoORaWAN (long-range wireless area network), ISA 100.11
and WIA-PA, which have been used for implementing loMT-based telemedicine.

3.2.3. Protocols for Application Layer

Message Queue Telemetry Transport (MQTT), Firebase Cloud Messaging (FCM), CoAP, HTTP
(Hypertext Transfer Protocol), HL7 (Health Level Seven) and XML (extensible markup language) are
the common protocols used in the application layer in the 3-layered IoMT architecture. A typical
example of XML is the XMPP (Extensible Messaging and Presence Protocol), which is scalable and
secured with addressing capabilities employed for shared conversation, audio and video streaming,
and remote presence [28]. Table 1 shows the application scenarios of IoMT communication protocols
for telemedicine implementations.

3.3. Communication Protocols Standardisation

In an attempt to come up with a standardised communication protocol, LoRaWAN and SIGFOX
were proposed in [5]. The LoRaWAN protocol was developed by LoRa for long-range transmission,
while the SIGFOX provides a flexible universal network taking into account low-powered smart
health implementation. The author also suggested the need for flexible and cohesive models for
integration and transmission, such as the IP and CoAP (Constrained Application Protocol), as a
means to attaining interoperability. To standardise the communication protocols across the IoMT
devices and networks for easy interoperability, there is a need to focus on relevant literature that has
dwelt on several architectures and protocols to figure out the most suitable designs for use-case
scenarios towards achieving a standardised protocol.

4. Summary of [oMT Communication Protocols Use-Case Scenarios

To identify the best approach for implementing IoMT architectures using standardised
communication protocols across devices and networks for easy interoperability, the study focused
on relevant literature that has worked on the available communication protocols to determine the
most suitable designs for use-case scenarios. These protocols are highlighted in Table 2

Table 2. Application Scenarios of IloMT Communication Protocols.

Layer Protocol Features Use-case scenario Barriers to Adoption ~ Reference
Perceptio UWB . Based on the . For data . Suitable for [20,29]
n IEEE 802.15.3 transmissio indoor use
layer e Highdata n between only
rate the sensor e  Requires an
e  Short-ranged and the external
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RFID

IrDA

Li-Fi

NFC

Wireless
communicatio
n for indoor

use

Protocol for
devices
without a

battery

High-level
data link
control
(HDLC)
standard
uses infrared
light
Short-range

transmission

Based on light

A subset of
RFIDs
Uses IoT
network

protocols

Microcontro
ller

Short-
distance
communicat
ion of
medical
data
Wearable
antenna
with a safe
Specific
Absorption
Rate (SAR)
For patient
identificatio
n, tracking,
monitoring
and
medication

compliance

For
wearable
blood
glucose
monitoring
For
wearable
patient
monitoring
and position
tracking
Uses Light
Fidelity (Li-
Fi) for vital
sign
monitoring
Used to
manage and
transmit
medical

data instead

gateway to
connect to

the internet

High costof  [30-32]
implementati

on

Patient

safety issues

Security and

privacy

Data

management
Requires [2,33]
line-of-sight

(LOS)

Short-range [33]
design for
indoor

applications

Uses [34,35]
Wireless
Access Point

(WAP) to
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Very close of using connect to
communicatio paper the internet
n documentati Relies on a
0-10cm on by smartphone
distance at employing a as a gateway
Range 13.56 smartphone Biocompatibi
MHz with NFC lity issues
Compatible e NFC
with BT and technology
WiFi can be
Fast setup applied to
time over BT existing
2-way frameworks
communicatio for network
n compared integration
to RFID in existing
Consists of a electronic
Secured health
element records
Do not (EMR)
require a e Usedin
battery indigestible

or

implantable

devices

e  Utilised for

point-of-

care (POC)

H-IoT

security

BT/BLE 2.4 GHz PAN e Ideal for The accuracy  [36-38]

Short-range wearable depends on
D2D file devices the sensors
transfers e  Smart Short-ranged
Lower- wearable
powered HBR
Uses less data connected

toa

smartphone

using a BR-

LE 4.0-S3A

module

with a BLE

chipset
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Z-Wave

NB-IoT

AKA

THREAD

e 2-way MAC .
communicatio
n protocol
e Jtcan
accommodate .
alarge
number of
devices (232
physical
devices)
e  High degree
of
interoperabilit
y
e  Mesh
networking
e  High Security
e  Narrowband .
IoT
e  Longer than
BLE and WiFi
. For M2M
communicatio .

n

e New protocol o
based on ECC
(cryptography
)

e Open protocol o
based on

802.15.4

Used for
smart
wearable
devices

It could also
be used in
the network

layer

For
wearable
data
transmissio
n

Highly
universal
Used for
LwM2M
data
transmissio
n
Implemente
d in the
device layer
between the
sensing
node and
the base
transceiver
station
(BTS)
Applied in
UAVs to
improve
interoperabi

lity in

Open source  [20,39]
implementati

on relies on

reverse-

engineered

Z-Wave

protocol

Not suitable

for data

streaming

Requires an [40]
application
programmin

g interface

(API) to

connect to

the cloud

Not suitable [41]
for

interoperabil

ity

Connects to [42]
the internet
through the

user

datagram
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e  BuiltonIPv6 remote protocol
and locations for (UDP) and
6LoWPAN patient CoAP
e  Flexible and monitoring Implementat
seamless Used as an ion is
integration IP-based complex
with large network for
networks the addition
e Unique of more
interoperabilit layers
y
e 804.154 MAC
and PHY
layer
e 250kbps at
24GHz
e 250 nodes
with High-
level
encryption
Network WiFi/WLA . IEEE 802.11 Used for Prone to [43,44]
Layer N standard Secure attacks
transmissio Highly
n of Vulnerable
physiologic
al datain an
Ethereum
blockchain
Used for
creating an
access point
through a
WLAN in
the
perception
layer for
sensor
nodes in
remote
health
monitoring
ZigBee . 2.4 GHz mesh For vital Short-ranged  [45]
LAN protocol sign data
collection
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Open IoT for wearable Affected by
network devices environment
protocol al factors
6LoWPAN Lightweight e  Usedby Routing [20,42]
IP-based devices to protocols are
communicatio join IP not defined
n networks Limited
Open IoT packet size
network
protocol
LoRa PHY layer e  Used for Routing [46,47]
protocol communicat protocols not
Bidirectional ion between defined
communicatio smart Low data
n devices rate
Non-standard compared to
proprietary similar
protocol protocols in
the layer
Battery
operated
LoRaWAN MAC layer e Used for Uses a single  [47,48]
protocol critical operator
Cloud-based health data
Large-scale transmissio
public nina
protocol disaster
Based on the situation
ISM band
SIGFOX Non-standard . Used as a Operatesasa  [46,48]
proprietary base station private
protocol for network
Like a cell transmitting provider
tower medical
company data
Uses DBPSK
and GFSK
LTE-M Broadband e  For Application [49-51]
wireless transmitting depends on
access (BWA) clinical data commercial
802.16 through network
Robust portable providers
infrastructure devices
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5G

ISA 100.11

WIA-PA

Applicati ~ MQTT
on

layer

FCM

Built-in
security
Very fast
transmission
rate

Simple
integration
with other
protocols
using smart
devices
High data
transmission
capabilities
Compatible
with IEEE
802.15.4
Standard
Utilises
TDMA

protocols

Industrial
standard for
the MAC and
PHY layer
Based on

802.15.4

It works on
the principle
of the
publish/subsc

ribe paradigm

Works as a

transceiver

Used for
disease
observation
and

prediction

Used for
patient

tracking

Used for
remote
health

monitoring

Used to
send data
from
devices
(user) to the
server
(cloud) via a
3G/4G/5G
smartphone
Notification
from the
server

(cloud) to

Roll-out is [48,52,53]
slow in some

locations

Not [50,54]
compatible

with similar

protocols

Implementat

ionis

complex

Lacks energy
efficiency

Not [20,54,55]
compatible

with similar

protocols

Lacks energy

efficiency

High data [37,48,52,53,5
transmission 6]

time

Bandwidth

and range

limitations

High data [37]
transmission

time
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the user
(device)
CoAP It uses It is used as It follows the  [42]
Representatio aweb UDP
nal State transfer protocol
Transfer protocol format
(REST) Used for
Network- transmitting
oriented data to the
protocol cloud
HTTP Lightweight Used in Used for [57]
and versatile conjunction implementin
Interoperable with g FIHR-
across other microservic based
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4.1. Challenges of loMT Telemedicine Deployment

IoMT is used to provide a medical platform database for government and healthcare service
providers for effective disease management. [1]. As a network that consists of medical professionals,
facilities, devices, software applications and services, [oMT is faced with security vulnerabilities due
to a lack of standard regulations [50]. Also, IoMT networks and products are vulnerable to attacks
due to a lack of standards, thus limiting their universal implementation [59]. Several attempts have
been made by researchers to address standardisation and interoperability issues. However, due to
the heterogeneity of IoMT devices, the medical data generated are usually multidimensional
(extremely heterogeneous) because of variations in architectures, which do not follow a standard
format [22]. Most researchers tend to adopt web-based interfaces, such as the API for cloud
connection in the IoMT architectures [61].

The lack of a standard communication protocol for cross-platform interoperability is yet to be
fully addressed in several research works and has seriously affected the implementation of
telemedicine services, thereby limiting the deployment of telemedicine technology to remote areas
[7]. The use of open API, gateways and microservices for effective cross-platform medical data
sharing is common due to the non-existence of a standard communication protocol. This study,
therefore, has highlighted all the major IoMT communication protocols with a specific focus on their
applicability in real-world implementations, which, to the best of our knowledge, has not been
considered in similar research articles examined. The comparison showing major highlights of this
work with similar studies is shown in Table 3.

Table 3. Comparison of Related Studies on [oMT Communication Protocols and Devices.
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4.2. Proposed Solutions for oMT Protocols implementations and Standardisation

a. Real-Time Implementation of loMT Protocols

Since IoMT applications send messages to multiple users simultaneously with high security
requirements, the MQTT protocol is proven to outperform the others for reasons highlighted as
follows. MQTT offers a reliable, bi-directional communication, ordered and lossless [62]. It employs
the TCP communication protocol based on Client/Broker/ architecture and Publisher/Subscriber
transmission model. It consists of a 2-byte minimum head size with three levels of QoS (QoS0, QoS1
and QoS2), with message size up to 256MB and TLS/SSL security. [63].

Also, the work of [72] proposed the use of intelligent reflective surfaces known as intelligent
walls (IWs) to employ Electromagnetic (EM) waves to act as gateways in heterogeneous network
environments like the B5G. These IWs are planar and active surfaces equipped with machine learning
(ML) algorithms and computation power to be utilised as key elements in the Beyond Fifth
Generation (B5G) and Sixth Generation (6G) communication for IoMT healthcare applications. IW
has also been employed for high data rate transmission and charging in IoMT applications to solve
the problem of low data rate and power constraints of wearable sensing devices. Combination of the
CoAP or MQTT protocols and intelligent walls (IWs) in IoMT designs could be utilised to address
chronic disease management focused on [73]emergency and daily healthcare management in
hazardous area in [74] and for remote assisted living for the elderly [57].

b. Standardisation of Communication Protocols

A standardised communication protocol for IoMT-based telemedicine is still lacking. Presently,
there is no best protocol for all scenarios. Applications of the protocols are based on best use-case
scenarios, depending on the deployment requirement. This has affected full deployment due to the
use of unregulated applications that have not been certified by any recognised medical and
regulatory agencies [75]. There is a need to standardise communication protocols to optimally control
the existing technologies, guaranteeing stability to emerging technologies for delivering effective
healthcare solutions at reduced costs. Standardisation could lead to the provision of a universally
accepted platform that is feasible and sustainable in the healthcare domain.

One of the solutions to standardisation issues is to adopt an open standard providing a
framework specifying approved protocols that will be universally applied in the IoT-based healthcare
industry [76]. Organisations such as the FDA (Food and Drug Administration) and the EU are
currently working to regulate and amend IoMT protocols/standards to eliminate ambiguities in the
IoMT ecosystem [59]. Standardisation requires more attention in the practical IoMT projects due to
its benefits by means of improving and enabling the items highlighted in Figure 5. Achieving global
standardisation of IoMT communication protocols could address most of the open issues identified
in the studies examined by this work. This could enable cross-platform interoperability, easy access,
seamless connectivity, highly secured privacy-preserved data and feasibility of IoMT designs.
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5. Conclusions

This survey has provided an overview of various communication protocols suitable for [oMT in
the telemedicine context based on practical applications. In the three-layered architecture, in
particular, the NFC offers more flexible applications in the perception layer due to its various use-
case scenarios reported in the literature. It could be used for an existing platform for network
integration, ideal for wearable and ingestible devices and POC H-IoT. Similarly, the network layer
could adopt 5G communication due to its high data transmission capabilities and simple integration
with other protocols using smart devices. In the application layer, HL7 has been used to develop a
standardised data-sharing model for Fast Health Interoperability Resources (FHIR) due to its
versatile application. This makes it simple to share, exchange and retrieve medical data across
different platforms operating on diverse communication protocols.

Some of the steps adopted towards the standardisation of protocols in the literature include the
use of gateways, virtual networks, open APIs and open standards. Despite these tremendous efforts
documented in the literature, a standardised communication protocol for loMT-based telemedicine
is still lacking. Presently, there is no best protocol for all scenarios. Applications of the protocols are
based on best use-case scenarios, depending on the deployment requirement.

To aid the rapid practical deployment of IoMT for efficient healthcare delivery, there is a need
to develop a standardised protocol for IoMT-based telemedicine. Collaboration between
organisations such as the FDA, EU, OIC, AllSeen Alliance, oneM2M, OMA LWM2M, ETSI M2M,,
IPSO and other research industries is necessary to address the lack of standard protocol in IoMT for
effective healthcare delivery.

6. Future Work and Recommendations

Considering the global economic prospects of IoMT in modern healthcare services, several
telemedicine devices and network technologies are envisioned to emerge. Further research could look
at the implementation of the e-regulation layer in the layered architecture paradigm to enforce the
adoption of standards at the design stage. It will also be of great advantage to study the use of hybrid
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technologies such as the combination of medical sensors, 5G cellular gateways and tracking systems
in modular designs of IoMT-based telemedicine devices and networks. Presently, the proliferation of
non-standardised IoMT communication technologies and gadgets is inevitable due to the market
projection and rising demand for wireless healthcare services. Future studies could look at a universal
means of checking the use of substandard and unapproved devices that may not meet basic
technological and safety standards. Global standardisation of IoMT technologies utilised for
telemedicine systems is highly recommended to guarantee universal cross-platform interoperability
and, above all, continued human safety.
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