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Abstract: Nowadays, the phenomenon of Deepfake is crucial as it enables the creation of extremely
realistic images capable of deceiving anyone, thanks to deep learning tools based on Generative
Adversarial Networks (GANs). These images are used as profile pictures on social media with the
intent to sow discord and perpetrate scams on a global scale. In this study, we demonstrate that these
images can be identified through various imperfections present in the synthesized eyes, such as the
irregular shape of the pupil and the difference between the corneal reflections of the two eyes. These
defects result from the absence of physical and physiological constraints in most GAN models. We
have developed a two-level architecture capable of detecting these fake images. This approach begins
with an automatic segmentation method for the pupils to verify their shape, as real image pupils
naturally have a regular shape, typically round. Next, for all images where the pupils are not regular,
the entire image is analyzed to verify the reflections. This step involves passing the facial image
through an architecture that extracts and compares the specular reflections of the corneas of the two
eyes, assuming that the eyes of real people observing a light source should reflect the same thing. Our
experiments with a large dataset of real images from the Flickr-FacesHQ and CelebA datasets, as well
as fake images from StyleGAN2 and ProGAN, show the effectiveness of our method. Our approach
maintains good stability of physiological properties during deep learning, making it as robust as some
single-class deepfake detection methods. The results of the tests on the selected datasets demonstrate
higher accuracy compared to other methods.

Keywords: deepfake detection, eyes, face generation

1. Introduction
Currently, there is an exponentially expanding phenomenon known as Deepfake. This technology

allows for the generation of images from other existing images or the automatic modification of a
person’s face, such as enhancing details, altering expressions, or removing objects and elements in
images and videos using algorithms based on deep learning. With Deepfake technology, it is possible
to create high-quality content that is difficult for the human eye to detect as fake. The term "Deepfake"
encompasses any content that is altered or synthetically created using generative adversarial network
(GAN) models [1]. Several GAN technologies have been developed and are constantly being improved.
Figure 1 shows images generated by three different, evolved, and recent GAN technologies: StyleGAN2
[2], ProGAN[3], and StyleGAN3 [2]. These people do not exist and have been generated from scratch by
GAN. GAN consists of two main components: a generator and a discriminator. The generator creates
new data that resembles the training data, while the discriminator learns to differentiate between real
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and generated data. Although this technology can generate highly realistic and convincing content, it
can be misused by malicious actors to fabricate media for harmful purposes, leading to serious societal
issues or political threats.

Figure 1. Images generated by three GAN technologies: StyleGAN2, ProGAN and StyleGAN3. These people do
not exist and have been generated by GAN.

To address these concerns, numerous techniques for identifying fraudulent images have been
suggested [4,5]. The majority of these approaches utilize deep neural networks (DNN) due to their
high accuracy in the domain of image recognition [6,7].

Due to the malicious use of deepfake content by certain individuals, which tarnishes the reputation
of innocent people, numerous detection methods have been developed to reveal such content. Various
approaches validate that these materials are fake or altered by examining specific facial features
such as the eyes, mouth, nose, etc. These techniques are known as physiological/physical detection
methods, as mentioned in [4–7], and their results are generally more straightforward to interpret.
Despite their effectiveness, these methods face two significant limitations: (1) The color system varies
across the images in the dataset, leading to numerous false positives during detection. (2) Uncorrected
illumination often results in overexposed or partially illuminated images, which degrades detection
performance. Marten et al. [8] devised a technique to reveal deepfakes by identifying missing facial
elements in some generated content, such as the absence of light reflections in the eyes and poorly
represented tooth areas. Similarly, Hu et al.[5] highlight discrepancies in the eyes of deepfake images
by noting that real images typically exhibit similar reflections in both corneas, a feature often missing
in deepfakes. Nirkin et al. [9] demonstrate this by analyzing in-depth the texture of the hair, the shape
of the ears and the position of the neck. Wang et al. [10] examine the entire facial region to uncover
artifacts in the synthesized images. Currently, physiological and physical-based detection methods
face significant challenges due to the advanced techniques in content generation that produce images
with fewer detectable imperfections, making these detection approaches more complex. In this study,
we focus on detecting deepfakes by analyzing the eyes. We emphasize the eyes because they contain
elements with regular and perfectly circular shapes, such as the iris and the pupil and have several
natural characteristics that are difficult for GAN to reproduce.

Our approach integrates two existing methods. The primary motivation is that the first method
has significant limitations, while the second method complements it effectively when applied to
images. This combination significantly reduces the occurrence of false positives while maintaining
a rapid improvement in the detection rate. The deepfake detection process using GAN-generated
techniques involves three primary steps: (1) Initially, the image is passed through a face detection
algorithm to identify and extract any human faces present. (2) Next, these extracted faces are analyzed
using a pupil shape detection system. This system is based on a physiological hypothesis suggesting
that, in a real human face, pupils typically appear as near-perfect circles or ellipses, influenced by
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the face’s orientation and the angle of the photo. This regularity is often not seen in GAN generated
images, which frequently exhibit a common anomaly: the irregular shape of the pupils. When a real
person has a visual disorder, the pupil may dilate and take on an irregular shape. Consequently, most
of these real images might be incorrectly classified as fake. To address this, we extended our model
to enhance the detection rate. Thus, every image that passes the pupil shape verifier proceeds to the
second part of the deepfake detector. This brings us to the third step, (3) which involves verifying
the corneal reflections in both eyes. The principle is as follows: when a real person looks at an object
illuminated by a light source, the corneas of both eyes should reflect the same objects, adhering to
certain conditions. These include the light source being at an optimal distance from the eyes, the image
being taken in portrait mode to clearly present both eyes, and if two lines are drawn perpendicular
to the iris diameter, these lines must be perfectly parallel. GAN-generated content often fails to meet
these criteria, likely because it retains characteristics of the original images used during GAN training
for image generation. The contributions of our work can be summarized as follows:

• We introduce a mechanism to identify forged images by leveraging two robust physiological
techniques, such as pupil shape and identical corneal reflections in both eyes.

• We present a novel deepfake detection framework that focuses on the unique properties of the
eyes, which are among the most challenging facial features for GANs to replicate accurately. The
dual detection layers work in an end-to-end manner to produce comprehensive and effective
detection outcomes.

• Our extensive experiments showcase the superior effectiveness of our method in terms of detection
accuracy, generalization, and robustness when compared to other existing approaches.

The rest of the document is structured as follows: Section 2 reviews related work. Section 3 provides a
comprehensive overview of our proposed method. Section 4 presents the experimental results and
analysis. Lastly, Section 5 concludes the paper.

2. Related Work
2.1. Structure of the Human Eyes

The human eye serves as the optical and photoreceptive component of the visual system. Figure
2 illustrates the primary anatomical features of a human eye. In the center are the iris and the pupil.
The transparent cornea, which covers the iris, transitions into the white sclera in the corneal limbus.
This cornea has a spherical shape, and its surface reflects light like a mirror, creating corneal specular
highlights when illuminated by light from the environment at the time of capture.

Figure 2. Structure of the Human Eyes.

2.2. Generation of Human Faces Using GAN

Recent studies involving StyleGAN [2,3,11] have showcased the exceptional ability of GAN
models [1], which are trained on extensive datasets of real human faces, to generate high-resolution and
realistic human faces. A GAN model comprises two neural networks that are trained simultaneously.
The generator starts with random noise and creates an image, while the discriminator’s role is to
distinguish between the generated images and real ones. During training, the two networks engage
in a competitive process: the generator strives to produce increasingly realistic images to fool the
discriminator, while the discriminator continuously enhances its ability to tell the difference between
real and generated images. This process continues until the two networks reach a balance.
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Despite their successes, GAN-synthesized faces are not flawless. Early iterations of the StyleGAN
model were known to produce faces with asymmetries and inconsistent eye colors [12,13]. Although
the more recent StyleGAN2 model [11] has improved the quality of face synthesis and eliminated many
of these artifacts, visible imperfections and inconsistencies can still be observed in the background,
hair, and eye regions. These global and semantic artifacts persist primarily because GANs lack a
comprehensive understanding of human facial anatomy, particularly the geometric relationships
between facial features.

2.3. Detection Method Based on Physical Properties

Physical properties’ detection is to detect inconsistencies and irrationalities caused by the forgery
process, from physical device attributes to physiological inconsistencies.

When using physical devices like cameras and smartphones, they leave distinct traces that can
serve as forensic fingerprints. An image can be flagged as a forgery if it contains multiple fingerprints.
Most techniques focus on detecting these image fingerprints [14] to verify authenticity, including twin
network-based detection [15] and CNN-based comparison [16]. The Face X-ray method [17] converts
facial regions into X-rays to check if those regions originate from a single source. Identifying discrepan-
cies in physiological signals is crucial for detecting deepfakes in images or videos. These approaches
focus on extracting physiological features from the surrounding environment or individuals, such as
inconsistencies in lighting, variations in eye and facial reflections, and abnormalities in blinking or
breathing patterns. These techniques encompass:

• Detecting forgeries by understanding human physiology, appearance, and semantic characteristics
[5,8,9,18,19].

• Identifying facial manipulation through analysis of 3D pose, shape, and expression elements [20].
• Discriminating multi-modal methods using visual and auditory consistency [21].
• Recognizing artifacts in altered content via Daubechies wavelet features [22] and edge features

[23].

One of the latest methods for detecting deepfakes that considers physiological aspects is the
approach developed by Hui Guo et al. [4]. This method classifies real and synthesized images based
on the assumption that the pupils of real eyes are typically smooth and circular or elliptical in shape.
However, for synthesized images, this assumption does not hold, as GANs lack knowledge of the
human eye anatomy, particularly the geometry and shape of the pupil. Consequently, GAN-generated
images often have pupils that are dilated and irregularly shaped, a flaw consistent across all current
GAN models.

Their technique involves detecting and locating the eyes on a face by identifying facial landmarks.
Then, it searches for the pupil and applies an algorithm that fits an ellipse to the pupil’s contour. To
verify the "circularity" of the pupils, the intersection over-union (IoU) [24] of the boundary between
the extracted pupil shape mask and the fitted ellipse is calculated. With an accuracy rate of 91%, this
approach has two significant drawbacks. Firstly, occlusions or poor segmentation of the pupils can lead
to inaccurate results. Secondly, eyes affected by diseases can produce false positives, as these eyes often
have irregularly shaped pupils that are not elliptical. Physiological-based methods are straightforward
to interpret but are only effective when the eyes are clearly visible in the image, which is a notable
limitation. The latest deepfake detection method by Xue et al. [25] identifies GAN-generated images
using GLFNet (global and local facial features) [25]. GLFNet employs a dual-level detection approach:
a local level that focuses on individual features and a global level that assesses overall facial elements
such as iris color, pupil shape, and artifact detection in an image.

3. Motivation
The human face encapsulates various pieces of information, spanning from structural elements to

expressions, which help in its description. Thus, by focusing on the physical or physiological aspects
of a person, one can verify the authenticity of an image, whether it is real or synthesized. In scholarly
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works, exposing the generated content typically involves analyzing specific facial regions such as the
eyes, lip movements, and the position of the nose and ears. Some existing deepfake detection methods,
such as those mentioned in [4,5], identify localized artifacts in the eyes, specifically in the pupil or
cornea. Other methods [27,28] emphasize the overall appearance of the face to identify false images.
However, the eyes alone possess several characteristics that can more easily reveal these false images,
with results that are straightforward to interpret. As a content generation tool, GANs offer several
advantages, such as generating the desired image from a precise description [26,29], adjusting the
resolution of an image to enhance low-resolution images without degradation [30], and predicting
effective medications for various diseases [31]. They are also used in image retrieval and creating
animated images.

Despite these benefits, GAN can be misused for malicious purposes, leading to identity theft,
social fraud, and various scams. This underscores the importance of detecting these practices to
prevent certain attacks. Detecting deepfakes is one of the significant challenges today due to the
potential harm these manipulated contents can cause when used maliciously. Therefore, it is essential
to develop an automatic process capable of accurately detecting deepfakes in images. This focus is
central to our research efforts in this area.

4. Proposed Method
Our research on detecting deepfakes using the eyes of the face, particularly the elements of the iris,

is driven by the observation that GAN-generated images exhibit much more noticeable inconsistencies,
such as the shape of the pupil and the light reflection on the cornea, when a person looks at an
illuminated image from an appropriate distance. These two inconsistencies form the basis of our work,
as for a real existing person, the pupil of the eye is elliptical, and the corneas of both eyes should
reflect the same thing. This is not the case for GAN generated images, which often show pupils of
irregular shapes and discordant reflections in the corneas. By analyzing these inconsistencies, our
method aims to expose GAN-generated images, providing an effective and easy-to-interpret tool for
detecting deepfakes. The proposed approach consists of two main steps: the verification and image
processing steps, followed by the detection step. The detection step includes a sequence of two levels,
as outlined in Figure 3.

4.1. Processing and Verification Step

The proposed GAN generated face detection model begins with a face detection tool to identify
any human face within the input image, as this method is specifically designed for images of people.
Initially, the system utilizes a landmark points to pinpoint and then we can easly extract the eyes
region presented in Figure 4. This enables the accurate identification of the areas of interest, which in
this context are the pupil and the cornea. The process involves meticulous analysis of these regions
to determine authenticity, considering that the pupils should ideally be round or elliptical in a real
human eye and the corneas should consistently reflect the same details. This dual focus on the pupil
and cornea enhances the detection accuracy and robustness of the proposed method against deepfake
manipulations.
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Figure 3. The pipeline of the proposed detection algorithm. We use region extraction algorithms with their
characteristics to extract the region containing both eyes, then we first analyze the pupils and then the corneas
covering the eye irises to expose the synthesized images.

Figure 4. The pipeline for face detection, facial landmark localization, and segmentation of the eyes region.

4.2. Detection Step

This phase aims to classify images into two distinct groups: real and fake images. Initially, the
process starts by pinpointing the areas of interest. The focus is first directed toward the pupil, where
the entire region encompassing this element is segmented. Subsequently, the contours of the curves
are examined to ascertain if the pupil maintains a regular or irregular shape. This is achieved by
parametrically adjusting the shape to an ellipse, optimizing the mean squared error.

Should the pupil exhibit an irregular shape, the analysis progresses to the corneas of both eyes.
During this phase, the light reflections in both corneas are scrutinized. This involves examining the
full face image of the individual as they gaze at a pre-tested light source. The light traces reflected by
the corneas are compared to determine their uniformity. GAN-generated images often display incon-
sistencies in these reflections, highlighting their synthetic nature. A more comprehensive explanation
of the facial deepfake detection process follows in the following sections.
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4.2.1. Verification of Pupil Shape

The technology employed for facial detection here is Dlib [32], which identifies the face and
extracts the 68 facial landmarks, as previously mentioned. We then focus on the area encompassing
both eyes to segment the pupils. For this, we use EyeCool [33] to obtain the pupil segmentation masks
with their contours. EyeCool offers an improved model based on U-Net with EfficientNet-B5 [34] as
the encoder. An edge attention block is integrated into the decoder to enhance the model’s ability
to focus on object boundaries. For greater pixel-level precision, the outer boundary of the pupil is
prioritized for analyzing shape irregularities. Examples are shown in the Figure 5.

Figure 5. Example of the pupil contour in high-resolution face images, taken from two real image datasets: the
FFHQ dataset and the CelebA dataset. These examples also provide contour information on images generated by
two GAN technologies: StyleGAN2 and ProGAN.

In real images, the pupils exhibit a regular, often oval shape, as depicted in the first four images.
Conversely, synthetic pupils may present abnormal shapes, as illustrated in the last four images.
To identify the pupil contours, we employ the ellipse fitting method. The ellipse parameter θ is
determined using the least squares method, which minimizes the distance between the fitted ellipse
and the points on the pupil’s edge. Considering the ellipse parameters A and θ, the algebraic distance
P(X; θ) from 2D (x, y) to the ellipse is calculated as follows:

P(B; θ) = θ · p = b1x2 + b2xy + b3y2 + b4x + b5y + b6 = 0 (1)

Where
θ =

[
b1 b2 b3 b4 b5 b6

]P

and
p =

[
x2 xy y2 x y 1

]P

In this context, P represents the transposition operation. An ideally oval shape is characterized by
P(B; θ) = 0 . The solution for fitting is obtained by minimizing the sum of the squared distances for the
n data points from the edge of the pupil, following Algorithm 1 [25]:

Pu represents two examples of forms, and j is a variable that decreases by 1 at each iteration.
There is no solution for which θ=0.
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Algorithm 1 Sum of squared distances

Require: θi, c1, c2, d, j, epochs
Ensure: θ

1: for i in range (epochs) do
2: Pu(θ) = 1
3: c22 − c1.d ≥ 0
4: θ = θi − j
5: end for
6: return θ

To assess the pixels along the edge of the pupil mask, we utilize the BIoU (Boundary Intersection
over Union) score. BIoU values range between 0 and 1, with a value greater than 0.5 indicating superior
boundary fitting efficiency. The BIoU score is determined as follows:

IoU =
|(Ai ∩ A) ∩ (Pi ∩ P)|
|(Ai ∩ A) ∪ (Pi ∩ P)| (2)

A denotes the predicted pupil mask, whereas P pertains to the adjusted ellipse mask. The variable
i defines the accuracy of the boundary adjustment. The parameters Ai and Pi signify the pixels situated
at a distance i from the predicted and adjusted boundaries, respectively. Following the approach of
Hui et al [4], we set i = 4 to estimate the shape of the pupil.

4.2.2. Verification of Corneal Light Reflections

The assumption is grounded in the observation that in genuine images captured by a camera, the
corneas of both eyes will mirror the same shape. This is because these reflections are directly related
to the environment perceived by the individual. However, there are specific conditions that must be
fulfilled:

• The eyes are directed straight ahead, ensuring that the line joining the centers of both eyes is
parallel to the camera.

• The eyes must be positioned at a specific distance from the light source.
• Both eyes must have a clear line of sight to all the light sources or reflective surfaces within the

environment.

In generated images, the corneal reflections differ, while in real images, the reflections are identical
or similar. To achieve this distinction, areas containing both eyes are identified using landmarks. The
corneal limbus, which is circular, is then isolated. As detailed in [5], the corneal limbus is located using
a Canny edge detector followed by the Hough transform, which positions it relative to the eye region
defined by the landmarks as the corneal area. Light reflections are separated from the iris via an image
thresholding method [35]. These reflections are represented as all pixels exceeding the threshold, as
objects reflected on the cornea exhibit higher light intensity than the iris background. The IoU score
calculates the disparity between the reflections of the two eyes by:

BIoU =

∣∣∣∣Cs ∩ Cd
Cs ∪ Cd

∣∣∣∣ (3)

Where Cs and Cd to represent the reflection pixels from each eye, respectively, an IoU score
highlights a high similarity between them. This high similarity suggests that the source image is likely
authentic and free of artifacts.

Figure 6 demonstrates an instance of visualizing light reflections on corneas within the eyes region.
The green and red colors indicate various light sources observed by the left and right eyes, respectively.
It is evident that in the eye regions of images sourced from the Flickr-FacesHQ (FFHQ) and CelebA
datasets, the corneal reflections appear similar. Conversely, in images produced by StyleGAN2 and
ProGAN, the light reflections differ significantly.
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Figure 6. Example of the corneal light reflections in the two eyes in high-resolution face images, taken from two
real image datasets: the FFHQ dataset and the CelebA dataset and on images generated by two GAN technologies:
StyleGAN2 and ProGAN.

4.2.3. Global Approch of the Method

We integrate the IoU and BIoU outcomes from the various stages of our detection method. If
the evaluation parameters satisfy condition E, the input image is classified as real; otherwise, it is
identified as GAN generated. Condition E is defined by the following equation:

E =

1 if (BIoU < A and IoU < B

0 otherwise
(4)

Where A and B denote the model’s evaluation criteria.

5. Experiments
The proposed method is assessed across four datasets: two comprising 1000 authentic images

each, and two consisting of 1000 falsified or GAN generated images each.

5.1. Real Images Dataset

The FFHQ dataset [36] encompasses an extensive array of images featuring real people’s faces. It
includes 70,000 high-quality images with a resolution of 1024x1024, all captured with professional-
grade cameras. This dataset boasts remarkable diversity in terms of age, ethnicity, race, backgrounds,
and color. Additionally, it contains photos of individuals adorned with various accessories such as
suspenders, different types of glasses, hats, contact lenses, and more.

CelebA [37] comprises a highly diverse collection of images, featuring nearly 10,177 different
identities and 202,599 face images captured from various angles. This dataset serves as a valuable
reference for databases of natural faces, offering a broad spectrum of perspectives.
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5.2. Fake Images Dataset

Synthetic image datasets are created using the StyleGAN2 technique [2]. This method is an
evolution of StyleGAN, which autonomously and without supervision separates high-level attributes,
drawing inspiration from style transfer research. StyleGAN incorporates high-level features and
stochastic variations during training, enhancing the intuitiveness of the generated content. StyleGAN2
improved generator normalization, re-evaluated progressive growth, and adjusted the generator to
ensure a better alignment between latent codes and the resulting images.

ProGAN [2] progressively enhances the generator and discriminator, beginning at a low resolution
and incrementally adding new layers to model finer details as training advances. Concurrently,
researchers work on improving the quality of the CelebA dataset.

6. Result and Discussion
Figures 7 and 8 showcase examples of detection results obtained with the overall architecture of

our model. While partial detection is robust, the combination of the two methods, where the second
complements the first, grants the global algorithm several advantages. Specifically, it accounts for
various parameters and different elements of the eyes and face, regardless of age, race, or gender. With
an AUC of 0.968 for the pair (FFHQ dataset, StyleGAN2) and an AUC of 0.870 for the pair (CelebA
dataset, ProGAN), our method is equally effective in demonstrating the authenticity of a real image
and identifying GAN-generated images

Figure 7. An example of global model detection for real images from the FFHQ and CelebA datasets, showcasing
different distributions of BIoU and IoU. IoU represents the distribution score for the left and right pupils’ contours,
while BIoU indicates the distribution score of corneal reflections for both eyes.
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Figure 8. An example of global model detection for generated images by StyleGAN and ProGAN, showcasing
different distributions of BIoU and IoU. In this case, IoU represents the distribution score for the left and right
pupils’ contours, while BIoU indicates the distribution score of corneal reflections for both eyes.

6.1. Comparison with Current Physiological Techniques

In summary, we evaluated our method against several state-of-the-art techniques using the AUC
to showcase its effectiveness. We selected four methods [4,5,25,38], each producing different AUC
scores. Hu et al. [5] and Guo et al. [4] utilized real images from the FFHQ dataset and generated
images synthesized by the StyleGAN2 method. Ziyu et al. [25] used two datasets, FFHQ and CelebA,
for real images and employed StyleGAN2 and ProGAN to synthesize false images. Hu et al.’s method
[5] achieved an AUC of 0.94, while Guo et al.’s method [4] attained an AUC of 0.91. Ziyu et al.’s
experiments [25] yielded the following results: an AUC of 0.96 for 1000 real images from the FFHQ
dataset and 1000 images generated by StyleGAN2, and an AUC of 0.88 for 1000 real images from the
CelebA dataset and 1000 false images generated by ProGAN.

Table 1. Comparison of the most recent deepfakes exposure methods from the AUC.

Method Real images
(FFHQ)

Fake images (Style-
GAN2)

AUC

Hu et al. [5] 5OO 500 0.94
Guo et al. [4] 1000 1000 0.91
Yang et al. [38] 50 000(CelebA) 25 000(ProGAN) 0.94
Xue et al. [25] 1000 1000 0.96
Xue et al. [25] 1000(CelebA) 1000(ProGAN) 0.88
Our method 1000 1000 0.968
Our method 1000(CelebA) 1000(ProGAN) 0.870
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7. Conclusions
In this article, we propose a method for detecting images generated by GANs. Our approach

consists of a two-stage detection process. First, we assess the regularity of the pupil shape, as the pupils
of real individuals typically exhibit an oval shape, whereas the pupils of individuals with certain eye
conditions may be irregularly shaped. If the pupils are found to be irregular, the images are subjected
to the second stage of our model, which involves verifying the similarity of the corneal reflections in
both eyes. To achieve this, we process all images that did not pass the first stage and then compare the
corneal reflections using the IoU score for better interpretation of the results. In future work, we plan
to incorporate additional facial features to enhance our detection technique.
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