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Abstract: Technology-enabled maintenance via sensors and the internet of things (IoT) technologies is seen as 

the “new maintenance strategy”. The aim is to use these technologies to focus on unnecessary breakdowns and 

increase levels of asset availability where the existing of a dedicated team to maintain or data on asset condition 

is limited, useless or full of noise. This paper presents the integration of various sensing nodes within an 

automated laser cutting machine for monitoring of critical components’ conditions. The integrated system 

provides a centralised platform for data collection from various sensors and provides early failure detection 

mechanism based on specified set points with alert mechanisms utilising a custom dashboard for data 

visualisation. The research highlights the required stages for the identification of the appropriate components 

and sensory devices for the development of efficient monitoring environment.   

Keywords: advanced maintenance; condition monitoring; Internet of Things (IoT); Failure Mode 

Effect Analysis (FMEA) 

 

1. Introduction 

Advanced fully automated machineries provide advantages to the manufacturing sector in the 

manufacturing process quality and capacity [1] but with the quality of maintenance applications 

applied and the degradation of internal parts, the production process is subjected to continuous 

interference of critical failures and low products quality [2].  Condition monitoring in the advances 

on Industry 4.0 technologies including the Internet of Things (IoT) provides continuous monitoring 

of the internal components performance using relevant health indexes nodes [3]. Advancements in 

IoT and visual technologies enables the spectrum of creating centralised web-based platform for the 

visualisation of the multiple machines sensors data and the ability to store the different readings in 

centralised system for predictive maintenance applications [4].  

The current research investigates the existing failure modes on CNC laser cutting machine and 

the applications of utilising relevant wireless sensing nodes to provide the appropriate health indexes 

of critical components aiming to support with early failures identification process and appropriate 

maintenance planning activities.  

2. Maintenance strategies  

Maintenance strategies developed over the centuries to support maintaining manufacturing 

equipment within highly efficient operating conditions [5]. The continuous advancements in 

manufacturing processes reflected in increment in machines complexity and interconnected 

components [6].  

2.1. Corrective maintenance (CM) 

Identified as an approach that applies the required maintenance applications when the machines 

fail targeting the failed components [7]. The approach aims for restoration of machines from 

breakdown into operational conditions. CM is considered a low-cost approach on the short term due 

to the inexistent of maintenance activities, but on the long term, the approach can affect the machines 

with increase in machines degradation and obsolescence level. Such impact takes place due to the 
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exerted effect on interconnected components which reflects on machines remaining lifetime and the 

quality of products [8]. 

2.2. Planned maintenance (PM) 

PM, on the contrary, works towards maintaining the whole system at a high working condition 

and according to a pre-set plan. The necessary maintenance and replacement actions of parts takes 

place before the breakdown occurs [9]. Which, in return, prevents the system from unscheduled 

stoppages due to sudden breakdowns that lead to a high financial impact and possible loss of assets 

[9]. A commonly existing impact is that any system suffers from the deterioration that occurs due to 

age and environmental factors that exists around it. PM tends to focus on overcoming these impacts 

through the implementation of suitable maintenance actions whilst also taking into consideration the 

financial impact of the applied practices and their frequencies [10]. In this regard, it is a very critical 

decision to determine the type and frequency of maintenance tasks. Generally, PM issues appear to 

be due to a large number of parameters involved and their dependencies on each other [11]. 

Major drawbacks of the PM applications are the operation without actual performance 

indicators of the different machines’ parts condition, and the risk of having either a low or high 

frequency of planned maintenance activities that could affect the machines availability for production 

[12].  

2.3. Condition Based Maintenance (CBM) 

The development of maintenance strategies over the decades focused on studying machine 

condition, history, and operating environment, in peruse of the optimum maintenance schedule for 

the machine to avoid sudden breakdowns and increase availability and efficiency within a controlled 

cost [13]. The methods and tools that have been developed had different analytical and non-analytical 

perspectives to identify and reach the desired output [14]. 

CBM, on the other hand, presents a new perspective for developing machines maintenance 

schedule relying on modern technology for sensing to identify internal components conditions. 

Sensing tools includes vibration, temperature, pressure, and noise measurements [15]. These tools 

suit different machines depending on their criteria and operating conditions. Machines could be from 

a rotating type of equipment where vibration analysis would be most applicable [16]. Other machines 

could be associated with certain pressure or temperature measurements as performance indicators 

for certain parts [17]. 

CBM is associated with three main aspects that are the central pillars in defining the necessary 

maintenance tasks and schedules [18]. 

1- Failure Diagnosis is the stage that associates the failure detection and the allocation of the 

irregular behaviour with identifying its cause and the related parts in the equipment 

2- Failure Prognosis is the prediction of the future state of the equipment and provides an 

estimation of the predicted failures times. 

3- Maintenance Optimisation is a critical part of CBM and is related to establishing the connection 

between the expected failure times and maintenance schedule and determine the necessary 

types of maintenance to take place with each expected failure. 

2.4. Failure modes and effects analysis (FMEA)  

A methodology that intends to identify and analyse each potential failure mode that might take 

place and quantify their possible effects on the system, assuming that the system is running at its 

ideal working conditions [19].  It is considered a semi-qualitative reliability approach applied 

systematically to evaluate the system at components level for failure modes and effects identification. 

Also, it provides support for fault-tolerant design, safety and related functions [20]. Additionally, 

FMEA is considered a systematically structured tool in its evaluation of potential failure modes and 

their effects. The main goal of FMEA is to eliminate or reduce potential failures as much as possible, 

starting from the highest priority failures [21]. FMEA is carried out by a team of experts with different 

disciplinaries to help the risk manager in the identification process of any possible failure modes. 
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FMEA has a hierarchical decomposition structure that breaks down the system to its basic 

components. It then analyses each failure mode related to each component [22]   

2.5. Industry 4.0  

The term Industry 4.0 was introduced in 2011 by the German government, placing the 

foundation stone for the fourth industrial revolution [23]. The term introduces a framework with a 

collective of technologies aiming to modernise various aspects of the manufacturing industry 

providing improved and flexible manufacturing environment (Lasi et al., 2014) [24]. 

In order to establish an efficient Industry 4.0 environment, six different principles were 

highlighted as crucial enablers for Industry 4.0 as follows: 

Table 1. Industry 4.0 principles [23]. 

Principle Description 

Interoperability 

The system, people and information connected to allow 

information exchange between machines, processes, 

interfaces and people. 

Real-time operation capability 
On-time data exchange mechanism to enable immediate 

actions to take place. 

Virtualisation 
Great use of sensors allowing remote monitoring and 

tracking of all processes. 

Decentralisation 

With machines allowed to send, receive commands, and 

process information regarding their work cycle forming a 

decentralised work environment. 

Service orientation 
The use of service-oriented software architectures in 

alignment with the Internet of Things (IoT). 

Modularity Allows task changing for the machines quickly and flexibly. 

2.6. Internet of Things (IoT) 

IoT is a spectrum of Industry 4.0 that focuses on facilitating connectivity between different 

manufacturing control systems and condition monitoring devices over the internet. Modern 

condition monitoring devices could be permanently integrated with existing manufacturing systems 

providing a continuous monitoring application of the internal components of different machineries 

[25]. 

2.7. Microcontrollers  

Considered as a limited capability computer with ability to be directly connected to sensors and 

actuators. Utilising central processing unit (CPU), microcontrollers have the ability to process the 

various sensory data and apply required functionality using program of instructions [26].  

2.8. Wireless communication protocol 

Wireless communication is identified as enabler of the IoT technology for data exchange 

applications with various devices. In order to establish a communication between data processing 

devices, a network coverage must exist within the surrounding environment [27,28]. WIFI is 

identified as a medium of communication between processing devices that enables the data exchange 

process. in order to establish the required data exchange applications over the WIFI, certain protocol 

has to be established between the sending and receiving devices. Messaging Queuing Telemetry 
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Transport (MQTT) protocol is identified as IoT communications protocol enabler. MQTT is a 

lightweight open messaging protocol that provides resource-constrained network clients in a simple 

way to distribute telemetry information in low-bandwidth environments [28,29]. 

Table 2. Maintenance strategies generations [30]. 

 
1st generation 1940s-

1950s 
2nd generation 1960s-1970s 3rd generation 1980's- 2011 

Description - Run-To-Fail 

- Simple maintenance 

schedules 

- Systems for planning and 

controlling work 

- Slow computers 

- Condition monitoring 

- Failure modes and 

effect analysis  

- Reliability and 

maintainability design 

- Effect analysis 

- Hazard studies 

- Expert systems  

- High skills and 

teamwork 

Technical 

definition 

- Corrective 

maintenance 

- Preventive Maintenance 

(PM) 

- Reliability centred 

maintenance (RCM) 

- Total productive 

maintenance (TPM) 

- Condition monitoring 

3. Methodology  

An interview carried out with the maintenance manager of a Computerised Numerical Control 

(CNC) laser cutting company specialised in custom production of engraved products. The Interview 

carried out to identify the assets under study, their types and the current issues that causes the 

machines to suffer from reduction in availability and performance losses.  

3.1. Asset identification 

The asset under study is a laser cutting machine utilised in wood and glass engraving and 

cutting applications. The machine was purchased ten years prior to the study and were identified as 

a reliable asset for the initial three years of operation until sudden failures started to take place. The 

maintenance manager highlighted that all the breakdowns that took place were due to various 

reasons, and they were mainly due to end of life time of the failed components. The machine under 

study was subjected to initial monitoring phase to highlight the modes of operation and to ensure the 

production process is carried out in alignment with the suggested guidance from the original 

equipment manufacturer. 

3.2. FMEA 

Failure mode and effect analysis carried out to identify the exact failure modes that took place 

on the machine and to highlight all the possible failures that might take place on the machine and the 

effect on operation. 

3.2.1. Bearings 

As a CNC machine the movement of laser cutting head over the X-axis and Y-axis over the raw 

materials is established using two motors utilising sets of bearings. The utilised bearings are subjected 

to degradation and failure due to the rapid movements required to complete the required tasks. 

When the bearings degrade, the final products quality gets affected and causes the loss of final 

products that are unsatisfactory for customers. in addition to the replacement process that requires 
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long period of time, which affects the machine’s availability for production and disrupts the 

production schedule. 

3.2.2. Extractor 

The nature of operation of the machine carries out cutting and engraving application on wood 

and glass materials, which emits a high amount of Carbon dioxide and particulates that requires 

extraction using extraction unit installed on the machine. Due to the large amount of heavy 

particulate generated by the machine, the extraction unit is subjected to cleaning, maintenance, and 

replacement when its performance degrades beyond repair. The degradation of the extractor 

performance causes harmful gases to build up at the machine’s surrounding, which affects the health 

and safety of the operators. The rectification or replacement process requires the machine to be out 

of operation for a long period of time, which affects the machine availability for production.  

3.2.3. Motors efficiency 

Utilised motors that carry out the primary tasks of the machine are subjected to performance 

degradation due to the continuous use of the machines. the motors are required to have internal 

bearings replacement, coils rewinding or replacement periodically. Motors degradation affects the 

machines performance and causes extra power consumption to occur, causing financial impact on 

the company.  

3.2.4. Water pumps  

The nature of operation of the machine requires water circulation to ensure suitable temperature 

of the system for operation and prevent overheating and catastrophic failure of the laser-cutting head. 

As the maintenance manager indicated, the internal pump is a low-quality pump and subjected to 

constant failure. The machine does not have indicators to highlight the circulation operability or the 

water temperature within the system. due to that, the system might fail without any prior indications 

to the exiting failure of the pump.  

3.2.5. Operation indicator 

The nature of operation highlights operators’ engagement with the machine only for loading 

and unloading of the raw materials and finished parts respectively. when the machine completes the 

production process, there is no visual or sound notifications that can alert the operators to the 

completion of the process. such drawbacks cause capacity losses due to long idling time of the 

machine after production completion and requires continuous checks from staff by being present at 

the machine level to check whether the production cycle is finished or not. 

3.2.6. Surrounding temperature and humidity 

The nature of operation requires the surrounding temperature and humidity to be within certain 

levels to ensures the raw materials within the acceptable conditions to be suitable for production and 

ensures high quality end products. If temperature and humidity level changed, the utilised materials 

characteristics will change and will not be suitable for production, which affects the production 

quality.  

3.3. Identification of condition monitoring sensors 

In order to identify a condition monitoring application, suitable sensory devices have to be 

established to perform as performance indicators for the different required elements of the machine. 

The developed system is based in wireless microcontroller connected to suitable sensing nodes for 

each of the highlighted machine parts. the data is collected on a continuous base every ten seconds 

and sent to a gateway that operates as the central unit for data collection and storage. The data is 

stored with their time stamp in a comma separated file internally on the gateway. The data is 
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visualised used web-based dashboard the dashboard presents currents reading and charts of 

previous reading for the past month.  

3.3.1. Vibration module 

For the bearing condition monitoring a suitable three-axis vibration module selected 

(ADXL356BZ) which provides high accuracy to present the current vibration values of the bearings.  

3.3.2. Extractor efficiency 

For the extractor quality, an air quality sensor (MIKROE-1630) that provides the values of the 

particulates and CO2 within the extraction line. Using the highlighted module, it provides an 

indication of the cumulative amount of particulates and CO2 that builds up within the extraction line. 

When the extractor is not operating efficiently the amount of gases within the system increases which 

reflects the performance of the extraction process.  

3.3.4. Motor efficiency 

Motors efficiency and quality of operations are reflected on power consumption. When the 

motors bearings or internal windings are not operating efficiently, the power consumption increases 

as a mechanism to reach the required speed with the faulty components. Utilising current 

transformers (CT) sensor on the machine’s main cables provides an indication of the power 

consumption of the machine. OEM guidance provide an overview of the expected power 

consumption of the machine during operation conditions. Faulty motors can be reflected by 

measurable increment in the power consumption of the machine.  

3.3.5. Operation indicator 

Utilising the readings from the CT sensor and the connection of a physical indicator, the system 

can provide a visual indicator of the operating conditions of the system. the utilisation of a physical 

indicator in addition to an alarming message on the developed dashboard provides the required 

knowledge on the production cycle completion through the dashboard and from the machine itself.  

3.3.6. Water flow sensor 

For the water circulation application, a flow sensor utilised to provide readings of the flowrate 

of the water within the line. With set parameters identified from the OEM guidance, the decrease or 

stops of wate flowrate perform as an indication of issues with the water pump. Which can be rectified 

or subjected to maintenance application prior to the failure of the system.  

3.3.7. Temperature and humidity sensor 

A temperature and humidity sensors are utilised to support the continuous monitoring of the 

surrounding conditions and support the team with the required information to regulate the existing 

heaters and fans at the production area to ensure suitable operating conditions.  

Table 3. Components, Failure modes and relevant sensors selection. 

Component Failure Mode Health index 

Bearings  Resistance to free rotation Vibration monitoring 

Extractor  Low extraction capacity CO2 level monitoring 

Motor  
Internal windings and 

bearings efficiency   
Current consumption monitoring 

Water pump  Decreased flowrate  Water flow monitoring 

Materials quality and surrounding 

environment  

Degradation and change in 

material quality 

Temperature and humidity 

monitoring  

Machine idling time  Long idling time Operation indicator  
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3.4. Data collection and visualisation  

Different sensors are connected to a wireless enabled microcontroller that is capable of 

connecting to existing wireless networks. Connectivity then established between the microcontrollers 

and a centralised gateway using MQTT protocol under the same wireless network. The gateway is 

responsible of data collection from all connected devices to the wireless network and forward them 

to the developed dashboard for visualisation. The developed dashboard is web-based and can be 

accessed using any mobile device capable of connecting to wireless networks and have access to the 

internet.   

 

Figure 1. System structure. 

4. Results 

Connectivity between the different sensors, microcontroller and the gateway established and 

provided a continuous stream of current readings to the gateway, which in return published the data 

on the developed dashboard. Data is stored internally in the gateway for collection for further 

developed of utilisation in predictive maintenance applications.  

Figure 1 shows the machine under study with the various sensory devices installed and 

streaming data to the centralised gateway for data collection and presentation on the developed 

dashboard.  

Figure 2 and 3 presents the developed live reading and historical data dashboards for data 

visualisation and accessibility with remote devices. 

 

Figure 2. Laser cutting machine. 
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Figure 3. Developed Dashboard for monitoring various criteria. 

The developed system provides an insight into the machines condition of internal components 

and operation status. Supporting early identification of expected failures based on collected data and 

trends, the maintenance team can predict and schedule maintenance tasks to take place before 

failures occurrence. Monitoring of the machine operating status reduces the idling time of the 

machine and spare the operators time from continuous checking on the machines and the ongoing 

jobs for completion. The system efficiency can be notices on larger number of machines on site with 

each machine operating different tasks and have different completion times. With the developed 

system, machines can be monitored remotely, and idling time reduced to minimum with minimum 

operator’s waste of time.  

The developed system includes alerting mechanism and determination of set-points for failure, 

which notify the user when the readings exceed the set point.  

 

Figure 4. Historical data recordings. 

5. Improvement iterations 

The developed system went through different iterations for refinement in the selection of 

suitable sensors and programming aspect of the project. With the existing of wide range of sensors 

in the market, the selection process has to go through a thorough investigation to select the 

appropriate modules for the intended applications. The selection of the vibration module for example 

was not successful initially due to the accuracy of the streamed data and level of interference and 

noise the module sends the microcontroller, which had to be changed with more accurate and stable 

module. At the programming level, the sampling rate and the mathematical equations that had to 

take place for the appropriate calculation of the required signal of the water flow and the current 

readings had to go through various iterations and comparison with reference device to make sure of 

the accuracy of the streamed data.  
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5. Conclusions 

Condition monitoring of manufacturing assets’ internal components is considered an efficient 

tool to have insight of the current state of various machines parts and support the appropriate 

development of efficient maintenance plan that prevents machines from sudden failures or 

degradation in performance. IoT as the new generation of technological advancements provides an 

environment for the continuous monitoring and visualisation various machines health indexes 

within a controlled environment. The carried-out application on a CNC laser cutting machine 

presented the additions that IoT applications can provide in machines condition monitoring using 

wireless connectivity between different sensing nodes and visualising of current and historical data. 

But in order to have an efficient system, the identification process of failure modes, critical machine’s 

components and suitable sensory devices have been carried out with extreme focus to have highly 

efficient system. 
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