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Abstract: (1) Background: Side-channel attacks (SCAs) exploit unintended information leakage to 

compromise cryptographic security. In cyber-physical systems (CPSs), embedded systems are 

inherently constrained by limited resources, which restricts the implementation of complex 

countermeasures. Traditional countermeasures such as hiding techniques attempt to obscure power 

consumption patterns, but deep learning models have challenged their effectiveness. This study 

evaluates the vulnerability of dummy power traces against deep learning-based SCAs. (2) Methods: 

A power trace dataset was generated using a QEMU and GDB-based simulation environment, 

integrating dummy traces to obfuscate execution signatures. Deep learning models—RNN, Bi-RNN, 

and MLP—were employed to assess classification accuracy. (3) Results: The models trained with 

dummy traces achieved higher classification accuracy, with the MLP model reaching 97.81% 

accuracy and an F1-score of 97.77%. Despite the added complexity, deep learning models effectively 

distinguished real and dummy traces, revealing limitations in existing hiding techniques. (4) 

Conclusions: These findings highlight the need for adaptive countermeasures against AI-driven 

SCAs. Future research should explore dynamic obfuscation techniques, adversarial training, and 

broader cryptographic algorithm evaluations. This study underscores the urgency of evolving 

security paradigms to counteract AI-powered attacks. 

Keywords: Side-channel attacks (SCAs); Cryptographic security; Hiding techniques; Dummy data; 

Deep learning models; Power consumption patterns; Cyber-physical systems 

 

1. Introduction 

The increasing integration of embedded systems and IoT devices within cyber-physical systems 

(CPSs) has led to growing concerns regarding cybersecurity threats. Among these, side-channel 

attacks (SCAs) pose a significant challenge as they exploit unintended information leakage such as 

power consumption, electromagnetic emissions, and execution timing to extract sensitive 

cryptographic data [1,2]. While various countermeasures such as hiding and masking techniques 

have been developed to mitigate these threats, recent advancements in deep learning have exposed 

their potential vulnerabilities [3]. Traditional hiding techniques aim to obfuscate power consumption 

patterns, making it difficult for attackers to extract meaningful information. However, machine 

learning models, particularly deep learning architectures, have shown a remarkable ability to 

differentiate between authentic cryptographic executions and those obfuscated by dummy power 

trace data, potentially rendering conventional hiding methods ineffective [4]. 

This research systematically evaluates the limitations of existing hiding techniques when 

confronted with deep learning-based SCAs. Unlike traditional methods that rely on heuristic 

defenses, our study employs a controlled simulation environment to generate side-channel datasets 
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and rigorously assess their resilience against machine learning-based attacks. Through extensive 

experiments, we demonstrate that deep learning classifiers can successfully identify patterns in 

dummy traces, significantly reducing their effectiveness as a countermeasure. 

Our contributions are threefold. First, we propose a novel framework for generating and 

evaluating dummy power traces in a virtualized environment, ensuring reproducibility and cost-

effectiveness. Second, we provide an empirical analysis of RNN, Bi-RNN, and MLP models, 

highlighting their capability to bypass traditional countermeasures. Third, we offer insights into 

enhancing cryptographic defenses by exploring potential counterstrategies, such as adversarial 

machine learning and adaptive obfuscation techniques. 

The structure of this paper is as follows: Section 2 provides a comprehensive review of SCAs 

and existing cryptographic defenses. Section 3 presents the methodology for dataset generation and 

deep learning evaluation. Section 4 discusses the experimental results, demonstrating the 

vulnerabilities of conventional hiding techniques. Finally, Section 5 concludes with a discussion on 

the broader implications of our findings and future research directions. 

2. Literature Review 

2.1. Side-Channel Attacks 

SCAs exploit unintended information leakage from cryptographic implementations [5,6]. These 

attacks target physical characteristics of devices, such as power consumption, electromagnetic 

radiation, and timing variations, to extract cryptographic keys and other sensitive information. 

Unlike traditional cryptographic attacks that focus on breaking mathematical structures, SCAs take 

advantage of vulnerabilities in the physical execution of cryptographic algorithms. 

Among the various SCA techniques, power analysis attacks, including Simple Power Analysis 

(SPA) and Differential Power Analysis (DPA), have proven to be particularly effective [7,8]. SPA 

relies on direct observation of power consumption patterns, while DPA employs statistical analysis 

to extract information from multiple power traces. Electromagnetic analysis and fault injection 

attacks further expand the range of SCAs, enabling adversaries to compromise cryptographic 

implementations with minimal access to the target system [9]. 

Advancements in machine learning and deep learning have further elevated the risk posed by 

SCAs. Modern neural networks can process vast amounts of side-channel data, learning intricate 

patterns that allow attackers to derive cryptographic keys with higher efficiency than traditional 

statistical methods. The ability of deep learning models to generalize across different devices and 

encryption schemes presents an urgent need for robust and adaptive countermeasures against SCAs. 

Figure 1 presents the time-sequenced attack and defense perspectives in an SCA scenario. The 

attacker first collects power traces from cryptographic operations and trains a deep learning model 

to extract cryptographic keys. To counteract this, the defender employs a combination of techniques, 

starting with dummy data generation to introduce noise, followed by hiding and masking strategies, 

and finally applying dynamic power management to further obfuscate the power consumption 

patterns. The final outcome ensures that key extraction attempts fail, securing the system from deep 

learning-based SCAs. 
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Figure 1. Time-sequenced side-channel attack and defense process. 

2.2. Countermeasures Against SCAs 

To mitigate the risks posed by SCAs, several countermeasures have been developed. Hiding 

techniques attempt to randomize power consumption patterns by introducing noise or varying 

execution sequences, making it harder for attackers to extract meaningful information. Blinding 

methods involve mathematically altering cryptographic computations to obscure correlations 

between intermediate values and final results. Masking techniques introduce random values during 

encryption processes to prevent attackers from deriving sensitive data through statistical analysis 

[10]. Despite their effectiveness, these countermeasures are increasingly challenged by deep learning-

based SCA methodologies, which can adapt to and learn from complex data patterns, bypassing 

traditional security measures [11,12]. 

Recent studies have proposed hybrid countermeasures that combine multiple defensive 

techniques to improve resistance against deep learning-based SCAs [13]. For example, dynamic 

power management, randomized instruction execution, and noise injection are being explored as 

complementary approaches to traditional hiding and masking techniques. The effectiveness of these 

combined countermeasures depends on implementation efficiency, resource overhead, and 

adaptability to evolving attack methodologies. 

Table 1 presents an overview of countermeasures used against SCAs, categorizing them based 

on their primary defense mechanisms. These methods aim to either obscure power consumption 

patterns, introduce mathematical transformations, or combine multiple techniques to enhance 

resistance to deep learning-based attacks. 

Table 1. Countermeasures against side-channel attacks. 

Response Method Method Description 

Hiding Methods 

Generating random numbers and providing independence 

between intermediate values in actual computation to prevent 

leakage. 

Blinding Methods 
Obscures input and output values through transformation 

functions. 

Masking Methods 
Randomizes key and message data to prevent correlation with 

actual values. 

Hybrid Methods 
Combines multiple countermeasures such as noise injection and 

randomized execution to improve resilience. 
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2.3. ELMO 

One of the key tools for analyzing SCAs is the ELMO simulator, an open-source framework 

designed for power consumption modeling in embedded systems. ELMO allows researchers to 

simulate the effects of different cryptographic implementations, enabling precise measurement and 

evaluation of potential vulnerabilities [6]. By leveraging such tools, researchers can develop and 

assess novel countermeasures against SCAs in a controlled environment. 

Additionally, ELMO uses instruction flow analysis to predict power consumption cycles, 

providing insights into the power signatures of cryptographic operations [14]. It categorizes assembly 

instructions into different groups, such as arithmetic logic unit (ALU) operations, load/store 

operations, and shift operations, which helps refine the accuracy of power analysis predictions. 

Recent updates to ELMO have incorporated machine learning-based analysis, enhancing its 

ability to simulate real-world attacks [15]. The integration of AI-driven predictive models into SCA 

research has allowed for more effective assessment of countermeasures and attack techniques. 

Researchers are now utilizing these advanced simulation tools to refine cryptographic 

implementations and develop adaptive defenses against evolving threats [16]. 

Table 2 presents the classification of assembly instructions used in ELMO for power analysis. By 

categorizing instructions into arithmetic, shift, load/store, and multiplication operations, ELMO 

enables researchers to analyze the energy consumption patterns of cryptographic implementations 

more effectively. 

Table 2. Categories of assembly instructions in ELMO. 

Response Method Method Description 

ALU Operations add, and, cmp, eor, mov, orr, sub 

Shifts Operations lsl, lsr, ror 

Stores Operations str, strb, strh 

Loads Operations ldr, ldrb, ldrh 

Multiply Operations mul 

As deep learning techniques continue to evolve, they present both challenges and opportunities 

in the field of cryptographic security. On one hand, machine learning models enhance the ability of 

attackers to conduct sophisticated SCAs, but on the other, they also provide avenues for developing 

more resilient countermeasures. Understanding these dynamics is crucial for advancing the security 

of cryptographic systems and ensuring robust protection against emerging threats. 

3. Method of Generating Dummy Power Trace Data 

This study proposes a systematic approach to generating dummy power trace data that closely 

resembles actual cryptographic power consumption patterns. By leveraging a controlled simulation 

environment, we aim to analyze and evaluate the effectiveness of dummy power traces in mitigating 

side-channel attacks. The process involves simulating cryptographic algorithm execution, extracting 

assembly-level instructions, and converting them into power trace data. 

3.1. Simulation Environment Setup 

To generate realistic dummy power traces, we construct a simulation environment based on 

QEMU and GDB, enabling precise extraction of execution-level data from cryptographic 

implementations [14]. QEMU (Quick Emulator) is an open-source virtualization tool that emulates 

hardware architectures, allowing embedded system code to be executed in a controlled environment 

without physical hardware. GDB (GNU Debugger) is a widely used tool for debugging programs, 

enabling step-by-step execution analysis and real-time extraction of assembly instructions [17]. 

The process of dummy power trace generation consists of three main stages: cryptographic code 

execution (Stage 1), processing via emulation and debugging (Stage 2), and extraction of assembly 

data followed by power trace conversion (Stage 3), as illustrated in Figure 2. In Stage 1 (Input), 
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cryptographic code written in assembly is executed within a simulated environment. The code is 

transferred to QEMU, a virtualized execution platform, where it undergoes controlled execution. In 

Stage 2 (Processing), QEMU functions as an ARM Cortex-M4 virtual machine, executing 

cryptographic operations while GDB is utilized for debugging [17]. Through this debugging interface, 

assembly-level instructions are extracted in real time, enabling precise tracking of command 

execution and memory access patterns. Finally, in Stage 3 (Output), the extracted assembly data—

comprising memory addresses, instruction sequences, and operand values—is processed using the 

ELMO simulator. This conversion generates power consumption patterns, which are then analyzed 

for potential vulnerabilities to side-channel attacks [15]. 

 

Figure 2. Simulation environment for dummy power trace data generation. 

This structured approach ensures a reproducible and controlled method for assessing 

cryptographic security against deep learning-based SCAs. 

To demonstrate the execution of this simulation environment, Figure 3 presents the actual 

QEMU setup and debugging output. This environment emulates an STM32F4 Discovery board, 

enabling the execution of cryptographic functions while providing detailed memory allocations and 

debugging information. The log output displays the initialization process of QEMU, system memory 

allocations, and GDB interactions, confirming the successful execution of cryptographic operations 

within the simulation setup. 
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Figure 3. Results from the simulation environment execution. 

3.2. Assembly Instruction Extraction 

After executing cryptographic operations within the QEMU-based simulation environment, the 

next step involves extracting assembly-level instructions for each execution cycle. These instructions 

contain key details regarding the computational sequences being performed [18]. The extracted data 

includes memory addresses where instructions are stored, the types of instructions being executed, 

and the corresponding operand values manipulated during execution. Extracting this information is 

critical because each instruction contributes differently to power consumption, which is later 

analyzed in SCAs [15]. 

To retrieve these instructions, GDB is utilized to monitor and capture executed commands in 

real-time. This enables precise tracking of how cryptographic algorithms operate at the machine level, 

helping to identify which instructions might be susceptible to power analysis. The debugging 

interface of GDB provides a structured format where assembly instructions, memory access patterns, 

and register manipulations are recorded. 

Table 3 presents an example of extracted assembly data obtained through GDB debugging. The 

extracted instructions include memory addresses, executed instruction types, and operand values 

stored in registers. This dataset serves as a representative example of how cryptographic operations 

are executed at the machine level and is crucial for power trace generation. 

Table 3. Information on extracted assembly data. 

Memory address Instruction Type Operand Values 

0x08000100 LDR r4, [pc, #16] r4 = 0x2b7e151 

0x08000104 LDR r5, [pc, #20] r5 = 0x28aed2a 

0x08000108 LDR r6, [pc, #24] r6 = 0xabf7158 

0x0800010C LDR r7, [pc, #28] r7 = 0x09cf4f3c 

0x08000110 EOR r0, r0, r4 r0 ^= 0x2b7e1516 

0x08000114 EOR r1, r1, r5 r1 ^= 0x28aed2a6 

0x08000118 EOR r2, r2, r6 r2 ^= 0xabf71588 

0x0800011C EOR r3, r3, r7 r3 ^= 0x09cf4f3c 

The extracted assembly data is then used to generate power traces through the ELMO simulator. 

Each instruction contributes to a unique power consumption pattern based on factors such as the 

number of bits changed in a register or memory operation complexity. By mapping these execution 

patterns to power traces, we can assess how deep learning models identify cryptographic operations 

and evaluate the vulnerability of existing countermeasures. 

3.3. Converting Assembly Instructions to Power Trace Data 

After extracting the assembly-level execution data from the QEMU-based simulation 

environment, the next step involves converting this data into power trace data using the ELMO 

simulator [19]. ELMO (Embedded Leakage Model) is a widely used tool for modeling power 

consumption in cryptographic implementations. It estimates power consumption based on 

instruction-level characteristics and register interactions, providing a realistic power trace that 

represents the execution of cryptographic algorithms [20]. 

The power trace conversion follows a mathematical model, where the power consumption 𝑦 is 

expressed as formula (1). 

𝑦 = 𝛿 + [𝐼𝑝|𝐼𝑠|𝐷|𝐷𝑥𝐼𝑝|𝐷𝑥𝐼𝑠]𝛽 + 𝜀 (1) 

In this formula, 𝛿  represents the scalar intercept, which serves as the baseline power 

consumption level. The coefficients 𝐼𝑝  and 𝐼𝑠  capture the influence of the previous and next 

instructions, respectively, on power consumption. These coefficients are determined based on 

predefined instruction categories such as ALU operations, load/store, and shift operations. The 
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operand-related values, represented by 𝐷, consist of the set [𝑂0|𝑂1|𝑇0|𝑇1], which encodes 128-bit 

operands and their interactions during execution. A crucial component in this model is 𝑇𝑖 , which is 

assigned a binary matrix value corresponding to the operand of the 𝑖 -th instruction in the execution 

sequence. The value of 𝑇𝑖  is calculated using an XOR operation between the current operand bit 

matrix and the previously assigned operand matrix. For instance, if the current operand matrix is 

‘0101’ and the previous operand matrix is ‘1100’, the XOR operation results in ‘1001’ as the assigned 

𝑇𝑖  value. Another key factor, 𝐷𝑥𝐼𝑝, represents the Hamming weight of the previous 32-bit operation 

and the Hamming distance between the last two operation values. These parameters significantly 

influence power consumption as they dictate the number of bit transitions occurring within registers. 

Finally, ϵ denotes an error vector that accounts for noise in power consumption measurements, while 

β is a coefficient vector determined based on ELMO’s calibrated power model parameters. 

By applying this model, the extracted assembly data is systematically converted into power 

traces that replicate real-world power consumption characteristics. These traces provide valuable 

insight into how cryptographic operations impact power consumption, allowing for an in-depth 

evaluation of their susceptibility to deep learning-based classification attacks. 

4. Experimental Results 

4.1 Data Generation & Preprocessing 

To effectively analyze side-channel attacks on embedded systems, a dataset was generated using 

cryptographic algorithms, including RSA, DES, and Hash functions [21]. The reason for selecting 

these algorithms in this study is that these algorithms are widely used in embedded systems and IoT 

environments and have been frequently targeted by recent side-channel attacks. In particular, RSA 

and DES are appropriate as representative examples, considering their cryptographic stability and 

usability in various industries [5,21]. The data collection was performed using a controlled simulation 

environment based on QEMU and GDB, allowing for the extraction of detailed assembly-level 

execution data. 

The generated dataset underwent multiple stages of preprocessing to enhance its usability for 

deep learning models. Initially, the extracted instruction data was normalized to ensure consistency 

across different algorithm implementations [19]. The dataset was then augmented by incorporating 

variations in memory access patterns and execution timing data, thereby capturing a more 

comprehensive representation of cryptographic behavior. This preprocessing step was crucial in 

facilitating robust model training and improving classification accuracy [18]. 

The dataset was structured to maintain an equal distribution of original and dummy 

instructions, ensuring a balanced training set. This was essential for assessing the resilience of deep 

learning-based classifiers against side-channel attacks and validating the effectiveness of dummy 

power traces. Table 4 presents the dataset distribution, highlighting the number of original and 

dummy instructions per cryptographic algorithm. 

Table 4. Dataset distribution. 

Algorithm Original Instruction Dummy Instruction Total Entries 

DES 399,561 399,558 799,119 

Hash 9,870 9,869 19,739 

RSA 6,850 6,847 13,697 

Total 416,281 416,274 832,555 

Maintaining such a balanced dataset was crucial for achieving realistic attack scenarios and 

assessing the effectiveness of countermeasures. Additionally, a thorough evaluation of instruction 

dependencies and opcode frequency distributions was conducted to identify potential biases in data 

generation, ensuring the robustness of the dataset used for classification tasks. 
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4.2 Model Training & Experimental Setup 

To evaluate the effectiveness of dummy power traces against side-channel attacks, deep learning 

models were trained and tested using the generated dataset. Three primary architectures were 

considered: Recurrent Neural Networks (RNNs), Bidirectional RNNs (Bi-RNNs), and Multi-Layer 

Perceptrons (MLPs) [16]. These models were selected due to their ability to capture sequential 

dependencies in power consumption patterns, making them particularly suitable for time-series 

classification tasks. 

The dataset underwent preprocessing, including data normalization and augmentation to 

enhance model generalization. Controlled noise injection and jitter effects were applied to simulate 

real-world measurement variations. Training was conducted using a high-performance GPU to 

ensure efficient computation. 

Each model was optimized using the Adam optimizer, with training parameters adjusted 

through iterative testing. To prevent overfitting, regularization techniques such as dropout and early 

stopping were applied. Performance evaluation was based on accuracy, precision, recall, F1-score, 

and AUC, recorded at each epoch to track model improvements. 

Figure 4 illustrates the accuracy progression during training, showing how each model 

converges over epochs. This figure provides insights into the training stability and comparative 

learning efficiency of different models. The results from Figure 4 complement Table 5, which presents 

final model performance metrics, by demonstrating how training progresses before achieving those 

final results. 

 

Figure 4. Model accuracy progression during training. 

4.3 Performance Evaluation & Comparison 

To assess the impact of dummy power traces on classification performance, Figures 5-7 provide 

a comparative visualization of original and dummy power traces for RSA, DES, and Hash algorithms. 

These figures illustrate how dummy power traces attempt to obscure distinguishable patterns in 

cryptographic computations. 

Figure 5 demonstrates the variance between original and dummy power traces for the RSA 

algorithm. The dummy traces introduce irregularities in power consumption patterns, making it 

harder for attackers to extract meaningful information. 

Figure 6 illustrates how dummy traces affect DES power consumption patterns. The dummy 

traces introduce additional fluctuations that obscure identifiable cryptographic signatures. 
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Figure 7 presents a comparison between original and dummy traces for hash algorithms, 

highlighting the extent to which dummy traces alter the power profile and reduce trace predictability. 

Figure 8 compares the prediction results of models trained exclusively on original power traces 

and those of models trained on power traces augmented with dummy traces. The model trained only 

on original traces exhibits low classification performance, indicating the effectiveness of hiding 

techniques as a countermeasure against conventional deep learning-based SCA. However, when the 

deep learning model is trained on power traces augmented with dummy traces, classification 

performance improves significantly. This suggests that, although hiding operations may initially 

serve as an effective hiding strategy, they can be vulnerable to advanced SCA models trained to 

identify and exploit such patterns. 

 

Figure 5. Comparison of original and dummy power traces for RSA algorithms. 

 

Figure 6. Comparison of original and dummy power traces for DES algorithms. 
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Figure 7. Comparison of original and dummy power traces for Hash algorithms. 

 

Figure 8. Comparison of model performance for detecting hiding operations in Hash algorithms. 

Table 5. Deep learning model performance comparison for detecting Hiding operations. 

Model 

Type 

Dummy 

Traces 

Accuracy (%) Precision (%) Recall (%) F1-score 

(%) 

AUC 

(%) 

RNN With 97.50 99.01 95.97 97.46 99.68 

Bi-RNN With 97.38 98.77 95.96 97.34 99.65 

MLP With 97.81 99.71 95.90 97.77 99.76 

RNN Without 52.46 75.26 7.51 13.66 44.05 

Bi-RNN Without 48.15 32.11 3.20 5.83 44.05 

MLP Without 48.89 39.54 3.94 7.18 46.79 

Table 5 highlights the impact of dummy traces on classification performance. The models trained 

with dummy traces achieved significantly higher accuracy, precision, recall, and F1-score, indicating 

that the presence of dummy traces improves the model’s ability to differentiate between power traces. 

Conversely, models trained without dummy traces exhibited a drastic drop in performance, 

suggesting that dummy traces play a crucial role in obfuscating cryptographic execution patterns. 

Figure 9 presents confusion matrices that compare the classification performance of models 

trained with and without dummy traces. Figure 9a shows the results for models trained without 

dummy traces, where a high misclassification rate indicates limited classification capability. In 

contrast, Figure 9b shows the results for models trained with dummy traces, highlighting improved 

accuracy through a more balanced distribution of true positives and true negatives. 

In the experimental results, the superior performance of MLP over RNN-based models when 

dummy data were added can be attributed to the fact that dummy power traces could be 

distinguished based on pattern features that appear at specific time points, rather than relying on 
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temporal dependencies [9,13]. Although RNN-based models are designed to capture long-term 

dependencies, the data in this study emphasizes pattern changes at individual time points, which is 

why MLP showed better classification performance. 

Figure 10 illustrates the training and testing times under both conditions. Figure 10a shows the 

training times of models trained on either the original power traces or the power traces augmented 

with dummy traces, and Figure 10b shows the corresponding testing times. In terms of training time, 

the RNN and MLP models took longer when trained with dummy traces, whereas the Bi-RNN model 

required more time when trained without dummy traces. For testing time, all three models exhibited 

faster performance when trained on power traces augmented with dummy traces. Notably, although 

the MLP model showed an increase in training time of approximately 70 seconds, its testing time was 

significantly reduced, decreasing from 3.18 seconds to 0.13 seconds. 

 
(a) 

 
(b) 

Figure 9. Confusion matrices of classification results for models trained with and without dummy traces: (a) 

Without dummy traces; (b) With dummy traces. 

  

(a) (b) 
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Figure 10. Training and testing times of models with and without dummy traces: (a) Training times; (b) Testing 

times. 

5. Conclusions 

This study evaluated the effectiveness of dummy power traces in mitigating side-channel attacks 

(SCAs) when analyzed using deep learning models. Our results indicate that while dummy traces 

introduce additional complexity, deep learning classifiers still differentiate between real and 

obfuscated traces with high accuracy, revealing the limitations of conventional hiding techniques. 

Through an extensive evaluation of RNN, Bi-RNN, and MLP models, we demonstrated that 

incorporating dummy traces improved classification accuracy, with an average F1-score of 97.65%. 

Using a simulated environment based on QEMU and GDB, we successfully generated a large 

dataset of power traces, systematically incorporating dummy traces to analyze their impact on 

cryptographic security. The experimental results confirm that while dummy traces make side-

channel analysis more challenging, they do not provide complete protection against deep learning-

based attacks. These findings underscore the need for more robust countermeasures to enhance 

cryptographic security against evolving threats. 

The key contributions of this study include the development of a novel framework for 

generating and evaluating dummy traces in a controlled environment, along with an empirical 

evaluation of the effectiveness and limitations of dummy-based hiding techniques against deep 

learning models. By leveraging deep learning techniques to assess the effectiveness of obfuscation 

strategies, this study lays the groundwork for developing improved security mechanisms resilient to 

AI-driven SCAs. 

Future research should focus on applying adversarial machine learning techniques to enhance 

deep learning-based SCAs. Specifically, data filtering and robustness evaluation should be 

emphasized as key countermeasures against model confusion induced by data poisoning attacks 

[11,20]. Additionally, it is necessary to expand the research by evaluating the effects of measurement 

errors and noise, which are not present in simulation environments, through real hardware 

implementations, to improve the practical applicability of the research findings [18]. 

As SCAs continue to evolve, cryptographic security mechanisms must advance in parallel. Based 

on the findings of this study, developers of embedded systems and IoT devices should move beyond 

static obfuscation strategies and consider adopting dynamic obfuscation techniques that modify 

patterns in real time or at regular intervals [10]. Furthermore, it is recommended to establish a 

security framework that incorporates a real-time anomaly detection system for power consumption 

data to proactively detect and prevent potential attacks [3]. 
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