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Abstract: Al data governance is a crucial framework for ensuring that data is utilized in the life cycle
of large language models (LLMs) activity from the development process, end-to-end testing process,
model validation, secure deployment, and operations. This requires being managed responsibly,
confidentially, securely, and ethically. The main objective of data governance is to implement the
robust and intelligent data governance framework for LLMs which tends to impact on data quality
management, fine-tuning of model performance, biases, data privacy laws, security protocols, eth-
ical Al practices, and regulatory compliance process in LLMs. Effective data governance steps are
important for minimizing data breach activity, enhancing data security, ensuring compliance and
regulations, mitigating bias, and establishing clear policies and guidelines. This paper covers the
foundation of AI data governance, key components, types of data governance, best practices, case
studies, challenges, and future directions of data governance in LLMs. Additionally, we conduct
a comprehensive detailed analysis of data governance and how efficient the integration of Al data
governance is needed for LLMs to gain a trustable approach for the end user. Finally, we provide
deeper insights into the comprehensive exploration of the relevance of the data governance framework
to the current landscape of LLMs in the healthcare, pharmaceutical, finance, supply chain management,
and cybersecurity sectors and address the essential roles to take advantage of the approach of data
governance frameworks and their effectiveness and limitations.

Keywords: large language models (LLMs); data governance framework; data privacy laws; data
quality management; fine-tuning; model validation; secure deployment; security protocols; ethical Al
practices; healthcare; pharmaceutical; finance; supply chain management; cybersecurity

1. Introduction

As a current trend, the use of large language models like GPT-3 and GPT-4 in software develop-
ment cycles is widely used for different task activities, such as responding to complex queries and
writing and interpreting code [1]. The impact of current LLM trends, nowadays in customer service
chat, is gaining momentum across various industries such as e-Commerce, finance, healthcare and
travel sectors [2,3]. LLM breakthroughs are rapidly advancing medical artificial intelligence that are
advancing trends in the medical domain [4], and enhance the examination of medical records by
managing massive amounts of medical data [5,6] (eg: unstructured clinical notes, diverse data types of
medical image, hospital guide, telehealth and electronic health records (EHR)). The LLM integration
approach (GPT-4, BERT) into the medical system that handles a large amount of healthcare data
improves patient care outcomes, diagnosis, treatment, and clinical support [7]. In this context, various
types of clinical and biomedical specialized LLMs and multimodal LLMs [8] are present to improve
the quality of healthcare, such as Clinical BERT [9], BioBERT [10], PathologyBERT [11], Med42-v2 [12].

Meanwhile, the evolution of LLMs across many industries is gaining in importance, such as
in the financial sector, there are various financial-based LLMs present to handle the complexities of
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financial tasks. BloombergGPT [13], FinBERT [14], FinGPT [15], which needs a large amount of data
and benchmarks to train this model with a powerful infrastructure. There are studies that highlight
LLM-based financial sentimental analysis (FSA), built on LLaMA2 [16], A synthesized LLM multiagent
system [17], the multi-document financial question and answer [18], which improves the improvement
in complex financial tasks. The study demonstrates that LLMs focus on the travel mode choice
task (TourLLM [19], Tourism Recommender Systems (TRS) using LLM’s based RAG pipeline [20]),
designed to improve travel choice modeling, enhance general public transport services, forecast task
related to human mobility and traffic [21-24]. However, while LLMs offer reasonable explanations and
predictions, there are instances where they may hallucinate and violate logical consistency, particularly
in personalized travel suggestions, which can impact the fairness of travel planning recommendations.
To overcome challenges in various domains (Finance [25-27], Healthcare [28,29], e-Commerce [30,31],
fairness of techniques, policy guidelines, and data security are the must-have priorities that are required
as part of data governance technologies in LLMs.

1.1. How Data Is Crucial to Build LLMs Performance?

Data are the fundamental and crucial step in training the millions, billions of parameters of the
LLM model to evaluate performance. In a recent study by Yin et al. [32] conclude that selecting the right
data for training LLMs (redundancy, contradiction, prioritize data subsets with low compression ratio)
plays a vital role in improving model performance. The paper emphasizes, by Kumar et al. [33] the
importance of high quality data preparations (deduplications on crawl data) and effective tokenization
optimization startergies plays an important step for Indic LLM performance. Keer et al. [34] introduce
DataSculpt, a novel data management framework for long-context training data to enhance model
performance (scalability and flexibility in training) and effective data management. Choe et al. [35]
developed a popular gradient-based data valuation method to enhance the scalability of the data
valuation process in LLM. In this article Jiao et al. [36] enhance the open source PandaLLM with
the use of an instruction-tunning approach based on training data factors (quantity, quality and
linguistic distribution) that affect model training. The article proposed [37] the importance of synthetic
data generation that fills the gaps after LLM post-training, which tends to contribute to the better
performance of LLM. Wood et al. [38] introduce the Data Prep Kit (DPK) toolkit, built for the data
preparation for LLM that enhances the performance of fine-tuning models using RAG.

In order to build and improve the performance of LLMs, data is an essential component through-
out the lifecycle process. But problems like hallucinations, driven by factors like data misuse, data
breaches, improper data for training (redundancy in data, biasness in data (eg., cultural biases), data
security issues) are common challenges in modern LLMs. As a result of these difficulties, LLM perfor-
mance and reliability are significantly impacted. Hence, a robust data governance system based on
artificial intelligence (AI) is necessary to solve these problems. Listed below are the most important
issues and consequences that could arise from not having a strong data governance structure in place
for LLMs. In this paper, we leverage the framework and concepts of data governance that play a vital
role in LLMs.

*  The main issues in the absence of strong data governance in LLM are "Hallucination" while
performing the output response based on input query.

*  The other vital issue is "Data misuse" that creates a big issue due to ethical violations (unclear and
unauthorized data usage policies).

e  "Biasness in data" is a major concern that leads to creating bias approach in LLM.

* Lack of data governance framework leads to "Data breach and lack of data security (security
concern)" activity which increase a risk of various adversarial attacks (backdoor attacks, data-
poisoning attacks, model inversion attacks, transfer based black-box attacks etc.).

®  Also, itimpacts an "Ethical implications and legal concerns" in LLM due to lack of data governance
framework.
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e  Failure of LLM, while deploying in production pipeline, requires strong LLMOps pipeline with
the assistance of a solid data governance approach.

To avoid data misuse, bias nature, hallucination, deployment issues, lack of data security, ethical
challenges, and misinformation. This tends to require strong regulatory compliance, guidelines, and
robust data governance frameworks that we define in the following sections in detail for the use of
solid data governance framework and its impacts on the performance and validation of LLMs.

1.2. Addressing Data Misuse, Biases, and Ethical Challenges in the Digital Era of LLMs

The emerging of LLM in this digital era of a current world marks a transformative shift in
automation in various domains (healthcare, financial, e-commerce, and others), and the generation of
the output response based on text, image, video, and audio is fascinating and unimaginable. However,
this digital era of LLM has potential challenges in terms of data misuse, biases, and ethical challenges.
Addressing critical issues and understanding the various factors and implementation of robust data
governance frameworks are crucial steps. Hence given below are the impacted behavior of LLM
that needs to be enhanced and provides a more potential solution for foundation of data governance
framework, mentioned in Table 1.

Table 1. Impacted behavior and challenges of LLMs due to lack of data governance framework.

] Application | References |
(Cultural, Algorithmic) biases in LLM [39-41]
Data privacy and security concerns [42-44]
Hallucination in LLM [45-48]
Ethical implications and misinformation [49-51]
Failure deployment of LLMs [52-55]
Regulatory compliance and legal concerns [56-59]
Unintended destructive outputs [60-62]
Lack of data validation and data quality control [63-66]
Data evolution and drift creates a lack of performance [67-70]

1.3. Problem Statement

Unregulated data practices flow and inadequate governance frameworks with newly discovered
technologies across various sectors such as healthcare, finance, education, and others by leveraging
LLM create a risk factor. Hence effective data governance system plays a vital role.

The absence of data governance in healthcare care creates a larger privacy and security issue
(unauthorized access to patient information, non-compliance, and regulation). Due to the absence
of data governance, this mismanagement can have an impact on financial loss, patient safety, legal
liabilities, and without structured policies, it is a large risk of data misuse [42,43]. This paper has
discussed hallucination detection in LLM, this problem tends to occur due to the absence of data
governance which leads to lack of data quality control during LLM training and evaluation [45]. The
lack of the data governance framework in LLM, which causes an issue with unintended destructive
output generation of LLM called data dysphoria (due to poor data quality and validity) [60], without
defining clear policies and defined roles it can result in mismanagement of data assets (such as data
integrity, data quality, data security) [63]. The regulatory compliance is a crucial step, as formal
requirements for data storage, data sharing and data collection, with the absence of data governance
frameworks can lead to legal and ethical sequences [71], and organization struggle to meet the
regulation like General Data Protection Regulation (GDPR), California Consumer Privacy Act (CCPA),
which are requirements for data privacy in Information Technology (IT) audits [56]. The scalable
and flexible governance model adapts the regulation like GDPR, CCPA. It is a best practice to adapt
the framework to protect safe data and resources in a cloud environment [72]. The author discussed
data contamination occurring in LLM that affects the overestimation of model performance and the
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importance of the data governance framework that encourages the detection of this problem using
audit tools (to detect and address data contamination) [73]. This article [74] presented a detailed
review of key challenges in LLM such as misleading information, duplication of content, and personal
information through the web-mined copra. It requires a proper methodology (e.g., data cleaning,
bias detection) to mitigate the issues in LLM. The paper [75] focuses on the urgent need to provide
a solid dynamic auditing system, which requires transparency in the implementation of the LLM
model. As its a crucial step for distinct ethical challenges (privacy and fairness, hallucination, verifiable
accountability, decoding censorship complexity in LLM). The cited article [76] focuses on securing
LLMs are most vital steps to avoid prompt attacks (e.g. jailbreak attacks, adversarial attacks as a
prompt injection), focus on accuracy, bias issue. As its growing impressively across various fields, a
defense mechanism and safe guarding is needed.

1.4. Objectives of the Survey

Al-driven data governance is a robust framework that involves various policies, regulatory and
compliance monitoring, and standard practices to ensure responsibility for the development of Al
(basically from the initial phase to the end phase) until the implementation of the cycle. Figure 1
describes the essential elements of Al data governance for LLMs. It encompasses the management
of data of quality control and data privacy, regulatory and compliance, mitigation of biases, risk for
successful deployment of LLMs, ethical challenges, security and privacy concerns.

The list of various key aspects that leverage Al-driven data governance that involves LLMs are
mentioned below. Uses in various sectors like healthcare, finance, e-Commerce, travel sectors are given
below, which are essential to use this methodology.

e The paper proposed the use of an Al data governance framework in the context of LLMs to im-
prove the detection of suspicious transactions (money laundering, anomaly detection in financial
transactions) [77].

®  The use of Al-driven intelligent data framework that substantially improves operational efficiency,
compliance accuracy, and data integrity for the future development of Al-based work [78].

*  The author provides a criticality to the use of centering implementation of Al data governance in
LLMs, which is more effective for model performance [79].

¢ The study recommends the use of a robust data governance framework in the Al-enabled health-
care system, which addresses ethical challenges and privacy concerns (builds trust among users
of healthcare services) [80].

¢  The use of Al data governance frameworks automates the process of managing data quality in
the banking sector to improve model performance [81].

*  The use of data-centric governance throughout the model learning life cycle, responsible for the
deployment of Al system which reduces the risk of deployment failure, reduces the deployment
process, and increases the solution design approach [82].

¢  The integration of Al driven data governance framework with banking system, that enhance data
is accurate, reliable and securable, which creates trust accountability in financial sector [83].

¢ As Alis evolving very rapidly in daily life and lots of manual tasks reduces due to automation
capabilities. Therefore, there is trust in the Al system needed which needs to be addressed through
co-governance implementation techniques such as regulation, standards, and principles. The use
of data governance frameworks improves Al maturity [84].
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Figure 1. Key Aspects of Al Data Governance for LLMs.

As Al is rapidly evolving a wide range of applications, a trustable Al approach needs to be
established to have a secure and efficient approach. Hence, the integration of an intelligent data
governance framework approach is needed that leverages in many aspects such as security and privacy
data handling process, bias and fairness mitigation, regulator and legal compliance, and safe guarding
ethical approach. The scope of Al data governance are examined through various main elements
outlined in Table 2.

Table 2. Scope of Al Data Governance.

Aspect Description

Use of intelligent data governance uses across the AI model
Data Lifecycle Management through out the end to end lifecycle from development
phase to end of deployment phase.

The scalable and flexible governance model adapts the
Regulatory Compliance and Legal Frameworks global regulation like GDPR, CCAA, HIPAA, Al Act,
AIRMFE.

The implementation of Al data governance ensures that Al
models and systems operates with transparency, fairness
without any discrimination metrics (e.g., regardless of race,
gender, religion, age and others).

Ethical and Fair Al Practices

The implementation of an intelligence of data governance
leverages the data privacy, encrypted mechanism to mitigate
Data Privacy and Security data breach activity. Also, prevents with various cyber
threats and several attacks (eg., adversarial, model
inversion, inference, data poisoning and others).

Data quality, integrity, and validation are essential elements
Data Quality, Integrity, and Validation of data governance. These three factors directly impact the
quality of trustworthiness in Al models.

Data lineage and traceability are the vital components of
data governance methodology, which assist auditors in
tracing data usage, assist with debugging the issue for root
cause analysis.

Data Lineage and Traceability

The use of this data governance approach assist with secure
and confidence deployment of Al model via various
More Secure End-to-End Model Deployment pipelines (DevOps, MLOps, LLMOps) from initial phase,
robust model training, testing and validation, deployment
phase, post deployment phase.
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The remainder of this article is structured as follows. Section 2 presents the foundations of Al data
governance. In Section 3, Al data governance methodology is discussed in various domains. Section 4
gives challenges in data governance for LLMs. Section 5 provides key components of data governance,
regulatory and ethical considerations are discussed. Section 6 outlines best practices for Al data
governance methodology. Section 7 describes case studies on the implementation of data governance
in LLMs. However, Section 8 presents open issues and future directions, emerging technologies, and
interdisciplinary research to address Al governance. The conclusions are described in Section 9.

2. Foundations of AI Data Governance

Foundations of Al data governance frameworks are most crucial steps in the digital era of Al
during the building of a model. This step is a core of the process to ensure responsible development
and management of the Al model lifecycle. The focus of model building using with the data centric
governance approach develops the dynamic capabilities to adapt technology advancement with a more
secure and flexible way. In addition, it makes an Al system ethically and effectively for legal compliance
and regulatory processes. Nowadays, building a LLM based applications to gain trustworthiness,
secure of data, ethical and fair answers, various attacks preventions are needed.

There are various frameworks of Al data governance categorize as Data-Centric Al Governance,
Policy-Driven Al Governance, Model-Centric Al Governance, Regulatory-Compliance Al Governance,
Risk-Based AI Governance, Ethical AI Governance, Security Focus, Industry Specific, and Federated
Al Governance. Each governance type implementation is applied according to the scope of the process,
the development of the model, and the technical requirements of the design. As shown in Figure 2
mentioned in the following, related to various types of Al data governance categorization. Whereas,
Table 3 outlines the detailed key aspects of various types of Al data governance.

Data-Centric
— Al
Governance

Policy Driven
—> Al
Governance

Model-
— Centric Al
Governance

EGTEIG
Compliance
Al

Governance

Risk-Based
Governance
Governance

Ethical Al

>
Governance

Security
— Focused Al
Governance

Industry
—> Specific Al
Governance

Federated Al
Governance

—

Figure 2. Types of Al Data Governance Frameworks.
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Table 3. Types of Al Data Governance, Focus and Key Aspects for LLMs.

Types of AI Governance Focus Key Aspects References
Regulations and
. . Compliance: Focus on GDPR, HIPAA, Al Act, and
Policy-Driven Governance various policies and data CCPA. [85,86]
protection law
Data Quality and Integrity: Master Data Management,
. Ensure data fairness, Data Encryption,
Data-Centric Governance accuracy and bias Third-Party Data Sharing [79,82,87]
mitigation approach Policies.
Model Explainability: Focus Model Lifecycle
) . on models lifecycle from Management (MLOps, .
Model-Centric Governance initial phase to secure LLMOps), Model [87-891
deployment phase. Performance and Accuracy.
Al Risk Management: . . -
Identifies potential Al risk Flr}a;l cial an.d Operational
(e.g., algorithmic bias, data Risk, Security and Cyber
Risk-Based Governance e i Risk Management, [90,91]
privacy breaches, security Aleorithmic Risk
vulnerabilities) and applies I\E/;Iana ement
data governance controls. g ’
Decentralized Al Systems: Decentralized Model
. . Governance and
Al model training with i .
securing confidential data Accountability, Security and
Federated Al Governance . . Trust in Federated Systems, [92,93]
(e.g, Train AI model without Decentralized Model
sharing confidential patient
data) Governance and
’ Accountability.
Reeulatory-Compliance Adherence to Laws: Ensure Healthcare AI to comply
& Gov);rnanc}; models not breaking rights, must with HIPAA [94,95]
privacy and laws regulations.
Fairness and Bias Trar}spal.re.ncy anFl
Prevention: Identifies the Explainability, Ethical
Ethical AI Governance . . Guidelines and Frameworks [96,97]
biased, unfairness and other .
discrimination metrics (e.g, OECD Al Principles),
’ Safety and Robustness.
Al Cybersecurity and Model Security and
oo attacks: To prevent models  Integrity, Cybersecurity Act
Secct;léi:czr:;)rclg:ed with various attacks (e.g., NIST, ENISA), Secure [98-101]
(e.g.,model inversion, Al Model Development and
prompt injection) Post Deployment Security.
Domain-based Al rules: Al-driven drug discovery
Industrv-Specific Ensure compliance are align ~ follows FDA, Healthcare Al
Gove};nar;ce with domain specific must go with HIPAA, [102-104]
regulation (e.g., Pharma, Finance with GDPR
Healthcare domain) regulation.

2.1. Core Principles of Al Data Governance Relevance to LLMs

As LLMs are widely used in various domains (e.g. healthcare and pharmaceutical [105-107]
by analyzing and training a large number of clinical data sets, genomic analysis of biological data,
reshaping molecular biology and drug development. ShennongGPT [108] trained in distilled drug
database and allowed patients to respond as human-like decision to personalize drug advice and
adverse drug reactions. The overall, LLM’s in healthcare sector to avoid biases, inaccuracies in
generated output, data security, and privacy concerns (e.g., patient data privacy), the robustness of Al
data governance are needed to understand the capabilities and limitations of the models in healthcare
applications.

Whereas in finance [109-111] LLM’s are re-shaping the financial market analysis, risk assess-
ment, investment decision making based on vast amount of financial data (e.g., FInLLM [112], Ke-
menkeuGPT [113], BloombergGPT [13], FinGPT [15]). In addition to cybersecurity [114-117] it is
providing cyber thereat intelligence (CTI) analysis, ability to detect automate threat detection, mitigate
approach on random threats, vulnerability assessments. However, future research is needed for
safeguarding data, social ethics, robust encryption, enhance authentication methods and legal norms
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to defend LLM’s against adversarial attacks, token manipulation [118,119]. Currently, the benefits of
the integration of the Al data governance approach are of great importance for security and reliability
against malicious activities in LLMs.

The use of LLMs in supply chain management and integration of data governance that significant
impacts to transform the business operations (e.g., Inventory management, supply chain optimization,
to avoid supply chain risk, early detection vulnerabilities in software supply chains, automate contract
renewal, etc.) [120-122]. In personalizing recommendations and enhancing the ability to work on large
scale, multi dimensional dataset (e.g. e-commerce chatbots [123-125] for personalize recommendation
based on users historical data, conversational recommender system (CRS) [126]), education is trans-
forming as new digital era via intelligent tutoring system by us of LLMs [127-129], and several areas
that effectively shape industry operations. Hence, the role of Al data governance is the crucial step in
ensuring the Al model that is used to train LLMs with billions/millions of parameters responsible for
creating the various content generation outputs such as text to multimedia content generation [130,131]
that encompasses the various outputs (image-to-video, video-to-image, audio-to-image or cross model
content generation). To obtain refined LLM outputs, where it needs fairness, reliability, transparency,
compliance, trustworthiness, unbias, safety, prevention of adversarial threats and aligned with ethical
Al standards.

Therefore, effective integrations of Al data governance frameworks are needed to mitigate risks.
The main core principles of Al data governance are listed below, which are key parts of the process to
ensure that LLMs gain the ability to build the trust of the end user with the Al-driven decision-making
process.

2.2. Core Principles of AI Data Governance

As shown in Figure 3 , provides an overview of various core principles of Al data governance,
and various components details are mentioned below.

6. Data Lineage and 1. Data Quality and
Traceability Integrity
Tracks source of truth of data Ensures data is accurate,
and monitoring on data over reliable, fine tunning of data,
time for transparency. data transparency.
2. Ethical Al
5. Regulatory and Standards and
Compliance Fairness
Ensures adherence to laws and Core Principles of Promotes fairness, trustworthy
model adapts global regulation Al data Governance output and ethical
(e.g., GDPR, CCPA, EU Al Act). considerations in Al systems.
4. Model Deployment 3. Data Privacy and Security
and Monitoring
Protects sensitive data and well encrypted from
Deployments of model requires safeguards, unauthorized access and attacks (e.g.,
and continuous monitoring of model. adversarial, inversion, data poisoning)

Figure 3. Core principles of Al data governance.

2.2.1. Data Quality and Integrity

Data Quality is critical for reliable LLM performance. For training corpora, Yao et al. [132]
proposed methods that can mitigate the undesired data properties during the generation, cleaning,
and training data to improve the data quality for LLM. One of the key aspects of a large language
model is pre-training on vast data and subsequent fine-tuning tailored to the specific domains and
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industries. By using specialized training datasets, that can improve the data quality, which can mitigate
problems like hallucinations and data inconsistency which can ultimately increase the trust in the LLM
outputs. The paper by Nazi and Peng [133] mentioned pre-training the model on diverse datasets
which will enable the model to acquire knowledge from a broad spectrum of linguistic instances.
Within healthcare settings, data quality is imperative to develop evaluation frameworks. Some models
are not publicly available, and this can possibly give rise to data transparency issues, which is a crucial
factor in the healthcare domain and which can hinder the process of thoroughly examining the data
quality and integrity while examining the results of the model.

2.2.2. Ethical Al Standards and Fairness

The LLM development is going through a rapid transformation and is showing great signs of
great potential for various applications in all industries. However, it also comes with substantial risks
associated, including ethical standards and intellectual property [134]. LLMs can be biased based on
their training data which raise ethical concerns. Carefully documented datasets can increase ethical
Al standards and fairness rather than simply ingesting everything on the Internet into the model. It
is likely that there is already misinformation on the internet and this can be reinforced if we don't
set ethical standards. Using alignment techniques, Liu et al. [135] mentioned that LLMs can be more
reliable, safe, fair, and attuned to human values that will foster greater trust among its users. Notable
general guidelines “"HHH" principal advocates alignment that is Helpful, Honest, and Harmless.

2.2.3. Data Privacy and Security

If the LLMs are trained in user personal information and proprietary data (name, emails, phone
numbers, etc.), there is a risk of exposing or leaking those data. Without safeguards, LLMs can
inadvertently violate data confidentiality. To protect sensitive data, the model can be trained on
decentralized data sources (user devices, private servers, etc.) where the raw data do not leave its
source. Carlini et al. [136] shared how LLM models are vulnerable to numerous privacy attacks if they
are not trained in privacy-preserving algorithms. Training data extraction attacks have been limited
to small LLMs under artificial training setups or in cases where the adversary has prior knowledge
of the data they want to extract. Pan et al. [137] observed that general-purpose language models
tend to capture sensitive information in sentence embeddings, which can lead to a data breach by the
adversary. If the adversary can access it, they can reverse engineer it to disclose sensitive information.

2.2.4. Model Deployment and Monitoring

Especially in the framework of Machine Learning (ML) systems, model deployment and mon-
itoring are essential elements of data governance. Once the LLM training is concluded, deploying
the model in real life requires several safeguards. LLMs are discovered to be vulnerable to prompt
injection assaults, and there is a need for continuous evaluation throughout the LLM lifecycle using the
integration of LLMOps and MLOps with a data governance approach [52,138,139]. Multidimensional
evaluation techniques must be used to measure technical performance, data privacy, input stability,
and calibration and output alignment, and find out about possible restrictions and how to meet legal
requirements and compliance [140].

The paper discusses MLOps as a way to set up and keep an eye on Machine Learning models
automatically. It talks about how important it is to keep an eye on things throughout the development
process and to connect the development and production environments [141]. The study focuses on a
complete model monitoring framework that uses Grafana (analyze data from various sources across
various domains [142]) and Dynatrace (a real-time software intelligence platform that detects model
drifts, data quality issues [143]) to ensure that ML models work well, keep an eye on KPIs, find
problems and control model drift. This improves data governance and reliability in machine learning
applications that are currently in use, thus improving the trustworthiness of the model [144].
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2.2.5. Regulatory and Compliance

GDPR, CCPA, LGPD (Brazil’s general data protection law), and HIPAA are very strict laws on
data safety (ensuring data safety, data integrity, and privacy and security of data access [145,146].
Data governance is a key part of making sure that the regulatory and compliance rules are followed.
Companies need strong governance systems to protect private data and handle compliance risks, as
they rely more on data-driven strategies.

There are strict rules about data privacy for LLMs because they might have access to personal
information. Hence, worldwide practice regulations are being used; examples are GDPR (General Data
Protection Regulation) and California Consumer Privacy Act (CCPA) regulations imposed to meet the
requirements on ML models. Users must agree to the use of their personal data, have the right to have
it deleted, and be aware of how LLMs use their data to follow the rules (MemoAnalyzer in LLMs that
enables the user to delete, modify sensitive information leading to increased user awareness [147]).
Data privacy rules are being pushed to their limits by the speed with which LLM models are being built.
Information about people who can be identified (PII) is used to train the LLM model (the adaptive PII
framework can be used for LLM to mitigate the risk of personal identifiable information to meet with
compliance [148]). If the right security measures are not in place, these data could be memorized and
private information could be shared (hence, control over memory management in LLMs is essential to
modify and delete sensitive information as an essential part to be added in data governance work).

2.2.6. Data Lineage and Traceability

Data lineage and traceability are critical components of data governance to be able to track
and trace the flow of data movement and closely monitor the source of truth of data from various
sources throughout the data management lifecycle process. Hence, leveraging the data lineage
traceability approach inside the data governance framework assists the organization in meeting
regulatory requirements.

The lack of data lineage, the lack of knowledge of exactly the sources of the training data, and the
scenarios that could make it difficult to address any problems. One method is to apply IDs or hashes to
the data samples for the data set training for data traceability (HashGraph [149]). Adoption of new data
version and control systems would be helpful in tracking the state of the data set and documenting
changes [150]. Mirchandani et al. [151] assessed LLMs as pattern machines that are categorized into
three areas: sequence transformation, sequence completion, and sequence improvement. If an LLM
produces an inappropriate output, the lineage tools can trace it back the training data, and lineage also
supports attribution, which can give credit to its contributors. Chen et al. [152], mentioned keeping
track of the data is an essential for data flow vision, hence the use of data lineage graphs (DLGs) make
it easy to see all the data assets and how they are connected. DLGs can learn new skills that help
them better handle data and come up with new business ideas. Hence, DLGs are an essential part to
integrate into the data governance framework to track and trace data flow.

3. Use of AI Data Governance in Various Domains

Figure 4 illustrates that the use of an implementation of Al data governance is crucial across
multiple sectors, including supply chain management, cybersecurity, healthcare, and finance, to
maintain data integrity, security, and compliance. The governance framework ensures that Al systems
operate in compliance with regulatory standards, maintain data privacy, and safeguard sensitive
information while improving decision-making capabilities. Implementing data governance principles
enables firms to achieve dependable and transparent Al outcomes, fostering responsibility, and
reducing risks, and below are the detailed subsections for various domains:
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Figure 4. Data governance in various domains.

3.1. Al Data Governance in Supply Chain Management

Organizations are progressively adopting Al technologies, making Al data governance in supply
chain management essential for ensuring compliance, accountability, and efficiency. This paper pro-
poses the implementation of Al data governance in supply chain management to mitigate compliance
risks. It requires a comprehensive strategy that assesses risks throughout the Al implementation
process of the robust framework, thus guaranteeing the adherence to data privacy laws and the preser-
vation of quality and safety standards [153]. The study proposes a regulatory framework for Al data
governance in the supply chain that is intended to mitigate vulnerabilities in the Al data supply chain.
In order to improve transparency, accountability, and safety, this framework prioritizes mechanisms
such as mandatory reporting, KYC regulations, and dataset verification [154]. The article introduces
a "Data Bill of Materials" (DataBOM) to enhance Al data governance in supply chains by ensuring
traceability, verifiability, and reproducibility through blockchain technology. This method addresses
the challenges of accountability among a variety of stakeholders in the field of data management [155].
Robust data governance is essential for the successful incorporation of Al and machine learning in
supply chain management. It ensures data quality, addresses ethical concerns such as privacy and
bias, and enables scalable solutions, therefore improving efficiency and sustainability in supply chain
operations [156].

3.2. Al Data Governance in Healthcare

As Al technologies progress rapidly, the need for robust governance structures is crucial to
ensure patient safety, data privacy, and accountability. A wide variety of frameworks and approaches
have been proposed to address these challenges, highlighting the need for tailored tactics for various
healthcare settings. The article outlines seven critical areas of Al governance in healthcare, including
organizational structure and external product assessment, and presents the Al Governance Readiness
Assessment of Healthcare (HAIRA) to help organizations assess and improve their Al governance
capabilities based on available resources [157]. The governance of Al data in healthcare is crucial
for addressing ethical and regulatory issues. It ensures the proper, ethical and secure use of Al
tools, promoting equity, fairness, inclusion, and accountability while safeguarding human dignity
and fundamental rights in healthcare services [158]. The study analyzes the imperative for an Al
governance framework in healthcare care to address the challenges in the installation and acceptance
of Al systems, ensuring the secure integration of Al technology into practical applications that improve
operational efficiency and improve patient outcomes [159]. The study stresses the importance of
comprehensive data governance frameworks in Al-driven healthcare care, emphasizing obstacles
such as privacy issues and regulatory limitations. Promotes more transparency, public knowledge,
and adaptable regulatory frameworks to cultivate trust and ethical Al implementation [80]. The
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governance of Al data in healthcare involves creating frameworks for the ethical application of Al,
ensuring rigorous clinical validation, and adhering to WHO standards. Countries are in varying stages,
with specific recommendations emerging, particularly in regions such as Singapore and Rwanda [160].
The article outlines a six-stage governance framework for Al healthcare research, focusing on ethical
principles such as transparency, accountability, and inclusion, while addressing data acquisition,
privacy, and ongoing quality control to ensure equitable and effective Al healthcare systems in South
Korea [161]. The report analyzes the structure of the EU Artificial Intelligence Act on the governance
of Al data in healthcare, focusing on ethical oversight, risk classification, and compliance with existing
medical standards, in order to improve safety, legality, and protection of fundamental rights in the use
of health data [162].

3.3. Al Data Governance in Cybersecurity

The governance of Al data in cybersecurity is essential to improve security protocols and main-
tain compliance with regulatory standards. The integration of Al data governance technology into
cybersecurity protocols enhances threat detection and response, while simultaneously dealing with
governance, risk, and compliance (GRC) concerns. The governance of Al data in cybersecurity is
crucial due to recognized threats and legal inadequacies. The study highlights the importance of
robust compliance frameworks, governance flexibility, and integration of Al automation with human
oversight to enhance security effectiveness in high-risk environments [163]. The work highlights the
importance of resilient governance frameworks in Al-enhanced cybersecurity, guaranteeing adherence
to data protection regulations such as GDPR and CCPA. It emphasizes the necessity for algorithmic
transparency and ethical data use to cultivate consumer trust and mitigate hazards [164]. Artificial in-
telligence improves data governance in cybersecurity by helping organizations develop robust security
policies, track compliance metrics, and refine incident response. The design automates the monitoring
and auditing procedures, ensuring a continuous assessment of systems to effectively meet regulatory
compliance requirements [165]. The document emphasizes governance and risk management within
its Al-enhanced Cyber-Resilient IT Project Management Framework, focusing on proactive risk as-
sessment, real-time threat detection, and automated incident response to improve data security and
cybersecurity strategies across various sectors [166]. Al-enhanced security enhances cybersecurity by
increasing the speed and precision of threat detection, automating responses, and reducing human
error. However, ethical governance, data privacy, and transparency issues require strong regulatory
frameworks for the proper implementation of Al in public sector security systems [167]. The article
emphasizes the imperative of aligning data governance regulations with Al standards respecting
rights, such as the AU Convention on Cybersecurity, to ensure the reliable implementation of Al in
Africa, highlighting the importance of protecting personal data and promoting accountability [168].
The data governance of Al in cybersecurity involves the implementation of security protocols and
efficient data management to protect against digital attacks. It emphasizes the importance of secure
data access management to mitigate issues associated with data mining, analytics, and blockchain
technology [169].

3.4. Al Data Governance in Finance

Data governance in finance is essential for providing compliance, security, and the appropriate
management of data as a strategic asset. Financial institutions face different issues related to regulatory
mandates and the complicated process of integrating data from multiple sources. An effective data
governance structure mitigates risks while improving operational efficiency and decision-making
capabilities. Data governance in finance involves establishing frameworks to ensure regulatory
compliance, data integrity, and consistency in various contexts. The article highlights Al-driven
solutions for real-time monitoring, automated metadata management, and intelligent classification,
crucial to managing complex financial data in hybrid cloud settings [170]. The article addressed data
governance in finance, which involves establishing frameworks to ensure compliance, security, and
data integrity in projects that integrate data from several sources. It mitigates risks such as data
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breaches and regulatory non-compliance, fostering a culture of compliance and employing innovative
technology for improved capabilities [171]. Building data governance in finance emphasizes the
imperative of rigorous policies, procedures, and stakeholder participation to ensure optimal data
quality, privacy, and security. It addresses regulatory compliance challenges and uses technology to
effectively manage risks and enhance data assets within the sector [172].

4. Challenges in Data Governance for LLMs

Figure 5, defines the various challenges in data governance for LLMs such as data quality and
bias, scalability and complexity, privacy and security, and transparency and explainability, which are
mentioned in detail below. As LLMs trains on millions/billions of parameters, hence it needs a high
computational load with the powerful infrastructure requirements of GPUs/TPUs (high-performance
computing clusters are needed for data parallelism process). The main issue with integrating data
governance with LLMs is the high operational costs associated with running this integration pattern
implementation approach.

Challenges in Data Governance for LLMs
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Figure 5. Challenges in Data Governance for LLMs.

Zhou et al. [173] proposed a design in LLMDB (a general framework for developing and utilizing
LLM-used data management programs) to enhance the data management platform to address the
limitations of existing LLM consisting of hallucination, high operational cost, and low performance
in complex tasks. As LLMs train on vast amounts of dataset from multiple public, open source data
(web, articles, etc.), and private domain (e.g., billions of tokens from various sources), it is difficult
to track the data sourcing and ownership issue. Hence, it has an impact on crates legal actions on
copyright data and challenges related to ethical concerns over data ownership issues to suit with data
governance frameworks. In general, the leverage of data governance to provide a desired solution
and a balance act for ethical consideration, bias and fairness act, data quality, ownership issues, and
transparency to act sensible are the biggest challenge due to vagueness. The following are several
challenges in data governance with the use of LLMs.

4.1. Data Quality and Bias

Data quality, which has diversity of data sources and bias present in the data set, is a significant
challenge in data governance for LLMs. The quality of the data used to train LLM has inherent biases
from the dataset that can lead to misinformation about the results and ethical concerns. The study
reveals [174] that LLMs trained in diverse datasets inherit and amplify societal biases from training
data, causing an impact on data quality and extreme versions of biases (e.g. stereotypes, content
moderation) within the data governance framework. Using a data governance approach to analyze
and optimize LLM training dataset curation that leads to biased and low quality content output from
models that impacts performance [175]. The context of non-English datasets that have less information
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of source (e.g., Chinese, Korean context) creates hurdles for data governance to ensure data scarcity,
accuracy, unclear idea on the fairness of the data and trusted sources issues that lead to impacts model
performance as well [176]. LLM trained on multilingual datasets are considered "black boxes", which
means difficult-to-understand datasets and expected output of the models [177].

4.2. Privacy and Security

LLMs trains on vast amount of data (e.g., millions, billions parameter) in various domains and
data is crucial part to tune the model behavior. As this large model trains on huge data, privacy and
security play a key role. To prevent this extensive information, maintaining compliance with global
data protection laws plays a crucial role as a part of the data governance framework. However, there
are challenges in data governance related to privacy and security, which have been mentioned below.

e As LLM has the ability to train on large datasets and can create by mistakes memorize the data
and regenerate the information from the personal sensory data such as patient details, medical
records, leakage of financial information and others (e.g., data-poisoning attacks) [178].

¢ Italso targeted inference attacks, where malicious attacks can impact the vector database and can
pull private data using queries, which is a massive security concern with the various malicious
attacks (e.g., privacy breaches in model training and prediction phase, membership inference
attacks, model inference attacks) [179].

e  The strict guidelines and regulations of (RBAC) to prevent access role of these models based on
users profile, if the untrained person gets the access to write, retrieve data that will create an issue
of a data exposure risk [180,181].

®  Due to a rapid increase in data volumes, implementation is a big challenge for LLM in data
governance framework, as data come from multi-source tables which needs to enable a secure
integration approach. [182].

4.3. Transparency and Explainability

The LLM integration with a data governance framework consists of significant challenges related
to transparency and explainability, as it is difficult to trust models, justification of answers from models,
mitigation of bias and regulatory compliance are the main concerns. Since, as it is trained on large
data sources, it is difficult to trace the source of truth of the data, which comes from several tables (e.g.,
dark data, data opacity, data gap, algorithmic bias).

®  Most LLM are trained in private organizational enterprise data; hence most of these data are dark
data, not accessible to the public. This is vague to gain trust in the source of data and model
output that creates challenges in transparency, regulation and trust [183].

*  Financial chatbots trained on historical financial market data analysis (e.g. stock prices, forex,
etc.), various corporate reports (e.g., balance sheets, income statements, etc.) with the lack of a
source of citation raising large concerns about data transparency [184-186].

e  Healthcare chabots for patient recommendation trained on public healthcare datasets, research
papers and medical literature (PubMed, WHO guidelines), EHR’s. However, this chatbot model
cannot provide insight into the output result reference that makes a model decision opaque [187].

e  LLMs like GPT-4, BERT and others remain the black box of the system (e.g., trained on billions or
millions of parameter, model generates output without citing source details) which tends to create
a very big challenge to implement the data governance framework approach, as example, the EU
Al act and US AI bill of rights need transparency and explainability behind each decision [188-
190].

4.4. Scalability and Complexity

LLMs integration with data governance frameworks approach are big concerns to keep a track on
enterprise data ecosystem. As this large model replies on vast, diverse domain and unstructured data
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(e.g., image, video, audio), it makes it difficult to manage and governing these diverse scalable and

complex data pattern.

LLMs need high infrastructure components for a safer deployment of Al models. This leads to a
higher implementation cost based on the scalability of the architecture pattern and the size of the
model that makes it harder to implement a data governance approach at the enterprise level [191].
The LLMs are continuously learning and logging memory data and evolving efficiently with a
learn-and-evolve approach. As models are consistently growing as a model drift which creates a
challenge to implement data governance framework [192,193].

The model generates the output based on training with large training datasets that come from
multiple sources of data from various regions (e.g., the US region, Europe region, and others).
However, each region has its own specific Al regulation laws, such as cross-border data compli-
ance, creating a pertinent challenge to implementing data governance methodology [194,195].

5. Key Components of AI Data Governance for LLMs

Al data governance is a vital step in implementing the robust framework approach to ensure

that LLM is developed, trained, and tested securely. Ensures several key components, such as privacy,

security, and ethical use of data to gain the trust of the user. Figure 6, presented key components of Al

data governance, which gives high data quality, data annotation, data storage and management, data

usage, regulatory and ethical considerations and frameworks, and accountability and auditing in Al

applications. Below are the key components of Al data governance for LLMs.
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Figure 6. Key Components of Al data Governance.

5.1. Data Collection and Curation

Source Identification: Effective governance to ensure that data used for training, the data source
that is used for fine tuning that comes with high quality [196], diversity is crucial to selecting data
samples to enhance model training [197], data must have ethical sources that comply with data
protection laws (e.g. GDPR, HIPAA, CCPA, and others) [198], human curated data indicates high
quality of the data [199,200], and data fairness are important steps as part of core components of
data governance for LLM, however role of data cataloging ensures the data lineage tracking and
use of metadata management approach [201].
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5.2. Data Annotation and Labeling

LLM in enterprise data can benefit from using hierarchical annotation of structure data, where
instead of using a single label, it is classified at multiple levels based on label granularity. Instead
of using a single label, a tree structure benefits LLM to improve scalability and better performance
output [183,202]. Hence, leveraging hierarchical annotation allows for the identification of
complex relationships and patterns within the dataset.

Al data governance for LLMs in which automated labeling is a crucial component, as it deals with
dynamic label schema integration techniques to improve the ability to understand and classify
data with high precision [203]. Dynamic label schemas allow labels to evolve based on data input
and requirements, allowing the system to adjust automatically and labels to remain accurate
without manual efforts [204,205].

5.3. Data Storage and Management

Data storage is a crucial step to the impact of Al data governance to maintain data quality, data
integrity, and data storage and management, which plays a significant role in securing data
storage with a centralized data repository to manage a vast data set [206] to minimize the risk of
data leakage and helps to maintain data security using the central data approach.

This work emphasizes the impact of the data governance framework on a secure data leak
mitigation approach via the centralization of the data repository for vast data sets, transforming
enterprise data management through the unified data governance methodology [207].

This paper proposed a qualified compliance to align ISO/IEC 5259 standards with EU Al Act,
Article 10. This process is a key component of data governance to improve data management and
compliance tracking and facilitate organizations in demonstrating compliance with both legal
and technical standards [208].

The current research discusses how Al data governance can help with data management by
keeping an eye on compliance, making data more effective, and handling risk with a mitigation
approach [209]. Using advanced machine learning technologies can enhance data governance
capabilities with multisource data integration patterns by using reference tools for data quality
check, data profiling, data cleaning, and continuous monitoring [210].

5.4. Data Usage and Monitoring

Data usage and monitoring are critical components to implement Al data governance frameworks
to mitigate the risk of data misuse and allow data compliance with the regulations and guidelines
that apply. An effective data governance impacts the data filtering and data monitoring approach
to work closely from training, testing, to the secure Al deployment pipeline of large models [154].
Recommendation of the data governance mechanism based on the detection of unauthorized
data and requires the protection of patient data in healthcare by closely monitoring the process
through transparency and accountability to prevent harm; therefore, data encryption, masking
and hashing can protect patient health information within the use of a conceptual data governance
framework [43,211].

The OECD recommendation on the governance of health data underlines the need to establish
national governance frameworks that protect personal health data while facilitating their use for
public policy purposes. It encompasses measures to identify unwanted data access to protect
patient data security and privacy [212].

Data protection regulation policies such as GDPR and CCPA reshape data usage that enhance
customer trust. Due to the importance of regulation-aware dateset (e.g., C3A) is managed
effectively to comply with relevant regulation, policies standards, and ethical guidelines [213,214].
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5.5. Regulatory and Ethical Considerations
5.5.1. Global Regulatory Landscape

The global regulatory landscape for data protection laws is spread out across various regions
throughout the globe (e.g., Europe, the United States, China, etc.) to utilize the regulatory frameworks
to enhance data privacy and security standards. The following is a list of widely used regulatory
frameworks.

*  General Data Protection Regulation (GDPR): GDPR sets a high standard for data protection law by

the European Union to mitigate data privacy and security vulnerability. This regulation sets strict
requirements for organizations related to data handling, data processing, data brach notifications,
data storage to ensure transparency and accountability.
The key components of GDPR are data protection rights, breach notification, lawful processing,
extraterritorial reach, data subject rights (e.g, Right to Access, Right to Rectifications) [215,216]. By
integrating GDPR and EU AI Act within the global regulatory landscape that enhances compliance
strategies, strengthen data protection and trustworthy Al system [217].

¢  California Consumer Privacy Act (CCPA): The CCPA represents privacy laws that govern data
collection, data sharing, and letting customers control their data. It gives people in California
certain rights over their personal information, such as the right to know what information is being
collected, the right to see and delete that information, and the right not to have their information
sold [218,219]. The CCPA protects specific groups of people, with a focus on customer rights when
it comes to data sales. It has made a lot of advances in protecting privacy, showing how different
ways of handling privacy problems in the digital world today [220]. This law was subsequently
revised and expanded by the California Privacy Rights Act (CPRA), which introduced enhanced
consumer protections and enforcement mechanisms [221].

e  China’s Personal Information Protection Law (PIPL): PIPL is a comprehensive framework and
a significant step in China for data protection, data classification and user rights within digital
platforms [222]. The main components of PIPL are informed consent, data classification, and user
rights. This framework in China is used for the protection of personal data, which emphasizes
informed consent, classification of data, and remedies for data violations, and is based on the
principle of proportionality to improve data security and privacy rights [223]. It is designed to
regulate the use of personal data by digital platforms, with a focus on the state’s authority over
user data control and privacy practices [224].

5.5.2. Ethical Frameworks

An ethical framework and Al data protection and regulations are vital steps to ensure ethical data
practices by various stakeholders (e.g., government regulations, researcher, developer, organization
and business) with the principle of responsible Al development (e.g., transparency, fairness, human-
centric approach, etc.).

e  Stakeholder Engagement in Ensuring Ethical Data Practices: The roles of stakeholders are critical
in ethical data practices to mitigate data risk assessments using government and regulatory
involvement to foster trust by implementing various regulatory frameworks (e.g., CCPA, GDPR,
EU AI Act, and others) to implement sustainable development [225]. The use of stakeholder
participation is critical by participating in brainstorming sessions, consultations to clarify ethical
responsibilities, and addressing ethical conflicts [226]. Ethical considerations in data analysis are
the best practices for the researcher and developer to implement an ethical Al model with fairness,
fostering trust throughout the lifecycle of model development [227]. The use of the enhanced
enterprise data ethics framework fosters strategic decision-making and legitimate engagement in
higher education data management by emphasizing transparency, fairness, accountability, and a
centric approach between stakeholders [228].

e  The Fundamental Principles of Responsible Al Development: These principles must guide the end-
to-end machine learning lifecycle of Al development that builds securely with ethical safeguard
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of model deployment, prevents biasing in the model, and the discrimination and ethical approach
throughout the life of the model iteration. A comprehensive framework and data protection
laws are important for responsible Al development that includes fairness, transparency, privacy,
security, accountability, and system robustness [229]. This report highlights the importance of
stakeholder participation, comprehensive monitoring systems, and structured ethical frameworks
as fundamental principles for responsible Al development. These components guarantee that
technological advances are consistent with ethical principles and human values, ultimately
resolving issues such as accountability and algorithmic bias with the requirements of responsible
Al governance [230,231].

5.5.3. Accountability and Auditing

To gain trust in various sectors with the use of emerging Al technologies like LLMs, it is crucial to
have a mechanism for auditing data practices. The integration of robust auditing mechanisms and
accountability is important to improve efficiency and precision in Al applications with real-time Al
monitoring [232]. It is crucial to uphold public confidence in data practices through the implementation
of both internal and external audits. Research underscores the importance of comprehensive auditing,
which, together with stakeholder participation and digital transformation, improves transparency
and accountability in public sector accounting [233]. The study indicates that internal audits conduct
periodic self-assessments to ensure adherence to data protection regulations in the implementation of
GDPR to ensure compliance with data protection measures [234,235]. In order to improve the quality
of national statistics and data curation, the paper stresses the necessity of establishing robust data
governance frameworks that are based on widely accepted standards. These cybersecurity frameworks
may include internationally recognized standards such as ISO 27001 (an international standard for
information security management systems), SOC 2, and NIST to ensure accountability and a rigorous
auditing process [236,237].

6. Best Practices for AI Data Governance in LLMs

Al data governance plays an important role in LLM, providing strong guidelines and regulatory
authority for data management via end-to-end lifecycle management in LLM to ensure compliance,
regulatory, secure, auditing methodology, and ethical approach. The best practices of effective data
governance to implement robust data governance frameworks, leveraging valuable technology for data
monitoring and security, engaging stakeholders for transparency and accountability, and consistently
enhancing governance policies to accommodate advancements in Al and evolving regulations based
on requirements. Hence, implementing the best practices of data governance assist organizations in
minimizing risk, providing trustworthiness in Al application from user side, maintaining data integrity,
secure data against adversarial attacks, and continuously monitoring data pipelines for anomalies. As
shown in Figure 7, an overview of best practices for Al data governance at the high level and the key
components are outlined below.


https://doi.org/10.20944/preprints202504.0219.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 2 April 2025

19 of 38

Best Practices for Al Data Governance in LLMs
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Figure 7. Best Practices for AI Data Governance in LLMs.

6.1. Developing a Governance Framework

A well structured governance framework defined a crucial role in protecting sensitive information
in the data quality management-based approach [238] that enhances decision-making and facilitates
the compliance approach. By implementing the integration of the data governance framework that
strengthens the compliance and regulations that build trust between the user and Al applications [239,
240]. In every step of LLM lifecycle management, data ownership, transparency, accountability,
and secure deployment are the keys to the success of LLM, defined as a clear role using a data
governance [241,242].

6.2. Stakeholder Engagement

Stakeholder involvement, which includes early input from all participants (e.g., Al engineers,
compliance officers, data scientists, regularity audience), gives an important knowledge exchange be-
tween the research team and the data owners, which helps identify potential risks and ethical concerns
prior to the development phase and ensures a diversity of perspectives in Al development [243,244].
The paper demonstrates the importance of ongoing stakeholder engagement, particular in the design
of generative Al tools, with an especially strong focus on older adults. This participatory approach
guarantees that Al applications, such as LLMs, are effective and useful to their intended users by
addressing usability and accessibility. In addition, assist in brainstorming on various concerns to be
addressed and improve the decision-making process [245,246].

6.3. Leveraging Technology

As LLMs on large scale utilize and perform complex operations, in that case, the use of technology
within the data governance methodology plays a critical role. The use of advanced technologies such
as Al-driven tools for an automation approach to audit and monitor the regulation approach with
respect to maintaining data integrity. An Al-driven data analysis that enhances the identification of
trends and patterns and assists in policy making criteria, policy evaluation, improved transparency,
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and public trust in governance [247]. However, using an automated data validation approach, a data
validation document (DVD)-based approach reduces the risk of human error, allows for the close
tracking of data closely, and facilitates compliance and regulatory standards. Overall use of Al-driven
technology improves an operation process and supports large-scale data-driven governance.

6.4. Continuous Improvement

As LLMs use fine-tuning mechanisms (allows LLMs to take advantage of both labeled and
unlabeled data [248]) to adapt a specific task and evolve performance and applicability. As Al data
governance has an iterative approach to assist with the iteration and feedback-based mechanism and
requires a continuous monitoring and refinement approach to LLM as it continues to evolve. As LLMs
are trained on large datasets and integrated with various applications, data governance practices
adapt the process accordingly. Regular updates to policies and regulations that help mitigate the
risk associated with data bias, model inaccuracies, and security breaches [249]. Hence, a continuous
improvement approach in a data governance framework plays a critical role in aligning with current
processes and future process updates.

7. Case Studies and Real-World Applications on Implementing Data Governance
in LLMs

Many companies at the enterprise level are using data governance frameworks in data security
to manage master data management (MDM), such as customer data management, product master
data management, and vendor master data management [250]. Google was the first in the industry
to leverage data governance in generative Al to protect AI/ML privacy commitments, providing
higher security over customer data stored in the cloud [251]. Microsoft Azure implements the new
opportunities for modern Al data governance to integrate LLM with transparency, accountability,
security, and a focus on fairness in Al decision-making abilities [252,253].

The proposed framework in the financial industry via (e.g., IBM watsonx.governance ([254])
with the implementation of Al governance in LLM is the main impact behind the use of the human-
controlled Al-regulated task together with the automation pipeline to process models using MLOps
and LLMOps, high-level design and methodology to manage organization in the blueprinting phase,
end-to-end model development guidelines with the use of guidance and regulation throughout the
LLM life cycle from design, development, testing and validation, deployment, monitoring, and
enhancement of models are crucial in the advancement of ethical and responsible Al. The author
proposed Nickerson'’s framework [255] development process that captured the scope of building a
model (data, model, system, people targets and scope, organizational scope and targets), outline, and
governance mechanism (structural, procedural, relational), model targets (e.g., RAG), antecedents,
consequences (risk management, performance effects) and mitigation risk while integrating with
GenAl The author of this research recommended differential governance, supervision, controls, and
procedures incorporating generative Al The first step was differential privacy, enabling financial
institutions to detect fraud while protecting customer privacy rights and regulatory obligations [256].
The author of intelligent data governance has proposed a modern framework [257] built on modular
microservice architecture deployed on scalable cloud infrastructure. This method with the use of this
architecture and design pattern (e.g., modular microservices, scalable cloud infrastructure ) provides
organizations with the ability to rapidly adapt to evolving data governance requirements, providing
unparalleled scalability, integration, and flexibility. The research proposed [258] blueprinting for
auditing LLMs using a three-layered approach such as governance audit, model audit, and application
audit, the adoption of this Al governance model in LLM collectively addresses ethical, legal, and
technical challenges, as shown in Figure 8.
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Figure 8. Auditing Data Governance Framework for LLMs: A three-layered approach [258].

The paper addresses Telecom Knowledge Governance (TKG) for LLMs and describes how a high-
quality telecom corpus and an automated Q&A dataset were generated to improve model performance
in telecom industry apps such as customer service and data search [259]. The paper talks about real-life
case studies that show how Al can be used successfully in data governance. It emphasizes automating
compliance evaluation, improving data quality, and managing risk [209]. The paper presents case
studies on highlighting the significant challenges in LLMs related to privacy and security concerns,
hence it needs to implement GDPR, CCPA data protection laws. In this work, the author has proposed
a framework referred to as OneShield Privacy Guard. This framework is intended to mitigate the
privacy risks associated with user inputs and outputs produced by LLMs in open source and enterprise
environments [260]. The system that leverages Al regulation successfully assists in tackling legal
queries with variable precision by utilizing GPT-3.5 and GPT-4 to interact with EU legislation (system
of laws and legal frameworks enacted by the European Union). The potential of LLMs in governance
applications was demonstrated by integrating the use of augmented retrieval generation (RAG), which
improved the functionality of this system [261].
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8. Open Challenges and Future Research Opportunities

As data governance frameworks are the vital process to integrate with LLMs. Although there is
an emerging trend of adapting the digital landscape of the data governance base. However, there are
still open items that need to be addressed, which are mentioned below:

8.1. Scalability of Data Governance Framework

As LLM models scale up and are trained on millions or billions of parameters, based on the
complexity and enhancement of the model. A solid, scalable, and robust approach is required in the
data governance integration pattern for a large data set training process. Furthermore, with the given
scale of LLMs, the new data governance framework must be adaptable, continuously monitored with
the ability to provide real-time updates, and ensure a clear and refined data governance compliance
and regulation.

8.2. Security Risks and Data Breaches

As large language models are deployed in production instance, which require secure LLMOps
pipelines to deploy Al models, which need an encrypted robust mechanism within the data governance
framework to avoid data breach activity while delivering AI model in production instance. However,
it needs a multilayer approach in data governance frameworks which will assist to handle the Al
model deployment logging activity from the initial phase, the deployment phase, till the maintenance
phase of the model by embedding security and compliance protocols.

8.3. Data Privacy and Compliance

Cross-border data transfer has a language barrier in various regions, as different countries
have different data protection regulation laws in their native language. e.g., LGPD (Brazil), CCPA
(California), and EU Al Act (Europe), which creates a vague understanding and implementation of
data governance rules. As a result, the establishment of a unified compliance strategy will be an
extremely difficult task. Hence, companies must have developed multilingual compliance frameworks
and automated translation tools as prospective actions to overcome the challenge in data governance
framework.

8.4. Data Provenance and Traceability

It is challenging to determine the source of truth of the data, which is derived from multiple tables
(e.g. dark data, data opacity, data gap, algorithmic bias), as LLMs are trained on large data sources and
the data is constantly cleaned and refreshed. Hence, tracking large datasets and maintaining the data
lineage from various pipelines are unique challenges in tracking and tracing data in the Al governance
landscape. Therefore, the implementation of robust mechanisms for data traceability and continuous
data auditing is necessary as this framework adapts and evolves.

Furthermore, an evolving landscape of Al regulations is needed, as Al technology has evolved
rapidly. Hence, there is a need for global co-ordination to address regulatory gaps, and there is a
potential to change Al regulation to mitigate the risk of fostering innovation [262]. A new policy
mandate is essential for Al developers to enhance the model for more detailed transparency and
explainability in critical sectors such as healthcare, finance, and autonomous systems that need an
explainable artificial intelligence to promote ethical use of Al [263]. In the coming years, stronger
data protection laws will be required for the automated decision-making output of the model. In
cross-border data governance, due to multilingual data, uniform data regulation bodies and strict
policies are needed with each local privacy law to fill the gaps between various languages based on
data regulation.

However, existing research is being conducted to finalize a new integration pattern between
blockchain and AI data governance for secure and auditable data governance. As shown in Fig-
ure 9, blockchain technology with the use of new integration approach (conceptual framework) with
data governance framework which will help, offering a transparent track of all transactions and
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data interactions, essential for monitoring Al algorithms, the use of integrity and transparency of
data, auditable trail of transactions, hybrid governance approach and ensuring adherence to ethical
standards [264,265].

Enhancing Al Governance with Blockchain: A Secure and
Ethical Approach

Hybrid  SQ ﬁ Data
Governance Transparency

(Al Data Governance
Regulatory
Framework)
+

. Blockchain

Securlty O Ente ration D i i
Enhancements gration) UQ Auditable Trails

56 Ethical
Compliance

Figure 9. Enhancing Data Governance with AI and Blockchain Integration.

The blockchain-driven regulatory framework is an essential part in protecting the digital ecosys-
tem against Al-generated content, which has addressed security concerns in the digital ecosystem;
however, this existing framework improves audit qualification and efficiency through deep data
mining and security of audit problem clues [266,267]. More discovery is needed in the hybrid Al
data regulation process with a multilayer approach in the governance data framework. Furthermore,
promoting interdisciplinary research on Al governance is essential for creating extensive and effective
regulatory frameworks (e.g., the ETHOS framework [268] decentralized governance innovation frame-
work which offers scalable and prompting trust), while addressing the significant gaps between the
evolving Al technologies in LLM and the existing legal framework (e.g., combining legal principles,
ethical considerations, technological advancements, and sociological insights to create comprehensive
frameworks for Al governance) [269].

8.5. Human-AlI Collaboration in Data Governance

The necessity of human-AlI collaboration in data management is becoming more widely acknowl-
edged as a critical factor in the maintenance of ethical standards, data fairness, data accuracy, and
the improvement of decision-making processes with the use of human-AlI collaboration in the data
governance framework. In an effort to resolve obstacles such as ethical dilemmas and cognitive inaccu-
racies in data management, and mitigate misinformation risks from AI automated system. This human
collaboration leverages the strengths of both human cognitive abilities and machine-computational Al
capacity. Through human oversight, cognitive biases that may arise as a consequence of automated
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systems can be mitigated and enhance the quality of decisions and increase public trust [195,270].
Future research steps are important to investigate human-in-the-loop governance models, which re-
quire collaborations between human review and Al systems to ensure responsible Al utilization. This
approach will balance automated generated output with human judgment and refines the escalation,
mitigates the risk of misinformation, and upholds ethical standards.

8.6. Data Quality and Bias Mitigation

LLMs frequently develop biases from their training data, which can result in ethical and impar-
tiality concerns. The study demonstrates that LLMs exhibit performance disparities as a consequence
of US-centric training data, revealing biases influenced by sociodemographic factors [271,272]. It
emphasizes the importance of diverse training data and impartiality metrics in order to address ethical
concerns and ensure that the models perform fairly, and it needs to ensure data quality and data
reparation by applying pre-processing techniques and utilizing post-processing corrections are vital
steps in curating diverse datasets and bias mitigation approach [65,199,273,274].

Additional research is required to develop adaptive models that dynamically evaluate and correct
biases throughout the end-to-end Al lifecycle (e.g., identifying the unknown bias pattern, data opacity
alert mechanism, adaptive bias correction approach, etc.), ensuring transparency and accountability in
the decision-making process of the LLM model. Biases can have a significant impact on society, which
is why future research methods are crucial to ensure impartiality and accountability in Al systems
across various domains (e.g., healthcare, finance, pharmaceutical, and others).

9. Conclusions

LLMs are growing rapidly to foster the trustworthiness of Al models from the user side; It is
essential to integrate LLM with a robust data governance framework for ethical data management,
model performance, biases, privacy laws, regulatory compliance, robust impact on data privacy, and
avoid security breaches and hallucinations in AI models. This paper has explored the core importance
of the data governance framework, including various rules and regulations on Al governance and
the challenges of implementing data governance in LLM. This paper also provided the importance
of stakeholder collaboration in shaping policies for the ethical data approach. Moving forward, it is
essential that the data governance framework continues to refine and adapt to various sectors of LLM-
based Al applications such as healthcare, pharmaceutical, finance, supply chain, and cybersecurity to
adapt the robust ethical approach and to ensure legal requirements are consistently met.
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Abbreviations

The following abbreviations are used in this manuscript:

GDPR: General Data Protection Regulation

HIPAA: Health Insurance Portability and Accountability Act
CCPA: California Consumer Privacy Act

FCRA: Fair Credit Reporting Act

MDM: Master Data Management

FSA: Financial Sentimental Analysis

IT: Information Technology

OECD: Organization for Economic Cooperation and Development
ENISA: European Union Agency for Cybersecurity

NIST: National Institute of Standards and Technology

CRS: Conversational Recommender System

BCBS: Basel Committee on Banking Supervision’s

SCM: Supply Chain Management

LLMDB: LLM-enhanced data management paradigm

FDA: Food and Drug Administration

MLOps: Machine Learning Operations

LLMOps: Large Language Model Operations

GPU: Graphics Processing Unit

TPU: Tensor Processing Unit

LLM: Large Language Model

AIRMEF: AI Risk Management Framework

DLP: Data Loss Prevention

RBAC: Role-Based Access Control

ISO/IEC: International Organization for Standardization / International Electrotechnical Commission
MFA: Multi-Factor Authentication

KYC: Know Your Customer

TLS: Transport Layer Security

ML: Machine Learning

ZTS: Zero Trust Security

BCBS: Basel Committee on Banking Supervision

GS1: Global Standards for Supply Chain and Data Management
SOX: Sarbanes-Oxley Act

RBAC: Role-Based Access Control

PHI: Protected Health Information

CTI: Cyber Threat Intelligence

EHR: Electronic Health Records

EU: European Union

PIPL: Personal Information Protection Law

CPRA: California Privacy Rights Act

ALl Artificial Intelligence

NIST: National Institute of Standards and Technology

SOC: Service Organization Focus

MDM: Master Data Management

TKG: Telecom Knowledge Governance

RAG: Retrieval-Augmented Generation

LGPD: Lei Geral de Protecao de Dados (General Data Protection Law)
HHH: Helpful, Honest, and Harmless

PII: Personal Identifiable Information

DVD: Data Validation Document

EALI: Explainable Artificial Intelligence
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WHO: World Health Organization

AU: African Union

EU: European Union

DPK: Data Prep Kit

DLG: Data lineage graphs

ETHOS: Ethical Technology and Holistic Oversight System
KYC: Know Your Customer

DataBOM: Data Bill of Materials

HAIRA: Healthcare AI Governance Readiness Assessment
GRC: Governance, Risk, and Compliance
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