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Abstract

Background: Water security is a growing global challenge that requires effective and sustainable
watershed management. Information and Communication Technologies (ICTs) provide innovative
tools to support this process, but their applications still demand systematic assessment. This study
reviews and synthesizes the literature on ICT-based solutions for water resource management,
emphasizing their potential to enhance water security and promote sustainable practices. Methods:
A combined bibliometric and qualitative analysis was performed on scientific articles published
between 2020 and 2024, retrieved from the Web of Science and Scopus databases. The bibliometric
analysis identified key trends and emerging themes, while qualitative analysis examined specific ICT
applications. Results: Findings reveal a prominent focus on remote sensing integrated with artificial
intelligence (AI) for water quality monitoring, enabling early detection of potential problems and
enhanced data analysis. IoT and Big Data are also highlighted as promising tools for real-time
monitoring and decision support. However, the analysis identified persistent limitations in practical
implementation of these technologies across diverse geographical contexts. Conclusions: The
integration of ICTs into water resource management holds significant potential for advancing water-
related Sustainable Development Goals. Future research should expand application to
underrepresented regions, explore emerging technologies, and address challenges of data integration
and validation to ensure reliability and scalability.

Keywords: watershed management; water security; ICT; remote sensing; artificial intelligence; IOT;
bibliometric analysis; sustainable development

1. Introduction

1.1. Water Security Challenges and the Need for ICT Integration

Water scarcity and degradation have emerged as global challenges that threaten ecosystems,
economic development, and human well-being. Increasing demographic pressures, unsustainable
consumption patterns, and the intensifying impacts of climate change exacerbate the imbalance
between water availability and demand, placing water security at the center of sustainability debates
[1,2]. Addressing these issues requires integrated approaches that consider the hydrological cycle as
a whole and adopt the watershed as the fundamental territorial unit for planning and management.

Watershed-based management allows for the integration of environmental, social, and economic
factors by focusing on hydrological rather than administrative boundaries. Within this framework,
water generation, storage, abstraction, treatment, distribution, reuse, and the impacts of human
activities are considered in a systemic manner. Effective watershed management is, therefore, crucial
for safeguarding water resources for present and future generations. In Brazil, for example, the
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National Water Resources Policy (Law N* 9.433/1997) [3] established watershed management as a
core principle, promoting decentralized and participatory governance through Watershed
Committees and long-term strategic planning instruments. Although specific to the Brazilian context,
this example illustrates how the watershed scale has been institutionalized as a critical arena for
sustainable water governance.

Central to this governance structure is the use of indicators derived from continuous data
collection. Indicators translate raw data into simplified and accessible information, enabling
managers to monitor water consumption, demand, and quality, and to anticipate risks associated
with scarcity and degradation. Beyond their technical role, governance indicators also provide
diagnostic value for assessing the performance of water policy regimes and identifying institutional
weaknesses, making them indispensable tools to enhance adaptive and sustainable water governance
[4]. In this sense, comprehensive and interdisciplinary assessment frameworks, such as the
“sustainability wheel,” highlight how indicators can integrate hydrological, ecological, social, and
institutional dimensions, offering a holistic perspective to evaluate and strengthen water governance
systems [5]. Sustainable water management depends on the availability of robust and up-to-date
information on both the quantity and quality of water bodies, ensuring that decision-making
processes are based on reliable evidence.

However, current monitoring systems often face limitations related to the volume, quality, and
timeliness of available data. Traditional Water Quality Indices (WQIs), although widely used to
synthesize complex information into a single communicable metric, frequently presents
shortcomings associated with parameter selection, subjectivity in classification schemes, and rigidity
in adapting to local contexts. These challenges can undermine their diagnostic power and hinder their
effectiveness in supporting decision-making, particularly in regions with diverse environmental and
socio-economic conditions [6]. This creates a gap between the demand for precise and continuous
information and the capacity of traditional tools to supply it. To overcome this challenge, Information
and Communication Technologies (ICTs), including the Internet of Things (IoT) [7], Big Data,
Artificial Intelligence (Al) [8], and Business Intelligence (BI) [9] have been increasingly explored for
their potential to enhance the collection, processing, and analysis of water-related information.
Recent studies highlight that IoT devices, when combined with Machine Learning algorithms, enable
real-time monitoring, predictive analytics, and early warning systems for water quality management,
offering a cost-effective and scalable alternative to conventional methods. These technologies offer
opportunities to strengthen water security indicators, provide real-time insights, and support
adaptive and sustainable management practices.

This study aims to systematically review and synthesize recent scientific literature on the
applications of ICT in water resource management, emphasizing their potential to enhance water
security and promote sustainable practices. By combining bibliometric and qualitative approaches,
the review identifies emerging trends, technological synergies, and persistent barriers, providing
insights into how ICTs can contribute to achieving Sustainable Development Goals (SDGs) related to
water.

1.2. Specific ICT Applications for Sustainable Water Resource Management

The integration of ICTs into water resource management can be understood across three
complementary domains: monitoring, data processing, and decision-making support.

One first set of tools focuses on environmental monitoring and sensing. Remote sensing enables
the acquisition of information from hydrological systems without direct contact, providing large-
scale and continuous coverage through orbital or aerial platforms [10]. Complementarily, the Internet
of Things (IoT) establishes networks of sensors that collect and transmit real-time data, expanding
the capacity to monitor local variations in water quantity and quality [11]. Together, these
technologies address one of the main challenges in water governance: the scarcity of reliable and
continuous data.
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A second domain relates to data storage, processing, and analytics. Big Data approaches
encompass strategies for data extraction, modeling, and predictive algorithm development, enabling
the handling of large, heterogeneous datasets [12]. Data Mining adds value to this process by
uncovering hidden patterns in extensive databases, thereby accelerating knowledge discovery and
supporting decision-making [13]. Business Intelligence (BI) builds upon these analytical capacities to
generate reports and insights from organizational data, directly contributing to more transparent and
evidence-based management [14].

Finally, a third group of ICTs enhances decision-making and predictive modeling. Artificial
Intelligence (AI) comprises models and techniques for knowledge representation, perception,
planning, and machine learning [15]. Within this field, Machine Learning algorithms detect patterns
from large datasets and predict outcomes [16, 17], while Neural Networks replicate brain-like
learning processes to improve supervised and unsupervised tasks [18]. Deep Learning has advanced
the discovery of complex data structures and improved predictive performance [19]. Decision
Support Systems (DSS) combine these analytical advances with user-oriented tools that facilitate
scenario evaluation and policy optimization [20]. Emerging technologies such as Machine Vision [21],
Virtual Reality, and Augmented Reality [22], although still underexplored in water governance, hold
potential to enhance participatory processes and improve communication of hydrological
complexities to stakeholders.

Taken together, these technologies illustrate not only the diversification of ICT applications but
also their synergistic role in addressing data limitations, strengthening monitoring, and supporting
adaptive and sustainable water governance.

2. Materials and Methods

2.1. Research Characterization

This study is characterized as a descriptive, document-based research project with an
exploratory and applied nature. Given the limited literature on the application of innovative
Information and Communication Technologies (ICT) in watersheds, the primary objective is to
generate knowledge for future investigations [23]. This focus on generating knowledge and
identifying potential applications directly aligns with Sustainability’s interest in defining and
quantifying sustainability.

To identify relevant literature, this study employed bibliometric analysis. This quantitative
approach systematically analyzes fundamental elements across various fields of study and is crucial
for investigating literature related to factors that influence the search for innovative ICT applications.
These ICT applications can be effectively implemented in the sustainable management of water
resources, offering several significant contributions [24]. This method is relevant to the journal's focus
on sustainability tools.

Bibliometrics, a statistical and quantitative approach, focuses on generating indicators about the
production and dissemination of scientific knowledge [25]. This technique enables the quantification
of scientific knowledge through the analysis of publication patterns, examining aspects such as
authorship and research behaviors in specific areas [26], in addition to exploring the dynamics of
publication and the authors involved [27].

The theoretical contributions of Lotka, Bradford, Zipf, and Price provide essential foundations
for bibliometrics [28]. Lotka presented the law of the inverse, which applies to the evaluation of
author productivity [29]. Bradford explored the dispersion of authors among various publications
[30]. Zipf's law analyzes the frequency of words in extensive texts [31], while Price focused on the
dynamics of scientific activity. These laws help to provide a quantitative framework for assessing
and understanding the dynamics of research in this area.

The bibliometric analysis applied in this study aims to detect research trends and emerging
themes in the literature on innovative ICT and the sustainable management of water resources. It
allows researchers and managers to identify areas of greater relevance and gaps that still need
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attention. This methodology analyzes the evolution of themes and trends over time, assisting in
understanding changes in research and in identifying points of inflection and emerging themes [32].
The analysis of keywords in articles, for example, makes it possible to identify patterns of co-
occurrence, highlighting the main themes and research topics related to the challenges of sustainable
water resource management [33]. The ability to detect emerging trends is key for adaptive
management of water resources.

The analysis of citations in scientific articles is crucial for understanding the influence of specific
works and authors in the area. It is fundamental for researchers to identify relevant contributions and
essential references for the advancement of knowledge. The methodology maps the network of
knowledge, helping to recognize which authorships and studies exert greater influence and revealing
gaps that still demand investigation [34]. This emphasis on knowledge mapping aligns with the
journal's interest in sustainability science.

In this study, bibliometric analysis was applied with the purpose of verifying and quantifying
the production of academic articles that addressed themes and contents about how innovative ICT
applications can be effectively implemented in water resource management and in ensuring water
security. In addition to the theoretical basis, the research included numerical treatment and statistical
analysis of data, using the VosViewer software, which made possible, later, a more in-depth
qualitative investigation [35], as illustrated in Figure 01.

[ RESEARCH QUESTION ] D
[ DEFINITION OF SEARCHPLATFORMS |
MINING OF BIBLIOMETRIC DATA )
SEARCH CRITERIA REVIEW AND STORAGE OF RESULTS BEORIEGSAYED
RESULTS
| DATA IMPORTATION AND ANALYSIS | J

(VOSviewer)

ANALYSIS OF BIBLIOMETRIC DATA

Bibliometric parameters

Evolution of publications | Most relevant thematic areas | Keywords [ Articles
Authors | i tuti [ Journals | Countries
Bibliometric networks

Authorship networks (authors and
countries)

Citations (authors, articles, journals and countries) Co-citations (authors, journals and ar ticles)

MAPPING THE STATE OF THE ART AND IDENTIFICATION, GROUPING AND ANALYSIS OF GAPS AND TRENDS

Netwarks,
O s Ot cing Dbt cid | ANalyts pud v el Keyword analysis Group analysis T Analysis of interactions
institutions and articles selected articles 3 ¥ s Overview ¥
u IDENTIFICATION OF RELEVANT ARTICLES (RAYYAN)
e APPLICATION OF ARTICLE SEARCH. X S\I:IL:SI 115036?\1)
INCLUSION AND EXCLUSION CRITERIA v

CRITICAL ANALYSIS AND EVALUATION OF

. CONTENT OF SELECTED ARTIKCLES

| PRESENTATION AND DISCUSSION OF |

RESULTS AND CONCLUSIONS

Figure 1. Methodological Flowchart of Bibliometric Analysis.Source: Elaborated by the authors (2025)

The second part of the methodology involved a qualitative analysis of the selected studies to
evaluate their contributions to the proposed research questions. The use of the PRISMA (Preferred
Reporting Items for Systematic Reviews and Meta-Analyses) methodology, specifically developed
for the elaboration of systematic reviews [36, 37], facilitated a thorough evaluation of existing
research, allowing an effective categorization of studies focused on the interactions between ICT and
water resources management, evaluating their impacts through the analysis of the identified
keywords.

2.2. Data Collection and Selection

Studies that address innovative technologies related to water security were considered eligible
for this research. The selection of primary sources was based on scientific articles published in the
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last five years (2020 to 2024) in English. The search was performed in the Web of Science and Scopus
databases, using Boolean expressions with relevant key descriptors and their semantic variations, as
shown in Figure 2:

Equation 01 - Search criteriain the Web of Science database

ALL = (("Information and Communication Technologies" OR "ICT" OR "Digital Technologies” OR "Telecommunications"
OR "Artificial Intelligence” OR "remote sensing” OR "internet of things" OR "IoT" OR "Business intelligence” OR "smart
sensors” OR "big data" OR "augmented reality” OR "virtual reality” OR "cloud computing” OR "blockchain" OR "edge|
computing” OR "autonomous robotics") AND ("W ater Security” OR "Hydrological Security” OR "Water Resilience") AND
("Water Management” OR "Water Resource Management” OR "Water Conservation" OR "Water Policy” OR|
"Hydrology"))

Equation 02 - Search criteriain the SCOPUS databas e

all = ( ( "Information and Communication Technologies" OR "ICT" OR "Digital Technologies" OR "Telecommunications"
OR "Artificial Intelligence" OR "remote sensing” OR "internet of things" OR "IoT" OR "Business intelligence” OR "smart
sensors” OR "big data” OR "augmented reality” OR "virtual reality” OR "cloud computing” OR "blockchain" OR "edge
computing” OR "autonomous robotics" ) AND ( "Water Security" OR "Hydrological Security” OR "Water Resilience" )
AND ( "Water Management" OR "Water Resource Management" OR "Water Conservation" OR "Water Policy" OR
"Hydrology" ) ) AND PUBYEAR > 2020 AND PUBYEAR < 2025 AND ( LIMIT-TO ( DOCTYPE . "ar" ) OR LIMIT-TO (
DOCTYPE . "re" ) ) AND (LIMIT-TO ( LANGUAGE . "English" ) OR LIMIT-TO ( LANGUAGE . "Spanish" ) ) AND ( LIMIT
TO (PUBSTAGE . "fnal" ) OR LIMIT-TO (PUBSTAGE . "aip" ) )

Figure 2. Boolean Equations Used for Data Search in the Scopus and Web of Science Databases.Source:
Elaborated by the authors (2025)

The information extracted from the selected articles included data on authors, titles, abstracts,
and journals, and was organized in the Zotero bibliographic reference management platform.

2.3. Data Processing and Analysis

The search for articles was conducted independently by four researchers and analyzed with the
aid of the VOSViewer and Rayyan software.

The first analysis of a quantitative nature consisted of the identification of the co-occurrences of
the main terms or keywords. For this, the data processed in the Zotero platform were imported into
the VOSviewer Software, using the RIS format.

The second analysis of a qualitative nature involved the export of previously selected articles
and organized in the Zotero platform to RAYYAN [38], a tool designed to assist in systematic reviews.
This platform allowed the selection of articles based on the keywords chosen for inclusion, restricting
the analysis to the population and outcomes of the articles evaluated, according to the interests of the
research. After reading and analyzing the material, only the articles pertinent to the limits of the
research were considered, since they addressed the presence and use of ICT related to water security
and management.

3. Results

The search performed in the Web of Science database identified 447 articles independently by
04 researchers, while the Scopus database yielded 18,604 articles. All articles were processed using
Zotero and the Rayyan platform, available at https://new.rayyan.ai/reviews/1037979/overview. From
the total of 19,051 articles collected, 14,310 were eliminated as duplicates, leaving 4,741 for
preliminary analysis. This transparent and reproducible search strategy is crucial for ensuring the
reliability of the research.

). Distributed under a Creative Commons CC BY license.
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3.1. Analysis of Keywords

The keyword analysis performed in the VosViewer software initially considered a set of 2,800
distinct words, extracted from the 4,741 articles collected. Using a selection criterion based on the
semantic association of the keywords with the general concepts linked to Information and
Communication Technologies (ICT), a list of 28 relevant terms was compiled by the expert authors
in the ICT area, as detailed in Table 1. This selection process ensures that the analysis focuses on the
most relevant technologies for sustainable water management.

Table 1. Selected Keywords.

WEIGHT WEIGHT <TOTAL WEIGHT
LABEL CLUSTER | INKS> LINK STRENGHT> <OCCURRENCES>
machine learning 6 1578 6748 336
artificial intelligence 6 956 2403 140
artificial neural network 6 766 1843 85
computer simulation 6 559 905 47
decision support system 2 459 779 38
internet of things 2 223 347 28
geographic information system 4 485 859 28
data acquisition 2 295 391 25
remote sensing 1 379 676 24
system dynamics 2 201 304 23
image processing 1 306 423 21
data mining 1 212 258 17
big data 2 211 271 17
cloud computing 5 227 356 17
image analysis 1 189 255 13
data analysis 2 335 420 12
digital technologies 2 133 173 12
iot 2 87 119 12
fuzzy systems 6 189 287 12
fuzzy neural networks 6 152 222 11
real time systems 4 103 132 9
intelligent systems 6 154 189 8
neural network 6 96 113 8
digital transformation 2 74 89 7
innovative trends 1 96 117 6
information and communication technology 2 98 120 6
virtual reality 2 162 214 6
deep neural network 6 125 145 6

As can be observed in Table 1, the selection of keywords reflects the centrality and relevance of
certain concepts within the analyzed corpus, which covers a broad spectrum of Information and
Communication Technologies applied to water resources management. The table highlights the
prevalence of themes such as 'machine learning', with a significantly high occurrence weight (336),
indicating not only the frequency with which this term appears but also its importance in the current
discussion on advanced technologies in water resources management. This is in line with the journal's
focus on innovative technologies.

Another relevant aspect is the distribution of keywords by clusters, or thematic categories. Thus,
as an example, the terms within cluster 6, such as 'artificial intelligence’, 'neural networks', and 'deep
learning’, which have high connection weights (966, 756, and 125 respectively), illustrate an intense
focus on the application of advanced Al techniques in analysis and modeling in water management.
This cluster, notably, deals with concepts that are crucial for the development of innovative solutions
in predictive and automated technologies.

The presence of terms such as 'geographic information system' in cluster 4 with a connection
weight of 485 demonstrates the importance of geolocalization and spatial analysis, which are
fundamental for the effective implementation of water resource management on a broader and more
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detailed scale. In addition, the term 'cloud computing' in the same cluster with a connection weight
of 227 reflects the growing integration of cloud-based platforms for the processing and storage of
large volumes of water data.

Preliminarily, the analysis of these keywords not only identifies the predominant and emerging
technologies but also highlights the research trends and potential areas for future investigations, as
exemplified by terms such as 'fuzzy systems' and 'intelligent systems' with occurrence weights of 12
and 18, respectively. These emerging areas can provide valuable insights into future directions for

sustainable water management.

3.2. Content Analysis of Relevant Articles

In the RAYYAN platform (available at https://new.rayyan.ai/reviews/1037979/overview), of the
19,051 documents initially analyzed, 14,310 were identified as duplicates and automatically excluded,
leaving 4,741 for initial analysis. Collaboratively, the authors discarded 2,922 articles whose abstracts
did not contain the selected keywords, as indicated in Table 1. Of the 1,819 articles remaining, 1,360
were eliminated for not presenting the keywords "water security"”, "water management" and the ICT
in association. At the end of this screening process, 106 articles were considered potentially relevant
and were submitted to the analysis of the full text to determine their eligibility, as illustrated in Figure

3. This rigorous screening process ensures that the selected articles are highly relevant to the research

question.
Identification of new studies via databases and registers
c Res‘;;gi:;’;n(?lef ;r)?m: Records removed before screening:
2 Base Scopus (n =_1 8604) Duplicate records (n = 14,310)
f_g Base WoS (n = 447) Records marked as ineligible by automation
- - -
S Registers (n = 1): R t;o'fs (n ;0) -0
o] Total (n= 19051) ecords removed for other reasons (n = 0)
Records screened Records excluded
(n=4,741) (n =1,360)
\ 4
S’ Reports sought for retrieval Reports notretrieved
§ (n=1,819) (n=1,713)
)
Reports excluded:
Repoiis assessed for eligibility No Water Seciirity (n = 545)
(n=106) No Water Management (n = 671)
No TIC (n = 497)
o New studies included in review
9 (n=0)
o
‘_3 Reports of new included studies
£ (n=0)

Figure 3. Flowchart of Article Selection - PRISMA Method. Source: Elaborated by the authors (2025).
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After reading and detailed analysis of the articles, 17 publications that effectively addressed the
main innovative technologies applied to water security were selected. With the objective of gathering
academic information and systematizing it for the elaboration of a document that specifies innovative
Information and Communication Technologies, already in use or with potential for application in the
task of automated monitoring of water security, we present the contribution of each of the seventeen
selected articles, as described in Table 2. This systematization provides a valuable resource for
researchers and practitioners.

Table 2. Main Innovative ICTs Applied to Water Security.

Technology Application Objective Citation
Determine the concentration of optically active components in
the upper layer of the water body to estimate water quality,
from techniques based on the color spectrum of the water.
Integration with machine learning algorithms to improve the
model.

Monitor water quality, soil salinity, surface water regime and
IoT, Big Data monitoring of climatic conditions with several sensors in real ~ (Relji¢ et. al, 2023)

time.
Improve water quality management in urban environments by
DSS, IoT offering early warning functions and identification of pollution (Jiang et al, 2023)
sources.
Estimate the spatial distribution of suspended solids and the
nitrogen-phosphorus ratio as water quality parameters.

Remote Sensing, Al
(Machine Learning)

(Raghul & Porchelvan,
2024)

Remote Sensing, Al (Matsui et al, 2022)

Water Quality Integrate remote sensing data and machine learning to detect
Remote Sensing, Al turbidity anomalies in the Trés Maria.s reseryoir, B‘razil.. The
(Machine Learni,ng) model was able to accurately identify regions with high (Souza et al, 2023)
turbidity, useful for large reservoirs and difficult-to-access
regions.
Develop and validate Deep Learning models using reflectance
Al (Deep Learning), data from remote sensing (Rrs), alopg with synchronizeq
Remote Sensing measurements of water quality, to estimate the concentration  (Guo et al, 2021)
of Chlorophyll-a (Chl-a), total phosphorus (TP) and total
nitrogen (TN).
Present the use of Al and sensors to predict the bacterial risk
AL IoT in urban water distribution systems, based on water quality (Lu et al, 2023)
parameters.
Remote Sensing, Al Predict the potential of groundwater from a method based on
(Deep Neural remote sensing, deep neural networks and optimization (Nguyen et al, 2024)
Networks) algorithms.
Explore large datasets to understand groundwater recharge (Jung; Saynisch-
Al mechanisms on a global scale and improve the accuracy of =~ Wagner & Schulz,
Groundwater estimates. 2024)
Al Map the potential of groundvyater in climate variability (Sarkar at al, 2024)
scenarios.
Remote Sensing, Al Model and map the spatial variability Qf ground\.zvater.
. ; resources, along with the control dynamics of aquifers in (Saha et al, 2024)
(Machine Learning) .
urban and peri-urban areas.
Present the integration of IoT sensor network and artificial
IoT, Al intelligence, to improve the efficiency of water resource ~ (Benhmad et al, 2024)
utilization.
AL ToT Surface Water Present an intelligent system for real-time prediction of river (Petri et al, 2018)

level, flow and water precipitation.
Propose a new framework for detection of river barriers,
Remote Sensing, Al capable of identifying different types of infrastructures in (Sun, et al, 2024)
rivers from satellite images.
Map drought susceptibility in Iraq, using data from
GRACE/GRACE-FO, GLDAS and machine learning (Al-Abadi et al, 2024)
algorithms.

Remote Sensing, Al Watershed
(Machine Learning) Monitoring
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The study evaluated the relationship between erosion in
ravines and environmental factors, using three hybrid machine
learning models (FR-RF, FR-SVM and FR-NB) to map
susceptibility to erosion.

Present a methodology to automate the sustainable
management of water in buildings by integrating the BIM
(Building Information Modeling) model, IoT (Internet of
Things) devices and facility management (FM) tools.

Source: Elaborated by the authors (2025).

Al (Machine Learning) (Xu et al, 2022)

IoT, DSS Leak Detection (Batista et al, 2023)

4. Discussion

This section presents a discussion and interpretation of the results. For clarity and
systematization, the findings are organized by innovative technology: Remote Sensing enhanced
with Artificial Intelligence (AI) applications, IoT with Big Data and/or Decision Support Systems
(DSS), applications using only Al, and applications integrating IoT with Al For each category, the
applications, potential benefits, and limitations are described.

a) Remote Sensing Enhanced with Artificial Intelligence (AI)

Four relevant studies were identified in this category:

e  Raghul & Porchelvan [39] describe a method for determining the concentration of optically
active components in the upper layer of a water body, estimating water quality. This study
highlights advancements in remote sensing technology, complemented by machine learning
techniques to improve the accuracy and temporal applicability of models. However, the
authors point out that the models are typically based on in situ data and may not capture long-
term trends and variations. This highlights the need for integrating diverse data sources to
improve model robustness.

e  Matsui et al. [40] proposes a method to estimate the spatial distribution of suspended solids
and the nitrogen-phosphorus ratio, important indicators of water quality. The study combines
satellite remote sensing data, water depth, and temperature to estimate phytoplankton
conditions in water bodies, contributing to a better understanding of aquatic ecology. The
proposed method significantly reduced the average error of suspended solids estimation to 4
mg/L. The results highlight the utility of the method in simulating complex water quality
conditions, even with recreated data and in scenarios of scarce data. However, the study was
unable to specifically identify the phytoplankton species present. This suggests the need for
further research to improve the specificity of the models.

e  Souza et al. [41] use remote sensing and machine learning to identify turbidity anomalies in the
Trés Marias reservoir, Brazil. The model was able to accurately identify regions with high
turbidity, which is useful for large reservoirs and difficult-to-access regions. For the authors,
the model is sensitive to climatic problems where the presence of clouds makes it difficult to
capture satellite images, a well-known limitation in the use of images captured by remote
sensing, especially orbital. This highlights the challenge of using remote sensing in regions
with frequent cloud cover.

¢  Guo et al. [42] developed and validated Deep Learning models using reflectance data from
remote sensing, along with synchronized measurements of water quality, to estimate the
concentration of Chlorophyll-a, total phosphorus, and total nitrogen. The study was applied to
Lake Simcoe in Canada and demonstrated the ability to make adequate estimates. However,
the authors note that the performance of the model depends heavily on the quality and

quantity of the data available, and that the lack of validation data from other water bodies may
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compromise the generalization of the results. This underscores the need for more

comprehensive data collection and validation across diverse water bodies.

In addition to these, two works applied remote sensing and Al technologies to the study of
groundwater. Nguyen et al [43] developed a study in the North and Central region of Vietnam that
can be improved with the integration of factors such as the rate of exploitation of groundwater
resources, the quality of groundwater, the level of groundwater, among others, to predict the future
potential of groundwater, to optimize the distribution of water resources. The authors point out that
the machine learning model cannot be applied to domains outside the training range of the model
and that in the prediction of future potential there is a strong influence from climate change and
population growth.

Saha et al. [44] presents a study to model and map the spatial variability of groundwater
resources, along with the control dynamics of aquifers in urban and peri-urban areas. For the authors,
the limitations include the accuracy of the data, since the DEM and field satellite data come from
different platforms and scales, which may affect the location of the base layers and the lack of a
detailed soil map on a scale of 1:50,000 also limits the accuracy of the forecasts.

An interesting work was found using remote sensing and Al applied to surface waters. Sun et
al [45] proposes a new framework for detection of river barriers, capable of identifying different types
of infrastructures in rivers from satellite images. The study identified 11,864 valid barriers in the
Lower Mekong (river in Asia), including dams, gates and weirs, which with the integration of data,
the total reached 13,054 barriers, reaching the average accuracy of 86.7%. The authors report
limitations regarding the quality of satellite images, as well as possible limitations in generalization
to other regions with different environmental characteristics.

Finally, a work was found using remote sensing and Al applied to the monitoring of
hydrographic basins. Al-Abadi et al [46] present a study to map the susceptibility to drought in Iraq.
It was used data from anomalous storage of terrestrial water from the GRACE satellite, combined
with meteorological and topographical factors such as temperature, precipitation, wind speed,
evapotranspiration and others, as input for the creation of five machine learning models, which
presented high accuracy.

b) IoT with Big Data and/or DSS

Three analyzed studies used IoT and the concepts of DSS and/or Big Data.

The first of these is the work of Relji¢ et al [47], which presented the Automated Continuous
Monitoring System (ACMS) applied in the delta of the Neretva River, Croatia, which monitors water
quality, soil salinity, surface water regime and climatic conditions with several sensors in real time.
The authors emphasize that the data from each sensor was collected in real time with high temporal
resolution and were managed through a database and a web portal, allowing the detection of sudden
changes in water quality parameters because of natural and anthropogenic influences. This real-time
monitoring is essential for adaptive management.

Jiang et al [48] implemented a pilot system on the Maozhou River in Shenzhen, China, to
improve water quality management in urban environments by combining sensors and model.
According to the authors, the application proved to be efficient for monitoring large-scale water
systems by offering early warning functions and identification of pollution sources. However, the
authors observe that the model presented limitations in the identification of multi-source pollution
incidents due to the similarity of pollutants emitted by industries. This highlights the challenge of
accurately identifying pollution sources in complex urban environments.

Batista et al (2023) [49] presents a methodology to automate the sustainable management of
water in buildings by integrating the BIM (Building Information Modeling) model, IoT (Internet of
Things) devices and facility management (FM) tools. The research presented a functional prototype,
AquaBIM, which uses real-time data to improve efficiency in water consumption, identify leaks and
support strategic decisions. For the authors, the initial cost and the need for technical training to
operate AquaBIM are also barriers to its widespread adoption. The methodology still requires
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validation in different types of buildings and operational contexts. This underscores the importance
of considering both the technical and economic feasibility of these solutions.

c) Applications Using Only Al

The following are four works that present Al applications, three of them applied to groundwater
and one related to erosion detection.

Jung; Saynisch-Wagner & Schulz [50] explore extensive data sets to elucidate the mechanisms of
groundwater recharge on a global scale and improve the accuracy of estimates, using Artificial
Intelligence (AI) to interpret the behavior of the recharge model. The authors identify non-linear
relationships between the predictors and recharge rates, highlighting challenges such as
multicollinearity, biases in the data and limitations in observational data, especially in less monitored
areas, such as the polar regions. This highlights the need for improved data collection in underserved
regions.

Sarkar (2024) [51] maps the potential of groundwater in climate variability scenarios in
Bangladesh. Given the complexity of aquifer recharge, influenced by factors such as rainfall intensity
and soil characteristics, the accuracy of the maps can be challenging. The use of machine learning
models requires attention to their limitations, including inherent assumptions and potential biases.
This reinforces the need for careful validation and calibration of these models.

Xu et al, (2022) [52] evaluates the relationship between erosion in ravines and environmental
factors. Using three hybrid machine learning models (FR-RF, FR-SVM and FR-NB) to map
susceptibility to erosion, the authors demonstrated the applicability of the approach in areas with
similar environmental and anthropogenic conditions, such as those characterized by irregular
rainfall, sloping terrain and fragile geology. This demonstrates the potential of machine learning for
predicting and mitigating erosion risk.

d) Applications Integrating IoT and Al

The following are three works that address the application of Al and IoT sensors, one of them
applied to water quality and another related to surface waters.

Lu et al [53] present the Bacterial Risk Control System (BARCS), applied in a Chinese megacity.
The system uses Al to predict the bacterial risk in urban water distribution systems, based on water
quality parameters. BARCS acts on the regulation of the concentration of chlorine at the outlet of the
treatment station, aiming to control the risks of bacteria and disinfection by-products. The authors
point out that the study has limitations, such as the need to improve the relationships between TCI,
bacterial risks and DBPs with a wider database, which restricts the generalization of the results. In
addition, they highlight the importance of developing more advanced Al models, such as deep
learning, to deal with more diverse and larger volumes of data, as well as optimizing the network of
online monitoring sensors to increase accessibility and reduce the costs of the system. This highlights
the need for continued innovation in both sensor technology and Al algorithms.

Benhmad et al [54] propose an innovative approach to intelligent irrigation for southern Tunisia,
based on the implementation of an IoT sensor network combined with artificial intelligence. The main
objective is to optimize the efficiency in the use of water resources and accurately estimate the water
needs of date palms. This smart irrigation system has the potential to significantly improve water use
efficiency in arid regions.

Petri et al [55] presents an intelligent analysis system to optimize the real-time management of
watersheds and water resources. The system employs Al to predict the level of rivers, flow and
precipitation. The authors report that the system achieved 93% accuracy in predicting the levels of
rivers and water flow in the Usk River, Wales. However, they point out that the accuracy and
effectiveness of the system depend on the availability of data in real time, which requires high-quality
sensors and adequate coverage, as well as a sophisticated level of computing power. This underscores
the importance of investing in both sensor infrastructure and computational resources to support
effective real-time water management.

5. Conclusions
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This study systematically reviewed the application of Information and Communication
Technologies (ICT) in water resource management, emphasizing their potential to enhance water
security and promote sustainable practices. Through a combination of bibliometric and qualitative
analyses, the research identified key trends in the literature, focusing on innovative technologies like
remote sensing, artificial intelligence (Al), the Internet of Things (IoT), and Big Data. The study
demonstrates that these technologies offer significant potential for improving water resource
monitoring, management, and governance.

The literature review revealed a prominent focus on remote sensing coupled with Al for water
quality monitoring, allowing for early detection of potential problems and enabling rapid, data-
driven decision-making. Moreover, this approach overcomes limitations associated with traditional
in situ data collection, especially in remote and complex watersheds. This highlights the potential of
these technologies to support adaptive water management strategies, a crucial element for addressing
the challenges posed by climate change and increasing water scarcity.

However, the study also identified significant gaps and limitations in the current research
landscape. The lack of real-world testing across diverse geographical contexts, the underutilization
of emerging technologies like data mining and virtual reality, and the challenges associated with data
integration and validation all represent opportunities for future investigation. Addressing these gaps
is crucial for realizing the full potential of ICT in promoting sustainable water resource management.

Future investigations should focus on expanding the application of these technologies to
different regions and geographical scales, examining robustness and adaptability to varied
environmental and operational contexts, and addressing the challenges of integrating data from
multiple sources, to ensure the reliability and quality of the information. Specifically, future research
should examine the application of underutilized technologies such as data mining, machine vision,
and virtual reality in water resource management.

Ultimately, the integration of innovative ICTs into water resource management holds significant
promise for advancing sustainable development goals, particularly SDG 6, which aims to ensure
access to water and sanitation for all. By embracing these technologies and addressing the challenges
outlined in this study, we can move towards a more resilient and equitable water future. Continued
research, collaboration, and innovation are essential to fully harness the power of ICT for sustainable
water resource management, ensuring the availability of this essential resource for present and future
generations.
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