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Abstract: Data integrity and security are among the most essential things in this digital era performance. Digital 

certificates can be one solution to this problem. This research will develop the architecture of digital certificate 

verification and validation using blockchain. The blockchain concept for digital certificates uses three stages: 

requirements planning, workshop design, and implementation. Digital certificate files will be tested based on 

a scenario in which there could be any changes to those files, such as compressing files, changing data of files, 

inserting images in the file, and rotating files. This system architecture will detect any changes that could occur 

to the digital certificate file by using a digital signature, Keccak256 hash algorithm, and blockchain. This 

research shows that change detection accuracy for digital certificate files is 100%. However, there is a digital 

signature nature that could reduce the accuracy of change detection, and several solutions can be resolved. The 

average time to generate a signature using blockchain technology is 2.11 seconds, faster than 3.23 seconds when 

it does not use blockchain. The average time to validate a signature is 2.11 seconds without using blockchain, 

which is reduced to 0.22 seconds using blockchain technology. This research concludes that the architecture 

for digital certificate verification and validation using blockchain technology has successfully improved the 

security of digital certificates. Testing showed that even minor changes to a digital certificate could affect the 

signature, ensuring the certificate's integrity. For further research, evaluating the performance of various hash 

algorithms within the blockchain network is recommended. 

Keywords: architecture; blockchain; digital certificate; digital signature; Keccak256 Hash 

 

1. Introduction 

As we navigate the digital era, data integrity and security emerge as paramount concerns. Digital 

certificates, for instance, present a potential solution to this challenge (Lorien & Wellem, 2021). These 

electronic documents serve as a repository of the owner's identity information (Lorien & Wellem, 

2021). In light of this, our research endeavors to develop an architecture that can effectively verify 

and validate the integrity of digital certificates, a crucial step in ensuring the security of our digital 

landscape. 

While digital signatures have been proposed as a solution (Somsuk & Thakong, 2020), there are 

still significant issues surrounding the authenticity of documents with digital signatures (Yuniati & 

Sidiq, 2020). Presently, there is no robust guarantee of the authenticity and integrity of documents 

that use digital signatures, leaving them vulnerable to forgery or data manipulation. This lack of 

assurance can potentially erode users' trust in the validity of digital documents (Yuniati & Sidiq, 

2020). Hence, there is a pressing need for a more secure solution. 

Digital signatures are a public-key primitive in message authentication (Nadzifarin & Asmunin, 

2022). In the physical world, handwri�en signatures are common on wri�en or typewri�en messages, 

serving to associate the signatory with the transmi�ed message. Digital signatures similarly act as a 

technique that links an individual or entity to digital data. The recipient or a third party can 

independently verify this association. 

Disclaimer/Publisher’s Note: The statements, opinions, and data contained in all publications are solely those of the individual author(s) and 
contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to people or property resulting 
from any ideas, methods, instructions, or products referred to in the content.
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The digital signature model illustrated in Figure 1 utilizes a set of private keys, where the private 

key is employed for signing purposes and the key for verification. The process commences as a user 

inputs data into a hash function to produce a hash value. Subsequently, this hash value is signed 

using the key, resulting in a signature accompanying the data to the verifier. The verifier integrates 

the signature and the public key into a verification algorithm, executing the hash function on the data 

to derive another hash value. Suppose this new hash value corresponds with the output from the 

verification algorithm. In that case, it confirms the validity of the signature, ensuring that the signer 

cannot refute having signed the document at a time. 

 

Figure 1. Digital Signature Model (Sasi et al., 2023.) 

Relying on signatures may not be sufficient to ensure digital certificates; however, blockchain 

technology presents a solution (Fang et al., 2020; Sowmiya et al., 2021; Zou & Zeng, 2023). Blockchain 

operates as a distributed data storage mechanism that employs cryptography to record transactions 

in interconnected blocks (Zheng et al., 2017). Serving as infrastructure, blockchain provides an 

auditable environment particularly suited for managing and safeguarding digital certificates 

(Gayathiri et al., 2020). 

The features of networks consist of (Keccak-256 Online Computing - StrErr.Com, n.d.; Zheng et al., 

2017): 

1. Decentralization: Traditional centralized transaction systems need validation from an authority, 

which results in costs and performance limitations due to server overload. On the other hand, 

blockchain technology removes the necessity for a third-party authority for validation by using 

consensus algorithms to uphold data consistency across the network. 

2. Persistency: Transactions can be quickly validated, and miners do not accept invalid 

transactions. Once included in the blockchain, it is challenging to delete or reverse transactions. 

Blocks containing invalid transactions can be quickly detected. 

3. Anonymity: Users can interact with the blockchain using generated addresses that do not reveal 

their identity. However, due to intrinsic limitations, blockchain cannot guarantee perfect 

privacy. 

4. Auditability: Bitcoin blockchain stores user balance data using the Unspent Transaction Output 

(UTXO) model. Every transaction must refer to several previously unspent transactions, 

ensuring easy verification and tracking when the transaction status changes from unspent to 

spent. 

A blockchain works similarly to a spreadsheet, which contains a record of transactions that are 

then widely replicated across a computer network. The goal of this network design is to have the 

worksheet updated regularly. Each person can record their transactions in their spreadsheet, as 

shown in this image because blockchain requires no intermediary. Using internal algorithms in the 

blockchain enables network consensus every time new data is added (Laurence, 2023). 

This research adds a hash algorithm to the digital certificate before digital acknowledgment and 

delivery to the blockchain network. A mathematical function known as a hash algorithm converts 

input data, or messages, into a set of hash values that uniquely represent that input (Santoso et al., 

2019). Integrating digital signatures and hash algorithms with blockchain can increase data security 
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(Saputra & Nasution, 2019). Improving the security of digital certificates can be done with the 

verification and validation process on the blockchain network [4]. Several hash algorithms are 

commonly used on blockchain, namely SHA256, Keccak256, Blake2, and others (Alshaikhli et al., 

2012). Keccak256 is a faster hash algorithm than other algorithms (Kuznetsov et al., 2021). Keccak256 

is a SHA3 family and a cryptographic function. Keccak256 calculates the input into a fixed-size output 

of 32 bytes. The hash function can only be used one way and cannot be reversed. Given a string input 

like "Namaste Duniya," the Keccak256 hash function converts it into a unique hash value. For 

example: 

“Namaste Duniya” -> keccak-256(hash function) -> 

8a0fe4fd16bb35fbecde2e774008fb7f92a8568a680f3fa93d0948bcfbf68dc3 

“namaste duniya” -> keccak-256(hash function) -> 

544ff8f09d34fdfbfa5a8dcb9d7d57deb6c862026cb8b655cfd7bf9c192e4d21 

The difference between these two outputs demonstrates the sensitivity of hash functions, where 

even minor changes can result in vastly different hash digests. 

The issue of forged diplomas or transcripts is a significant problem in higher education 

institutions. To combat this fraudulent activity, the Higher Education Service Agency has 

implemented the Online Diploma Verification System (SIVIL) and the National Diploma Numbering 

System (PIN). However, these systems are vulnerable to SQL injection a�acks due to their centralized 

nature. Our proposed solution, which advocates for replacing the SIVIL and PIN system with a 

distributed storage system using the InterPlanetary File System (IPFS) and smart contract blockchain 

for diploma or transcript hashing (Danil Muis et al., n.d.), could revolutionize how we verify 

educational credentials.  

The next research study delves into the innovative use of blockchain and cryptography in a 

prototype electronic voting system. The paper details the protection of the integrity and security 

related to the voting of software and hardware, addressing the challenges in the application of 

blockchain concerning the Electronic Voting System. The proposed solution offers security, 

transparency, anonymity, and verification of this prototype system. This is achieved through 

blockchain to record the votes on the blockchain and then use the cryptography algorithm to check 

the votes information and the result (Shidqi, n.d.).  

The following study deals with the importance of the validity of an educational certificate. The 

challenge is to verify this certificate quickly. Here, the options are to either use the help of the 

registrar’s office or go through the online verification tutorials. However, the proposed idea using 

blockchain to store certificates, convert the paper certificates to digital format using the cryptographic 

algorithm (Skipjack, Advanced Encryption Standard, Secure Hash Algorithm, Rivest–Shamir–

Adleman, Triple-DES, and Idea), and provide the validation via mobile application demonstrates that 

blockchain is the key to showcasing a tremendous increase in the security and integrity in a digital 

certificate (Gayathiri et al., 2020). 

The final study explores the use of blockchain technology in Internet of Things (IoT) 

applications. A hybrid HW/SW architecture is proposed to address the main issues of power 

consumption and execution time of IoT applications. The results demonstrate a significant decrease 

in execution time and a significant drop in power consumption, showcasing the potential of 

blockchain technology (Frikha et al., 2021). 

The application of digital signatures and the Keccak256 hash algorithm into the blockchain 

network on digital certificates is the novel focus of this research. Our main goal is to enhance security 

and maintain the integrity of digital certificates. The unique aspect of our research lies in the use of a 

combination of digital signatures and the Keccak256 hash algorithm, along with the integration of 

blockchain technology, to create a more secure digital certificate verification and validation system. 

Furthermore, we have conducted special tests on files, including compression, data modification, 

adding images, and file rotation, to ensure the robustness of our system. 

2. Methodology 

The research process to be applied is illustrated in Figure 2. 
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Figure 2. Research Stages. 

2.1. Data Collection Method 

This research began with the application of Data Collec-tion Methods. The first step is literature 

study, which is carried out to obtain information that is relevant to the research topic. Next, Problem 

or Need Identification is carried out to determine the issue or need that this re-search wants to 

address. The next stage is the formula-tion of the hypothesis or research objectives which is the basis 

for the research direction and the framework for evaluating the expected results. This entire process 

aims to ensure that the research has a clear focus and is based on comprehensive information. 

2.2. System Development Method 

The design of the digital certificate verification and validation system architecture using 

blockchain technology adopts the Rapid Application Development (RAD) system development 

approach. RAD consists of three main stages (Susilo et al., 2023): 

1. Requirement Planning  

This stage involves two main steps: 

 Problem Needs Analysis, the initial stage of the research where the aims, objectives, and goals 

of the application are analyzed, which will then be discussed with the supervising lecturer. 

 Problem Definition, where the problems to be solved are established. The issues are identified 

after completing the Problem Needs Analysis. 

2. Workshop Design 

The design stage involves system design and enhancement if there are deficiencies in the initial 

design. The system design stage comprises two main parts: 

 System Design, which involves creating a verification and validation system that consists of two 

main elements: a web application as the client and a smart contract that contains business logic. 

 Interface Design, in this stage, the system's interface is designed. The design of the system's 

interface uses Figma as a design tool 

3. Implementation 

The system is programmed using MySQL for the database, ReactJS for the frontend, Laravel for 

the backend, and JavaScript and Solidity for smart contracts. The system is then tested using black-

box testing. The aim of this testing is to ensure that the system's functions, inputs, and outputs meet 

the desired specifications. 

2.3. Testing on Research Object 

The research concludes with Testing on Research Objects to ensure the system functions 

according to the specified criteria and meets the research objectives. The testing includes: 

1. Compressing digital certificate files. 

2. Modifying values or data in digital certificate files. 

3. Adding images to digital certificate files. 
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4. Rotating or flipping the contents of digital certificate files. 

3. Result and Discussion 

This section may be divided by subheadings. It should provide a concise and precise description 

of the experimental results, their interpretation, as well as the experimental conclusions that can be 

drawn. 

3.1. Requirement Planning 

The Requirement Planning stage involves two crucial aspects: 

1. Problem Needs Analysis: From existing research, it is clear that most applications require 

security and integrity of data managed by digital certificates. Due to the benefits of digital 

signature technology in proving integrity and the use of blockchain in proving integrity as 

exposed in existing research. Blockchain stores and records data in a decentralized manner, 

using immutable ledgers and powerful hash functions. Computational trust is established 

through checking and balancing across every node in the network, eliminating the need for a 

third party. This study aims to develop solutions that strengthen the security and integrity of 

digital certificates, focusing on the application of digital signatures within a blockchain network 

and the use of the Keccak256 hash algorithm. 

2. Problem Definition: By identifying the issues at hand that could be solved by implementing the 

system under development, this phase focuses on stating the problem at hand. Since the central 

idea of this study is to design a verification and validation system for digital certificates using 

the Ethereum blockchain platform and the Keccak256 hash algorithm, defining the problem 

would be creating a system that will safeguard digital certificates' security and integrity in an 

ever-changing technological world. 

3.2. Workshop Design 

3.2.1. System Design Stage 

Based on Figure 3, users can register, enter the system (login), view the sign document history, 

sign document, and verify document. Figure 4 is a general overview of the architecture that will be 

created. This architecture was created using ReactJS as the frontend, Laravel as the backend, and 

MySQL as the database. To communicate with the blockchain use the web3js library and the 

metamask extension. 

 

Figure 3. Use Case Diagram for Digital Certificate Verification and Validation System. 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 5 June 2024                   doi:10.20944/preprints202406.0182.v1

https://doi.org/10.20944/preprints202406.0182.v1


 6 

 

 

Figure 4. System Overview. 

Figure 5 is the flow of the verification and validation system. At the signing stage, the input file 

from the user is then hashed using the keccak256 algorithm and the resulting hash is submi�ed to 

the blockchain network. At the verification stage, user input the file and then hash it and the hash 

result is compared with the signature from the blockchain network. If the hash is the same as the 

signature then there is no change in the file and if the hash is not the same as the signature then there 

is a change in the file. 

 

Figure 5. Digital Certificate Verification and Validation System Workflow. 

3.2.2. Keccak Function and Digital Signature Blockchain 

1. Sponge Contruction 

Sponge construction is a mode of operation that builds the functionality of the sponge (Bertoni 

et al., 2011). The sponge function is a generalization of the hash function. As appeared in Figure 8, 

the sponge design operates with the bit states b = r + c, and all initial states are set to the initial value 

of '0'. During the absorbing phase, the message M is padded to a length that is a multiple of r. The 

layered input message is partitioned into several R-bit message blocks. Each time a state captures a 

message block, the first r bits of the state are XOR-ed with the R-bit message block. The states are at 

that point controlled with Keccak-f stages. During the squeezing phase, the state extracts each r bits 

by removing the first r bits from the state until the output length is equal to or greater than the desired 

length. Similar to the absorption phase, the state is manipulated via Keccak-f permutations each time 

producing an R-bit output. Finally, cut the output to the required length to get the essence. 

2. Keccak-f Permutation 

Although the state variable b can be chosen from {25, 50, 100, 200, 400, 800, 1600}, NIST has 

chosen the value 1600 for b as the SHA-3 standard. This article focuses on the case when b = 1600. As 
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shown in Figure 6, a 1600-bit state can be represented as a 5 × 5 64-bit trace. States can be symbolized 

as Ax, y, z. where 0 ≤ x, y ≤ 4, 0 ≤ z ≤ 63. The Keccak-f [1600] permutation consists of 24 spin functions 

that differ only in their spin-dependent constants. The round function R has 5 steps R = ι ◦ χ ◦ π ◦ ρ ◦ 

θ: 

θ ∶  A�,�,�  =  A�,�,�  ⊕  M ���∼� (A���,�,�  ⊕  A���,�,���) (1) 

 

Figure 6. Keccak-f State. 

Formula 1 is Theta (θ), at this stage a bitwise XOR operation is carried out in the 5x5 matrix 

column. This stage calculates the XOR on the elements of each column with the previous column 

which has been rotated. 

ρ ∶  A �,�,� =  A�,�,(����,�) (2) 

Formula 2 is Rho (ρ), at this stage a bit rotation is carried out on one of the matrix elements. The 

matrix elements are rotated according to the number of indexes of the element's position. 

π ∶  A �,�,� =  A����,�,� (3) 

Formula 3 is Pi (π), at this stage a permutation of the matrix elements is carried out. This stage 

takes each element and moves it to a new point. 

χ ∶  A �,�,� =  A�,�,�  ⊕  (A���,�,�  ⊕  1)  ·  A���,�,� (4) 

Formula 4 Chi (χ), at this stage an XOR operation is carried out for each row of the matrix 

between each element and the next two elements in the same row. 

ι ∶  A �,�,� =  A�,�,�  ⊕  RC� (5) 

The 5 Iota (ι) formula, at this stage, is added to the matrix of bitwise constants. Each constant 

depends on the round being run in the algorithm. 

The symbol "⊕" in formulas 1, 4, and 5 indicates bitwise XOR, while "·" denotes bitwise AND. 

The variables x and y are calculated modulo 5, and z is calculated modulo 64. rx, y are the constants 

listed in Table 1, and RCz is a rotation-dependent constant. 

Table 1. Rotation Offsets. 

 X = 0 X = 1 X = 2 X = 3 X = 4 

Y = 0 0 1 62 28 27 

Y = 1 36 44 6 55 20 
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Y = 2 3 10 43 25 39 

Y = 3 41 45 15 21 8 

Y = 4 18 2 61 56 14 

Y = 0 0 1 62 28 27 

3. SHA-3 (Keccak) Standard 

Table 1 shows the rotation offsets for the Keccak algorithm, designed to ensure effective diffusion 

during the hashing process. In cryptography, diffusion is a critical design principle aimed at ensuring 

that even small changes in input lead to significant changes in output, known as the avalanche effect. 

This increases security by making it difficult for a�ackers to predict hash outcomes or find two inputs 

that yield the same hash value. 

There are four versions of SHA-3 standardized by NIST (Foti, 2015). The parameters for these 

versions are r = 1600 − 2ℓ and c = 2ℓ, where ℓ ∈ {224, 256, 384, 512}. The main distinction between SHA-

3 and Keccak is the padding rules. Keccak and SHA-3 messages pad M with “10∗1” and “0110∗1” 

respectively. 

4. Digital Signature Blockchain 

According to Figure 7, the Keccak hash (digest value) is then signed using a digital signature 

algorithm, where: 

� =  (�� mod �) mod � (6) 

Based on formula 6, three global parameters are p, q, and g. The parameter p is a prime number 

where 2L-1 < p < 2L for 512 ≤ L ≤ 1024 and L as the bit length between 512 and 1024 in 64-bit increments. 

Parameter q is an N-bit prime dividing p where 2N-1 < q < 2N. Parameter g is chosen using the formula 

h(p-1)/q mod p where h is an integer between 1 < h < (p-1). 

� =  [� − 1 (�(�) +  ��)] mod � (7) 

In formula 7, creating a digital signature involves calculating two quantities, r and s, which 

depend on the public key components (p, q, g), the user's private key (x), the message's hash code 

H(M), and an additional integer k which should be randomly or pseudorandomly generated and 

unique for each signing (Stallings, 2013). 
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Figure 7. Keccak Hash and Digital Signature Blockchain. 

The result of the digital signature is then submi�ed to the blockchain by adding a new block. 

Subsequently, the blockchain provides the signature as a marker, which will be used to verify the file 

on the blockchain network. 

3.2.3. SHA Comparison 

There are three SHA families: SHA1, SHA2, and SHA3 (Keccak). This section will present a 

comparison of the three families. 

Table 2 is a comparison of several algorithms, namely SHA1, SHA256, and SHA3-256 (Keccak). 

The output of SHA-1 is 160 bits and the internal state size is 160 bits (5 x 32) with a block size of 512 

bits and a maximum message length of (264 - 1) bits. The output of SHA256 is 256 bits and the internal 

state size is 256 bits (8 x 32) with a block size of 512. The output of Keccak256 is 256 bits and the 

internal state size is 1600 bits (5 x 5 x 64) with a block size of 1088 bits. The advantage of Keccak is 

that there is no limit to the maximum message length, aka unlimited. 

Table 2. SHA Comparison. 

Algoritma
Output Length 

(bit) 

Internal state size 

(bit) 

Block size 

(bit) 

Maximum message length 

(bit) 

SHA-1 160 
160 

(5 × 32) 
512 264 − 1 

SHA256 256 
256 

(8 × 32) 
512 264 − 1 
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SHA3-256 

(Keccak) 
256 

1600 

(5 × 5 × 64) 
1088 Unlimited 

Figure 8 shows three hash codes: SHA-1, SHA256, and SHA3-256 (Keccak). This looks at their 

power in stopping collisions, preimage a�acks, and second preimage a�acks in a ma�er of bits. SHA-

1 and SHA256 have 160-bit and 256-bit power for collision and preimage a�acks, respectively. On the 

other hand, there was an increase in Keccak256 in the preimage resistance section with 1600bit and 

the second preimage resistance, which was 512bit. 

 

Figure 8. Security Strengths. 

Table 3 shows a comparison of the average time required to generate and validate digital 

signatures using various algorithms. Iteration was carried out 10 times to get the time rates. In the 

table, "DS+SHA-1" takes an average of 2.04 seconds for signature generation and 1.40 seconds for 

validation. "DS+SHA256" takes a li�le longer, namely 2.36 seconds for generation and 1.49 seconds 

for validation. Meanwhile, "DS + SHA3-256 (Keccak)" takes the longest time to create a signature with 

an average of 3.23 seconds, but is faster in validation at 2.11 seconds compared to the previous two 

algorithms without blockchain integration. When the blockchain is integrated, “DS + SHA1 + 

Blockchain” takes 2.40 seconds for generation but significantly reduces validation time to only 0.19 

seconds; Similarly, “DS + SHA256 + Blockchain” takes slightly less time to build (2.31 seconds) and 

an equally impressive reduction in validation time (0.20 seconds). Lastly, “DS + SHA3-256 (Keccak) 

+ Blockchain” offers balanced performance with a build time of 2.25 seconds and a validation time of 

only 0.22 seconds. 

Table 3. Performance of SHA. 

Algoritma 
Average time to generate signature 

(seconds) 

Average time to validate signature 

(seconds) 

DS + SHA-1 2.04 1.40 

DS + SHA256 2.36 1.49 

DS + SHA3-256 (Keccak) 3.23 2.11 

DS + SHA1 + Blockchain 2.40 0.19 

DS + SHA256 + Blockchain 2.31 0.20 

DS + SHA3-256 (Keccak) + 

Blockchain 
2.25 0.22 

0

200

400

600

800

1000

1200

1400

1600

1800

SHA-1 SHA256 SHA3-256 (Keccak)

b
it

Security Strengths

Collision Preimage Second Preimage

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 5 June 2024                   doi:10.20944/preprints202406.0182.v1

https://doi.org/10.20944/preprints202406.0182.v1


 11 

 

 

Figure 9. Average time to generate and validate of SHA. 

Figure 9 is a diagram of the SHA performance comparison. This happens because blockchain 

technology allows data to be stored and accessed in a decentralized manner. With data that has been 

hashed using blockchain technology, the validation process becomes faster because the system only 

needs to check for consistency and suitability. 

3.2.4. Interface Design Stage 

The interface design stage in this research involves five UI/UX design planes (Garre�, 2011): 

 Strategy Plane: The initial stage where goals, vision, and strategy for the digital certificate 

verification and validation system are created. 

 Scope Plane: Defines the project scope by identifying key features, critical functions, and 

constraints. 

 Structure Plane: The stage where the information structure and user interaction design are 

created. 

 Skeleton Plane: Involves creating wireframes or simple prototypes to determine the placement 

of UI elements and the general layout of pages. 

 Surface Plane: Develops a more detailed visual design with the choice of colors, fonts, graphics, 

and other design elements. 

3.3. Implementation 

3.3.1. Implementation Smart Contract 

1. Handle Sign Document 

The signBlockchain() function is a procedure used to digitally sign documents utilizing 

Ethereum blockchain and Metamask. 

 It starts by initializing a Web3 object using the Metamask extension installed on the browser, 

done by calling the Web3(window.ethereum) constructor. 

 The function then requests user permission to connect to Metamask and access the linked 

Ethereum account through the eth_requestAccounts method. Once granted, the Ethereum 

account address is stored in the account variable. 

0

0.5

1

1.5

2

2.5

3

3.5

D
S 

+ 
SH

A
-1

D
S 

+ 
SH

A
2

56

D
S 

+ 
SH

A
3

-2
5

6 
(K

ec
ca

k)

D
S 

+ 
SH

A
-1

 +
 B

lo
ck

ch
ai

n

D
S 

+ 
SH

A
2

56
 +

 B
lo

ck
ch

ai
n

D
S 

+ 
SH

A
3

-2
5

6 
(K

ec
ca

k)
 +

B
lo

ck
ch

ai
n

se
co

n
d

s

Average time to generate and validate signature of SHA

Generate signature Validate Signature

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 5 June 2024                   doi:10.20944/preprints202406.0182.v1

https://doi.org/10.20944/preprints202406.0182.v1


 12 

 

 Next, it inputs and downloads the content of the file to be signed. After downloading, it 

calculates the file's hash using the keccak256() function, storing the result in the documentHash 

variable. 

 The digital signature process uses the previously approved Ethereum account, involving the 

account's private key or calling the appropriate function from Ethereum smart contracts. The 

signature result is stored in the signature variable. 

 Finally, the application data is updated with blockchain-related information, adding the 

blockchain document hash and the blockchain signature to the existing data structure. 

async function signBlockchain() { 

// Initialize Web3 with MetaMask Provider 

const web3 = new Web3(window.ethereum); 

 

// Request Permission to Connect to MetaMask 

const accounts = await window.ethereum.request({ 

method: "eth_requestAccounts", 

}); 

const account = accounts [0]; 

 

// Download File 

const fileContent = await downloadFile(data.filePreview); 

const documentHash = keccak256(fileContent), 

 

// Sign Document 

const signature = await signDocument(web3, documentHash, 

account); 

 

setData({ 

...data, 

blockchain_document_hash: documentHash, 

blockchain_signature: signature, 

}); 
 } 

2. Handle Verify Document 

The documentVerification(dokumen) function is an asynchronous procedure used to digitally 

verify documents. This function takes a document parameter, representing the content of the 

document to be verified. 

 It initializes a Web3 object using the installed Metamask extension in the browser, following the 

same approach as signBlockchain(). 

 It calculates the document's hash using the calculateFileHash(dokumen) function and stores the 

result in the documentHash variable. 

 The function then a�empts to find the document based on the hash in the blockchain by calling 

getDokumenByBlockchainHash(documentHash), with the result stored in the data variable. 

 If the document search is successful, it verifies the signature by extracting the signature from the 

blockchain and validating it with verifySignature() using document hash, signature, and Web3 

object as parameters. 

 After signature verification, document verification follows. The signer's address from the 

verification is compared to the address recorded on the blockchain; if they match, the document 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 5 June 2024                   doi:10.20944/preprints202406.0182.v1

https://doi.org/10.20944/preprints202406.0182.v1


 13 

 

is considered verified. The showResult and isVerified variables are set based on the verification 

outcome. 

 If there are errors during verification or document search, error messages are logged to the 

console, and showResult and isVerified variables are set to indicate unsuccessful verification. 

async function documentVerification(dokumen) { 

const web3 = new Web3(window.ethereum); 

 

// result hash keccak256 

const documentHash = await calculateFileHash(dokumen); 

 

setLoading(true); 

try { 

// search document by hash 

const { data } = await 

getDokumenByBlockchainHash(documentHash); 

 

const signature = data.blockchain_signature; 

const address = data.ethereum_address.address; 

 

// verify signature 

const signerAddress = verifySignature( 

web3, 

documentHash, 

signature 

); 

 

// verify address 

if (signerAddress.toLowerCase() === address.toLowerCase()) 

{ 

setShowResult(true); 

setIsVerified(true); 

setDokumenData(data); 

} else { 

setShowResult(true); 

setIsVerified(false); 

} 

} catch (error) { 

console.log(error.response.data); 

setShowResult(true); 

setIsVerified(false); 

} 

setLoading(false); 

 } 

3.3.2. Application Outcomes 
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1. Sign Document Page 

Figure 10 is a display of the sign document page. Users are required to install the Metamask 

extension first, otherwise a warning will appear. Then the user can input the digital certificate file 

which will be digitally signed. Files uploaded to perform digital signatures only have the pdf 

extension. 

 

Figure 10. Sign Document Page Layout. 

Figure 11 displays the Sign Document page after the user uploads the file. Here, users can view 

the uploaded certificate and set the QRCode coordinates before proceeding with the digital signature 

process. Additionally, users can reset the file by pressing the "Reset File" bu�on if needed. 

 

Figure 11. Sign Document Process Layout. 

2. Verify Document Page 

Figure 12 shows the Verify Document page interface after inpu�ing the digital certificate file and 

submi�ing it. The system will display a blockchain signature if the document is valid. There is data 

displayed including who did the signing, ethereum address, document hash, and signature. Then the 

file is declared valid if it contains this data. 
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Figure 12. Valid Verify Document Page Layout. 

Figure 12 hows the display if the digital certificate file is invalid. The system will detect changes 

and will display the message "Document not verified / invalid" if the file entered is invalid. 

 

Figure 13. Invalid Verify Document Page Layout. 

3. History Page 

Figure 13 is a history page display which will display the user's digital signature history. There 

is a search feature based on subject ma�er to make it easier for users. Apart from that, users can delete 

history data. 

 

Figure 14. History Page Layout. 

According to Table 4, the system testing using the blackbox testing method has been conducted. 

The results from several testing stages, starting from the register page, login page, sign document 

page, verify document page, and history page, were declared successful. 

Table 4. System Testing. 

Test Case Testing Procedure Expected Output Result Conclusion 
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Register Page 
Open the register page and 

register 

Displays the register page and 

registers successfully 
Successful Valid 

Login Page 
Open the login page and log 

in 

Displays the login page and logs in 

successfully 
Successful Valid 

Sign Document 

Page 

Open the sign document 

page and sign a document 

Displays the sign document page 

and successfully signs the document 
Successful Valid 

Verify Document 

Page 

Open the verify document 

page and verify a document 

Displays the verify document page 

and successfully verifies the 

document 

Successful Valid 

History Page 

Open the history page and 

display digital signature 

history 

Displays the history page and 

successfully displays digital 

signature history 

Successful Valid 

3.3.3. Testing 

3.4. Testing on Research Objects 

Parameter Initial File Manipulated File 

Signature 

Value of Initial 

File 

Signature Value 

of Manipulated 

File 

Result 
Conclusio

n 

Compressing 

a digital 

certificate file 

  

0xb428495f1fc6

49dd8235bfc12f

9e092362a378c0

cc96c4d51802a9

7d89ad0e1d279

508ed6f0298eb

46c1944f293613

ee2ca1d7f87c6f

60e95a1b55974

06049131c 

0x54e7db1438c

841ab4eb23ef0c

b006041bb4476

9375f725252b83

70424e88529257

c43744583f79f6

2c9a74fa7a31d7

d93e59ed1b59a

5adc903b6dc83

afc258701c 

Detected 

Successfull

y detected 

changes in 

the 

manipulat

ed file 

Modifying the 

values or data 

in a digital 

certificate file 

(by converting 

it to Word 

format and 

then saving it 

as a PDF) 

  

0xb428495f1fc6

49dd8235bfc12f

9e092362a378c0

cc96c4d51802a9

7d89ad0e1d279

508ed6f0298eb

46c1944f293613

ee2ca1d7f87c6f

60e95a1b55974

06049131c 

0x3ee3dd5bac8

57158abf59885a

332b5d98150d9

b2e89324b047e7

f0616dd7a6f828

12dea954373ef6

3cf53d23ee2da1

57c0265d33e3e6

807812d0205d2

dd77b121c 

Detected 

Successfull

y detected 

changes in 

the 

manipulat

ed file 

Adding an 

image to a 

digital 

certificate file 
  

0xb428495f1fc6

49dd8235bfc12f

9e092362a378c0

cc96c4d51802a9

7d89ad0e1d279

508ed6f0298eb

46c1944f293613

ee2ca1d7f87c6f

60e95a1b55974

06049131c 

0x3c887f583330

a2ae86435771d

430d8f26fc2eb4

81c5bd2cbe77fe

dbad81d31b477

589ea9fd5426d5

44cca567031dd

09ccdb263e8d1

d46f2851da539e

2a25e5da1b 

Detected 

Successfull

y detected 

changes in 

the 

manipulat

ed file 
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Rotating or 

flipping the 

contents of a 

digital 

certificate file  
 

0xb428495f1fc6

49dd8235bfc12f

9e092362a378c0

cc96c4d51802a9

7d89ad0e1d279

508ed6f0298eb

46c1944f293613

ee2ca1d7f87c6f

60e95a1b55974

06049131c 

0x72a58ba5e263

e455e1783edb0e

ef4586bc8c41e2

1146aaee29a1e6

b6c2118be62f29

1232eac4f5478c

42�7a5616c4e4

cdab5eced0523

66e20aa5924f48

629e11b 

Detected 

Successfull

y detected 

changes in 

the 

manipulat

ed file 

Testing was carried out on the research object, namely the digital certificate file, where various 

manipulations were applied to the file to check whether changes to the file would affect the resulting 

signature value. If there is a change in the signature value, this indicates that manipulation of the file 

can be verified on the blockchain network. Table 5 is the details of testing the digital certificate file: 

According to Table 5, the digital signature method using blockchain and Keccak256 hashing 

could find every change in the digital certificate file with 100% accuracy. Even small changes in 

compressed files had a big effect on their signature value. 

Many studies have explored blockchain for document and digital certificate security, but some 

issues still need a�ention (Danil Muis et al., n.d.; Frikha et al., 2021; Gayathiri et al., 2020; Kelsey & 

Schneier, 2005; Shidqi, n.d.). One example is using blockchain without adding extra hash algorithms. 

This research adds to the field of blockchain-based digital certificate verification. 

4. Conclusions 

This research confirms that using digital signatures and the Keccak256 hash algorithm in the 

blockchain network can find every change in the digital certificate file with 100% accuracy. Even small 

changes in compressed files could be seen on the blockchain. This research shows that the designed 

system for verifying and validating digital certificates was successfully applied and proved effective 

during testing. Also, there was an improvement in the time for generating and validating signatures 

before and after using blockchain. The time to generate a signature without blockchain was 3.23 

seconds, which reduced to 2.11 seconds with blockchain. Meanwhile, the time to validate a signature 

without blockchain was 2.11 seconds, which decreased to 0.22 seconds with blockchain. 

Suggestions for future research include comparing different hash algorithms to assess their 

strengths and weaknesses in blockchain networks, and testing system performance for comparison 

with future studies. 
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