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Abstract: The pervasive influence of technology and social media has transformed contemporary life in
unprecedented ways, yet beneath the surface lies a complex web of hidden costs that affect individuals,
society, and ethical norms. This paper explores these multifaceted dimensions, illuminating critical
issues such as misinformation, mental health implications, and the manipulative practices employed by
technology and social media companies while presenting an in-depth analysis of the underlying factors
contributing to these developments and the key stakeholders involved. It emphasises the necessity to
scrutinise technology design and prevailing business models to ascertain their roles and responsibilities
in shaping the ethical utilisation of innovative services, addressing the ethical dilemmas arising from
data usage, privacy considerations, and the influence of persuasive technologies designed to capture
user attention. Additionally, the rising prevalence of mental health challenges among adolescents in
the social media era, the integration of advanced technologies, and the real-world consequences of
weaponised social media are examined. Ultimately, the paper offers practical strategies to manage the
influence of technology and mitigate its unintended consequences.

Keywords: social dilemma; mental health; misinformation; manipulative practice; social media;
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1. Introduction

Social media and algorithmic technologies have transformed modern communication, information
sharing, and social interactions. However, as these technologies have become deeply embedded in our
daily lives, researchers have begun to uncover a darker side to their widespread adoption.

A growing body of evidence suggests that the pervasive use of social media and exposure to
algorithmic curation can have profound negative impacts on mental health, fuelling depression,
anxiety, and the propagation of harmful ideologies [1]. The social media context, with its distinct
affordances and lack of salient cues for the epistemic quality of content, can make people particularly
susceptible to the influence of false claims and misinformation [2].

The spread of misinformation by social bots and the virality of low-quality information online
pose a severe threat, with real-world consequences ranging from dangerous health decisions to
manipulations of financial markets [3]. Paradoxically, the platforms envisioned as modern public
squares have become breeding grounds for manipulation, astroturfing, trolling, and impersonation [4].

Researchers have highlighted the complex interplay of socio-cognitive, ideological, and algorith-
mic biases that enable these manipulative practices. These practices exploit and exacerbate our innate
vulnerabilities to misleading information [3,4].

As we grapple with these emerging challenges, we must scrutinise the hidden costs of relying
on social media and algorithmic technologies and develop strategies and policies that promote these
powerful tools’ responsible and ethical use.

While the benefits of social media and algorithmic technologies are undeniable, the growing
body of research calls for a more nuanced understanding of their potential harms. Policymakers,
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tech companies, and the public must collaborate to address these issues and ensure that the digital
landscape remains a space for genuine, productive discourse and decision-making.

The ongoing debate surrounding the ethical implications of technological advancements presents
a multifaceted issue that necessitates a comprehensive examination. Adopting a balanced approach to
consider these technologies and potential drawbacks is vital. Furthermore, an in-depth analysis of the
underlying factors contributing to these developments and the key stakeholders involved is essential.
In this context, it is imperative to scrutinise the technology design and the prevailing business model
to ascertain their roles and responsibilities in shaping the ethical usage of these innovative services.
Therefore, the primary objective of this paper is to illuminate the intricate dynamics of this discourse.

We also discuss algorithmic technology and social media companies’ business models and strate-
gies, which are often driven by the pursuit of user engagement and data extraction for targeted
advertising. This profit-centric orientation can lead to prioritising engagement over responsible con-
tent curation, amplifying sensitive curation-leading information. Furthermore, the algorithmic design
of social media platforms can facilitate the spread of misinformation and manipulative narratives,
undermining informed decision-making and threatening the integrity of democratic processes.

2. The Intersection of Technology, Misinformation, and Mental Health

The rapid evolution of technology and the omnipresence of social media platforms have fun-
damentally transformed how we communicate, access information, and perceive the world around
us. While these advancements have brought numerous benefits, such as instant connectivity, vast
information resources, and innovative ways to share experiences, they have also introduced a series
of hidden costs that are increasingly coming to light. The pervasive use of social media has led to a
phenomenon known as the "social dilemma," where individuals find themselves trapped in a cycle of
constant social comparison, validation-seeking, and addiction to the instant gratification provided by
these platforms [5].

This displaced behaviour theory suggests that when individuals cannot cope healthily with stress
or negative emotions, they may turn to social media for temporary relief, ultimately damaging their
mental well-being [6].

The intersection of technology and social media has raised significant concerns regarding mental
health, as studies have shown correlations between excessive social media use and issues such as
anxiety, depression, and loneliness [6]. The pressure to present a curated, idealised version of oneself
online can exacerbate feelings of inadequacy and lead to harmful comparisons.

Furthermore, the design of social media platforms—characterised by infinite scrolling, notification-
driven engagement, and algorithmically curated content—can disrupt healthy behaviours and con-
tribute to a "displayed behaviour” phenomenon. This occurs when individuals participate in instant
gratification activities that diminish their long-term well-being [6].

Beyond the mental health implications, the rapid dissemination of misinformation and the use
of manipulation tactics on social media platforms pose a significant threat to the integrity of public
discourse and democratic decision-making. The combination of social media sites, the proliferation of
social bots, and human susceptibility to emotional appeals and cognitive biases create a perfect storm
for spreading false claims, conspiracy theories, and politically motivated narratives [3,7].

These dynamics can undermine trust in institutions, fragment worldviews, and hinder our ability
to reach consensus on critical public issues. As the digital landscape becomes increasingly complex, we
must address these challenges head-on to safeguard individual well-being and preserve the integrity
of our social and political systems.

Policymakers, technology companies, and the public must collaborate to develop comprehensive
strategies to mitigate the harmful effects of social media and algorithmic technologies. This may
involve enhanced regulation, greater transparency, and the implementation of ethical design principles
that prioritise user well-being over engagement and profit [7]. Privacy regulations vary significantly
across regions (Figure 1), with some jurisdictions implementing stricter data protection laws than
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others. The disparity in enforcement underscores the need for global cooperation in safeguarding user

rights.
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Figure 1. Privacy regulation adoption across regions.

By recognising social media’s hidden costs and mediating them proactively, we can harness these
technologies’ positive potential while minimising their detrimental impact on mental health, social
cohesion, and democratic discourse.

Additionally, the ease with which misinformation can spread on social media platforms seriously
threatens public discourse and democracy. False information, conspiracy theories, and fake news can
increase rapidly, often outpacing factual content and leading to widespread confusion and division [8,9].

Demographics engaging with conspiracy content often span diverse age groups, socio-economic
backgrounds, and education levels, though certain patterns emerge. Studies suggest younger adults,
particularly those active on social media, are more likely to encounter and share conspiracy content
due to algorithmic recommendations and online echo chambers. Individuals with lower levels of trust
in authority, higher susceptibility to cognitive biases, or feelings of marginalisation are more likely to
engage with such material. Additionally, times of societal uncertainty, such as during pandemics or
political crises, often see a surge in conspiracy belief among people seeking to make sense of complex or
threatening events. As depicted in Figure 2, the distribution of demographics engaging with conspiracy
content highlights that individuals aged 45-54 show the highest engagement levels, followed by the 35-
44 age group. This pattern may be attributed to the increased likelihood of exposure to misinformation
through social media, algorithmic recommendation systems, and pre-existing cognitive biases. Younger
demographics, while also active online, demonstrate slightly lower engagement, potentially due to
a more critical approach to digital content. However, during times of societal uncertainty, such as
pandemics or political instability, engagement across all age groups tends to increase.

18-24

Figure 2. Demographics (age-based) engaging with conspiracy content.

This dynamic can undermine trust in institutions, fuel extremism, and make reaching consensus
on critical public issues increasingly tricky. Addressing this challenge requires a multifaceted approach
that combines technological solutions, enhanced regulation, and a renewed emphasis on media
literacy and critical thinking skills. Technology companies must take greater responsibility for the
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content and behaviours on their platforms, deploying algorithms and content moderation practices
that prioritise truth and authenticity over engagement and profitability [10]. Manipulative practices
employed by tech companies to maximise user engagement also come under scrutiny. Algorithms
designed to keep users hooked can exploit psychological vulnerabilities, creating addictive behaviours
and reducing the quality of online interactions. Understanding these hidden costs is crucial for
developing strategies to mitigate the negative impacts of technology and social media, ensuring that
these powerful tools can enhance rather than detract from our well-being and societal cohesion. In the
face of increasing criticism, major technology corporations have continued to expand their influence.
The technology industry is currently facing increased scrutiny, with recent studies highlighting the
connection between mental health and social media usage. This research suggests a concerning trend
of excessive dependence on electronic devices, enabling individuals to isolate themselves from the
outside world. Consequently, this amplified reliance on technology poses a significant threat as
disseminating increasingly sophisticated fake news content undermines societies globally. Notably,
the unanticipated ramifications of Twitter’s inception over 12 years resulted in a complex interplay of
societal and technological challenges. Moreover, there is a pervasive concern regarding the cessation
of Russian cyberattacks, requiring platforms such as YouTube to refocus their efforts on purging
detrimental content.

Plastic surgeons have recently introduced the term” Snapchat dysmorphia” to describe” a phe-
nomenon where” young individuals desire surgical procedures to resemble their filtered versions
typically showcased on social media platforms [11]. In India, the detrimental consequences of fake
news have been tragically illustrated by the deaths of a dozen individuals at the hands of internet
lynch mobs [12]. This is a stark reminder that misinformation can have real, devastating implications.
Moreover, in the current climate of misinformation, unfounded fears have surfaced regarding the trans-
mission of the coronavirus through the consumption of Chinese cuisine. This showcases a concerning
shift from the information age to an era of widespread disinformation [13].

A survey by the American Academy of Facial Plastic and Reconstructive Surgery reported that
55% of surgeons had patients requesting procedures to improve their appearance in selfies, an increase
from 42% in 2015. This trend is particularly prevalent among younger demographics, with 90% of
Snapchat users aged between 13 and 24 and 60% being female. The pervasive use of beauty filters has
raised concerns about their impact on self-esteem and body image, especially among adolescents. A
study found that 60% of girls felt upset when their real appearance did not match their filtered images.
The increasing trend in reported cases of Snapchat dysmorphia underscores the psychological impact
of augmented reality filters on self-perception. The data suggests a direct correlation between the
widespread adoption of beauty-enhancing filters and a rise in cosmetic surgery consultations among
younger demographics. This trend raises ethical concerns about digital beauty standards and their
influence on mental health, particularly among teenagers who may develop unrealistic expectations of
their physical appearance. These statistics, shown in Figure 3 underscore the growing influence of
social media on individuals’ perceptions of beauty and the increasing demand for cosmetic procedures
to align with these altered standards.
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Figure 3. Snapchat dysmorphia cases in the USA over time.
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The current state of the tech industry is rife with grievances, scandals, data theft, tech addiction, fake
news, and election hacking. It raises the question of whether there is an underlying cause that gives rise
to these multifaceted issues simultaneously. The absence of a singular designation for this problem within
the tech industry calls for a broader understanding. As one surveys the current landscape, one sees an
impression of a world descending into chaos, prompting reflection on whether this is the new normal or a
result of an inexplicable influence. Ideally, a more widespread comprehension of these dynamics should
not be the exclusive domain of the tech industry but rather common knowledge for all.

3. Business Strategies of Technology and Social Media Companies

The contemporary business strategy of major technology companies, such as Facebook and
Google, revolves around acquiring and commercialising user attention. These companies provide
complementary services to users, which advertisers essentially finance. The primary commodity
marketed to advertisers is user attention. Revenue is derived from the display of advertisements,
which subtly influence and shape user behaviour and perception. This gradual and imperceptible
transformation in user conduct and perception constitutes the commodity monetised by these firms.
Figure 4 illustrates how various topics receive differential levels of advertising spend for manipulative
content, particularly in politically charged discussions, health misinformation, and consumer behavior
influences. The dominance of certain topics suggests a deliberate effort by entities to drive engagement
through controversial or misleading content. The financial incentive for such manipulation aligns with
platform algorithms that prioritise engagement, often at the cost of information credibility.
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Figure 4. Ad spent on manipulative content by topic.

Consequently, the paramount value proposition lies in the capacity to influence and alter indi-
viduals, rendering their attention the most prized asset. This aligns with the business’s” perennial
aspiration for” guaranteed successful advertisement placement, which epitomises its trade. They
essentially sell certainty. Success in this sphere hinges on accurate predictions, necessitating copious
amounts of data [14].

"non

Researchers refer to this phenomenon as" "surveillance capitalism”, which is the concept of
companies making money by extensively tracking people’s movements and activities through large
technology firms [15]. Their primary goal is to ensure that advertisers achieve maximum success. This
creates a new and unprecedented marketplace that trades exclusively in human futures. Like there are
markets for trading in commodities like pork bellies or oil futures, we now have markets that deal in
human futures on a massive scale. These markets have generated trillions of dollars, making internet
companies the wealthiest in human history.

Individuals must recognise that their online activities are subject to extensive surveillance, track-
ing, and measurement. Every interaction is meticulously monitored and logged, including specific
details such as the time spent viewing particular images. The level of understanding extends to detect-
ing instances of loneliness and depression and even examining past relationships. This surveillance
encompasses a broad spectrum of personal traits, extending to an individual’s personality type that
surpasses the extent of information ever amassed in the annals of human history. With minimal
human oversight, an autonomous system processes this data to generate increasingly accurate human
behaviour and characteristics forecasts.
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4. Facebook’s Data Utilisation and Ethical Concerns

Some researchers view the development as a "re-engineering" of human nature, suggesting that
these companies are intruding upon and reshaping the most intimate aspects of personhood. This
may have profound implications for the future of human autonomy and free will [16-18]. This new
paradigm’s unequal distribution of power and wealth raises ethical concerns as a few individuals and
entities gain disproportionate influence over society [19].

Numerous individuals believe that Facebook sells out when, in fact, it is contrary to Facebook’s
business interests. The platform utilises this data to construct predictive models of user behaviour,
with the most accurate model yielding competitive advantages [20]. Moreover, as user browsing
speed decelerates” towards the end of their average session duration, Facebook strategically generates
additional content to maintain user engagement [21]. This strategic approach suggests that Facebook
has developed an intricate model of users” online habits, encompassing their clicks, watched videos,
and liked posts. This model enables Facebook to anticipate interactions and curate content that sustains
user interest [22-25].

Facebook’s utilisation of user data goes beyond mere sales or exploitation. The platform em-
ploys sophisticated predictive modelling to gain competitive advantages by anticipating and shaping
user behaviour [20]. As users’ browsing slows towards the end of their average session, Facebook
strategically generates additional content to sustain their engagement [21]. This strategic approach
demonstrates Facebook’s intricate understanding of users’ online habits, encompassing their clicks,
watched videos, and liked posts [22-25]. By analysing this wealth of data, Facebook can accurately
predict user interactions and curate personalised content that keeps them captivated and invested in
the platform. While controversial, This extensive data-driven strategy is central to Facebook’s business
model and ability to attract and retain users, ultimately driving its commercial success.

While the benefits of social media platforms are widely recognised, significant ethical concerns
regarding data privacy and the potential for manipulative tactics also exist. Data serves as the
foundation of the surveillance capitalism business model, and individuals’ personal information is the
raw material that fuels this system [26,27]. The monetisation of user attention and the exploitation of
human psychology for commercial gain raise critical ethical questions about the appropriate use of
technology and the safeguarding of individual autonomy.

5. Privacy Trade-Offs in the Age of Big Data

As the digital landscape continues to evolve, the tension between the benefits of data-driven
technologies and the preservation of individual privacy has become increasingly pronounced. The pro-
liferation of social media, the ubiquity of smartphones, and the rise of smart cities have all contributed
to the exponential growth of data streams, which can be mined and analysed to gain profound insights
into people’s lives [26].

The exponential growth in global data streams (see Figure 5) highlights the expanding role of
digital platforms in modern life. While this increase enables greater connectivity and data-driven
decision-making, it also raises concerns about privacy, data security, and user autonomy. Tech giants’
acceleration of data collection underscores the need for robust regulatory frameworks to manage
ethical considerations and prevent potential misuse.
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Figure 5. Global growth of data streams over time.

This data can be leveraged to provide personalised recommendations, targeted advertising, and
enhanced customer experiences. The impact of social media on consumer behaviour is evident in the
increasing reliance on influencer marketing and targeted advertising, depicted in Figure 6. Platforms
leverage user data to personalise recommendations, often blurring the lines between organic content
and sponsored advertisements. While this approach enhances user engagement, it also raises concerns
about consumer manipulation and data-driven persuasion tactics. By doing so, individual’s personal
information and behavioural patterns are exposed, potentially compromising their privacy [28].
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30.0%

Fashion Health

Electronics

Figure 6. Influence of Social Media on purchasing decisions.

The asymmetry of power in data access and utilisation is a significant concern. Large technology
companies possess the resources and capabilities to collect, analyse, and monetise vast troves of user
data. At the same time, individuals often have limited awareness or control over how their information
is used [26].

This imbalance can lead to a "double bin" for users who may feel compelled to participate in
these data-driven networks to maintain social connections and access desired services, even if it means
sacrificing some degree of privacy. Figure 7 demonstrates a paradox where users, despite growing
awareness of privacy risks, continue to engage with data-driven networks. The prevalence of these
platforms in everyday life creates an ecosystem where opting out is not a viable option for most
individuals. Consequently, regulatory interventions and ethical business practices are needed to
ensure transparency and safeguard users’ digital rights. The risks include the potential for misuse,
manipulation, and infringement of personal autonomy, as companies can leverage their data-driven
insights to influence user behaviour and decision-making.
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Figure 7. User participation in data-driven networks despite privacy concerns.

The dilemma of data privacy and the power dynamics inherent in surveillance capitalism under-
scores the need for a comprehensive and nuanced understanding of the ethical implications of big data
and intelligent technologies [29]. Researchers have highlighted the importance of developing robust
privacy regulations, empowering individuals with greater control over their data, and fostering a more
transparent and accountable data ecosystem [30-32].

As the digital revolution continues to reshape our lives, we must address these complex issues
and strive to balance the benefits of data-driven innovation and the fundamental right to privacy and
self-determination.

6. Objectives and Ethical Implications of Tech Business Strategies

Tech businesses mainly have three primary objectives: (1) Engagement goal: to enhance user
activity and sustain user engagement; (2) Growth goal: to retain users and incentivise them to
invite more individuals to utilise the platform; and (3) Advertising goal: to optimise advertising
revenue while concurrently achieving the goals above [33]. These objectives are steered by algorithms
that dictate content presentation to bolster these metrics. At Facebook, the notion of dynamically
adjusting these objectives and metrics exists, akin to fine-tuning specific elements based on immediate
requirements, such as expanding the user base in a particular region or maximising advertising. This
degree of accuracy and authority is widespread among numerous tech enterprises.

In contemporary society, the predominant mode of communication, particularly for younger
generations, has shifted towards online connectivity. However, the financial underpinning of this
digital connection often involves a third party who seeks to manipulate the interactions between
individuals. This pervasive influence has contributed to developing a global generation shaped by a
context where communication and culture are imbued with manipulation. Consequently, deceit and
deception have emerged as fundamental components that permeate our societal interactions.

The early neuroscientists and psychologists were pioneers in comprehending the intricate work-
ings of the human mind. Their empirical approach allowed for real-time experimentation, akin to
the method employed by magicians who exploit certain aspects of the human psyche to create illu-
sions. Despite professionals in domains such as medicine, law, and engineering possessing extensive
knowledge in their respective fields, they may need a deeper understanding of their vulnerabilities,
constituting a distinct discipline relevant to all individuals.

7. Persuasive Technology and the Quest for User Attention

Tech companies have increasingly leveraged persuasive technologies to captivate and retain
user attention. These technologies are designed to influence human behaviour, often in subtle and
subconscious ways, with the primary objective of driving engagement and commercial success [34,35].
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The concept of persuasive technology revolves around purposely designed features aimed at
covertly modifying human behaviour and instilling unconscious habits [36]. For example, the ubig-
uitous pull-down refresh action on digital devices gives rise to a positive intermittent reinforcement
reminiscent of the mechanics of slot machines in Las Vegas. The overarching goal lies in deeply
embedding unconscious routines within users, engendering sustained engagement without their
conscious realisation—an intentional design technique to influence user behaviour and foster enduring
product engagement strategically.

Photo tagging on social media like Facebook presents a compelling case study. When users
receive an email notification that they have been tagged in a photo, they are inclined to engage with the
content promptly. This behaviour is rooted in human psychology, as individuals respond quickly to
social cues [37,38]. It is worth noting that the email does not contain the photo but rather a notification
of its availability. Integrating the photo within the email would significantly streamline the content.
Facebook has the potential of this feature to drive user engagement and implement it accordingly.
By doing so, the platform leveraged this functionality to boost user interaction and frequent photo
tagging among its user bases.

8. Growth Hacking and the Exploitation of User Psychology

The concept of "growth hacking" has emerged as a strategic approach for tech companies to expand
their user base and achieve exponential growth rapidly. Rather than relying solely on traditional
marketing methods, growth hacking encompasses diverse techniques that exploit human psychology
and cognitive biases to propel user acquisition and retention.

One prominent growth hacking tactic is using social proof, where companies leverage the in-
fluence of other users” actions and opinions to persuade individuals to join or engage with the
platform [39]. Techniques like displaying the number of active users, showcasing positive reviews, or
highlighting the popularity of a product can trigger the psychological phenomenon of social conformity,
leading users to perceive the service as more desirable and trustworthy.

Another growth hacking strategy involves the strategic use of scarcity and urgency. Tech compa-
nies often create a sense of limited availability or time-sensitive offers to induce users to fear missing
out (FOMO), prompting them to sign up or purchase before the opportunity expires [40]. Figure 8
illustrates the effectiveness of social proof strategies in retaining users. Platforms that prominently dis-
play engagement metrics, such as likes, shares, and comments, encourage users to stay engaged longer.
This approach capitalises on psychological factors, such as fear of missing out and peer influence, to
sustain user activity.

70 = With Social Proof
Without Social Proof

Retention Rate (%)

1 Month 3 Months 6 Months 1 Year
Retention Period

Figure 8. User retention rates with and without social proof.

Another growth hacking technique employed by tech companies is the strategic implementation
of gamification, wherein game-like elements are integrated into non-game contexts. Features such as
point systems, leaderboards, and virtual rewards can tap into users’ innate desires for achievement,
competition, and status, enhancing engagement and fostering a sense of loyalty to the platform. As
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shown in Figure 9, gamification strategies, such as badges, leaderboards, and rewards, have been
shown to significantly increase user engagement. By tapping into intrinsic motivations for achievement
and competition, these features foster prolonged platform interaction. However, excessive reliance on
gamification can lead to compulsive behaviours, necessitating ethical considerations in design.
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Figure 9. User engagement levels with gamification.

These growth hacking tactics leverage a deep understanding of human psychology, cognitive
biases, and social dynamics to propel user engagement and acquisition. Companies that excel at
growth hacking expand their user base and achieve exponential growth rapidly, often outpacing
their competitors [41-43]. Growth hacking techniques, including referral programs, FOMO, and
gamification, have been instrumental in driving rapid user adoption. The data in Figure 10 reflects how
platforms that employ psychological triggers, such as scarcity and urgency, achieve higher conversion
rates. However, ethical concerns arise when these tactics exploit cognitive biases to influence decision-
making.

60
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Conversion Rate (%)
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Social Proof FOMO Gamification
Growth Hacking Technigue

Figure 10. Effectiveness of growth hacking techniques on user acquisition.

Within the technological exists a distinct discipline known as growth hacking, wherein engineering
teams leverage psychological strategies to elicit increased user signups, engagement, and referrals.
Notably, the former head of growth at Facebook espoused the efficacy of attaining each user to
introduce seven friends within days (see Figure 11). Based on perpetual experimentation and minor
feature modifications, this approach has been widely adopted within Silicon Valley, with companies
like Google and Uber employing similar methodologies [44]. These referral-based growth strategies
leverage existing users to acquire new ones through incentivised sharing. This method capitalises
on trust within social circles, making it one of the most effective yet ethically ambiguous marketing
approaches. While it enhances user base expansion, concerns regarding data privacy and targeted
advertising arise. Moreover, such practices have been subject to ethical scrutiny due to their perceived
manipulative nature.
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Figure 11. Distribution of referrals generated per user.

9. Subliminal Manipulation and Psychological Experimentation on Social Media

Social media platforms have been at the forefront of leveraging user data and advanced analytical
techniques to influence user behaviour subtly. Techniques such as "privacy suckering" - tricking users
into sharing private information - have been employed to gather detailed user profiles that can be
exploited for targeted advertising and content curation. Figure 12 demonstrates the continuous increase
in advertising expenditures on social media platforms, reflecting the shift from traditional marketing to
digital-first strategies. This growth underscores the commercialisation of user engagement, where data-
driven ad targeting has become the dominant revenue model. The implications for user autonomy and
privacy require further scrutiny. This breakdown of advertising revenue, shown in Figure 13 highlights
the dominance of targeted ads, influencer partnerships, and promoted content. The dependency on ad-
based monetisation raises concerns about content neutrality, as platforms prioritise engagement-driven
content over unbiased information dissemination.
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Figure 12. Growth in Global Ad spend on social media platforms Revenue shared by Ad types.
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Moreover, social media giants have conducted psychological experiments on their user base
without explicit consent to understand how to influence emotions and decision-making more effectively.
Facebook’s widely publicised "emotional contagion" study, in which the platform manipulated the
news feeds of nearly 700,000 users to study the spread of positive and negative emotions, exemplifies
the extent to which these companies are willing to experiment on their users in pursuit of commercial
objectives [45].

The social media platform Facebook executed large-scale contagion experiments to analyse the
impact of subliminal cues on Facebook pages on stimulating voter turnout during the midterm elec-
tions [46]. The results indicated that these subtle cues effectively influenced real-world behaviour and
emotions without the user” conscious awareness. The endeavour is leveraging artificial intelligence
to comprehend and manipulate stimuli that prompt human responses, resembling a symbolic repli-
cation of nerve cell stimulation to observe leg movement in a spider. This approach can be likened
to psychological incarceration, where individuals are unknowingly subjected to manipulation for
profiteering [47,48]. The ultimate objective is to expedite the psychological manipulation of individuals
and subsequently provide them with a dopamine hit. Several prominent social media platforms such
as Facebook, Instagram, WhatsApp, Snapchat, and Twitter have adeptly, although consciously, ex-
ploited vulnerabilities in human psychology to enhance user engagement. The consciousness of these
psychological vulnerabilities, presumably known to the creators and innovators of these platforms,
did not deter them from proceeding with these strategies.

The emergence of bicycles did not provoke societal alarm; instead, people readily embraced the
innovation. No catastrophic proclamations were made, such as bicycles jeopardising family bonds
or undermining democratic foundations. A vital distinction arises when considering tools versus
non-tools: tools patiently await utilisation, while non-tools incessantly demand attention, manipulate,
and seduce. This shift from a tools-based technological environment to one rooted in addiction and
manipulation characterises the modern era. Social medjia, for instance, is not a passive tool; it possesses
distinct goals and employs psychological exploitation to attain them.

When social media is likened to a drug, it becomes evident that humans possess an innate
biological drive to connect with others. This drive triggers the release of dopamine and activates
reward pathways. Eons of evolution have honed this mechanism to facilitate communal living, mating,
and procreation. Consequently, optimised to amplify human connection, social media inevitably
harbours addictive potential. As shown in Figure 14, a clear correlation emerges between increased
screen time and heightened anxiety levels, particularly among adolescents. The always-connected
nature of digital platforms contributes to stress, sleep disturbances, and social comparison pressures.
These findings underscore the need for digital well-being initiatives and mindful technology use.
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Figure 14. Correlation of anxiety level and screen time.

Crucially, the development of technological products did not prioritise the well-being and protec-
tion of children under the guidance of child psychologists. Instead, these products were engineered to
create algorithms that suggest content and enhance images. The issue goes beyond mere attention-
steering and delves into the pervasive influence of social media on children’s self-esteem and identity;
individuals are driven by fleeting signals of online validation, equating these ephemeral digital metrics
with personal worth and truth. This tenuous form of popularity fosters feelings of emptiness and
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perpetuates an unrelenting cycle of seeking subsequent validation. The implications, magnified by 2
billion users and societal perceptions, are profoundly concerning.

10. The Rise of Adolescent Mental Health Issues in the Social Media Era

The prevalence of depression and anxiety among American adolescents has experienced a sub-
stantial increase beginning around 2011-2013. Hospital admission rates for self-harming behaviours
among teenage girls per 100,000 remained relatively stable until approximately 2010-2011, after which a
significant increase was observed [49]. Figure 15 shows the rising trend in social media-related mental
health issues aligns with the growing prevalence of digital connectivity. This increase amounted to
62% for older adolescent girls (15-19 years old) and nearly tripled to 189% for preteen girls. Moreover,
suicide rates for older teenage girls increased by 70% compared to the previous decade, while preteen
girls saw a staggering 151% increase [50]. These trends have been linked to the pervasive influence
of social media on Generation Z, the cohort born after 1996 who were the first to engage with social
media during middle school [51]. This shift has led to a reduction in traditional activities, with adoles-
cents devoting more time to electronic devices, resulting in heightened anxiety, emotional fragility,
depression, and a diminished propensity for risk-taking. Furthermore, there has been a notable decline
in the acquisition of driver’s licenses and participation in driver’s semantic interactions among this
demographic. The implications of these changes extend beyond the individuals themselves, with
families also experiencing trauma and bewilderment in response to these shifting societal patterns.
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Figure 15. Mental health issues related to Social Media use over time.

The proliferation of certain online services has been linked to detrimental effects, including an
increase in self-harm and suicide rates. Parents are increasingly concerned about the manipulative
tactics employed by tech designers, which hijack their children’s attention, impede their children’s
pursuits, and subject them to unrealistic beauty standards. Historically, safeguards were in place to
protect children from such influences, as evidenced by regulations governing advertising to children
during Saturday morning cartoons. However, the advent of platforms like YouTube for kids has
effectively dismantled these protections, leaving an entire generation susceptible to the digital pacifiers
that exacerbate discomfort, loneliness, uncertainty, and fear while concurrently stunting their capacity
to cope with these emotions autonomously [52].

The Challenges of Advancing Technology and Al Integration

The rapid advancement of technology poses significant concerns, mainly due to the exponential
growth in processing power over the years. For instance, comparing the processing power from
the 1960s to today reveals a staggering increase of about a trillion times, far surpassing the rate of
improvement observed in other domains, such as automotive technology. Our human physiology
and brains have not undergone fundamental changes in this time. As technology evolves, human
existence may become increasingly intertwined with advanced hardware and computing systems that
operate with goals misaligned with our own. This raises pertinent questions regarding the potential
consequences and outcomes of this intersection.
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In the contemporary landscape, the ubiquitous presence of technology holds significant impli-
cations for society. Integrating artificial intelligence (Al) in corporate behemoths such as Google
necessitates critically examining its operational dynamics [53-55]. The expansive facilities housing
myriad interconnected computers, interwoven with complex algorithms and programs, underscore
the scale at which Al operates. These algorithms, as elucidated, are not inherently objective; instead,
they are designed to optimise specific definitions of success—commonly, profit. Through machine
learning, the computer system incrementally enhances its capabilities to achieve predefined outcomes,
albeit with an inherent autonomy that transcends human intervention.

Furthermore, the opaque nature of these systems, understood by only a select few within compa-
nies like Facebook and Twitter, contributes to a pervading sense of relinquished control. As a result,
individuals find themselves pitted against an Al entity that possesses an intricate understanding of
their behaviour. At the same time, their comprehension of the Al remains limited to mundane facets
such as cat videos and birthday notifications. This lopsided dynamic calls into question the fairness of
such engagement [56,57].

When considering the digital landscape, the analogy of Wikipedia can elucidate the issue of
personalised content. Analogously, the uniformity of content on Wikipedia represents a unique
commonality in the digital sphere. If, however, the platform were to adopt a model whereby each user
is presented with a personalised definition in exchange for financial compensation, it would intrude
into the user” privacy, effectively leading to the customisation of information based on commercial
interests. This hypothetical scenario mirrors the current state of personalised content on various online
platforms such as Facebook, YouTube, and Google, where users are exposed to tailored information
based on their geographic location and individual preferences. Consequently, individuals with similar
social circles may still encounter vastly different content. Ultimately, this implementation results in
the fragmentation of reality, akin to 2.7 billion personalised Truman Show [58], wherein users are
confined to their subjective digital realms, similar to the protagonist of The Truman Show who, before
the outcome, remained oblivious to the true nature of his environment.

Consider the difference between Wikipedia’s standardised content, a platform for global users,
and the social media giant” personalised content delivery systems. Personalised content tailored to
individual user characteristics creates a fragmented online experience, with each user living in a s
reality. This phenomenon is comparable to 2.7 billion Truman Shows, with commercial interests and
algorithms shaping these realities. This prompts questions about the impartiality of the information
presented to users. Examples include search engine results and social media news feeds. This highlights
the potential impact of personalised content delivery on users’ perceptions and understanding of
various user manipulation practices using social media.

11. The Weaponisation of Social Media and Its Real-World Impact

Government weaponisation of social media has raised significant concerns due to its real-world
consequences. One notable case is the situation in Myanmar, where the widespread use of Facebook,
often pre-loaded onto new phones, has been linked to severe offline harm. A recent investigative
report has revealed the platform’s struggle to address hate speech in Myanplatform [59,60]. Facebook
inadvertently provided the military and other nefarious parties with a means to manipulate public
opinion and fuel violence against the Rohingya Muslims, resulting in mass killings, village burnings,
mass rapes, and other grave crimes against humanity, forcing 700,000 Muslims to flee the country.

This case underscores the immense power of social media platforms. They can be leveraged
to amplify misinformation, conspiracy theories, and hate speech, ultimately leading to real-world
harm. Figure 20 indicates how misinformation consistently outperforms factual content in engagement
metrics, highlighting the algorithmic preference for sensationalism over accuracy. The virality of false
information presents a significant challenge for content moderation and digital literacy efforts. Thus,
unchecked, social media can become a breeding ground for disseminating false narratives, fuelling
discord and societal division. This is not limited to Myanmar; various other nations, including the
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United States, have grappled with weaponising social media to influence public opinion and sway
political outcomes.
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Figure 16. Engagement levels: Misinformation vs factual content.

The COVID-19 pandemic saw an unprecedented surge in misinformation, ranging from con-
spiracy theories to false medical advice (Figure 17). This trend underscores the need for proactive
misinformation mitigation strategies, including real-time fact-checking and platform accountability
measures.
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Figure 17. Covid-19 misinformation categories over time.

The role of social media in the global battle of narratives cannot be overstated. Social media
platforms have become a powerful tool for international actors to shape public opinion and influence
political outcomes. The ease with which digital manipulation strategies can be deployed on social
media makes it challenging for policymakers, military leaders, and intelligence agencies to keep pace
and adapt. The ubiquitous nature of information transmission on these platforms has enabled the
spread of propaganda, misinformation, and disinformation at an unprecedented scale. Figure 18
illustrates how different platforms use various engagement tactics to capture and maintain user
attention. While short-form content encourages quick interactions, long-form content promotes deeper
engagement.
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Figure 18. User attention metrics by platforms.
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Figure 19. User data volume collected by tech giants.

12. The Double-Edged Sword of Modern Technology and Social Media

Customers can summon a car with a button on their smartphones, and within 30 seconds, it arrives
to transport them to their desired location; this occurrence embodies a sense of technological magic
and is genuinely astounding. No doubt, but the original motive for creating the like button centred
on spreading positivity and love in our global community. However, the unforeseen consequences
have led to instances of teenage depression stemming from a lack of likes, as well as contributing
to political polarisation. It is unlikely that the originators of these features had malicious intent,
but the business model presents inherent challenges. Implementing substantial changes risks losing
considerable shareholder value and facing legal repercussions, rendering it a formidable task. The
core issue lies within the existing financial incentives that drive these enterprises, thus necessitating
a realignment of these incentives in any proposed remedy. Addressing digital privacy and the
regulation of data collection are critical considerations that warrant legislative attention, mirroring the
protective measures in place for other sensitive information. Subsequently, it is apparent that current
circumstances predominantly favour safeguarding corporate rights and privileges, diverging from a
user-centric focus [61].

The current state of technology presents a double-edged sword; while it has revolutionised
communication, productivity, and access to information, it also poses significant risks that demand
immediate attention. The pervasive nature of digital devices and platforms has led to concerns over
privacy breaches, cyberbullying, and the decline of face-to-face social interactions. Social media, in
particular, has been linked to mental health issues such as anxiety and depression, often exacerbated
by the constant comparison with others [6,62]. Moreover, the spread of misinformation and the rein-
forcement of echo chambers through algorithm-driven content curation threaten democratic processes
and societal harmony. To address these issues, collective action is imperative. Open conversations
about the responsible use of technology and public pressure on tech companies to prioritise ethical
practices are crucial. By fostering a culture of accountability and demanding transparency, society can
better manage the adverse effects of technology.

13. Practical Steps for Managing Technology’s Influence

The rapid advancement of technology has undoubtedly transformed our lives, but it has also
created a myriad of challenges that require our immediate attention. A comprehensive approach
involving policymakers, tech companies, and the general public is necessary to address the concerns
outlined in the previous sections.

First and foremost, robust regulations and oversight mechanisms must be established to hold tech
companies accountable for the consequences of their products and services. Data privacy laws should
be strengthened to protect individuals’ personal information from misuse, and clear guidelines should
be in place for the collection, storage, and utilisation of user data. Additionally, measures should be
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taken to address the spread of misinformation and manipulate public opinion through social media
platforms.

Another crucial step is for tech companies to prioritise ethical practices and user well-being over
financial gain. This may involve rethinking their business models, redesigning algorithms to promote
meaningful connections and well-being, and investing in digital literacy initiatives to empower users
to navigate the online landscape safely and responsibly.

Ultimately, the responsibility for managing technology’s influence lies with policymakers, tech
companies, and individual users. Developing a critical understanding of technology’s impact on our
lives, cultivating healthy digital habits, and advocating for positive change can contribute to a more
balanced and equitable relationship with technology.

On an individual level, practical steps can be taken to reduce the influence of technology. Unin-
stalling non-essential apps, turning off notifications, and using alternative tools designed to enhance
productivity and well-being can help mitigate the impact of constant digital engagement. Additionally,
practising critical information consumption is essential in an era of rampant misinformation. This in-
volves fact-checking sources, diversifying the media consumed, and deliberately seeking out opposing
viewpoints to foster a well-rounded perspective [63]. By engaging with diverse opinions, individuals
can break free from the confines of echo chambers and develop a more nuanced understanding of
complex issues.
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Figure 20. Engagement levels: Misinformation vs factual content.

Furthermore, setting boundaries for technology use, especially for children, is vital. Limiting
screen time and encouraging offline activities can support healthier development and prevent de-
pendency on digital devices [64,65]. Parents and educators must collaborate to establish guidelines
that promote balanced technology use while protecting children’s mental and emotional well-being.
Opverall, the negative impacts of technology require a multifaceted approach, combining individual re-
sponsibility with collective action. By taking personal steps to manage technology use and advocating
for systemic changes, we can ensure that technology is a tool for progress rather than a source of harm.

14. Conclusion

Rapid technological advancements have undoubtedly transformed our lives and presented many
challenges that demand our attention. While digital technologies can potentially improve development
outcomes and lift millions out of poverty, they can also heighten political divisions, undermine
democracy, and exacerbate inequality.

A comprehensive approach is necessary to address these concerns. Robust regulations and
oversight mechanisms must be established to hold tech companies accountable for the consequences of
their products and services. At the same time, tech companies must prioritise ethical practices and user
well-being over financial gain, which may involve rethinking their business models and redesigning
algorithms.

On an individual level, practical steps can be taken to reduce the influence of technology, such as
uninstalling non-essential apps, turning off notifications, and practising critical information consump-
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tion. Setting boundaries for technology use, especially for children, is also vital to promoting healthier
development and preventing dependency on digital devices.

By taking personal steps to manage technology use and advocating for systemic changes, we can
ensure that technology is a tool for progress rather than a source of harm. Through open conversations,
public pressure, and collective action, we can strive to create a digital landscape that enhances our
well-being and supports the flourishing of human potential.
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