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Abstract: Windows represents the most common platform found in seized computers due to its
widespread presence. This disparity has become worse due to the introduction of Microsoft’s Windows.
Post Cyber Incident analysis of Microsoft Windows machines has become increasingly challenging
due to the ever-evolving nature of digital threats. Traditional digital forensics methods often struggle
to keep pace with modern cybercrime activities” volume, sophistication, and complexity, which either
target or originate from Windows machines. In response to these challenges, this research introduces
WinRegRL, a framework that combines Reinforcement Learning (RL) and Rule-Based Artificial Intel-
ligence (RB-AI) to enhance the efficiency, effectiveness and accuracy of digital investigations in the
context of Windows Operating Systems. WinRegRL fully captures key information, elaborates the
MDP environment, solves the RL problem and extracts expertise for later use. Implementation and
testing of WinRegRL validated the research hypothesis by enabling optimised analysis and correlation
of Registry forensics. Results prove that the proposed RL model outperforms all previous approaches
including bling automation and human expert performance in terms of time, the number of artefacts
explored, and the accuracy of results. Another advantage of the proposed framework is the ease of
repetition, especially in this context, where more than one machine of the same configuration is under
investigation, a context often faced in real DFIR practice.

Keywords: digital forensics; Windows forensics; Window registry; timeline analysis; registry forensics;
cyber incident; automation; Rule-Based Expert Systems; Reinforcement Learning; MDP; incident
response

1. Introduction

Microsoft Windows dominates the global operating system (OS) market, with over 75% of desktop
users worldwide relying on it for both personal and professional purposes [1]. This widespread adop-
tion, however, makes Windows a prime target for malicious actors seeking to exploit vulnerabilities for
data theft, system disruption, and other nefarious activities [2]. The increasing complexity, volume, and
evolution of cyber threats have rendered traditional investigative methods insufficient for addressing
large-scale cyber incidents [3,4].

The Windows Registry, a hierarchical database storing critical system configurations and user
activity data, is pivotal in digital forensic investigations. It contains interrelated keys and values that
record recently accessed files, user actions, and system settings [4]. However, the sheer volume of data
within the Registry and the sophistication of modern cyberattacks pose significant challenges for the
digital forensics and incident response (DFIR) community [6]. The introduction of Windows 10 and 11,
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designed for seamless operation across computers, smartphones, tablets, and embedded systems, has
further expanded their adaptability and reach, complicating forensic efforts [5].

In cyber or cyber-enabled offenses, the efficiency of DFIR processes is critical for loss recovery
and mitigation [3]. Effective DFIR can identify key elements such as the point of entry, techniques
used for unauthorised access, perpetrator identities, and attack motives [4]. Digital forensics, as an
investigative technique, is essential for identifying and analysing evidence related to cybersecurity
incidents or crimes [5]. The Windows Registry serves as a living repository of configuration settings,
user activities, and system events, providing a foundation for reconstructing digital event sequences,
detecting malicious behaviour, and delivering crucial evidence in investigations [9]. The cyber incident
response involves both live monitoring and post-incident forensic analysis. Live monitoring tracks
and records system data in real-time, while post-incident analysis investigates events after they occur.
Both methods are used to map Registry paths containing USB identifiers, such as make, model, and
GUIDs (Global Unique Identifiers), which distinguish individual USB devices. These identifiers are
often located in both allocated and unallocated Registry spaces [7].

This research aims to enhance the efficiency and effectiveness of forensic investigations involving
the Windows Registry. Modern Windows versions generate substantial logging data, which can
hinder analytical processes [8]. To address this challenge, we propose a novel Reinforcement Learning
(RL)-driven framework that combines RL techniques with a Rule-Based Artificial Intelligence (RB-
Al) system. The framework incorporates a Markov Decision Process (MDP) model to represent the
Windows Registry and Events Timeline environment, enabling state transitions, actions, and rewards
for Registry analysis and event correlation.

1.1. Challenges and Motivation
Current Registry forensic analysis, whether manual or automated, faces several challenges:

*  Volume of Data: The Registry contains vast amounts of data reflecting system activities and user
interactions.

e Lack of Automation: Many traditional tools require manual, repetitive tasks, consuming signifi-
cant time and resources.

e  Dynamic Nature: Registry entries frequently change during system operation or software instal-
lations.

e Limited Contextual Information: Registry entries often lack explicit context, necessitating expert
interpretation.

e  Data Fragmentation: Registry data may be fragmented across hives and keys.

¢  Evolution of Windows Versions: Different Windows versions introduce variations in Registry
structures.

e Limited Advanced Analysis: Traditional tools often lack features like anomaly detection or pattern
recognition.

Addressing these challenges requires advanced tools, investigative techniques, and Al integra-
tion to enhance the efficiency and accuracy of Registry analysis. Our motivation for integrating
reinforcement learning (RL) is to optimise the automation and enhance the coverage of Windows
Registry analysis in cyber incident response. This is driven by the growing complexity and volume of
cyber threats targeting critical systems. The Windows registry stores various information, including
system information, configuration settings, and application data. Considering the data found in the
registry, it is an invaluable source of evidence in digital investigations. Windows registry is key for
tracking changes and uncovering traces of malicious acts in the registry. However, the amount of
data contained in the registry poses eminent challenges to digital forensic analysis. this is particularly
evident when real-time analysis is necessary. Analysing the entire registry manually can be time-
consuming and resource-intensive, making it challenging for forensic analysts to efficiently extract
relevant information.
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1.2. Research Questions

This study aims to contribute to the advancement of Cyber incident response in the context of
Windows Registry analysis and forensics by addressing the following research questions:

RQ1: How does the combination of RL with RB-Al, under the framework of WinRegRL, help
improve the effectiveness, accuracy, and scalability of digital forensic investigations on Windows
Operating Systems?

RQ2: What are the primary metrics of performance used to validate the effectiveness of the
framework WinRegRL compared to traditional digital forensics methods, and how does it address the
problems brought about by modern cybercrime in attacking Windows Registry artefacts?

RQ3: To what extent does the WinRegRL framework allow for consistent, optimised analysis
on many machines sharing identical configurations, and what implications are there for practical
applications in Digital Forensics and Incident Response (DFIR)?

1.3. Novelty and Contribution

The research novelty lies in the leveraging of RL to enhance the automation of cyber incident inves-
tigation in Windows machines in terms of accuracy, timing, and coverage. In the beginning, this work
identified the gap by reviewing existing methodologies, tools, and techniques for analysing registry
artefacts and identifying current challenges and limitations. Subsequently, this work’s contributions to
the body of knowledge and DFIR practice are:

MDP Model and WinRegRL: A comprehensive framework relying on a novel MDP model that
provides a comprehensive and structured representation of Windows environment covering Registry,
Volatile Memory and File System data and facilitating an efficient automation of the investigation
process.

Expertise Extraction and Reply: Through the Optimal Policies capturing and generalisation, We
minimise investigation time by enhancing the MDP solving time through direct feeding of optimal
policies to the out-of-the-box MDP solver, which reduces the time needed for the RL agent to discover
optimal decision policies for each state.

Performance Superiority: Observing the empirical results, our results demonstrate that the
proposed RL-based approach outperforms existing industry approaches in terms of Consumed Time,
Relevance and Coverage accounting for both automated systems and human experts.

1.4. Article Organization

The remainder of this paper is organized as follows: Section 2 provides a technical overview
of Windows registry and volatile memory forensic analysis as well as the current state of the art of
tools, and framework investigation techniques. Section 3 explains registry structure and its relevance
in forensics. Additionally, the section introduces the reinforcement learning key elements as well as
RL approaches and how they were leveraged in this research. The section also covers the proposed
RL-powered framework’s overall architecture and modules. Section 4 covers WinRegRL framework
implementation, testing, obtained results, and an in-depth discussion. Section 5 provides reflections
and conclusions regarding answering the research questions and future directions.

2. Literature Review
2.1. Windows Registry

The Windows Registry is a cornerstone of Microsoft Windows OS, serving as a hierarchical
database that stores configuration settings, systems information, and user preferences. From a forensic
perspective, the Registry is a goldmine of information, offering insights into system activities, user
actions, and potential security breaches. Table 1 summarizes the high-level architecture and content
of different Registry hives. These hives store critical data, including user profiles, installed software,
and network settings, and are traditionally analysed using tools such as Registry Editor or specialized
forensic software like FTK Imager. Key forensic artefacts within the Registry include UserAssist
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(recently executed programs), MRU (most recently used files), ShellBags (folder navigation), and
External Devices (connected USB drives) [16]. These artefacts provide valuable information for live
security monitoring and post-incident investigations.

Table 1. Windows Registry Hives and Supporting files [22].

Registry hive Supporting files
HKEY_LOCAL_MACHINE_SAM SAM, SAM.log, SAM.sav
HKEY_LOCAL_MACHINE_Security Security, Security.log, Security.sav
HKEY_LOCAL_MACHINE_Software Software, Software.log, Software.sav
HKEY_LOCAL_MACHINE_System System, System.alt, System.log, System.sav
HKEY_CURRENT_CONFIG System, System.alt, System.log, System.sav, Ntuser.dat, Ntuser.dat.log
HKEY_USERS_DEFAULT Default, Default.log, Default.sav

The registry contains "hives," each containing supporting files, as illustrated in the table below.
These hives store critical information, including user profiles, installed software, network settings, and
more. Traditionally, such data has been extracted and analysed using native tools such as Registry
Editor or Specialized forensics tools like FTK Imager. During analysis artefacts including UserAssist
which reveals recently executed programs, \textit{MRU (most recently used) }which indicates which
file is recently accessed, \textit{ShellBags} which helps with folder navigation, and \textit{External
devices}, which gives information about USB drives that have been connected to the system are
examined [16].

The registry is loaded into memory when the system is booted and written to disk when the
system is shut down. Due to its nature of storing low-level configuration settings, the registry contains
hugely valuable artefacts for forensic analysis [15]. File system artefacts are caused by the Windows
filesystem, which is used by NT (new technology ) to store and retrieve HDDs (hard drive disks) and
SSDs (solid state drives). Event Log is contained in the Windows Event Log and it stores audit logs
from the OS and applications. Memory artefacts are artefacts that can be collected from endpoints while
the system is running from the live system. These four formulate complete Windows endpoint forensic
analysis. The Windows registry is a hierarchical database that stores information for configuring the
system for applications, users, and hardware devices. The main registry files are software, system,
security, and SAM registry [9].

2.2. Window Cyber Incident Response and Analysis

Windows registry forensics—part of both live monitoring and post-incident analysis method-
ologies—deals with the real-time tracking of system activities, where data is captured either when a
USB device is inserted or removed from the system, and after events have occurred [4]. The registry
paths housing information about USB-related data, inclusive of make, model, and Globally Unique
Identifiers (GUIDs) that identify individual USB devices, are identified by means of both method-
ologies [5] and [6]. This information is invaluable in reconstructing USB usage and for analyzing
potential security implications [14]. Traditional approaches to analyzing the registry usually involve
manually searching through registry keys, subkeys, timestamps, and values. Such methods are feasible
in controlled or small-scale environments but become ineffective and prone to error in high-usage
or fluid environments [29]. Especially in the case of large-scale attacks, manual registry analysis in
incident response can be particularly laborious, where subtle IOCs or complex attack sequences must
be identified. The sheer volume and complexity of the registry, which records changes generated by
software installations, user activities, and system operations, only exacerbate the challenges of manual
analysis [30].

Automated tools summarised in Table 3 have emerged to address these inefficiencies, but many
depend on static, rule-based approaches. These systems, hence, have inherent limitations in their
adaptability, often failing to keep up with emerging patterns of attack or new vectors of threat that may
be hiding within registry alterations. This, therefore, constrains the generation of actionable insight
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in dynamic and complex threat environments through dependence on static approaches. With the
increasing sophistication of today’s systems and the changing dynamics of cyber threats, there has
never been a greater need for more adaptive and intelligent forensic systems.

Newly developed frameworks seek to overcome these shortcomings by implementing automation
strategies that identify patterns within registry data. These systems are capable of conducting real-
time analyses of registry modifications, thereby minimizing dependence on human oversight and
enhancing the identification of unauthorized access, software installations, and alterations to system
configurations. This transition towards intelligent and adaptive methodologies is essential for tackling
the complexities associated with contemporary registry forensics, as well as facilitating scalable and
resilient investigative processes.

2.3. Windows Registry Hives and Volatile Data Acquisition

Registry hives play a vital role in maintaining information about user profiles, installed appli-
cations, system configurations, network settings, and connected peripherals. During volatile data
acquisition, tools like RegRipper extract valuable forensic artefacts from registry hive files, facilitating
the analysis of system activity, user behaviour, and potential signs of compromise. This makes registry
hives a crucial source of evidence in digital forensics and incident response, where their detailed
insights aid in reconstructing events and identifying security breaches. Table 2 summarise Windows
registry forensic analysis scope and coverage.

Table 2. WinRegRL forensic analysis Coverage and Scope

Windows Artefacts Scope & Description
Operating Systems fingerprinting ~ Windows 7, Windows 8/8.1, Windows 10, Windows 11, and Server 2008/2012/2016/2019/2022
File Systems NTFS, FAT, exFAT
Registry Forensics Shell Items, Shortcut Files (LNK)-File Opening, ShellBags-Folder Opening
Jump Lists File Opening and Program Execution
Users’ Activities Browser, Webmail, MS Office Documents, System Resource Usage DB
Search Index, Recycle Bin, Files Metadata, Myriad Execution, Electron/WebView2
Cloud Files and Metadata OneDirive, Dropbox, Google Drive, and Box
Timeline and Journaling Microsoft Unified Audit Logging, Event Log Analysis, Deleted Registry Key, File Recovery
ESE Database, .log Files, Data Recovery, String Searching, File Carving
Peripheral Profiling and Analysis Removable Device, Suspect Executed Program, Remote Logging (Console, RDP, or Network)
Anti-Forensics Auto-Deleted Browse (Private Browsing), File Wiping, Time Manipulation, and Application Removal

2.4. Manual Events Timeline Analysis

We have defined here event reconstruction in digital forensics using finite-state machines [27].
However, in simpler terms, this refers to the process of transforming the state of digital objects into
the events that caused those states. This can range from simply confirming that an event occurred to
highlighting the exact time it occurred. Detailed event reconstruction involves examining timestamps
gathered from digital forensic artefacts. These timestamps can be found in various sources including
file system metadata (e.g., file access modification, creation times) and more complex file formats
Windows Registry, event logs, and SQLite databases.

Plaso(log2timeline): represents the cutting edge in timestamp extraction, featuring parsers and
plugins. However, a major challenge lies in the sheer volume of timestamps generated during system
analysis. This occurs even with minimal user activity, which could result in millions of data points.
To tackle this challenge,e efforts have been made to automate the analyses of these timestamps to
construct meaningful activity history. A method proposed by Hargreaves and Patterson involves
manually the pattern of low-level timestamps that correspond to higher-level events. For example, a
user opening a file on Windows OS generates a series of low-level artefacts, including changes in the
registry, jump lists, and link files. This pattern-matching approach can be manually coded, however, it
is often labor-intensive to identify, code and test these changes. In addition, there is a risk of errors due
to subtle variations in the behaviour of different OSs variations. These errors could result in incorrect
conclusions [34].
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Registry Data capturing These steps ensured a systematic and comprehensive approach to
analysing changes in the Windows registry caused by the introduction of USB drives. Capturing
Windows registry data in forensic investigations involves extracting key registry hives, such as
NTUser.dat, SYSTEM, SOFTWARE, and SAM, which store critical system and user information. For
this task, we utilised RegRipper and Regshot to parse and compare registry snapshots efficiently. The
process begins with creating a forensic image of the target system to ensure data integrity and prevent
accidental modifications. Once the registry hives are extracted, they are analysed for evidence of
user activity, software installations, and external device connections. This information is fed into the
timeline of events, user actions, and potential malicious activity.

An initial snapshot of the Registry hives from the target system was taken using Regshot before
introducing any test USB drives. A specific directory containing the relevant hive files was specified.
After introducing the test USB drives, a second snapshot of the Registry hives was captured. The two
snapshots were compared, and differences were documented in HTML reports for each USB drive
scenario. The generated HTML reports were meticulously searched for artefacts identified during
the review process [49]. Additionally, RegRipper plugins targeting the NTUser.dat, System hive,
and Software hive were executed on the corresponding registry hives extracted post-thumb drive
introduction. The parsing results were systematically documented in detailed reports. The extracted
data was then organized into Excel spreadsheets and consolidated.

2.5. Related Works

In computer forensics, registry forensics is vital due to the large available data and its importance.
Efficiently, extracting this data is significant for forensic investigation [11]. However, the limitation of
tools has caused the extraction to be undertaken manually. The nature of the textit{. REG] file contributes
to the difficulty of the examination process. Data is stored by registry files under a value labelled Key
[59]. The registry contains five most hierarchical folders called .hive, which begin with HKEY. Out
of the five hives, only two are active HKU (HKEY_USER) and HKLM (HKEY_LOCAL_MACHINE).
The rest serve as shortcut subfolders of the two. All registry keys have associated values labelled
"Last_Write" time. This is information on when the last modification of the Registry key was made,
and the information is stored as FILE_TIME structure. The Last_Write time update is made whenever
the Registry key is created, accessed, modified and deleted [7]. Figuring this out in an automated
approach helps the forensic analyst save a significant amount of time compared to doing it manually.
In addition to this, the traditional manual approach has difficulties with determining what part of the
key is changed even after manually finding out that the key is altered [35].

Specific work in post-incident malware investigations has incorporated RL to efficiently process
memory dumps, network data, and registry hives. By defining registry artefacts as part of the state
space in an MDP model, RL-based systems can classify and prioritise malicious registry entries,
improving both speed and accuracy. This approach integrates Q-learning algorithms to train agents on
actions such as identifying anomalies, collecting forensic data, and correlating registry changes with
attack vectors [9]. The intervention of technology has rapidly improved the quality of forensic science,
especially in the field of digital forensics. However, the need for speedy and intelligent investigation
still exists to maintain an elevated position on digital crime [33]. ProDiscover, which is a digital forensic
tool used to generate, and analyse data. It can be used to analyse a broad range of data and generate
reports autonomously. It can also be used for searching specific data based on the node-enabled.

In [32], researchers proposed ARXEL an interacting GUI which is an automated tool for Windows
registry analysis that has the capability of extracting data from EO1 image. AXREL uses interacting
NTFSDUMP which then outputs results in a table mode, containing key registry information that can
be used for manual investigation with keyword search that is related to specific events. However, this
tool only filters System Info, Program Execution, Autoruns, and Installed Software. ARXEL is time
efficient and productive, However, it must be noted that it does not analyse all necessary data. It also
needs to be manually verified for accuracy and relevance reasons.
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MultiAgent digital investigation toolkit (MADIK) proposed by [36] is a tool used to assist cyber
incident response in forensic examination. It deploys an intelligent software agent (ISA), a system
that uses Al to achieve defined goals in an autonomous manner. The tool performs different analyses
related to a given case in a distributed manner [9]. MADIK contains six intelligent agents including
HashSetAgent, TimelineAgent, FileSignatureAgent, FilePathAgent, KeywordAgent, and Windows-
RegistryAgent. The WindowsRegisteryAgent examines information related to time zones, installed
software, removable media information, and others [36]. Artificial intelligence-enabled forensic anal-
ysis has become outstanding in its contribution to detecting and preventing digital crimes [9]. In
Al machine learning has four main categories: supervised learning, semi-supervised, unsupervised
learning and reinforcement learning. Reinforcement learning works by rewarding good behaviours
and punishing behaviours that are not good enough. Various Machine Learning approaches including
KNN, DT, SVM, PCA, K-Means, SVD, NB, ANN, LR, and RF have been deployed for forensic analysis.
Windows registry is a huge data source for forensic analysis, and advantage must be taken on Al
techniques to analyse Windows registry [39].

Kroll Artefact Parser and Extractoris (KAPE) is a multifunctional digital forensic tool developed
for efficient data collection and parsing of forensically relevant artefacts [46]. It uses a target-based
approach to data acquisition. Targets are predefined instructions for KAPE, identified by their tkape
extension, directing it to locate specific files and folders on a computer. Upon the identification of
items that align with the predetermined criteria, KAPE methodically duplicates the pertinent files
and folders for subsequent analysis. The tool comprises an array of default targets, including the
SANS_Triage compound collection, which enhances the efficiency of triage and evidence collection.
Furthermore, various programs are run against the files, and the output from the programs is then
saved in directories named after a category, such as Evidence_Of_Execution, Browser_History or
Account_Usage. Table 3 summarise the most relevant research works proposing impactful tools or

frameworks.
Table 3. Summary of Related Works.
Reference | Tool - Framework | Technique and Approach Output & Description
(1) Practical me?hodology to de\{el.op synthe'hc ref- Generating a synthetic corpus
erence datasets in security and digital forensics. (2) | . ) -
TREDE & VM- - o into two different classes: user-
[8] Dataset automated generation feasibility and effec-
POP . . generated and system-generated
tiveness through practical deployment and values
reference data.
assessment.
(1) A digital forensic tool used to generate and analyse e
[18] ReLOAD data. (2) It utilises hardware resources and highlights has the ability to analyse a broad
. range of data.
deleted files
(1) Interactive GUI for Windows registry analysis (2) Eéﬁffg;ygj;?jrr};?tf;l:;osgg fx;’:
[25] AXREL Extracts data from Eol image using NTFSDUMP, and R oo
. It is time efficient, although it re-
outputs results in a table format. . e
quires manual verification.
(1) MultiAgent digital investigation toolkit that
utilises intelligent software agents (ISA) to analyse | Processes and Analyses Time
[36] MADIK OSs forensics extracted Data. (2) Contains six agents: | Zone info, installed software, re-
- HashSetAgent, TimelineAgent, FileSignatureAgent, | movable media info, and OS
FilePathAgent, KeywordAgent, and WindowsReg- | events.
istryAgent.
Open real-world datasets for run-
(1) multi-perspective data collection and labelling of | time behavioural analysis of Win-
[44] RaDaR malware activity. (2) Contains 7 million network pack- | dows malware. Dataset offers a
ets, 11.3 million OS system call traces, and 3.3 million | comparison of different solutions
events related to 10,434 malware samples. and fosters multiple verticals in
malware research.
Identification module to identify
and collect specific forensic arte-
Kroll artefact Parser And Extractor automates the | facts from systems. Parsing mod-
[46] Kroll KAPE extraction of key forensic artefacts and supports rapid | ule targets specify what to col-
analysis. lect (e.g., registry keys, logs), and
the processing module to analyse
and collects relevant artefacts.
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3. Research Methodology

This section provides an outline of the research methodology followed in this work. These
steps are summarized below in a manner which enables grasping the Windows Registry (WinRegRL)
Forensics domains and components and understanding the interaction between the different entities
and the human expert. The research methodology used in this research has five steps:

¢ Current Methods Review for Windows Registry Analysis Automation and study the mechanisms,
limitations, and challenges of existing methods in light of the requirements set by Windows
Registry forensics for efficiency and accuracy.

* Investigating Techniques and Approaches used in Windows Registry Forensics. we particularly
focused on machine learning approaches and rule-based reasoning systems that can extend or
replace human intervention in the sequential decision-making processes involved in Windows
Registry forensics. Find the best ways through which expert systems can be integrated into the
forensics process in order to gain better investigative results.

¢  WinRegEL Framework Developmentas we progress with the design and implemention of dif-
firenet modules making the WinRegRL framework, we first focus on the WinRegRL-Core which
introduce a new MDP model and Reinforcement Learning to optimize and enhance Windows
Registry investigations. Also, add a module to capture, process, generalize, and feed human
expertise into the RL environment using a Rule-Based Expert System (RBES) via Pyke Python
Knowledge Engine.

e  Testing and Validation of WinRegRL on the latest research and industry standards datasets made
to mimic real-world DFIR scenarios and covering different size evidences especially in large-scale
Windows Registry forensics. The performance of the framework should be evaluated against
traditional methods and human experts in terms of efficiency, accuracy, time reduction, and
artefact exploration. Refine the framework iteratively based on feedback testing for robust and
adaptive performance in diverse investigative contexts.

e  Finalisation of the WinRegRL Framework through unifying reinforcement learning and rule-
based reasoning to support efficient Windows Registry and volatile data investigations. the final
testing will demonstrate how it reduces reliance on human expertise while increasing efficiency,
accuracy, and repeatability significantly, especially in cases with multiple machines of similar
configurations.

3.1. Windows Registry and Volatile Data Markov Decision Process

A Markov Decision Process (MDP) is commonly used to mathematically formalize RL problems.
The key components of an MDP include the state space, action space, transition probabilities, and
reward function. This formalism provides a structured approach to implement RL algorithms, ensuring
that agents can learn robust policies for complex sequential decision-making tasks across diverse
application domains[53]. Markov decision process (MDP) is widely adopted to model sequential
decision-making process problems to automate and optimise these processes [56]. The components of
an MDP environment are summarised in equation 1:

A Markov Decision Process, MDP, is a 5-tuple (S, A, P, R, y) where:

finite set of of states:

seS

finite set of actions:

acA )
state transition probabilities:

p(s’ls,a) = Pr{S;1=5'|S; = 5,A; = a}

expected reward for state-action-next_state:

r(s’,;s,a) = E[R|Si41 =", 8 =5, A = d]
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Value Function: Value function describes how good is to be in a specific state s under a certain policy =.
For MDP:
Va(s) = E[G:[S; = 5] 2)

To achieve the optimal value function, WinRegRL Agent will calculate the expected reward return
when starting from s and following 7 but account for the cumulative discounted reward.

Vi(s) = maxVy(s) ©)

WinRegRL Agent at each step ¢ receives a representation of the environment’s state, S; € S
and it selects an action A; € A(s). Then, as a consequence of its action the agent receives a reward,
Ri;1 €eReR.

Policy: WinRegRL policy is a mapping from a state to an action

7 (s]a) (4)

That is the probability of select an action A; = a if S; =s.
Reward: The total reward is expressed as:

H

G, = Z 'ykrt+k+1 5)

k=0
Where v is the discount factor and H is the horizon, that can be infinite.

3.2. Overall Windows Registry and Timeline MDP Modelling

Markov decision processes (MDPs) provide a natural representation for DFIR investigator se-
quential decision making including browsing, interacting and performing actions on registry files and
waiting for the outcome to validate the finding or exclude a scenario. As with any sequential decision
process, automation could be enhanced considerably using RL, it involves an agent that interacts
synchronously with the its environment or system; the sequence of system states are modelled as a
stochastic process. The RL agent’s goal is to maximize reward by choosing appropriate actions. These
actions and the history of the environment states determine the probability distribution over possible
next states. This MDP framework provides a structured approach for modelling and optimizing
forensic investigations, enabling analysts to make statistically informed decisions in the presence of
complex Windows Registry and volatile memory analysis.

Our proposed WinRegRL MDP illustrated in Figures 1 and 2 representation is unique and distinct
by the complete capturing of the Registry Forensics and Timeline features of allowing the RL agent to
act even when it fails to identify the exact environment state. The environment for RL in this context
would be a simulation of the Windows operating system registry activities combined with real-world
data logs. This setup should allow the agent to interact with a variety of registry states and receive
feedback. The MDP model elaboration is operated following SANS including File Systems, Registry
Forensic, Jump Lists, Timeline, Peripheral Profiling and Journaling as summarised in Table 2.
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Figure 1. Detailed Windows 10 Registry Hives Only MDP States, Actions, Transition Probabilities and Rewards.
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Figure 2. Detailed Windows 10 RAM Memory, Timeline and Events MDP States, Actions, Transition Probabilities

and Rewards.

e  State Space: In Windows Registry and volatile memory forensics, the state space refers to the
status of a system at some time points. Such states include the structure and values of Registry
keys, the presence of volatile artefacts, and other forensic evidence. The state space captures a
finite and plausible set of such abstractions, allowing the modeling of the investigative process
as an MDP. For example, states could be "Registry key exists with specific value" or "Volatile
memory contains a given process artefact."

* Actions Space: Actions denote forensic steps that move the system from one state to another.
Examples of these are Registry investigation, memory dump analysis, or timeline artefact correla-
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tion. Every action can probabilistically progress to one of many possible states. The latter reflect
inherent uncertainties of forensic methods: for example, querying a given Registry key might
show some value with some probability and guide the investigator with future actions.

*  Transition Function: The transition function models the probability of moving from one state
another after performing an action. For example, examining a process in memory might lead
to identifying associated Registry keys or other volatile artefacts with a given likelihood. The
transition probabilities capture the dynamics of the forensic investigation, reflecting how evidence
unfolds as actions are performed.

¢ Reward Function: The reward function assigns a numerical value to state-action pairs, represent-
ing the immediate benefit obtained by taking a specific action in a given state. In the forensics
context, rewards can quantify the importance of discovering critical evidence or reducing un-
certainty in the investigation process. For example, finding a timestamp in the Registry that
corresponds to one of the known events can be assigned a large reward for solving the case.

This MDP framework provides a structured approach for modelling and optimizing forensic
investigations, enabling analysts to make statistically informed decisions in the presence of complex
Windows Registry and volatile memory analysis. The MDP model elaboration is operated following
SANS including File Systems, Registry Forensic, Jump Lists, Timeline, Peripheral Profiling and
Journaling as summarised in Table 2.

The problem of registry analysis can be defined as an optimisation problem focused on the agent,
where it is to determine the best sequence of actions so as to maximize long-term rewards, thus
obtaining the best possible investigation strategies under each system state. Reinforcement Learning
(RL) provides a broad framework for addressing this challenge through flexible decision-making
in complex sequential situations. Over the past decade, RL has revolutionized planning, problem-
solving, and cognitive science, evolving from a repository of computational techniques into a versatile
framework for modelling decision-making and learning processes in diverse fields [52]. Its adaptability
has, therefore, stretched beyond the traditional domains of gaming and robotics to address real-world
challenges ranging from cybersecurity to digital forensics.

in the proposed MDP model, an investigative process can be modelled as a continuous interaction
between an agent—forensic tool or algorithm—and its environment—Windows Registry structure.
The environment is formally defined by the set of states representing the registry’s hierarchical keys,
values, and metadata; the agent, on the other hand, selects actions in a number of states at scanning,
analysing, or extracting data from it. Every action transitions the environment to a new state and
provides feedback in the form of rewards, which guide the agent’s learning process.

The sequential decision-making inherent in registry forensics involves navigating a series of
states—from an initial registry snapshot to actionable insights. Feedback in this context includes
positive rewards for identifying anomalies, detecting malicious artefacts, or uncovering system mis-
configurations and negative rewards for redundant or ineffective actions. The RL agent will learn how
to optimize its analysis by interacting iteratively with the environment and refining its policy; hence, it
will raise the efficiency of finding important forensic artefacts systematically. That would automate
and speed up registry analysis, additionally making it adaptive to changing attack patterns—what
makes RL a very valuable tool for modern Windows Registry forensics.

RL enables an autonomous system to learn from its experiences using rewards and punishments
derived from its actions. By exploring its environment through trial and error, the RL agent refines
its decision-making process [50]. As training RL agents requires a large number of samples from an
environment to reach human-level performance [45], we have opted for WinRegRL for an efficient
approach by adopting model-based RL instead of training an agent’s policy network using actual
environment samples. We only use dataset samples to train a separate model being supervised by
a certified Windows Registry Forensics having acquired GCFE or GCFA. This phase enabled us to
predict the environment’s behaviour, and then use this transition dynamics model to generate samples
for learning the agent’s policy [15].
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3.3. Reinforcement Learning

In this system, an RL agent interacts with its surround in a sequence of steps in time (7): 1) the
agent receives a representation of the environment (state); 2)) selects and executes an action; 3 receives
the reinforcement signal; 4) updates the learning matrix; 5) observe the new state of the environment.

Agent

Representation |

JU}, [Learning algorithm| |

& A | PolicyGraph |

\4

\.

Reward Action
t
State ) a®

® ) ¢ RL Environment

i o@ﬁl

»

s(t+1)

Figure 3. The Reinforcement Learning conceptual framework in the context of Windows Registry and Volatile
Data Forensic analysis.

The RL Agent at each step ¢ receives a representation of the environment’s state, S; € S and it
selects an action A; € A(s). Then, as a consequence of its action the agent receives a reward, R;41 € R € R.
RL is about learning a policy (IT) that maximises the reinforcement values. A policy defines the agent’s
behaviour, mapping states into actions. The e-greedy method is an example of the action selection
policy adopted in RL. We are seeking an Exact solution to our MDP problems and initially considered
the following methods:

e Value Iteration
e  Policy Iteration
o Linear Programming

3.3.1. Value Iteration and Action-Value (Q) Function

We denoted the expected reward for state and action pairs in equation 6.
qr(s,a) =Ex|G/|S; =5,Ar =a (6)

3.3.2. Optimal Decision Policy
WinRegRL optimal value-action decision policy is formulated by the following function:
q:(s,a) = maxq”(s,a) )

»Ve can thel’l I‘edeﬁl’le L *, equation 3, usil’lg q* (S, a), equation ; .
[/ «\5) = ma q * 5, a 8

This equation conveys that the value of a state under the optimal policy must be equal to the expected
return from the best action taken from that state. Rather than waiting for V(s)V(s) to converge, we can
perform policy improvement and a truncated policy evaluation step in a single operation [28]


https://doi.org/10.20944/preprints202501.0416.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 7 January 2025

13 of 27

Algorithm 1 WinRegRL Value Iteration

Require: State space S, action space A, transition probability p(s’,r | s,a), discount factor y € [0, 1),
small threshold 8 > 0
Ensure: Optimal value function V, and deterministic policy 7.
1: Initialization:
:V(s)«—0,VseSsS > Initialize value function

2

3:

4: repeat

5: A0
6 forall s € S do

7 v« V(s) > Store current value of s
8

V(s) «max Y, p(s’,r|s,a)[r+yV(s')]
acA ' r

9: A «— max(A, |v=V(s)]) > Update the maximum change
10: end for
11: untilA < 6 > Check for convergence
12:

13: Extract Policy:
14: forall s € S do
15: n(s) «argmax X, p(s’,r|s,a)[r+yV(s)]
acA g r
16: end for
17: Output: Deterministic policy 7 ~ 7, and value function V = V,

Monte Carlo (MC) is a model-free method, meaning it does not require complete knowledge of
the environment. It relies on averaging sample returns for each state-action pair [28]. The following
algorithm outlines the fundamental implementation, as shown in Figure 4.

[
2 5
© ©
B o
=) =2
2 gl
o £ Simulated
< .
ﬂ:a = Experience
[=]

Real Experience

)

Search Control

Model Learning

Windows Registry
(Evidence Machine)

Figure 4. WinRegRL Reinforcement Learning Learning Approach.

3.3.3. Bellman Equation

An important recursive property emerges for both Value (2) and Q (6) functions if we expand
them [51].

3.3.4. Value Function

Va(s) = S(als) L2 p(s,rls,a) |r+ yVa(s')] ©)

Similarly, we can do the same for the Q function:

Gn(s,@) = T p(s,rls, @) +yVa(s')| (10)
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3.3.5. Policy Iteration

We can now find the optimal policy

Algorithm 2 WinRegRL Policy Iteration

Require: State space S, action space A, transition probability p(s’,r | s, a), discount factor y € [0, 1),
small threshold 6 > 0
Ensure: Optimal value function V. and policy 7.
1: Initialization:

2: V(s) <0, VseS > Initialize value function
3: m(s) €A, VseS > Initialize arbitrary policy
4:
5: repeat
6: Policy Evaluation:
7 A0
8: forall s € Sdo
9: v V(s)
10: V(s) — X nm(als) X p(s',r|s,a)[r+yV(s)]
acA s/, r
11: A — max(A,|v-=V(s)|)
12: end for
13: until A < 6 > Repeat until value function converges
14:

15: Policy Improvement:
16: policy_stable « true
17: forall s € S do

18: old_action « n(s)

19: n(s) « argmax ), p(s’,r|s,a)[r+yV(s)]
acA g r

20: if old_action # 7 (s) then

21: policy_stable « false

22: end if

23: end for

24:

25: if policy_stable then

26: returnV =V, and 7 ~ 7,

27: else

28: go to Policy Evaluation

29: end if

3.4. WinRegRL Framework Design and Implementation

The proposed WinRegRL framework illustrated in Figure 5 integrates data from the Windows
Registry and volatile memory into a decision-making system that models these data as MDP Envi-
ronments, it also relies on Rule-Based Expert System (RBES) and other Machine Learning algorithms
during the phase of MDP environments elaboration. It enables forensic examiners to validate decisions,
identify patterns in fraudulent or malicious activities, and generate actionable reports.

Figure 5 provides a detailed diagram illustrating WinRegRL functioning covering Windows
Registry Hives and Volatile Data Parsing, MDP environment elaboration, RL and RBES functioning as
well as the human expert (GCFE) validation. The Diagram only consider Windows Registry (WinReg)
analysis and volatile memory (WinMem-TL) data for elaborating MDP envisionments. This framework
highlights an iterative decision-making process that combines expert knowledge with Reinforcement
Learning and the use of automated forensic tools to enhance the analysis and detection of fraudulent
or anomalous activities in a Windows environment.
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Figure 5. WinRegRL Framework detailed functioning diagram

We Describe here, WinRegRL framework modular breakdown:

WinReg + WinMem-TL Importing The process begins by importing Windows Registry data and
memory timelines (WinMem-TL).

MDP Elaboration The imported data is transformed into a Markov Decision Process (MDP)
environment following the structure defined in Equation 1.

MDP Solver The out-of-the-box MATLAB MDP toolbox contains various algorithms to solve the
discrete-time Markov Decision Processes: backward induction, value iteration, policy iteration, and
linear programming [19]. In the case of the analysis of the Windows Registry, an MDP agent—a purple
head icon with the label AGENT—interacts with the registry environment to receive state observations
and reward signals to improve its decision policies [21]. The RL agent will therefore systematically
search through registry keys and values, identifying patterns and anomalies in a feedback-driven
cycle of analysis. This interaction constructs a Sequential Decision Policy Graph to visualize possible
actions and decision paths specific to registry analysis. An off-the-shelf MDP solver is then applied to
find optimal policies, dynamically focusing on registry artefacts based on their reward importance.
This methodology exposes, with great skill, hidden malicious behaviours or misconfigurations in the
Windows Registry, yielding insights that are often overlooked by traditional static analysis or manual
investigation techniques. The algorithm functioning is detailed in Subsection 3.7

3.5. Expertise Capturing and Generalisation

A Rule-Based Expert System (RBES) with an online integrator that interacts with the RL MDP-
solver, likely applying expert knowledge or predefined rules to assist in elaborating decision policies
based on the imported data [47].
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3.5.1. Expertise Generalisation

If the generated policies are inadequate, they undergo further Expertise Generalisation, where
more complex or nuanced decision-making logic is applied to better handle fraud detection or anomaly
identification.

3.5.2. Reporting and Analysis

The validated results are compiled into a report for decision-making or further investigation. The
process feeds back into WinReg Analysis using Regipy 3.1.6, a tool for forensic analysis of Windows
Registry hives, ensuring continual refinement and improvement of the decision-making model.

3.6. Human Expert Validation module

The generated decision policies are validated by a Certified Forensic Examiner holding at least
GIAC GCEFE or GCFA to ensure that the automatically generated decision policies are correct and
appropriate. If the policies are valid, they receive a "thumbs up"; if not, further generalisation or
adjustments are needed (denoted by the "thumbs down" icon).

3.7. WinRegRL-Core

WinRegRL-Core as illustrated in Algorithm 3 is the Core Reinforcement Learning algorithm
where RL Agent is trained on a model MDP—the latter created based on some given data about the
Windows Registry. The algorithm initialises the policy, value function, and generator with random
values first, then updates each iteration of the policy of the agent based on the computed state-action
values by using either policy iteration or value iteration. Policy iteration directly updates the policy by
choosing those actions with maximum Q-values, while value iteration, is an iterative refinement of a
value function V(s). Q-learning is used so the RL Agent would explore the environment and update
a Q-table while following the epsilon-greedy approach for balancing exploration and exploitation.
WinRegRL-Core incorporates increasingly improved iterations of the critic, or value function, and the
generator, or policy, for the refinement of the policy towards the selection of appropriate actions for
the maximisation of cumulative rewards. Convergence is verified based on whether the difference
between the predicted and target policy is less than a specified threshold, which demonstrates that o is
the optimal policy. The last trained generator D and the critic & represent the optimized policy and
value function, Respectively, used for decision-making within the MDP environment.

For non-stationary problems, the Monte Carlo estimate for, e.g, V is:

V(S) V(S +a|G - V(S| 1D

Where « is the learning rate, how much we want to forget about past experiences.
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Algorithm 3 WinRegRL-Core

Require: MDP (S, A, P, R,y), where S is the set of states derived from Windows Registry data, A is the
set of actions, P is the transition probability matrix, R is the reward function, and y is the discount
factor; Local iterations /, learning rate for Critic ¢p, learning rate for Generator e, gradient
penalty A

Ensure: Trained Critic © and Generator & for the optimal policy 7*

1: Initialize Generator & with random weights

2: Initialize Critic (value function) V(s) < 0 for each s € S
3: Initialize policy 7 (s) arbitrarily for each s € §

4: foriterationt=1to I do

5: while MDP not converged do

for each state s € S do
for each action a € A do

Compute Bellman update for expected reward Q(s,a) <« R(s,a) +

Sy P(s'ls, a)V(s)

® N

9: end for
10: Update policy with max Q-valuen(s) < argmax, Q(s,a)
11: Update value V(s) « max, Q(s, a)
12: end for
13: if using Policy Iteration then
14: Check for stability of x; if stable, break
15: else if using Value Iteration then
16: Check convergence in V(s); break if changes are below threshold
17: end if
18: end while
19: if Q-Learning is needed then
20: Initialize Q-table Q(s,a) « O forall (s,a) € Sx A
21: for each episode until convergence do
22: Observe initial state s
23: while episode not done do
24: Choose action a using e-greedy policy based on Q(s, a)
25: Execute action a, observe reward r and next state s’
26: Update Q(s,a) < Q(s,a) +ap(r+ymax, O(s’,a’) — Q(s,a))
27: s s
28: end while
29: end for
30: end if
31: Train Critic D to update value function
32: Train Generator & to optimize policy using updated critic values
33: Confirm convergence of the target policy < 0.1, break
34: end for

35: return Trained Generator & and Critic D for optimized policy 7*

3.8. PGGenExpert-Core

PGGenExpert is the proposed Expertise Extraction, Assessment and Generalisation Algorithm
4, it converts WinRegRL Policy Graph to Generalized Policies independently of the covered case for
future use, processes and corrects a state-action policy graph derived from reinforcement learning on
Windows Registry data. It starts by taking the original dataset, a complementary volatile dataset, and
an expert-corrected policy graph as inputs. The algorithm first creates a copy of the action space and
iterates over each feature to ensure actions remain within the valid range, correcting any out-of-bounds
actions. Next, it addresses binary values by identifying incorrect actions that differ from expected
binary states and substitutes them with expert-provided corrections. For each state-action pair, it
then adjusts the action values so that only the highest-probability action remains non-zero, effectively
refining the policy to select the most relevant actions. Finally, the algorithm returns the corrected and
generalized policy graph, providing an updated model of action transitions that aligns with expert
knowledge and domain constraints.
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Algorithm 4 GenExpert: Policy Graph Expertise Extraction, Assessment and Generalisation Algorithm

Require: Original Windows Registry data W € R"*¢ with n instances and d features, Complementary

volatile data Y with shape matching W, and State-to-Action Policy Graph Z. Expert-corrected
general policy graph C.
Ensure: Updated transition probabilities in the MDP model based on corrected actions.
1: procedure CORRECT_ACTION_STATE_PG MAPING(W,Y, Z, B, C)

2: Copy of the action space: S’ « §

3: fori € Rdo > Handle missing and out-of-range actions

4 Vmin,i ¢ min(W. ;)

5: Vmax,i €~ maX(W:,i)

6: S:’,i «— max(min(S. ;, Vmax,i), Vmin,i) > Bound actions within valid range

7: end for

8: fori € Bdo > Correct binary values

9: Y corre i & Yi#zW)AT,;#1) > Identify invalid actions
10: Yeorrected,i <= Yi X (=Y}, Correct,i) +Ci XY, correct > Replace with expert-corrected values
11: Y/, e, > Set all but highest value in state-action vector to 0
12: end for
13: h; < argmax(Y.;) > Extract generalized policy graph based on highest value action
14: return Y’ > Return updated state-action policy graph

15: end procedure

4. Testing, Results and Discussion
4.1. Testing Datasets

To test WinRegRL, we opted for different DFIR datasets. Table 4 summarises the WinRegRL
Testing Datasets which was a mixed selection of four (04) datasets that cover multiple Windows
architectures and versions. In general, three datasets are widely adopted in DFIR research:

CFReDS: The NIST Computer Forensic Reference DataSet (CFReDS) Portal is a comprehensive
resource for accessing documented digital forensic image datasets and supporting tasks such as tool
testing, practitioner training, and research. Each dataset includes descriptions of significant artefacts
and can be searched by year, author, or attributes. The portal features collections developed by NIST
for projects like Computer Forensic Tool Testing (CFTT) and Federated Testing, alongside contributions
from other sources. These datasets enable users to evaluate forensic tools, develop expertise, train
professionals, and conduct custom studies, offering a valuable foundation for advancing digital
forensics practices [12].

TREDE and VMPOP: The dataset includes four Windows Registry files from different PCs,
providing critical insights for system security and digital forensics. The Windows Registry, storing
essential system and application configurations, helps identify vulnerabilities and forensic artefacts.
As the PCs were inactive during extraction, no active threats were present. Three files are raw datasets
directly extracted using Windows command-line tools, maintaining their original integrity. The fourth
file is a reformatted key-value pair version of one raw dataset, preserving its semantic accuracy [8]. This
structure supports in-depth analysis, uncovering traces of unauthorized access, malware persistence,
and other forensic evidence.

DWosFA: This dataset contains Windows forensic artefacts, including the NTFS file system and
event log records. This dataset was created from disk images of devices used in CTF competitions,
mainly focusing on the forensics of the Windows operating system and analysis of user activity.
Security incident timelines were extracted using the Plaso tool, allowing creation a timeline of events
in order from these disk images. The timeline attributes were then converted into binary values for
easier data analysis and machine learning. The final dataset is divided into 13 separate files, saved in
CSV format for the purpose of organized analysis [10].
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Table 4. WinRegRL Testing Forensics Datasets.

Ref. | Datasets Description

Dataset developed by Magnet Forensics including several forensic
image as a public service part of Magnet CTF-2022. Datasets made
of Registry and Memory of different Windows Machines (10, 8, 7
and XP).

Dataset was taken from IGUCTF-24 which include CVE-2023-
38831 Lockbit 3.0 Ransomware. Dataset is made of Registry and
Memory of infected Windows machine capturing Powershell2exe
and Persistence tactics.

Dataset developed by MemLabs with CTF Registry and Mem-
ory Forensics. All the labs are of Windows 7. Datasets made of
Registry and Memory of Six (06) different Windows 7 Machines.

Digital-Corpora, Two disk images including full system Registry
of Widows XP executables redacted so that they cannot be exe-
cuted.

[54] Magnet-CTF 2022

[55] | IGU-CTF 2024

[57] MemLabs-CTF 2019

[58] NPS-Domexusers 2009

4.2. Reinforcement Learning Parameters and Variables

The WinRegRL reinforcement learning model uses important parameters to optimise decision-
making. The discount factor of 0.99, seeks long-term rewards by properly weighting immediate and
future gains. Decision epochs of 200 was selected to determine the maximum number of steps per
episode. The value function tolerance is set to 0.001, determines the precision of convergence, and
epsilon of 0.00001, controls the threshold of value improvement. The learning generator rate was
set between [0-99%] which determines the change of policies; the reward and penalty function [-10,
+100]) adjusts the feedback mechanism. Expertise thresholds is set between [0-99%] and interpolated
samples of 0.01 to enhance performance. Generalization loss is set between [0, +100] to evaluate how
well expertises are generalised. A buffer size of 100,000 allows a memory replay, which is controlled
by variant batch sizes [1024, 512, 256]. Table 5 summarises the variables and parameters we selected
for running WinRegRL Experiments.

Table 5. Reinforcement Learning Experiments Variables and Parameters

Parameter Value Description
[0-1] Discount Factor value is determined by testing -y
Y adopted is 0.99)
Decision Epochs; Maximum number of steps allowed
H 200 .
per episode
Value Function Tolerance where the algorithm will if
T 0.001 L .
two successive iterations are smaller
. 0.00001 Vectors are only added if the.value improvement
exceeds Epsilon
@ [0 - 99%] Learning Generator rate
A [-10,+100] Reward and Penalty Function
& [0-99%] Expertise Extractor Thresholds
x 0.01 Interpolated sample
Loen [0, +100] Expertise Generalization Loss
Buffer Size 100,000 The size of a rep.lay bu.ffer (Learning from older
samples) including Memory usage
Batch Size [1024, 512, 256] The number of samples trained in neural work
. Parameter based on the change in weights in relation to
Gradient Steps 3 . .
a change in error Number of steps to update a policy
Exploration Fraction 01 How much of the training time does the algorithm
spend exploring
Exploration Final Eps 0.02 Updating after an episode will take longer to converge

but offers more exploration
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4.3. WinRegRL Results

Figure 6 illustrates the evaluation of the WinRegRL Framework’s performance in different scenar-
ios of Markov Decision Processes (MDPs), including the Full Activities REG Investigation MDD, the
Data Exfiltration REG Investigation MDP, and the Malware Artefacts REG Investigation MDP. It is
contrasted with the baseline time taken by a GCFE Human Expert Forensics Examiner (green dashed)
used only as a reference point. The horizontal axis represents the Windows registry size in MB, while
the vertical axis represents the time in seconds it took to run the respective MDP tasks. The results
show that Full Activities REG Investigation MDP always takes the longest time, followed by Data
Exfiltration REG Investigation MDP, then Malware Artefacts REG Investigation MDP—showing how
different the task complexities are. Notably, the GCFE Human Expert shows a linear and considerably
lower time requirement in smaller datasets but points out scalability limitations when dealing with
larger registries.

27" T

*-~GCFE Human Expert Forensics Examiner
—&— Full Activities REG Investigation MDP
—— Data Exfiltration REG Investigation MDP
—&o— Malware Artefacts REG Investigation MDP

L I L I
0
0 500 1000 1500 2000

Figure 6. Results Solving MDP problem in different envisionments.

On the other hand, Figure 7 shows a comparative analysis of the WinRegRL Framework’s
performance regarding various Windows registry sizes (on the x-axis) and the time required to complete
forensic analyses (on the y-axis, in seconds). Four approaches are compared: Full Automation FTK
Reg Viewer with Regipy, GCFE Human Expert Forensics Examiner, MDP (RL) with Pre-Processing,
and MDP (RL) with Pre-Processing and RBES. Results show that the fully automated approach
vastly outperforms all others, with a sharp rise in efficiency as the registry size scales. The MDP
(RL) with Pre-Processing follows, showing moderate scalability, while the inclusion of RBES further
optimizes performance but remains below full automation. By comparison, the GCFE Human Expert
Forensics Examiner method is the least efficient, with the investigation time increasing linearly and
falling behind both automated and reinforcement learning-based methods by a large margin. This
comparison empowers the scalable nature and effectiveness of automated and Al-driven approaches
in handling large-scale registry investigations.
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*— Full Automation FTK Reg Viewer + Regipy 7

10| ~ o~ GCFE Human Expert Forensics Examiner A i
—«—MDP (RL) with Pre-Processing e

—6—MDP (RL) with Pre-Processing + RBES v

0 500 1000 1500 2000

Figure 7. WinRegRL Automation Results.

Figure 8 shows the efficacy of the WinRegRL Framework in three cases of investigation, including
malware artefacts, Full Windows REgistry with Timeline (WinReg+TL) Investigation, data exfiltration
WinReg+TL Investigation, and Full Activities WinReg+TL Investigation. The x-axis represents the
size of the Windows registry, while the y-axis shows the number of artefacts found during each
investigation. Results show that the Full Activities WinReg+TL Investigation always finds the most
artefacts, and this number goes up quickly as the registry size gets bigger. The Data Exfiltration
WinReg+TL Investigation comes next, Showing a fair rate of finding artefacts with a steady increase.
On the other hand, the Malware Artefacts WinReg+TL Investigation finds the least artefacts with a
slower growth rate and a flat level seen at larger registry sizes. These results indicate that the level of
complexity and the quantity of artefacts vary in divergent investigation situations. They emphasize the
fact that full-activity investigations span more ground than focused malware and data theft studies.

Figure 9 illustrates the performance of the WinRegRL framework tested under varying Windows
registry sizes (x-axis) against execution time in seconds (y-axis) across three scenarios: full activities,
data exfiltration, and malware artefacts, in comparison to a human expert (GCFE). The results demon-
strate that while the GCFE maintains consistent performance, WinRegRL outperforms in all scenarios,
especially in handling larger registry sizes, with significantly lower time costs and error-free operation.
The full activities scenario exhibits the highest time efficiency gain, followed by data exfiltration and
malware artefacts. The findings highlight WinRegRL's capability to deliver scalable, cost-effective, and
error-free registry analysis compared to human expertise.

350

—+— Malware Artefacts WinReg+TL Investigation

~—— Data Exfiltration WinReg+TL Investigation

Full Activities WinReg+TL Investigation

250 ~

A
AR g
AR

100 RAAAT K
g R

0

I I
0 500 1000 1500 2000

Figure 8. Overall number of relevant artefacts processed in a variable size Registry Hives with a Maximum value
of 2048 Mb.
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Figure 9. Results .

4.4. WinRegRL Performances Validation

Finally, we proceeded to the validation of the obtained results by running the same experiments
on different forensic datasets. we summarised WinRegRL accuracy and performance benchmarking
compared with industry tools when tested using the aforementioned four datasets summarised in Table
6 which validated the fact that WinRegRL outperforms both the automated full FTK Registry Viewer
and Kroll KAPE in terms of the number of relevant artefacts discovered as well as the attribution of
these later to the right evidence categories.

Table 6. WinRegRL accuracy and performance benchmarking compared with industry tools in 4 scenarios

Artefacts Relevance Accuracy Artefacts Attribution Performance
Tool or Framework WinRegRL  FTK + Register Viewer = KAPE  WinRegRL  FTK + Register Viewer =~ KAPE
Magnet-CTF 2022

98.7% 76.4% 814%  100.0% 63.9% 41.6%
[54]

IGU-CTF 2024 [55] 98.5% 77.2% 809%  100.0% 53.5% 16.8%
?g;lmLabs'CTF 2019 99.5% 82.1% 887%  100.0% 66.7% 50.1%
%Eg'[l;g]mexusers 100.0% 90.7% 932%  100.0% 71.2% 52.5%

In terms of explainability and accuracy, we reflected WinRegRL output optimal PGs and mapped
them to an expert GCFE-certified expert decision-making in terms of optimal action for each state.
Figures 10 and 11 illustrates one example from a Windows 10 full investigation both covering Registry
analysis and Volatile Data timeline analysis Respectively.
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Figure 10. Summary of Validated WinRegRL PGs for Full Windows 10 Registry Hives Investigation.
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Figure 11. Summary of Validated WinRegRL PGs for Full Windows 10 Volatile Memory Timeline Investigation.

4.5. Discussion

The WinRegRL framework represents a new revolution in the analysis of the Windows Registry,
offering a solution that is fast, secure, and efficient for investigations of cyber incidents. Thanks to
the integration of reinforcement learning into this analytical framework, WinRegRL is capable of
automating key forensic and security operations while addressing the dynamic and complex nature of
the Windows Registry for anomaly, malware, and misconfiguration detection—commonly exploited by
cybercriminals. In this ever-changing landscape of cybersecurity, RL enables WinRegRL to continually
adapt and tune its decision-making capabilities. Such dynamic adaptability improves the ability
of the framework to detect cyber threats, anomalies, and suspicious registry behaviours. Cyber
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incidents, such as malware infections, often leave traces in the registry. WinRegRL accelerates and
simplifies the identification of such threats, ensuring that responses during investigations are both
fast and accurate. Traditional registry analysis is very time-consuming, error-prone, and hence risky.
WinRegRL automates this process by leveraging RL to identify irregularities and suspicious activities
with precision. The more the RL models see data, the better they become at recognizing subtle patterns
that may go unnoticed by static rule-based systems or manual methods. This ensures a scalable and
error-free approach to handling registry analysis. WinRegRL significantly enhances the detection of
malicious artefacts in the Windows Registry and volatile memory. Reinforcement learning-driven
automation enables fast analysis of registry data, drastically reducing the time required for detection
and response. Moreover, the adaptive nature of the framework allows it to stay proactive with newly
emerging threats, providing very important insights into innovative attack vectors that may evade
traditional approaches. By underlining the aspects of speed, safety, and accuracy, WinRegRL places
itself as a fundamental tool for modern digital forensics and incident response.

5. Conclusion and Future Works

This paper introduces a novel RL-based approach to enhance the current automation and data
management in Windows registry forensics and timeline analysis in volatile data investigation. We
have shown that it is possible to streamline the analysis process, reducing both the time and effort
required to identify relevant forensic artefacts as well as increase accuracy and performance which will
be translated into a better and more trusted output. Our proposed MDP model dynamically covers
all registry hives, volatile data and key values based on their relevance to the investigation, and has
proven effective in a variety of simulated attack scenarios. The model’s ability to adapt to different
investigation contexts and learn from previous experiences represents a significant advancement
in the field of cyber forensics. This research addresses gaps in existing methodologies through
the introduction of a novel MDP model representing the Windows environment, enabling efficient
automation of the investigation process. It also tackles the waste of knowledge in the practice as RL
Optimal policies are captured and generalised thus reducing investigation time by minimising MDP
solving time. However, while the results are promising, several challenges remain. The effectiveness
of the RL model heavily relies on the quality and the modelling which vary considerably in real-world
scenarios and can be sparse or unbalanced notably in new Windows OSs. Ultimately, the application
of RL in Windows Registry analysis holds significant promise for improving the speed and accuracy
of cyber incident investigations, potentially leading to more timely and effective responses to cyber
threats. As the cyber threat landscape continues to evolve, the development of intelligent, automated
tools such as the one proposed in this study will be crucial in staying ahead of adversaries and ensuring
the integrity of digital investigations.

While RL offers robust solutions for cyber incident forensics analysis, challenges remain in imple-
menting scalable models for Windows Registry analysis. Existing studies highlight the complexity
of crafting accurate state-action representations and addressing reward sparsity. Future work should
refine the model to handle diverse and evolving threat landscapes more robustly [48]. This includes
incorporating Large Language Models (LLMs) coupled with Retrieval-Augmented Generation (RAGs)
techniques in defining the MDP environments from dynamic cyber incident response data, enhancing
the model’s generalisability, and ensuring its applicability across various versions of the Windows
operating system.
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