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Abstract: Generative text models, particularly large language models (LLMs) and foundation models, 
have influenced numerous fields, including high-quality text generation, reasoning, and multimodal 
synthesis. These models have been widely applied in healthcare, legal analysis, and scientific research. 
However, where accuracy and reliability are critical, generative text models pose a significant risk 
due to hallucination, where generated outputs include incorrect factuality, fabricated, or mislead-
ing information. In this survey, we present a review of hallucination in generative AI, covering its 
taxonomy, detection methods, mitigation strategies, and evaluation benchmarks. We first establish 
a structured taxonomy, distinguishing between intrinsic vs. extrinsic hallucination and factual vs. 
semantic hallucination, also discussing task-specific variations in areas such as summarization, ma-
chine translation, and dialogue generation. Next, we examine state-of-the-art hallucination detection 
techniques, including uncertainty estimation, retrieval-augmented generation (RAG), self-consistency 
validation, and internal state monitoring. We further explore mitigation strategies, such as fine-tuning, 
reinforcement learning from human feedback (RLHF), knowledge injection, adversarial training, and 
contrastive learning. Additionally, we review key evaluation metrics and benchmarks, including 
FEVER, TruthfulQA, HALL-E, and Entity-Relationship-Based Hallucination Benchmarks (ERBench), 
which serve as standardized measures for assessing hallucination severity. Despite notable efforts, 
hallucination remains an open challenge, necessitating further improvements in real-time detection, 
multimodal hallucination evaluation, and trustworthiness frameworks. We show critical research 
gaps including the need for standardized hallucination taxonomies, scalable mitigation techniques, 
and human-AI hybrid verification m e thods. O ur s urvey a ims t o s erve a s a  f oundational resource 
for researchers and practitioners, providing insights into current methodologies and guiding future 
advancements in trustworthy and explainable generative AI.

Keywords: LLM; Hallucination; Foundation Models; Generative AI

Introduction
Generative models, particularly large language models (LLMs) and foundation models, have

demonstrated unprecedented capabilities in natural language processing (NLP), reasoning, and multi-
modal generation. Transformer-based architectures such as GPT-4, PaLM, and LLaMA have enabled
remarkable progress in machine translation, summarization, dialogue systems, and data-to-text gener-
ation [1,2]. However, despite these advancements, a persistent and critical challenge in these models is
hallucination, where generated outputs contain factually incorrect, fabricated, or misleading informa-
tion [3,4]. This phenomenon poses a serious risk in real-world applications, particularly in high-stakes
domains such as healthcare, legal analysis, and financial decision-making where misinformation can
lead to harmful consequences [5,6].

0.1. Historical Context and Significance

The issue of hallucination in artificial intelligence (AI) traces back to early Natural Language
Generation (NLG) models, where researchers observed that statistical and neural-based language
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models often generated syntax-fluent text, that was semantically incorrect [7]. Early works in sequence-
to-sequence models highlighted that likelihood-based training objectives could lead to degeneration,
producing either repetitive or nonsensical outputs [3,8]. With the rise of Transformer-based architec-
tures, hallucination became a more prominent issue, as models trained on large-scale, noisy datasets
learned to generate fluent but unreliable information [9,10].

0.2. Types of Hallucination

Hallucination in LLMs can take multiple forms, broadly categorized as intrinsic vs. extrinsic
hallucination and factual vs. semantic hallucination [3,11]:

Intrinsic hallucination refers to internal inconsistencies within the generated text, where the
model contradicts itself [3].

Extrinsic hallucination occurs when a model introduces content not present in the input context
or real-world knowledge [5].

Factual hallucination involves generating statements that contradict verified facts [4].
Semantic hallucination arises when generated text is grammatically correct but lacks logical

coherence or relevance to the prompt [12].
The causes of hallucination can be attributed to both data-related and model-related factors:
Training Data Issues:
Source-reference divergence in datasets (e.g., summarization datasets where summaries contain

additional, unsupported claims) [13].
Noisy, incomplete, or biased training data, leading the model to learn incorrect associations [9,10].
Model-Specific Factors:
Overgeneralization and misalignment with factual constraints due to autoregressive generation

[14].
Reinforcement Learning from Human Feedback (RLHF) over-optimization, which can cause

models to prioritize fluency and human preference over factual accuracy [15,16].
Decoding Strategies:
Techniques like beam search and nucleus sampling can amplify hallucination by favoring more

probable but less accurate tokens [8].
Exposure bias, where models generate text token-by-token without reevaluating the broader

context [17,18].

0.3. Challenges and Open Research Questions

Despite advancements in detection and mitigation strategies, hallucination remains a major un-
solved challenge. Current hallucination detection techniques such as uncertainty estimation, retrieval-
augmented generation (RAG), and self-consistency validation have limitations in terms of scalability,
reliability, and real-time applicability [19,20]. Mitigation strategies including fine-tuning, RLHF, ad-
versarial training, and contrastive learning have shown promise but often introduce new challenges
such as overcorrection and reduced model fluency [10,15]. In this survey, we provide a comprehensive
review of hallucination in LLMs and foundation models including:

• A structured taxonomy of hallucination types across different NLP tasks
• An analysis of state-of-the-art detection methods, including probabilistic, contrastive, and

retrieval-based approaches
• A detailed discussion on mitigation techniques, including reinforcement learning, prompt opti-

mization, and adversarial fine-tuning
• A review of evaluation metrics and benchmarks, such as FEVER, TruthfulQA, and the Hallucina-

tion Evaluation Benchmark (HALL-E)
• Research gaps and future directions, including the need for standardized hallucination definitions,

real-time detection techniques, and multimodal hallucination evaluation
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By synthesizing existing research, our survey aims to provide a foundational resource for researchers
and practitioners, offering insights into current methodologies and guiding the development of more
trustworthy and explainable generative AI systems.

1. Taxonomy of Hallucination
Hallucination in generative models, particularly Large Language Models (LLMs) and foundation

models, has been widely studied due to its implications for trustworthiness and reliability, see Figure 1.
Researchers have proposed various classification frameworks to understand the nature, causes, and
impact of hallucinations. In this section, we systematically categorize hallucination types, referencing
key studies that have shaped this taxonomy.

Figure 1. Overview of hallucination taxonomy, detection techniques, mitigation strategies, and evaluation metrics
in generative AI models. The figure categorizes hallucinations into factual vs. semantic, intrinsic vs. extrinsic,
task-specific, and model-based vs. data-induced. Detection methods include uncertainty detection, retrieval-
augmented generation (RAG), self-consistency checks, and internal state monitoring. Mitigation strategies
such as confidence calibration, fine-tuning, external knowledge integration, prompt engineering, instruction
tuning, adversarial training, and contrastive learning target different types of hallucination. Evaluation metrics,
including factual consistency (FEVER, FactScore), semantic coherence (BLEURT, BERTScore), human evaluation,
and uncertainty-based metrics, assess hallucination severity and model reliability.

1.1. Intrinsic vs. Extrinsic Hallucination

A widely accepted distinction in hallucination taxonomy is between intrinsic and extrinsic
hallucinations. Ji et al. (2023) [3] define intrinsic hallucination as a phenomenon where the generated
text contradicts itself internally, without reference to any external knowledge. This type of hallucination
arises from logical inconsistencies within the generated output. For example, a model summarizing an
article might state in one sentence that a person was born in 1980 and later claim they were born in
1975, indicating an internally inconsistent response. Intrinsic hallucinations often occur in long-form
text generation and reasoning tasks, where models struggle to maintain coherence over multiple
sentences [3,21].

In contrast, extrinsic hallucination occurs when a model generates information that is factually
incorrect with respect to an external knowledge source. Huang et al. (2025) [22] highlight that this type
of hallucination is particularly problematic in factual generation tasks such as question answering and
text summarization, where faithfulness to the source is critical [22]. In a machine translation scenario,
extrinsic hallucination manifests when ML translated text introduces concepts that are absent in the
source text leading to misleading or fabricated content [11]. Pagnoni et al. (2021) demonstrate that
hallucination in summarization often stems from extrinsic fabrication where generated text includes
facts not present in the original article [23]. These findings underscore the necessity of differentiating
hallucination types based on their reliance on external factuality.
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1.2. Factual vs. Semantic Hallucination

Another classification of hallucinations is based on the distinction between factual and semantic
inconsistencies. Factual hallucination refers to instances where a model generates statements that
contradict real-world knowledge. Rawte et al. (2023) [4] categorize this type as one of the most critical
issues in applications where factual correctness is paramount such as medical AI and legal reasoning.
For example, an LLM generating the statement, "The speed of light in a vacuum is 100,000 km/s,"
represents a factual hallucination, as the correct value is approximately 299,792 km/s.

In contrast, semantic hallucination [24] refers to text that is grammatically correct and seemingly
plausible but lacks logical coherence or meaningful association with the given input. Zhang et al.
(2023) [12] describe how dialogue systems often suffer from this form of hallucination, where responses
are fluent yet irrelevant or nonsensical. For instance, if a user asks, "What is the capital of Japan?"
and the model responds with, "Tokyo is known for its rich culinary traditions," the response, while
related to Tokyo, does not directly answer the question. Azaria and Mitchell (2023) [14] explore this
issue further by investigating how LLMs internally assess truthfulness and coherence, revealing that
hallucinations may not always stem from a lack of knowledge but rather from a model’s inability to
maintain contextual consistency [21,25].

1.3. Task-Specific Hallucination Categories

Different generative tasks exhibit hallucinations in unique ways, making task-specific classifi-
cations essential. In machine translation, Guerreiro et al. (2022) [11] report that hallucination often
arises when models produce translations that contain phrases or concepts absent in the original source
text. These hallucinations are particularly evident in low-resource language pairs where training data
scarcity leads to excessive reliance on learned priors.

In text summarization, hallucinations take the form of overgeneralization or the introduction
of unsupported claims. Pagnoni et al. (2021) [23] demonstrate that models frequently hallucinate
when forced to generate summaries of documents containing ambiguous or incomplete information.
This issue is escalated by reference-summary misalignment in training datasets, where models are
incentivised to generate additional information beyond what is present in the source document [13]. In
dialogue systems, Azaria and Mitchell (2023) [14] highlight that hallucination manifests as responses
that confidently assert false information often due to overgeneralization from training data. This can
be particularly misleading in customer service bots and medical AI assistants where incorrect yet
authoritative-sounding responses can mislead users (Shuster et al., 2022).

Multimodal hallucination has become increasingly relevant with the rise of vision-language
models. Bai et al. (2023) [15] show that image captioning systems can generate descriptions containing
objects that are not present in the image leading to perceptual errors. For instance, a model might
describe an image as containing a cat when there is none illustrating how hallucination extends beyond
textual modalities into visual and multimodal AI systems [26].

1.4. Model-Based vs. Data-Induced Hallucination

The origin of hallucination can be traced to either model-centric or data-centric factors. Shuster
et al. (2022) [9] and Mckenna et al. (2023) [27] categorize hallucinations based on their root causes,
distinguishing between model-based and data-induced hallucinations.

Model-based hallucination arises from biases in model architecture, fine-tuning strategies, or
reinforcement learning objectives. Burns et al. (2023) [28] highlight how reinforcement learning from
human feedback (RLHF) can sometimes exacerbate hallucination by reinforcing plausible but incorrect
patterns in generated responses. Similarly, autoregressive generation methods can cause models
to make errors progressively while constructing long-form text, amplifying small inaccuracies into
larger hallucinations [10]. Data-induced hallucination, by contrast, occurs when models are trained on
incomplete, noisy, or biased datasets. Zhao et al. (2021) [10] discuss how low-quality or adversarially
corrupted datasets contribute to hallucination, particularly in domains where factual accuracy is
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crucial. In an analysis of contrast-consistent search (CCS), Burns et al. (2023) [28] show that models
trained on datasets with inconsistencies tend to generate hallucinations at a higher frequency, even
when prompted with factual queries.

1.5. Summary of Hallucination Taxonomy

The classification of hallucinations into intrinsic vs. extrinsic, factual vs. semantic, and task-
specific categories provides a structured framework for understanding their diverse manifestations.
The source of hallucination, whether from model biases or data limitations, further influences how
they can be effectively detected and mitigated. As shown in Table 1, each category of hallucination
presents distinct challenges and necessitates tailored detection techniques.

Table 1. Taxonomy of Hallucination in Generative Models.

Category Definition Example Key References

Intrinsic Hallucina-
tion

Internal inconsistency
within the generated
text

A summary contra-
dicting itself

Ji et al. (2023) [3]

Extrinsic Hallucina-
tion

Misinformation that di-
verges from the input
or real-world knowl-
edge

A fabricated fact in a
generated response

Huang et al. (2025) [5,
22]

Factual Hallucination Statements that contra-
dict real-world facts

Incorrect scientific
claims

Rawte et al. (2023) [4]

Semantic Hallucina-
tion

Fluent but logically in-
coherent responses

An irrelevant chatbot
reply

Zhang et al. (2023)
[29]

Task-Specific Halluci-
nation

Hallucinations in dif-
ferent NLP tasks

Incorrect translations,
misleading sum-
maries, hallucinated
image descriptions

Dale et al. (2022), Bai
et al. (2023) [15]

Model-Based Halluci-
nation

Hallucination due to
training biases or fine-
tuning strategies

Errors introduced
by reinforcement
learning objectives

Burns et al. (2023) [28],
Ouyang et al. (2022)
[16]

Data-Induced Halluci-
nation

Hallucination due to
incomplete or biased
training data

Incorrect outputs
stemming from
flawed datasets

Zhao et al. (2021)[10]

Understanding the taxonomy of hallucinations is crucial for designing effective detection and
mitigation strategies. While intrinsic and extrinsic hallucinations define whether errors stem from
internal inconsistency or external factuality, semantic and factual hallucinations differentiate between
verifiable inaccuracies and incoherent yet fluent responses. Task-specific and cause-based classifications
further refine how hallucination manifests in generative AI models. In the next section, we explore
state-of-the-art techniques for hallucination detection, analyzing methods that aim to identify and
quantify these errors in large-scale language models.

2. Detection Techniques
Detecting hallucination in generative text models is a critical challenge in ensuring the reliability

of large language models (LLMs) and foundation models. Various approaches have been developed
to identify hallucinations, leveraging methods such as uncertainty estimation, retrieval-augmented
generation (RAG), self-consistency checks, and internal state monitoring. This section explores state-of-
the-art detection techniques, categorizing them based on their underlying principles and effectiveness
in identifying different types of hallucination.
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2.1. Uncertainty Estimation

One of the most widely used techniques for hallucination detection is uncertainty estimation [30],
which quantifies how confident a model is in its generated outputs. Models with high uncertainty
in their predictions are more likely to hallucinate. Ji et al. (2023) [3] highlight that hallucination
often correlates with high entropy in the output probability distribution where multiple plausible
words or phrases compete for selection. Bayesian approaches, such as Monte Carlo Dropout [31]
and Bayesian Neural Networks [11,32], have been employed to measure uncertainty in generative
outputs. Xie et al. (2024) [33] propose using confidence calibration methods to detect hallucination
in summarization tasks, showing that hallucinated statements often have lower calibration scores
compared to factual outputs [34]. Similarly [35] analyze how LLMs encode epistemic uncertainty,
suggesting that lower-probability completions tend to exhibit higher hallucination rates [36].

Beyond probabilistic methods, ensemble-based uncertainty estimation has been explored, where
multiple model outputs are compared to identify inconsistencies. Huang et al. (2025) [22] introduce a
multi-head decoding approach that generates multiple outputs for the same prompt and measures
variance amongst responses, with larger divergence indicating potential hallucination [37]. This tech-
nique has proven particularly effective in medical NLP applications [38], where detecting uncertainty
is critical for decision support.

2.2. Retrieval-Augmented Generation (RAG) and External Fact Verification

A promising strategy for hallucination detection is retrieval-augmented generation (RAG), where
models retrieve relevant knowledge from an external database before generating responses. Lewis
et al. (2020) [39] first introduced RAG as a mechanism to improve factual consistency in LLMs by
conditioning the generation process on retrieved facts [40]. By comparing generated content with
retrieved references, hallucinated outputs can be identified when they diverge significantly from
verifiable sources. Shuster et al. (2022) [9] propose a fact-checking mechanism where the generated text
is cross-checked against an external knowledge base such as Wikipedia or Wikidata [41]. If key factual
claims do not match the retrieved references, the output is flagged as a potential hallucination. Yu et al.
(2023) [42] extend this approach by incorporating Neural Fact-Checking Models, which automatically
classify statements as supported, refuted, or unverifiable based on retrieval evidence.

In dialogue systems, Zhang et al. (2023) [1] integrate retrieval-based validation, where chatbot
responses are compared to a reference corpus. This approach has been shown to significantly reduce
extrinsic hallucinations by grounding generated responses into factual data. However, RAG-based
methods require high-quality retrieval sources, and their effectiveness diminishes when dealing with
novel or emerging topics where no prior reference exists [28].

2.3. Self-Consistency Checks

Self-consistency methods involve generating multiple responses to the same prompt and ana-
lyzing their consistency. Wang et al. (2023) [43] propose the majority-vote self-consistency technique,
where an LLM generates multiple completions for a given query. If the outputs show significant
variance, it indicates possible hallucination. This technique has been applied in multi-step reasoning
tasks [44], where logical consistency is critical. In addition to voting-based self-consistency, Mitchell
et al. (2023) introduce contrastive consistency evaluation, where a model is prompted with slightly
reworded versions of the same query. If responses vary substantially between prompts, the generated
information is likely unreliable. This approach has been shown to be effective in legal and scientific
text generation, where small linguistic variations should not alter factual correctness [14].

Azaria and Mitchell (2023) [14] further demonstrate that self-consistency techniques can be
combined with uncertainty estimation, where high variance among generated responses correlates
strongly with high uncertainty scores. This hybrid approach has been successfully tested in detecting
hallucination in summarization models, particularly in cases where models struggle to paraphrase
input text faithfully.
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2.4. Internal State Monitoring

Recent works suggest that hallucination can be detected by analyzing internal activations of
LLMs rather than relying solely on output-level evaluations. Azaria and Mitchell (2023) [14] show
that LLMs encode implicit signals of truthfulness in their hidden states. By training a classifier on
activation patterns in the transformer layers, they achieve 71-83% accuracy in detecting whether a
generated statement is true or false. This finding suggests that LLMs may possess an internal notion of
correctness even when they produce hallucinated outputs. Building on this idea, Burns et al. (2023) [28]
propose activation clustering where neural activations corresponding to factually correct statements
cluster differently from those associated with hallucinated outputs. This technique has been used to
enhance debiasing mechanisms in generative AI, particularly in medical text generation [38].

Another novel approach, truthfulness probing, is where activations are compared against ground-
truth token embeddings to assess factual consistency. Zhao et al. (2021) [10] implement this method
in multimodal hallucination detection, demonstrating that vision-language models encode distinct
neural patterns for correct and hallucinated captions.

2.5. Benchmarking and Evaluation of Detection Methods

Several benchmarks have been introduced to evaluate hallucination detection techniques. The Hal-
lucination Evaluation for Large Language Models (HALL-E) benchmark [9] provides a standardized
dataset for assessing factuality in generated text. Similarly, the Entity-Relationship-Based Hallucination
Benchmark (ERBench) [45] measures factual consistency by comparing generated text to structured
knowledge graphs.

Other datasets including FEVER [46] and TruthfulQA [6,19,47] are widely used for hallucination
detection in question answering tasks, where models are tested on their ability to generate factually
accurate responses. Azaria and Mitchell (2023) suggest that dataset quality significantly impacts
hallucination detection performance, highlighting the need for real-world, domain-specific evaluation
datasets. See Table 2.

Table 2. Comparison of Hallucination Detection Techniques.

Method Principle Strengths Limitations Key References

Uncertainty Es-
timation

Measures confi-
dence in model
outputs

Detects low-
confidence
hallucinations

Less effective for
confidently incor-
rect statements

Ji et al. (2023)[3],
Liu et al.
(2023)[45]

Retrieval-
Augmented
Generation
(RAG)

Compares output
against retrieved
facts

High accuracy
in factual consis-
tency

Requires high-
quality external
sources

Lewis et al.
(2020)[39], Yu et
al. (2023)[48]

Self-
Consistency
Checks

Compares multi-
ple generated out-
puts

Detects variance-
based hallucina-
tions

Computationally
expensive

Wang et al. (2023)
[43], Kojima et al.
(2022)[44]

Internal State
Monitoring

Analyzes hidden
activations of
LLMs

Directly probes
model knowl-
edge

Requires model
access

Azaria & Mitchell
(2023)[14], Burns
et al. (2023)[28]

Hallucination detection remains an evolving field, with techniques ranging from uncertainty-
based probability estimation to direct neural activation analysis. While retrieval-augmented methods
provide strong factual grounding, self-consistency and internal state monitoring offer promising
advancements in detecting hallucinations independent of external sources. Future work should focus
on developing real-time hallucination detection mechanisms, improving benchmarks for domain-
specific applications, and integrating multiple detection techniques for enhanced reliability. In the next
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section, we explore mitigation strategies, focusing on how generative models can be refined to reduce
hallucination occurrence.

3. Mitigation Strategies
Mitigating hallucinations in large language models (LLMs) and foundation models is a crucial

step towards improving their reliability, especially in high-stakes applications such as healthcare, legal
reasoning, and scientific research. Various techniques have been proposed to reduce the occurrence
of hallucinations, ranging from model fine-tuning and reinforcement learning to retrieval-based
augmentation and adversarial training. This section explores the most effective strategies highlighting
their strengths and limitations.

3.1. Fine-Tuning and Reinforcement Learning from Human Feedback (RLHF)

Fine-tuning remains one of the most widely used approaches for reducing hallucinations in
generative models. By exposing the model to higher-quality, well-annotated datasets, fine-tuning
improves factual grounding and response consistency. Ouyang et al. (2022) demonstrate that fine-
tuning models using domain-specific datasets significantly reduces factual hallucinations in tasks such
as medical question answering. Similarly, Burns et al. (2023) highlight that supervised fine-tuning on
curated knowledge sources enhances the ability of the model to generate factually correct responses.

Reinforcement learning from human feedback (RLHF) has gained prominence as an advanced
fine-tuning strategy, helping models align better with human expectations. Christiano et al. (2017)
first introduced RLHF to train models that optimize for human preference scores, which was later
adopted in OpenAI’s GPT-4 (Ouyang et al., 2022). By using a reward model trained on human-labeled
responses, RLHF discourages the generation of hallucinated or misleading content. Despite its success,
RLHF has several limitations. Bai et al. (2022) [49] point out that reward modeling can introduce
biases, reinforcing overfitting to subjective human preferences rather than objective factual correctness.
Furthermore, Zhao et al. (2023) argue that RLHF can lead to "overcorrection," where the model avoids
generating uncertain but factually correct responses due to conservative reward functions. While RLHF
improves response alignment, it can lead to overly conservative outputs, limiting model creativity
and diversity. An alternative approach is self-supervised learning (SSL) for hallucination reduction,
where models can autonomously refine their outputs by learning from contrastive loss objectives.
Recent studies in contrastive learning for NLP, such as SimCSE (Gao et al., 2021) and Contrastive
Knowledge Distillation (Meng et al., 2022), demonstrate how models can enhance factual accuracy
without requiring human labels. By aligning generated outputs with known factual embeddings,
contrastive methods improve robustness against hallucination.

3.2. Retrieval-Augmented Generation (RAG) and External Knowledge Integration

One of the most effective strategies to mitigate extrinsic hallucination is retrieval-augmented
generation (RAG), where models retrieve relevant facts from an external knowledge base before
generating responses (Lewis et al., 2020). This approach grounds LLM outputs in real-world references
significantly reducing misinformation. Shuster et al. (2022) evaluate RAG-based models in open-
domain question answering, demonstrating that retrieving supporting documents before response
generation reduces factual hallucinations by over 40%. Similarly, Yu et al. (2023) integrate retrieval-
based verification in chatbot systems, ensuring that model outputs remain factually consistent with
external sources.

While RAG is effective in grounding generative models, it has certain drawbacks. Burns et
al. (2023) highlight that RAG is only as reliable as the external knowledge source; if the retrieved
data is outdated, biased, or incorrect, the model may still generate hallucinations. Additionally,
retrieval mechanisms introduce latency, making them less suitable for real-time applications such
as conversational AI (Zhang et al., 2023). One of the limitations of RAG is the dependence on static
knowledge bases, which can lead to outdated or incomplete retrieval. Recent work explores adaptive
retrieval strategies, where self-supervised contrastive learning refines the retrieval process dynamically.
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By training models to distinguish between hallucinated and factual retrievals, contrastive fine-tuning
enhances RAG’s ability to filter reliable sources.

3.3. Prompt Engineering and Instruction Tuning

Prompt engineering has emerged as a lightweight and efficient method to guide models toward
accurate responses. Brown et al. (2020) demonstrate that few-shot and chain-of-thought prompting
significantly reduces hallucination by structuring the reasoning process more effectively. Kojima et al.
(2022) [44] extend this idea with zero-shot chain-of-thought prompting to improve logical consistency
in LLM-generated reasoning. Instruction tuning is a related approach that modifies the training process
so that models better adhere to task-specific constraints. Mishra et al. (2022) propose instruction-
based fine-tuning, showing that explicitly framing instructions for factual accuracy improves model
robustness. While prompt engineering is computationally inexpensive, it does not fundamentally alter
the knowledge base of the model. Burns et al. (2023) caution that prompt-based methods only work as
temporary fixes, requiring frequent updates as hallucination patterns evolve.

3.4. Adversarial Training and Contrastive Learning

Adversarial training is an effective method for enhancing robustness against hallucination. This
approach exposes models to adversarially crafted examples to teach differentiation between plausible
but incorrect information and grounded, factual content [50,51]. Hendrycks et al. (2021) employ
contrastive adversarial training, where models are trained with factually incorrect distractor samples
to improve factual precision. Contrastive learning techniques such as contrast-consistent search (CCS)
(Burns et al., 2023) train models by comparing hallucinated outputs to correct responses, refining their
internal confidence mechanisms. Zhang et al. (2023) apply contrastive learning to dialogue systems to
reduce the frequency of semantically inconsistent responses.

Despite its advantages, adversarial training is computationally expensive and requires large-
scale annotated adversarial datasets. Zhao et al. (2023) note that generating adversarial samples for
fine-tuning is labor-intensive, limiting the scalability of this approach.

3.5. Hybrid Approaches and Multimodal Mitigation Strategies

Recent research has explored hybrid methods, combining multiple mitigation techniques for
greater effectiveness. Liu et al. (2023) propose a two-stage hybrid model integrating uncertainty-aware
filtering with retrieval-based knowledge injection, achieving a 30% reduction in hallucinated responses
compared to standard fine-tuning.

In multimodal models, Bai et al. (2023) introduce a cross-modal grounding technique, where
vision-language models cross-reference textual descriptions with visual evidence to reduce halluci-
nation in image captions. This method has proven effective in mitigating hallucination in image-
generation models such as DALL·E and Stable Diffusion. Hybrid approaches show promising results,
but also increase model complexity. Burns et al. (2023) note that combining multiple mitigation
techniques requires fine-grained calibration, as overcorrection in one area may degrade model fluency.
See Table 3.
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Table 3. Comprehensive Overview of Hallucination Evaluation Metrics and Mitigation Strategies Across Different
Tasks.

Category Task Principle Strengths Limitations & Key Refer-
ences

Evaluation Metrics

Dialogue Measures factual
consistency in
conversational AI

Detects inconsis-
tencies

Sensitive to open-ended di-
alogue, may require human
validation [9,52–54]

Summarization Evaluates faithful-
ness of generated
summaries

Captures factual
errors

Struggles with abstractive
models that paraphrase well
[23,55–57]

Translation Checks alignment
between source
and translated
output

Identifies extrin-
sic hallucination

Limited for low-resource lan-
guages [11,42,58,59]

Data-to-Text Assesses align-
ment of struc-
tured data with
text output

Task-specific, im-
proves reliability

May not generalize well
across datasets [60–62]

Multimodal Validates consis-
tency between im-
age and generated
text

Reduces visual-
text mismatches

Requires strong vision-
language benchmarks
[14,15,26]

RAG Compares gen-
erated text with
retrieved knowl-
edge

Enhances factual
accuracy

Relies on knowledge quality
and retrieval effectiveness [9,
39,40]

Mitigation Strategies

Fine-Tuning
& RLHF

Trains on curated
datasets, opti-
mizes via reward
models

Reduces factual
hallucinations,
aligns with hu-
man intent

May reinforce biases, risk of
overfitting [16,28]

Retrieval-
Augmented
Generation
(RAG)

Uses external
databases for fact
verification

Enhances factual-
ity

Dependent on retrieval
source quality [39,48]

Prompt Engi-
neering & In-
struction Tun-
ing

Guides models
using structured
prompts

Lightweight,
computationally
cheap

Temporary fix, requires fre-
quent updates [44,63]

Adversarial
Training

Exposes model to
adversarial exam-
ples

Improves model
robustness

Computationally expensive,
requires large adversarial
datasets [50,51]

Hybrid &
Multimodal
Approaches

Combines mul-
tiple mitigation
techniques

Increases adapt-
ability

Complex to implement,
needs careful balancing
[15,64]

3.6. Contrastive Learning for Hallucination Mitigation

Contrastive learning has emerged as an effective technique for reducing hallucination by en-
abling models to differentiate between factually correct and hallucinated outputs. Unlike traditional
supervised learning, contrastive learning leverages both positive (factually correct) and negative
(hallucinated) examples to train models to recognize semantic inconsistencies and factual deviations in
generated text.

Principles of Contrastive Learning for Hallucination Mitigation
Contrastive learning operates by maximizing the similarity between correct outputs and reference

texts while minimizing the similarity between incorrect (hallucinated) outputs and factual knowledge.
This is achieved using contrastive loss functions such as InfoNCE (Information Noise Contrastive
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Estimation) loss and Triplet loss which enforce factual alignment. In this paradigm, a model processes
three types of inputs:

Anchor: The original input (e.g., a document or question).
Positive Sample: A factually correct reference output.
Negative Sample: A hallucinated or incorrect output.
By minimizing the distance between the anchor and the positive sample while increasing the

distance between the anchor and the negative sample, the model learns to distinguish hallucinated
outputs from factually consistent responses. Contrastive learning has been successfully applied across
multiple NLP tasks to mitigate hallucination in generative models including:

Hallucination Detection in Summarization: Recent studies have integrated contrastive learning
into abstractive summarization models to ensure that generated summaries remain faithful to the
information from source documents. For example, contrastive fact verification (CFV) [59] fine-tunes
large language models (LLMs) by training them to detect inconsistent or extrinsic information in
generated summaries

Factually Grounded Dialogue Systems: In conversational AI, contrastive learning is used to
enhance retrieval-augmented generation (RAG) by reinforcing responses that are factually grounded
while penalizing hallucinated dialogue continuations [65]. Models like Fact-CheckGPT employ con-
trastive loss to ensure that responses remain coherent and supported by retrieved knowledge

Multimodal Hallucination Mitigation: Vision-language models (VLMs) such as BLIP-2 and PaLI
use contrastive learning to align textual and visual features, reducing object-based hallucination where
descriptions contain misclassified or non-existent objects [15].

Contrastive learning provides several advantages over conventional fine-tuning and reinforce-
ment learning methods: Self-Supervised Learning Capability: Unlike RLHF, which depends on
extensive human feedback, contrastive learning can be applied in a self-supervised manner, reducing
the cost of annotation.

Better Generalization: Because contrastive learning enables models to compare a diverse range of
factual and hallucinated outputs, it improves robustness across different tasks, including summariza-
tion, translation, and question-answering.

Scalability: Unlike retrieval-augmented generation (RAG), which relies on external knowledge
sources that can become outdated, contrastive learning operates within the model’s latent space,
making it adaptable to new domains without requiring frequent updates to knowledge bases.

While contrastive learning has shown promise in hallucination mitigation, several open challenges
remain. Future work should focus on integrating contrastive learning with adaptive fine-tuning
techniques, allowing models to continuously refine their factual reasoning capabilities. Additionally,
multi-view contrastive learning [10], where models learn to contrast hallucinated text from multiple
perspectives, including logical consistency, factual grounding, and contextual alignment, could be
explored. As generative models become increasingly complex, incorporating contrastive loss functions
into hallucination detection pipelines will be crucial in ensuring more trustworthy and reliable AI-
generated content.

4. Evaluation Metrics and Benchmarks
Evaluating hallucination in generative models is essential for assessing their reliability, factuality,

and coherence across different applications. Given the increasing deployment of large language models
(LLMs) in critical domains such as healthcare, law, finance, and scientific research, it is imperative
to establish rigorous evaluation methodologies. Various quantitative and qualitative metrics have
been proposed to measure the extent, severity, and nature of hallucination, providing insights into
how well generative models align with human expectations and factual accuracy. Beyond evaluation
metrics, benchmarks and datasets serve as standardized testing environments to ensure consistent
comparison across different models and hallucination mitigation techniques. This section provides a

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 15 April 2025 doi:10.20944/preprints202504.1236.v1

https://doi.org/10.20944/preprints202504.1236.v1


12 of 23

detailed overview of key hallucination evaluation metrics and benchmarks, highlighting their strengths,
limitations, and suitability for different NLP tasks.

4.1. Evaluation Metrics for Hallucination

Hallucination detection and quantification rely on a combination of factual consistency measures,
semantic coherence metrics, uncertainty-based evaluations, and human annotation techniques. Each
class of metrics serves a different purpose, depending on whether hallucination is assessed in struc-
tured tasks (summarization, translation, retrieval-augmented generation, etc.) or in open-ended text
generation (conversational AI, storytelling, multimodal generation, etc.)

4.1.1. Factual Consistency Metrics

Factual consistency metrics assess whether the generated text aligns with known facts or remains
faithful to a given input source. These metrics are particularly relevant in tasks such as abstractive
summarization, question answering, fact verification, and data-to-text generation, where the ability of
the model to preserve factual integrity is crucial.

FactScore [66] is designed to measure the faithfulness of summaries to their original source
documents by computing the semantic and factual overlap between the generation and input text.
This metric is widely used in news summarization and scientific document summarization tasks.

Strengths: Captures both semantic and factual alignment, making it effective for evaluating
hallucination in structured text generation.

Limitations: Struggles with implicit factual inconsistencies and complex paraphrasing, where the
hallucination is not a direct contradiction but rather a distortion of meaning.

Entity-Level Fact Checking [67] involves identifying and verifying named entities, numerical
values, and key factual statements using external databases. This metric is commonly employed in
medical AI, legal AI, and knowledge-intensive NLP tasks.

Strengths: Effective in detecting misinformation and verifying named entities in structured text.
Limitations: Performs poorly in open-ended text generation, where hallucinations may involve

abstract reasoning rather than entity-level distortions.
FEVER Score The Fact Extraction and Verification (FEVER) Score [46] evaluates the factual

accuracy of model-generated claims by retrieving evidence from Wikipedia and classifying statements
as "Supported", "Refuted", or "Not Enough Information".

Strengths: Provides a structured framework for fact verification, making it a benchmark standard
in fact-checking tasks.

Limitations: Limited to Wikipedia-based claims, making it less effective for domain-specific
applications such as biomedical text generation.

4.1.2. Semantic Coherence and Fluency Metrics

While factual consistency focuses on objective truthfulness, semantic coherence and fluency
metrics assess whether the generated text maintains logical consistency and readability. These metrics
are especially useful in dialogue systems, open-ended storytelling, and multimodal generation, where
hallucination may manifest as logically inconsistent or nonsensical outputs.

BERTScore [68] measures the semantic similarity between generated text and reference text using
contextual embeddings from pretrained transformer models. Unlike traditional BLEU or ROUGE
scores, BERTScore captures fine-grained semantic relationships rather than surface-level word overlap.

Strengths: Effective in capturing meaning preservation and semantic relevance.
Limitations: Does not explicitly measure factual consistency, meaning a hallucinated yet semanti-

cally plausible output may still receive a high BERTScore.
BLEURT [69] is a learning-based evaluation metric that predicts human ratings for text generation

quality. It improves upon traditional fluency metrics by incorporating contextual embeddings and
pretrained transformer knowledge.

Strengths: Robust for open-ended generation tasks where human-like fluency is critical.
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Limitations: Less suitable for strict fact-based tasks, as it focuses more on readability than
factuality.

4.1.3. Uncertainty-Based Metrics

Uncertainty-based metrics attempt to quantify the confidence of the model in the generated
outputs. These techniques are especially useful in risk-sensitive domains such as medical AI, legal
NLP, and financial AI, where low-confidence responses often correlate with hallucination.

Entropy-Based Confidence Score [70] calculates the probability distribution of generated tokens,
flagging sentences where the model is highly uncertain about its predictions.

Strengths: Helps detect low-confidence hallucinations.
Limitations: Struggles with confident yet incorrect outputs, a common issue in LLMs trained with

reinforcement learning.
Monte Carlo Dropout [71] generates multiple outputs for the same input and measures the

variance in predictions to estimate uncertainty.
Strengths: Effective in assessing model confidence, particularly in question answering and medical

AI.
Limitations: Computationally expensive, requiring multiple forward passes through the model.

4.1.4. Human Evaluation Metrics

Despite advancements in automated evaluation, human annotation remains the gold standard
for hallucination assessment. These evaluations involve domain experts or crowd workers manually
assessing model outputs for factual correctness, coherence, and logical consistency.

Expert Fact Verification In high-stakes applications like biomedical AI and legal text generation,
expert fact verification [38] is used to validate AI-generated content against authoritative sources.

Strengths: Provides the highest level of reliability in domain-specific tasks.
Limitations: Expensive, time-consuming, and not scalable for large-scale model evaluations.
Likert-Scale Faithfulness Ratings Likert-scale annotations [12] is a method where human annota-

tors rate the factual faithfulness of generated text on a numerical scale (1 to 5), providing quantitative
insight into the human perception of hallucination.

Strengths: Useful for qualitative feedback and comparative model evaluation.
Limitations: Subjective and prone to annotator bias.

4.2. Benchmarks and Datasets for Hallucination Evaluation

Several large-scale benchmarks have been developed to standardize hallucination assessment
across different tasks. These datasets provide a consistent evaluation framework, enabling researchers
to compare hallucination detection and mitigation techniques.

FEVER Benchmark [46] The Fact Extraction and Verification (FEVER) dataset is a widely used
benchmark for factual consistency evaluation. It consists of 185,000 claims labeled as "Supported",
"Refuted", or "Not Enough Information" with corresponding Wikipedia evidence. FEVER has been
applied in hallucination detection for summarization [56] and dialogue generation [68].

Hallucination Evaluation for Large Language Models (HALL-E) [9] The HALL-E benchmark
was introduced to evaluate hallucination in open-ended text generation [72]. It contains human-
annotated hallucination labels for responses generated by LLMs, covering diverse domains such as
medical, legal, and financial text generation.

TruthfulQA Benchmark [6] TruthfulQA tests models on their ability to generate factually correct
answers by posing truth-based adversarial questions. Unlike standard question-answering datasets,
TruthfulQA evaluates how well generative models resist common misconceptions and misinformation.

Entity-Relationship-Based Hallucination Benchmark (ERBench) [48] ERBench focuses on hal-
lucination detection in structured text by evaluating how well LLMs preserve entity relationships in
generated outputs. It is particularly useful in biomedical and legal AI applications, where hallucination
often involves misrepresenting factual associations.
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HaluEval Benchmark [45] HaluEval is a recent large-scale benchmark designed specifically to
evaluate hallucination in large language models. Unlike previous datasets that focus on narrow
domains, HaluEval provides a diverse set of 35,000 examples, covering multiple NLP tasks such as
question answering, knowledge-grounded dialogue, and summarization. The dataset evaluates LLM-
generated responses for factual consistency, coherence, and faithfulness, making it an essential resource
for researchers aiming to assess and mitigate hallucination in generative AI systems. HaluEval also
incorporates human annotations, where responses are manually assessed for hallucination severity,
providing a gold standard for evaluating automatic hallucination detection techniques. The dataset has
been tested across state-of-the-art models, including GPT-4, LLaMA, and PaLM, allowing comparative
performance analysis across different architectures. Future works utilizing HaluEval could refine
current hallucination detection methodologies by integrating model confidence scores, retrieval-based
verification, and adaptive fine-tuning techniques.

OpenAI’s Real-World Hallucination Dataset [14] Mitchell et al. (2023) introduced a dataset
containing real-world examples of hallucination from deployed AI systems. This benchmark includes
hallucinated chatbot responses, mistranslations, and incorrect factual claims, serving as a practical
evaluation set for real-world applications, see Table 4.

Table 4. Evaluation Metrics and Benchmarks for Hallucination Assessment.

Category Metric / Benchmark Application Key References

Factual Consistency FEVER Score, FactScore,
Entity-Level Fact Check-
ing

Summarization, Ques-
tion Answering

Thorne et al. (2018)[46],
Kryscinski et al.
(2020)[56]

Semantic Coherence BERTScore, BLEURT,
Self-BLEU

Open-ended text genera-
tion

Zhang et al. (2020)[68],
Sellam et al. (2020)[69]

Uncertainty Estima-
tion

Entropy-Based Con-
fidence, Prediction
Variance Analysis

Long-form text, Multi-
step reasoning

Jiang et al. (2023)[70], Liu
et al. (2023)

Human Evaluation Likert-Scale Ratings, Ex-
pert Verification

High-risk AI applications Nori et al. (2023)[38],
Zhang et al. (2023)[68]

Benchmarks FEVER, HALL-E, Truth-
fulQA, ERBench, HaluE-
val

Standardized hallucina-
tion assessment

Thorne et al. (2018)[46],
Shuster et al. (2022)[9],
Lin et al. (2022), Yu et al.
(2023)[48]

The evaluation of hallucination in generative models is a complex task requiring multiple assess-
ment techniques. Automated metrics such as fact verification scores, semantic similarity measures, and
uncertainty estimation provide scalable evaluation methods. However, human annotation remains
essential for high-stakes applications where factual correctness is critical. The development of stan-
dardized benchmarks like FEVER, HALL-E, and TruthfulQA has significantly advanced comparative
evaluation, but future work should focus on real-world hallucination detection in deployed AI systems.
In the next section, we discuss open challenges and future directions in hallucination research.

5. Research Gaps and Future Directions
Despite significant progress in detecting and mitigating hallucinations in generative models,

several open challenges remain. As AI systems continue to scale and integrate into real-world appli-
cations, addressing these challenges will be critical for ensuring the trustworthiness, interpretability,
and robustness of large language models (LLMs) and foundation models. This section highlights key
research gaps and proposes future directions to advance hallucination detection and mitigation.
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5.1. Lack of Standardized Hallucination Definitions and Taxonomies

One of the persistent challenges in hallucination research is the lack of a universally accepted
definition and classification framework. While researchers have categorized hallucinations into
intrinsic vs. extrinsic [3], factual vs. semantic [4], and model-based vs. data-induced [28], these
classifications often overlap, leading to inconsistent evaluation methodologies across studies. Future
research should focus on developing a standardized hallucination taxonomy that integrates multiple
perspectives, ensuring a unified evaluation framework across different NLP tasks. Establishing
benchmark datasets with clearly labeled hallucination types will further aid in improving cross-
comparability of research outcomes.

5.2. Limitations of Existing Hallucination Detection Techniques

Most hallucination detection techniques rely on retrieval-augmented generation (RAG) [39], un-
certainty estimation [70], and self-consistency checks [43]. While these approaches have demonstrated
effectiveness in identifying hallucinated outputs, they exhibit several significant limitations that hinder
their scalability, reliability, and generalizability across diverse tasks and domains.

One major limitation of retrieval-augmented models is their over-reliance on external knowledge
sources, which can introduce inaccuracies if the retrieved documents contain incomplete, outdated,
or biased information [9]. Since these models condition their responses on retrieved content, halluci-
nations may still persist if the retrieved evidence is irrelevant, inconsistent, or contradictory. This is
particularly problematic in low-resource or rapidly evolving fields, where reliable external sources may
be scarce or prone to errors. Moreover, retrieval-augmented models struggle with novel or counterfac-
tual queries, where no pre-existing factual evidence is available, leading to either incorrect completions
or high-confidence hallucinations. Another significant drawback of hallucination detection techniques
is their high computational cost, especially for self-consistency decoding and contrastive reasoning
methods. These techniques rely on multiple forward passes to generate different responses for the
same query, which are then compared to identify inconsistencies. While this approach is effective for
certain reasoning-intensive tasks, it becomes computationally prohibitive in real-time applications such
as chatbots, virtual assistants, and autonomous decision-making systems [14]. Large-scale deployment
of such methods in high-throughput environments remains impractical due to the increased inference
latency and resource consumption, required for processing multiple generations per input.

A further challenge arises from false positives in uncertainty-based hallucination detection tech-
niques. Confidence-based methods often flag responses with low-probability scores as potential
hallucinations, even when they are factually correct but uncommon [10]. This issue is particularly
pronounced in low-resource languages, domain-specific terminology, and creative text generation,
where models may assign lower confidence scores to valid but less frequently occurring outputs.
Consequently, hallucination detection systems may introduce an unintended trade-off: over-filtering
valid responses while still failing to catch high-confidence hallucinations in cases where the model
confidently generates plausible but incorrect information. To overcome these challenges, future re-
search should focus on developing hybrid detection models that integrate uncertainty-aware signals
with factual verification techniques, rather than relying solely on confidence estimation or retrieval
grounding. Additionally, contrastive learning and reinforcement learning techniques can be leveraged
to enhance hallucination detection by encouraging models to differentiate between factually grounded
outputs and plausible-sounding hallucinations. By combining multiple detection strategies, it may be
possible to reduce computational overhead, minimize false positives, and improve detection accuracy
in diverse NLP tasks.

5.3. Challenges in Hallucination Mitigation Strategies

Existing mitigation strategies, such as fine-tuning with high-quality data [16] and reinforcement
learning from human feedback (RLHF) [49], have demonstrated effectiveness in reducing hallucina-
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tion rates across various generative tasks. Despite these advancements, several challenges remain
unresolved, limiting the scalability, adaptability, and generalizability of these approaches.

One of the key challenges is overcorrection bias introduced by RLHF. While reinforcement
learning helps align model outputs with human expectations, it often results in models that avoid
generating uncertain responses altogether [15]. This leads to "safe but uninformative" outputs, where
the model prioritizes cautiousness over diversity, ultimately affecting response richness and utility
in applications such as creative writing, open-domain dialogue, and exploratory reasoning. The
trade-off between suppressing hallucinations and maintaining response diversity remains unresolved,
requiring further optimization to balance safety, informativeness, and factual accuracy. Another major
challenge lies in the scalability of retrieval-augmented generation (RAG). While RAG-based models
improve factual consistency by retrieving relevant external knowledge before generating responses,
they are constrained by retrieval bottlenecks and knowledge source limitations [48]. The effectiveness
of RAG depends on the quality, coverage, and timeliness of the retrieved knowledge, which can lead to
hallucinations if the retrieved content is incomplete, outdated, or contextually irrelevant. Additionally,
real-time retrieval processes introduce latency issues, making these models less efficient for high-speed
applications such as real-time dialogue generation, legal AI, and automated decision-making systems.

A further limitation exists in prompt engineering and instruction tuning, which require frequent
manual adjustments to maintain their effectiveness [44]. While prompt-based methods have proven
useful in guiding model behavior and reducing hallucination, they lack adaptability to dynamically
evolving topics and domain-specific nuances. This makes them impractical for long-term deployments,
as researchers and practitioners must continually refine and update prompt strategies to keep up with
emerging trends, new knowledge, and evolving linguistic patterns.

To address these limitations, adaptive fine-tuning techniques have been proposed as a promising
future direction. By incorporating continuous learning mechanisms, generative models can learn from
real-time user feedback and self-verification signals, allowing them to gradually correct their own
hallucinations over time. Additionally, self-supervised contrastive learning offers another avenue for
improvement, enabling models to differentiate between factual and fabricated outputs dynamically.
By integrating self-adaptive training methodologies, hybrid RAG-based verification, and uncertainty-
aware optimization, future generative models may achieve a more balanced trade-off between factual
reliability, response diversity, and computational efficiency.

5.4. Addressing Hallucination in Multimodal and Multilingual Models

While hallucination research has predominantly focused on text-based LLMs, multimodal models
such as DALL·E, Stable Diffusion, CLIP, and GPT-4V introduce new challenges in hallucination across
image, video, and speech generation [73]. These models must generate coherent and accurate outputs
across multiple modalities, yet they often suffer from misalignment between visual, textual, and
auditory data. The complexity of integrating different modalities amplifies the risk of hallucination
making this a critical area of study. One of the most prevalent issues in vision-language models is
object hallucination, where models generate descriptions that contain non-existent or misclassified
objects [14]. For example, an image-captioning system may describe a landscape as containing "a
river" when no such feature exists in the image. This phenomenon is particularly problematic in
medical imaging, where AI-generated reports may describe non-existent abnormalities, leading to
severe consequences. To mitigate object hallucination, cross-modal grounding techniques are being
developed to ensure that generated text remains faithful to the visual content. Models such as BLIP-2
and PaLI attempt to improve textual alignment with visual information by incorporating retrieval-
augmented vision-language learning. However, these methods still face challenges in maintaining
semantic consistency across multimodal inputs.

In speech-based models, hallucination manifests as misinterpretations of spoken content, often
resulting in incorrect speech-to-text transcriptions or misleading audio descriptions [12]. This issue
is particularly relevant in automated subtitle generation and virtual assistant interactions, where
AI-generated transcripts may fabricate words or misinterpret speaker intent. Future research should
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focus on joint multimodal fact-checking frameworks, where speech recognition models cross-verify
their outputs with textual and contextual cues. Methods such as self-supervised contrastive learning
for speech-text alignment have shown promise in reducing contextual drift in speech hallucinations.

Multilingual hallucination detection presents another challenge, as most hallucination detection
methods are optimized for English-language LLMs, leaving low-resource languages underexplored
[50]. Hallucination patterns vary significantly across linguistic contexts due to differences in grammat-
ical structures, semantic ambiguity, and training data availability. Current models often hallucinate
non-existent translations or fabricate culturally irrelevant details, particularly in machine translation
systems such as Google Translate and MarianMT. Addressing multilingual hallucination requires the
development of language-agnostic hallucination detection models capable of adapting across diverse
linguistic environments. Multilingual retrieval-augmented generation (RAG) could help mitigate this
issue by grounding model outputs in multilingual knowledge bases, ensuring factual consistency
across languages.

To tackle these challenges, future research should prioritize benchmarking multimodal hallucina-
tion across various domains. Standardized datasets such as HaluEval, OpenAI’s Real-World Halluci-
nation Dataset, and multimodal fact-checking corpora should be expanded to include cross-lingual
and cross-modal hallucination detection tasks. Furthermore, integrating self-supervised training
techniques for cross-lingual hallucination verification could help improve the robustness and accuracy
of generative models across different modalities and languages. As multimodal and multilingual AI
systems become more prevalent, refining hallucination detection and mitigation strategies will be
crucial for building trustworthy AI applications.

5.5. Real-World Deployment and Trustworthy AI Considerations

While hallucination detection has advanced significantly in academic settings, practical deploy-
ment in high-risk applications remains a major challenge. Nori et al. (2023) [38] highlight that
hallucinations in medical AI can result in severe misinformation, potentially leading to misdiagnoses
and incorrect treatment recommendations. Similarly, hallucinations in legal AI systems raise regulatory
and ethical concerns, as demonstrated by Yu et al. (2023)[48], where incorrect legal interpretations
generated by AI could have serious legal ramifications.

One of the key research gaps in real-world AI deployment is the development of hallucination-
resistant AI systems. Future models should integrate self-regulation mechanisms capable of detecting
and filtering potentially misleading outputs before presenting them to users. Techniques such as
confidence-aware output filtering and automatic retrieval-based fact-checking could help mitigate
the risks associated with high-stakes AI applications, ensuring that generative models provide more
trustworthy and verifiable responses. Another critical challenge is the need for human-AI collaboration
in hallucination verification. Instead of focusing solely on eliminating hallucinations, researchers
should explore "Human-AI Hybrid Models," where AI-generated content undergoes expert validation
before being deployed in sensitive fields such as healthcare, law, and finance. Mitchell et al. (2023) [14]
propose a collaborative framework in which AI models assist human professionals while continuously
learning from human feedback, thereby improving factual reliability without sacrificing efficiency.

Beyond technical robustness, ethical and explainability concerns present additional obstacles to
AI deployment in real-world applications. Future research must prioritize explainable hallucination
detection, ensuring that users can understand why a model’s response is flagged as a hallucination.
Zhao et al. (2021) [10] emphasize that black-box AI models with unclear decision-making processes
could reduce user trust, particularly in sectors where accountability and transparency are essential.
Explainable AI (XAI) techniques, including model interpretability frameworks and attribution-based
validation methods, could enhance user confidence and regulatory compliance in AI-assisted decision-
making.
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5.6. Ethical Considerations and Explainability in Hallucination Detection

The ethical implications of hallucination in generative AI extend beyond simple factual inac-
curacies, affecting user trust, decision-making, and AI accountability. As large language models
(LLMs) and multimodal AI systems are integrated into critical applications such as healthcare, legal
analysis, and education, ensuring transparency in hallucination detection and mitigation becomes
imperative. One of the key challenges is developing explainable AI (XAI) techniques that provide
clear, interpretable justifications for why an AI-generated response is considered hallucinated. Current
hallucination detection methods often operate as black-box classifiers, where models flag outputs as
hallucinated but fail to provide underlying justifications. To improve explainability, models should
explicitly justify their outputs when hallucination is detected. One approach is retrieval-augmented
reasoning, where the model displays retrieved source documents or knowledge graphs that support or
contradict the generated response [9,39]. This allows users to compare AI-generated claims against
verifiable external knowledge, ensuring greater transparency.

In addition to retrieval sources, generative models should incorporate step-by-step reasoning
visualization, inspired by chain-of-thought (CoT) prompting [44]. Instead of only producing a final
response, AI systems could break down their reasoning process, highlighting factual dependencies and
uncertainty scores. For instance, a medical AI generating a patient diagnosis should present multiple
supporting factors and confidence levels rather than an unverified assertion.

Another promising direction is faithfulness verification through self-checking mechanisms, where
models internally validate generated outputs by cross-referencing prior factual knowledge. Self-
CheckGPT [20] applies this concept by prompting the model to re-evaluate its responses multiple
times and check for inconsistencies before finalizing an output. This approach mimics human-style
critical reasoning and can significantly improve the interpretability of hallucination detection systems.

Ethical risks associated with generative model hallucination are particularly severe in domains
that require factual precision, such as medical diagnostics, legal AI, and financial forecasting. In
medical AI, hallucinated disease symptoms or misdiagnosed conditions can lead to harmful treatments
[38]. Legal AI systems that hallucinate case law references could introduce false legal precedents,
undermining trust in automated legal decision-making. Similarly, AI-driven financial models may
generate fabricated stock trends or false economic indicators, leading to misinformed investments. To
mitigate these risks, AI systems should incorporate hallucination confidence scores alongside their
outputs. These confidence estimates could be presented as factual accuracy scores or probability
distributions over multiple possible responses, allowing users to assess the reliability of AI-generated
information. Additionally, integrating human-AI collaboration mechanisms, such as expert valida-
tion checkpoints, can ensure that high-risk hallucinations do not propagate without human review.
Building trustworthy AI requires more than just improving factual accuracy—it demands greater
interpretability, accountability, and ethical alignment. Future research should focus on designing
explainable hallucination detection models that not only detect hallucination but also justify and
correct their outputs in real time. By integrating retrieval-based justifications, step-by-step reasoning,
and uncertainty-aware evaluations, AI can transition from an opaque system to a more accountable
and transparent assistant.

To address these challenges, future AI systems should incorporate "trustworthiness metrics"
capable of quantifying hallucination risk and model confidence levels. Developing scalable, real-time
trust assessment frameworks would significantly enhance AI reliability and adoption in mission-
critical environments, where hallucination-related risks must be carefully managed to ensure both
safety and accountability (see Table 5).
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Table 5. Research Gaps and Future Directions in Hallucination Studies.

Research Gap Future Direction Key References

Lack of Standardized Taxonomy Develop unified hallucination classi-
fication frameworks

Ji et al. (2023)[3], Rawte et al.
(2023)[4] [4]

Limitations of Detection Methods Hybrid uncertainty + fact verifica-
tion models

Lewis et al. (2020)[39], Jiang
et al. (2023)[70]

Challenges in Mitigation Strategies Adaptive fine-tuning and self-
supervised learning

Ouyang et al. (2022)[16], Bai
et al. (2022)[49]

Hallucination in Multimodal Mod-
els

Cross-modal grounding for vision-
language AI

Mitchell et al. (2023)[14],
Zhang et al. (2023)[68]

Trustworthy AI and Deployment Human-AI hybrid verification sys-
tems

Nori et al. (2023)[38], Yu et al.
(2023)[48]

6. Conclusion
The rapid advancements in Large Language Models (LLMs) and foundation models have signifi-

cantly transformed natural language generation, enabling applications in healthcare, law, education,
and creative writing. However, hallucination, where models generate misleading, fabricated, or factu-
ally incorrect information, remains a major challenge. This survey provides a comprehensive review
of hallucination detection, mitigation strategies, evaluation metrics, and research gaps, offering a
structured perspective on how to enhance the reliability and trustworthiness of generative AI systems.
We first established a taxonomy of hallucination, categorizing it into intrinsic vs. extrinsic, factual
vs. semantic, and task-specific types, emphasizing how different AI tasks require tailored detection
methods. The literature explores hallucination detection techniques, including uncertainty estimation,
retrieval-augmented generation (RAG), self-consistency checks, and internal state monitoring, while
highlighting both their strengths and limitations. Mitigation strategies, such as fine-tuning, reinforce-
ment learning from human feedback (RLHF), adversarial training, and prompt engineering, were
analyzed to assess their effectiveness in reducing hallucination frequency.

The survey examines evaluation metrics and benchmarks, including FEVER Score, BERTScore,
TruthfulQA, and human expert verification, which play a crucial role in assessing hallucination levels
across different domains. Despite progress, several research gaps remain. These include the lack of
standardized hallucination taxonomies, limitations in current detection methods, hallucination in
multimodal AI, and the need for trustworthy AI deployment in real-world applications.

Future work should focus on developing self-regulating AI models that can detect, explain, and
correct their own hallucinations, integrating hybrid uncertainty-aware systems with factual grounding
techniques. Additionally, cross-modal hallucination detection, low-resource language evaluation,
and human-AI hybrid verification frameworks should be explored to enhance AI transparency and
reliability. Ensuring trustworthy and explainable AI is not just a technical challenge but also an
ethical imperative, as generative models become deeply integrated into decision-making processes.
Advancements in hallucination detection and mitigation will be critical in shaping more reliable,
transparent, and accountable AI systems in the future.

;)The things I do for you, moody
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