Pre prints.org

Review Not peer-reviewed version

Review of Artificial Intelligence
Applications in the Digital Energy
Infrastructures

Vladimir Yordanov Zinoviev , Dimitrina Yordanova Koeva i , Plamen Tsenkov Tsankov
Ralena Dimitrova Kutkarska

Posted Date: 19 December 2025
doi: 10.20944/preprints202512.1759.v1

Keywords: artificial intelligence; digital infrastructures; energy digitalization; renewable energy sources

Preprints.org is a free multidisciplinary platform providing preprint service
that is dedicated to making early versions of research outputs permanently
available and citable. Preprints posted at Preprints.org appear in Web of
Science, Crossref, Google Scholar, Scilit, Europe PMC.

Copyright: This open access article is published under a Creative Commons CC BY 4.0
license, which permit the free download, distribution, and reuse, provided that the author
and preprint are cited in any reuse.



https://sciprofiles.com/profile/3189244
https://sciprofiles.com/profile/4682938
https://sciprofiles.com/profile/1772994
https://sciprofiles.com/profile/4977579
https://creativecommons.org/licenses/by/4.0/
https://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 19 December 2025 d0i:10.20944/preprints202512.1759.v1

Disclaimer/Publisher’'s Note: The statements, opinions, and data contained in all publications are solely those of the individual author(s) and
contributor(s) and not of MDPI and/or the editor(s). MDPI and/or the editor(s) disclaim responsibility for any injury to people or property resulting
from any ideas, methods, instructions, or products referred to in the content.

Review
Review of Artificial Intelligence Applications in the
Digital Energy Infrastructures

1

Vladimir Yordanov Zinoviev 1@, Dimitrina Yordanova Koeva %*(, Plamen Tsenkov Tsankov 2

and Ralena Dimitrova Kutkarska 2

Faculty Economics of infrastructure, University of National and World Economy, Bulgaria

Department of Electric Power Distribution and Electrical Equipment, Center of Competence “Smart Mechatronic, Eco-and
Energy-saving Systems and Technologies”, Technical University of Gabrovo, Bulgaria

*  Correspondence: dkoeva@tugab.bg

Abstract

The increasing use of integrated renewable energy sources (RES) is undoubtedly reshaping the structure
of power systems. In such conditions, achieving energy efficiency and sustainability requires the
development and integration of digital solutions to manage energy flows and resources optimization.
This paper aims to provide a comprehensive overview of the successful integration of artificial
intelligence (Al) in the energy sector, particularly in relation to the increasing utilization of renewable
energy. The paper presents trends and potential scenarios in the digitalization of energy, along with
the associated challenges. It analyzes particular applications of Al tools in strategic areas of the energy
sector. The article also attempts to summarize the current status, goals, key areas, and activities in
the irreversible transformation of power structures into digital intelligent ones. Five key areas in the
energy sector have been identified in which Al tools are applied.

Keywords: artificial intelligence; digital infrastructures; energy digitalization; renewable energy
sources

1. Introduction
1.1. Research Aims and Motivation

The energy sector is influenced by this development at micro and macro levels, which is one of the
most important for formulating effective public policies, stimulating economic growth and improving
the well-being of society. The application of these technological advances to energy processes such as
energy conversion, storage, distribution and management can lead to their optimization and easier
management and support important decisions at national and global levels. This paper provides an
overview and examines the role of Al in the transition to a more sustainable energy future through the
lens of the four core principles of the Energy Democracy concept: energy communities, decentralization,
digitization of energy, and decarbonization, in line with the guidelines and goals of Industry 5.0 [1].

A comprehensive strategic approach is needed, which should take into account key elements such
as: Comprehensive impact assessment. Conduct a thorough assessment that identifies the potential
economic, societal, and financial impacts of digital energy technologies; Clear vision and goals for the
integration of advanced technologies and the desired economic, societal, and environmental outcomes;
Assessment and planning to identify areas for improvement and opportunities to integrate advanced
technologies considering their technical feasibility, financial viability, and regulatory compliance; Allo-
cating sufficient financial resources for research, development, and deployment of high-technology
digital energy infrastructure. The development of national Al strategies represents a crucial step in
ensuring that Al is developed and used in a responsible and ethical manners. These strategies can help
foster innovation, ensure that Al is utilized for the benefit of society, and mitigate the potential risks
associated with its use. A considerable number of countries around the globe have already developed

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://orcid.org/0000-0003-0300-7585
https://orcid.org/0009-0002-2073-8611
https://orcid.org/0000-0003-1942-608X
https://doi.org/10.20944/preprints202512.1759.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 19 December 2025 d0i:10.20944/preprints202512.1759.v1

2 of 50

or are currently in the process of developing such strategies [2,3]. Some examples of these strategies
include:

Canada: In 2017, Canada became the first country to adopt a national Al strategy called the "Pan-
Canadian Artificial Intelligence Strategy". The strategy is based on three pillars: Commercialization;
Standards and Talent, and Research [4].

China: In 2017, China announced its "Next Generation Artificial Intelligence Development Plan,"
which aims to make the country a global leader in Al by 2030. The plan encompasses a number of
areas, including education, healthcare, energy, transportation, quality of life, urban/city planning,
Internet of Things (IoT), and robotics. The establishment of an open and coordinated Al science and
technology innovation system; the cultivation of a high-end and high-efficiency smart economy; the
construction of a safe and convenient smart society; the strengthening of Al civil-military integration;
the building of a safe and efficient Al infrastructure system; and the formulation of forward-looking
plans for the major science and technology programs of the next generation of Al are among the key
objectives of the plan. China recognizes the importance of human capital. The objective of the plan is
to establish world-class Al talent centers (local workforce) to support industry through Al innovation
and development [5].

Japan: In 2017, Japan adopted a national Al strategy, entitled the "Artificial Intelligence Technology
Strategy". The strategy identifies four priority areas: productivity, health, medical care and welfare, and
mobility. For each of these areas, the strategy outlines a vision of the target society and industrialization.
It is recognized that for the industrialization process to be successful, collaboration between industry,
academia, and government is required. This collaboration can be achieved by the development of
infrastructure technologies, the fostering of skilled personnel, the provision of access to public data,
and the support of start-ups [6].

European Union: In 2018, the European Commission adopted the "European Al Strategy," which
provides a set of principles for the development and use of Al. The European Al Strategy has three
main objectives: to make the EU a global leader in Al to ensure that Al is human-centric and reliable;
to unleash the full potential of Al to drive growth and create jobs. The strategy describes a number
of actions to achieve these goals, including the establishment of a network of Al research centers of
excellence, increased investment, strengthening of research and innovation from laboratory to market,
and the provision of Al to all small businesses and potential users [7].

India: In 2018, India adopted a national strategy for Al, entitled the "National Strategy for
Artificial Intelligence." The strategy identifies several domains where Al can be utilized to enhance
the lives of India’s citizens, including healthcare, agriculture, education and skills, smart cities and
infrastructure, smart mobility, and transportation. The key recommendations for achieving the goals
set out in the strategy and the role of the government are summarized in the following areas: Research
and Application; Retraining and Training; Accelerating AI Adoption; Responsible Al Development [8].

Russia: The "National Strategy for the Development of Artificial Intelligence for the period up to
2030" was approved in 2019. The primary objectives of Al development in Russia are as follows: to
provide support for research; development of Al software; to enhance the provision of hardware; to
improve the accessibility and quality of data; to ensure the availability of qualified personnel and to
raise awareness of Al to establish a regulatory framework for AI [9].

United Kingdom: In 2021, the United Kingdom adopted a strategy, entitled "National Al Strategy".
The stated objectives of this strategy are: facilitate the growth in the number and type of Al-related
discoveries and their subsequent commercialization and exploitation; stimulate economic growth and
productivity through AL establish a robust and innovative world-class AI management system. In
order to achieve the aforementioned goals, it is necessary to invest in the Al ecosystem. This includes
investing in more staff in the field, access to data, computing power and funding, as well as support
for the development of Al in different sectors. Furthermore, it is essential to ensure access to Al for all
regions, nations, enterprises and sectors. Finally, it is crucial to create an innovation-friendly regulatory
environment that protects society [10].
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United States: The United States adopted the "National Artificial Intelligence Research and
Development Strategic Plan 2023 Update", which incorporates text from the 2016 and 2019 National
Strategic Plans, as well as updates from 2023. The plan includes 9 strategies: Investment in Research;
Human-AI Collaboration; Ethics and Implications; Al Security; Al Data; Al Assessment; Al Workforce;
Public-Private Partnerships; International Collaboration [11].

1.2. Literature Statement

In order to develop a feasible and effective strategic approach, it is first necessary to draw on
global experience in this area. This will provide valuable knowledge and insights that can be used to
optimize the design of the approach. Global experience can provide ideas and perspectives that have
not been previously considered, as well as offer insights from successful practices.

The establishment of a legal framework is a prerequisite for the proper, ethical and reasonable use
and application of Al, but it is not the only aspect that should be focused on in order to transform a
country into a leading global innovation competitor. The US and China are examples of successful
Al adoption [12,13] while the EU, despite its efforts, still lags behind these leaders and there is an
"innovation gap" [14-16]. In accordance with what has been said so far, in Section 2 the authors
present a comparative overview of the technological progress of today’s leading companies that have
contributed to innovation and economic prosperity, such as OpenAl, DeepSeek, Google, Meta, which
develop large language models (LLMs). Since LLMs are incredibly influential, the authors decided to
examine and present their current state. It is important to note that LLMs are only a part of the entire
Al ecosystem.

Digitalization is a key factor in the transformation of the energy sector, allowing the management
of large amounts of data and the optimization of increasingly complex systems. Digitalization in
the electricity sector is also an important and responsible process, closely related to the progress in
two other innovative areas for the energy sector: decentralization and electrification. The dynamic
interconnection between these three areas directly impacts production and consumption, underscoring
the urgent need for unified monitoring, management, and control as pivotal for the success of the
energy transformation [17]. The rapid transformation of the energy sector necessitates the integration
of digital technologies at an accelerated rate - by the year 2050, 90% of the flexibility within pan-
European and cross-border networks should be achieved through the deployment of approximately
580 GW of flexible energy resources. The formation of an appropriate framework for energy data
exchange is expected to encourage the participation of wholesale markets. The aim is to achieve a
comprehensive digital transformation of the electricity grid by implementing digital simulation tools,
for instance digital twins (DTs), which will facilitate the development of a sophisticated and complex
virtual model of the European electricity grid [18-20].

1.3. Research Gaps and Contributions of This Work

The article attempts to summarize the current status, goals, key areas, and activities in the
irreversible transformation of power structures into digital intelligent ones. Five key areas in the
energy sector have been identified in which Al tools are applied: Forecasting electricity generation
from renewable energy sources (wind and solar power plants); Forecasting the demand and price
situation on the electricity spot market; Management of configuration and operating modes of small
local intelligent networks (micro-grid); Improving the efficiency of the interaction between consumers
and the energy system by analyzing the trends in energy demand and supply; General industrial
direction.

After examining the Al technologies, development trends, areas of applicability, and technical
capabilities, the paper provide a comparative overview of some types of Al that could be applied to
solve problems in the energy sector.
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1.4. Paper Organization

The following sections apply for the purposes of this article: Section 1: Introduction; Section 2:
Digital Energy and Al discuss the present state of AI, ML and DL and their impact on energy structures.
Based on this, the advantages and disadvantages of current Al applications in the energy sector are
summarized. Section 3 presents Al-driven renewable energy technologies, including smart grids and
Al integration, energy storage system optimization, predictive maintenance for renewable energy
systems, and the socio-economic impact of Al Section 4 concludes.

2. Digital Energy and Al
2.1. Policy Context

The European Network of Transmission System Operator for Electricity remains critical and
issues recommendations (ENTSO-E) [21]. Transmission System Operators (TSOs) from 40 Members
and 36 countries are part of ENTSO-E. The document clearly defines two problems: the level of
investment in network infrastructure, which has remained unchanged since 2010 (around $300 billion
per year), and the long timeframe for modernizing and rehabilitating the network. This implies the
need for significant investments in networks while maintaining the security and efficiency of the
system. ENTSO-E’s Roadmap 2024 — 2034 recommends as an urgent measure for the next decade the
digitalization of the energy systems of the participating countries in order to better monitor, control
and manage the hybrid electricity networks [22]. Main innovation drivers in this direction according
ENTSO-E Roadmap 2024 — 2034 are system digitalization, DTs, cybersecurity, Al-based technology,
RES and load forecasting, monitoring and data management, IoT devices and metering and smart
grid innovative tools. By 2034, the aim is to enhance grid utilization and sustainability through
interoperability, integrated and standardized solutions, adoption of real-time data sensors and IoT
devices for more efficient, cost-effective and secure remote monitoring, DTs to optimize maintenance
and replacement of assets in service, standardization of asset management approaches [23], Figure 1.
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Figure 1. Electricity Interconnection in Europe.

As far as the RES sector is concerned, digital technologies can help the sector in several ways:
better monitoring, operation and maintenance of renewable energy facilities; more precise and real-
time operation and control; introduction of new market and business models for energy exchange
and distribution. IRENA analysts predict a future with a large share of RES, with three groups of
Al technologies embedded: 1) IoT; 2) Al and Big Data; and 3) Blockchain. The analysis shows that
none of them is sufficient on its own, but rather reinforce each other as part of a toolkit of digital
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solutions to optimize the operation of an increasingly complex system of RES [24]. When considering
the dynamic process of decentralization of energy systems through the implementation of distributed
energy generation and battery energy storage, IoT holds significant potential for new management
capabilities and business models. Future decentralized energy systems can realize their potential at
the micro level as energy providers with guaranteed power quality indicators, however, they require
monitoring, control and intelligent management [25]. IoT devices meet these requirements and can
help create "smart grids" by collecting, transmitting, and using large amounts of data, intelligently
integrating users connected to the grid, optimizing grid performance, and increasing system flexibility.
As energy systems progressively become more complex and decentralized, IoT applications improve
the visibility and responsiveness of grid-connected devices. IoT plays a pivotal role in the convergence
of Big Data and Al The integration of the IoT into energy structures offers a multitude of benefits
that extend along the entire chain: generation forecast — automated control and grid reliability and
stability — aggregation, control, automated demand-side management — interconnection of mini-grids
operation — optimized market formation. The forecasts for 2025 according to [25], are 75 billion devices
connected worldwide, most IoT projects in the power sector focus on demand-side applications (e.g.,
smart homes). It is expected that this digitalization will lead to a reduction of the operational and
maintenance costs (O&M), boost renewable power generation and reduction of renewable energy
curtailment. Advancements in communication procedures and protocols are essential for ensuring the
high technological maturity, reliability, and cybersecurity of data exchange channels.

The IoT also brings solutions to optimise systems on both the supply and demand sides, leading
to enormous opportunities for the integration of larger shares of variable renewable generation into
the system. Variable renewable generation (VRG) or variable renewable energy (VRE) is a concept and
term that encompasses the increasingly dynamic introduction of RES into the structures of electricity
distribution networks. IRENA project “Innovation landscape for a renewable-powered future” maps
the relevant innovations, identifies the synergies and formulates solutions for integrating high shares of
VRE into power systems [25-27]. Some examples of flexibility solutions being implemented in different
countries: Supply-side flexibility (Germany); Grid flexibility (Denmark); Demand-side flexibility
(United States); System-wide storage flexibility (Australia) etc. System-wide and demand-driven
solutions continue to be the most expensive in terms of technology and infrastructure, Figure 2.
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Figure 2. Technical costs of grid flexibility solutions.

Some important IoT technical implementation requirements come down to:
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Hardware: smart meters with high-resolution metering data and sensors; sensors installed in
different devices; supercomputers or “cloud technology”; other digital technologies add automated
control to the electricity system to increase flexibility and manage multiple sources of energy flowing
to the grid from local energy resources.

Software: data collection, data pre-processing, processing, testing; optimisation tools; software
for version control, data storage and data quality assessment.

Communication protocol: common interoperable standards (at both the physical and the infor-
mation and communication technology (ICT) layers); define cybersecurity protocols.

The necessary regulatory requirements (wholesale and retail market, distribution), roles and
responsibilities of stakeholders in the context of energy system operators and owners/operators of
distributed energy resources remain on the agenda.

Al potential is being unlocked by the generation of big data and increased processing power.
In the energy sector, Al can enable fast and intelligent decision making, leading to increased grid
flexibility and integration of VRE. Many useful solutions and examples are given in [28]: EWeLiNE
and Gridcast in Germany use Al to better forecast solar and wind generation, minimizing curtailments;
DeepMind Al has reduced cooling consumption at a Google data centre by 40%. It applies machine
learning to increase the centre’s energy efficiency; EUPHEMIA, an Al-based coupling algorithm,
integrates 25 European day-ahead energy markets to determine spot prices and volumes etc. Big
data and Al can produce accurate power generation forecasts that will make it feasible to integrate
much more renewable energy into the grid. Accurate VRE forecasting at shorter time scales can
help generators and market players to better forecast their output and to bid in the wholesale and
balancing markets, while avoiding penalties. For system operators, accurate short term forecasting
can improve unit commitment, increase dispatch efficiency and reduce reliability issues, and therefore
reduce the operating reserves needed in the system. Accurate demand forecasting, together with
renewable generation forecasting, can be used to optimize economic load dispatch as well as to
improve demand-side management and efficiency. With the help of "smart contracts," blockchain has
the potential to play an important role in supporting the integration of renewable energy sources by
automating processes, increasing the flexibility of the power system, and reducing transaction costs.
At the same time, blockchain technologies can accelerate the exchange between storage systems and
electric vehicles (EVs). Thus, V2G and G2V models can improve the management of the grid and the
operation of energy structures that contain charging stations [29].

Considering everything discussed so far, the authors propose a Roadmap of Al Adoption in
general case, Figure 3.
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Figure 3. Roadmap of AI Adoption in three phases.

2.2. Enabling Technologies

Al is a field of computer science that deals with the creation of intelligent agents - systems that can
reason, learn, and act autonomously. Intelligent agents are systems that can perceive their environment
and take actions that increase their chances of achieving a goal. They can learn from experience and
adapt their behavior over time. Al is about building intelligent machines that can compute how to act
effectively and safely in new situations [30].

There are two main approaches to Al: Machine Learning (ML) - approach that involves training
algorithms on large amounts of data. Algorithms learn to identify patterns in the data and use these
patterns to make predictions or decisions; Deep Learning (DL) - approach that has been very successful
in tasks such as image recognition, natural language processing, and speech recognition.

In order to further illustrate the interrelationship between the various subcategories of Al and
their interplay with certain components of the digitalization of energy systems, as discussed in this
paper, the authors propose the following graphic, Figure 4, based on the materials [31-34].
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Figure 4. Relationship between Al, ML and DL and their interaction with digital energy components.'

As illustrated in Figure 4, the domain of Al, represented as central node, encompasses a broad
spectrum of interlinked scientific fields, systems, and technologies:

ML - algorithms that can learn from data and perform tasks such as identifying patterns, making
predictions or decisions without explicit instructions;

Expert Systems - computer programs designed to simulate the decision-making ability of a
human expert. They utilize knowledge bases and inference engines to solve complex problems;

Computer Vision - the ability for computers to "see" and interpret information from images or
videos. It involves algorithms that process and understand visual data;

Robotics - the field of design, construction, operation, and application of robots. It combines
elements of engineering, computer science, and Al to create automated machines;

Natural Language Processing (NLP) - deals with enabling computers to understand, interpret,
and generate human language. It combines computational linguistics with ML and DL to process and
analyze text and speech;

Computational Intelligence (CI) - focuses on biologically inspired computing paradigms. It often
involves techniques like neural networks, fuzzy systems, and evolutionary computation.

The figure also presents several concepts interrelated or adjacent to Al in the context of energetics,
such as:

Data or Big Data - Al relies heavily on large datasets for training and analysis;

Blockchain - used for secure and transparent Al applications;

Industry Standards - standardization in Al development and deployment;

Devices in Internet of Things (IoT) and Artificial Intelligence of Things (AIoT) - integrating Al
into IoT devices and systems;

DTs - creating virtual replicas of physical systems for analysis and optimization.

These technologies work together in a powerful synergy. IoT devices generate big data that feeds
the Al algorithms. Al powers DTs, which are virtual representations of physical entities. Blockchain
technology ensures the security and trust of data and transactions within this ecosystem. Big data, IoT,

1 Note: The figure provides an overview of some basic types of AL Within these categories, there are numerous other Al

technologies and subfields, as well as opportunities for combinations between them. Al research is a dynamic field, with
new advances continually emerging.
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blockchain, and DTs are all interconnected and play a crucial role in the advancement of Al Together,
these technologies provide the data, the virtual environments, and the trust that are necessary for Al
to reach its full potential and transform industries.

The assumptions are that Al will undergo three distinct evolutionary phases of development:
Artificial narrow (limited) intelligence (ANI), Artificial general intelligence (AGI), and Artificial
superintelligence (ASI). Currently, we are surrounded by the first type of Al, ANI, which performs
specific tasks but lacks the capacity to extend its functionality independently. ANIs outperform
humans in certain routine activities or strictly typed tasks and improve performance. By 2040, it is
anticipated that Al will have evolved to AGI systems. AGI systems are expected to possess intellectual
capabilities comparable to those of humans. They will be capable of performing a wide range of
tasks, competing with humans, and even taking away jobs. Following the evolution of generalized
intelligence systems, Al is expected to evolve to ASI. Systems with superintelligence are anticipated to
have higher intellectual capabilities than humans and to outperform humans [35].

2.2.1. Al and ML Fundamentals

The integration of data analytics and machine learning into renewable energy, energy efficiency
and grid management can yield benefits. Energy systems can be equipped with devices that consider
multiple parameters during their operation. The development of technology in recent years has
provided increasing opportunities for these measuring devices to be connected via networks, allowing
for real-time remote monitoring and the subsequent analysis of reported data.

The process of data analysis involves the collection, cleansing, supplementation, and processing
of data in order to identify patterns, trends, and relationships. When presented in an appropriate
format, data can provide valuable insights into the performance of the system itself, as well as trends,
tendencies, or prerequisites for its optimization. ML algorithms are well-suited for the analysis of large
datasets, with the objective of predicting future events or the expected behavior of a system under
specific conditions and external influences. The nine stages of the ML workflow are depicted in Figure
5.

- . r
rModeI-oriented-I Data-oriented stages Model-oriented stages
stage |1 |1 -+ q -+ q |

1 ]
| Model Data Data Data Feature Model Model Model Model |
Requirements Collection Preparation Labeling / Engineering Training i D itoril

Figure 5. The nine stages of the ML workflow.

The stages of the workflow are divided into two categories: data-oriented (marked in blue) and
model-oriented (marked in pink). There are numerous feedback loops within this workflow. The
dotted feedback arrows indicate that model evaluation and monitoring can return to some of the
previous stages. The solid feedback arrow illustrates that model learning can go back to the feature
engineering stage. The main stages are as follows:

¢  Model Requirements: At the outset of the process, the problem to be solved and the objectives of
the machine learning model are delineated. It is of paramount importance to establish realistic
expectations and metrics for success at this stage.

¢ Data Collection: The raw data on which the model will be trained is collected. This usually
involves aggregating data from a variety of sources and ensuring that it meets the requirements
of the model in question.

¢ Data Preparation: Ensuring data integrity is fundamental to the success of machine learning.
Real-world data is often characterized by inconsistencies or missing values. At this stage, the
following techniques can be applied to improve data quality for subsequent training: data
cleaning, data validation, missing data handling, data duplication (creating synthetic data), and
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data normalization. The data can be further divided into different subsets, such as training data
and test data for model training and model evaluation.

¢ Data Labeling: If the specific model requires labeled data (e.g., identifying objects in images),
this stage involves labeling the data entries.

e  Feature Engineering: Often the raw data cannot be used directly by the model. This stage
involves transforming the data into features that the model can understand and learn from.

*  Model Training: The model is trained on the prepared data, allowing it to learn patterns and
relationships.

*  Model Evaluation: Following training, the performance of the model is evaluated on data it did
not receive during its training (test dataset) to assess its accuracy. If the evaluation is unsatisfactory,
it is necessary to return to a previous stage.

*  Model Deployment: If the evaluation is satisfactory, the model can be deployed into production
for use in real-world conditions. This involves further integration into an existing application or
system.

*  Model Monitoring: An important part of the developing lifecycle of ML is the monitoring of its
performance over time, even after deployment. This enables the identification of any issues or a
decline in accuracy, allowing for the implementation of corrective measures, such as retraining, if
necessary.

The utilization of a machine learning application is an iterative process. As data undergoes
changes, user preferences evolve, and competition intensifies, it is important to keep the model up to
date after implementation. While the same level of training as during the initial development phase is
not typically necessary, it is unreasonable to expect the model to maintain the same level of efficiency
throughout its entire lifespan. Consequently, ongoing training and adaptation are essential to maintain
the model’s effectiveness and ensure its continuous usability [36]. Only models trained on real data
can be considered reliable [37].

2.2.2. Transformers and Large Language Models

Large language model (LLM) are type of advanced Al systems representing a type of ML model.
They are designed for NLP tasks, trained on large text datasets or through self-supervised learning to
understand and generate human-like language [38]. They acquire the predictive ability inherent in
human language, but they also inherit the inaccuracies and biases present in the data on which they are
trained. They use DL techniques, in particular transformer architectures, to process and produce text,
allowing them to perform tasks such as translation, summarization, and question answering [39,40].

A major challenge in large language models is the performance gap between open-source models
[41-44] and closed-source models [45,46]. In contrast, giant closed-source models, while powerful, are
often inaccessible to many researchers and developers due to their proprietary nature [47].

The beginning of open source models was in 2023, when Meta released Llama, available for
research purposes [48-50], which sparked interest due to the need for transparency, accessibility and
customizability. It also contributed laying the foundations for open source LLMs. In July 2023, the
Chinese Al startup DeepSeek [51] released its first model. A couple of years later, in 2025, the company
gained international attention with DeepSeek R-1, an open-source LLM with high performance and
affordability compared to similarly parameterized but closed-source models.

Figure 6 and Table 1 shows the intelligence-to-cost ratio, price calculated in USD per 1M Tokens,
for 18 LLMs developed by 9 companies leaders in the field: OpenAl [52-54], Meta [55,56], Google
[57], Anthropic [58,59], Mistral [60,61], DeepSeek [62], Amazon Web Services (AWS) [63], Cohere [64],
Alibaba Group [65]. These are just some of the versions of these LLMs, data for which was provided
by Artificial Analysis with an independent Al analysis ranking company [66].
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Figure 6. LLMs Intelligence versus price: Artificial Analysis Intelligence Index, as of February 2025.

Table 1. LLMs Intelligence versus price by country and company: Artificial Analysis Intelligence Index, as of

February 2025.
Country of origin ~ Company Model AlIndex Price’
USA OpenAl ol 61.89 26.25
USA OpenAl GPT-40 (Nov "24) 41.46 4.38
USA OpenAl GPT-40 mini 35.68 0.26
USA OpenAl 03-mini (high) 65.51 1.93
USA Meta Llama 3.3 70B 41.11 0.62
USA Meta Llama 3.1 8B 43.36 0.17
USA Google Gemini 2.0 Flash 48.09 0.17
USA Anthropic Claude 3.5 Haiku 34.56 1.60
USA Anthropic Claude 3.7 Sonnet Thinking 57.39 6.00
USA Anthropic Claude 3.7 Sonnet 48.20 6.00
France Mistral Al Mistral Large 2 (Nov "24) 38.27 3.00
France Mistral Al Mistral Small 3 35.28 0.15
China DeepSeek DeepSeek R1 60.17 0.96
China DeepSeek DeepSeek V3 45.65 0.48
USA Amazon Web Services Nova Pro 37.08 1.75
(AWS)
USA Amazon Web Services Nova Micro 28.29 0.06
(AWS)
USA Cohere Command A 39.95 4.38
China Alibaba Group QwQ-32B 58.06 0.48
* USD per M Tokens

Due to the rapid development of the Al sector, as well as economic and strategic considerations,
there is a lack of statistics that well summarize the technological progress of all countries around the
world. In their report, the company Artificial Analysis [67] provide an update and trends as of the first
quarter of 2025 on the development of LLMs around the world, Figure 7.
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Figure 7. Intelligence, over time and by origin, of frontier language models.

Recent advances in artificial intelligence models, such as OpenAl o1, OpenAl deep research
[68], and DeepSeek-R1, DeepSeek-R1-Zero [62], highlight the growing ability of LLMs to perform
multi-stage research and reasoning in complex domains. DeepSeek’s R1 model is very competitive
and could outperform leading US developments in some aspects. Within a few months, Chinese
competitors have largely replicated the intelligence of OpenAl’s ol.

OpenAl’s deep learning model explores advanced training techniques and reinforcement learning
methods to enhance Al capabilities by leveraging reasoning to search, interpret, and analyze large
amounts of online data, responding to real-time information as needed. As a result of this training,
the model has a significantly improved ability to evaluate real-world problems, resembling a human-
like approach. In spite of the encouraging results, Open Al has indicated that presently, the model
still exhibits some minor limitations in its ability to discern reliable information and avoid incorrect
inferences.

Similarly, the open-source DeepSeek-R1-Zero and DeepSeek-R1 models demonstrate advanced
reasoning capabilities by leveraging large-scale reinforcement learning without using supervised
fine-tuning (SFT) as a precursor, enabling self-checking, reflection, and long chain-of-thought (CoT)
generation and improving upon drawbacks such as endless repetition and poor readability. In par-
ticular, it is the first open research to validate that the reasoning capabilities of LLMs can be initiated
by reinforcement learning alone, without the need for Supervised Fine Tunning (SFT). The release
of the source code has provided the research community with valuable tools to enhance reasoning
performance and advance Al-driven knowledge synthesis [62,68]. These LLMs have self-correcting
behaviors [69] and focus on deep research with improving the reasoning process of AL This is in
contrast to the previous paradigm of merely scaling up the size of the model to improve performance,
and it is a step forward in the evolution of Al to generalized intelligence [70].

Impression from Figure 7 for DeepSeek R1 is the price-intelligence ratio of 0.96 USD per 1 million
tokens and an intelligence index of 60.17, compared to OpenAl’s ol price of 26.25 USD per 1 million
tokens and an intelligence index of 61.89. DeepSeek-R1 shows a considerable performance to cost ratio,
competing with OpenAl, which continues to excel in terms of security and overall performance.

Based on the information presented, the following conclusions can be drawn: the development of
frontier LLMs is primarily centered in China and the USA. While the Chinese Al labs officially released
their LLMs in 2023, their models are approximating the intelligence level of the US ones; Choosing the
optimal LLM for a specific purpose should be tailored to a number of factors such as open/close source
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code, application domain and capabilities, intelligence, training costs, price, performance (latency and
output speed, response time etc.).

2.2.3. Autonomy and Decision-Making in Al Systems

Al systems are becoming increasingly sophisticated, which raises questions about their level of
autonomy and how they make decisions. Autonomy is the ability of Al to make choices and take actions
independently of human intervention. Levels of autonomy can vary from basic recommendations
to autonomous decision-making in critical situations. Most current Al systems fall somewhere in
between. Different levels of autonomy can be defined, such as:

Supervised Learning. These types of systems require human input and supervision for each
decision. Supervised learning is a ML method in which the algorithm is trained on a data set containing
both input data and desired output values (solutions designated as labels). Labels are features that
have been assigned a specific meaning within the context of the data set. The goal of training is to
identify a model that can be used to predict labels for new data that is unknown to the algorithm.
Depending on the type of input data, supervised learning can provide the result as classification and
regression [30,36,71].

Semi-supervised Learning. Al is capable of making autonomous decisions, although it requires
human guidance for more complex tasks. Many of these types of algorithms are combinations of
supervised learning and unsupervised algorithms. [71] This is due to the fact that the method deploys
a combination of labeled and unlabeled data to train the model. The labeled data is utilized to
direct the training process, whereas the unlabeled data is used to enhance the model and improve its
generalizability. This approach is a common one, with the rapid labelling of some of the data enabling
ML (semi-supervised learning systems) to make more effective use of the remaining unlabeled data
[30].

Reinforcement Learning. Al learns through trial and error within a set of rules and rewards.
However, it may not fully understand the reasons for its decisions. In reinforcement learning, the
system can observe the environment, choose and perform actions, and receive rewards or punishments
in return. It must then learn on its own which is the best strategy (policy) to get the most rewards over
time. The policy determines what action it should choose when it is in a given situation [71].

Autonomous Systems. Al is capable of making decisions and taking actions autonomously,
within the pre-defined parameters and based on its understanding of the environment.

Autonomy and the ability to make decisions independently are powerful tools in AL. However,
they must be carefully considered and developed to ensure that their use is responsible. As Al systems
become increasingly complex, questions arise about the level of autonomy they possess and the
influence they exert on decision-making.

2.3. Use Cases in Energy

Al offers a variety of opportunities for use in the transforming energy sector that can improve
efficiency, optimize operations, and ensure sustainability. The integration of Al technologies in the
energy sector is still in its early stages, yet their influence on energy production, transmission, distribu-
tion, and consumption is becoming increasingly apparent with each implementation. In addition to
the conventional predictive tasks of repairing, servicing, and maintaining electrical equipment, new
specific areas are emerging in the energy industry. The development in these areas is of interest and
importance due to their impact on critical energy infrastructure and the relationships with in these
structures. The deployment of Al technologies in the agile energy industry is deployed in five main
directions:

First direction: Forecasting electricity generation from RES: wind and solar power plants. Al is
widely used in forecasting renewable energy generation. The fluctuations in the processes of solar and
wind power generation present a challenge to effective grid management. The Al machine learning
models can analyze historical data, weather patterns, and sensor readings in real time to predict power
generation with sufficient accuracy. This enables grid operators to integrate renewable energy sources
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in a more efficient manner and improves the balance between supply and demand. The processing of
data from meteorological maps, satellites and weather stations by means of neural networks enhances
the forecasting of the amounts of electricity generated by solar and wind power plants. The data about
the expected energy production of renewable energy facilities allows more effective planning of the
load of the fuel-powered plants and the operational modes of the electricity transmission network.
Furthermore, data about fluctuations in the volume of energy flows produced by renewable energy
sources make it possible to forecast more accurately the price levels on the spot electricity market. RES
have substantial initial capital costs, but no ongoing expenses for energy carriers or fuels. Consequently,
substantial quantities of less expensive electrical energy can exert considerable downward pressure on
market prices at relevant time intervals. This approach is employed by companies such as: Xcel Energy
(electricity supplier company in Colorado, USA); Nnergix (Spain), which has developed a web-based
algorithm that collects and examines weather and energy supplier data through ML; Meteo-Logic
(Tel Aviv, Israel), which specializes in the analysis of annual energy quantities and price trends. The
company can use large data sets to train ML and create algorithms that increase the accuracy of
predictive models of generated quantities and adequate power supply. IBM has demonstrated an Al
technology that improves predictive models by 30%. This technology combines predictive models
with big datasets on weather, environmental and atmospheric conditions and the performance of
solar and other power plants. The forecast range is 15 minutes to 30 days. The developers claim that
it outperforms other solar activity forecasting models by 50% in accuracy. At the same time, data
obtained by a group of researchers from Peshawar University of Engineering and Technology indicates
that the use of neural networks can create fairly accurate forecasts of electricity production from wind
farms in the range of one hour to one year. The average error of such a forecast with discretization
up to a daily hourly breakdown does not exceed 1.049%. The integration of Al technologies into the
energy sector offers new opportunities for the integration of renewable energy sources into energy
storage systems (ESS). This reduces the unpredictability of generation, achieving an optimal power
balance for current consumption and future needs. It is also becoming more important for owners of
renewable energy sources to be able to forecast electricity production more accurately, especially as the
rules governing electricity markets are becoming stricter and system operators developing the segment
are expecting RES producers to plan production for the coming periods. The opposite is also true: the
emergence of Al technologies, which allow relatively accurate forecasting of electricity production
from RES, could in turn scale back the privileges associated with preferential unconditional acceptance
of electricity from RES into the grid based solely on production.

Second direction: Forecasting the demand and price situation on the electricity spot market.
Although Al has been used for a while to predict trading dynamics in energy markets worldwide, it is
only recently that this method has started to get noticeable attention because of the dynamics of fuel
markets. A study of the potential of AI to enhance the precision of short-term price forecasting in the
electricity market, conducted at the Higher School of Economics in Russia [72], found that the average
absolute errors of hourly forecasts over time could vary from 2.48% to 3.41%. The liberalization of
the electricity market has resulted in the formation of a wholesale electricity energy market. Market
participants operate in a competitive environment, facing daily challenges in developing market
strategies and planning future financial flows. In this context, forecasting electricity prices has become
an essential and routine task for the majority of those engaged. In the context of market uncertainty,
forecasting models that are independent of external variables are particularly relevant as any error
in the forecast of exogenous parameters may have an adverse impact on the forecast of the desired
indicator, namely the market price of electricity. [72] assesses the potential of utilizing neural networks
for short-term forecasting of day-ahead electricity prices, based solely on factors exclusively determined
for the forecast period. The results indicate that the proposed set of six factors can effectively construct
a monthly Day Ahead Market (DAM) price forecast across all four seasons, with high accuracy. The
proposed model exhibits minimal errors in average hourly price prediction per month, enabling the
prediction of significant price deviations.
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Third direction: Management of configuration and operating modes of small local intelligent
networks (micro-grid). The term "micro-grid" is used to describe a type of energy system that
is designed to operate independently of a centralized network. This is typically the case in areas
where access to the central network is limited or non-existent, such as islands or remote locations.
Furthermore, microgrids provide the capability to efficiently link a large number of nearby local energy
sources, such as solar panels, within the centralized energy system. This allows users of such a grid to
exchange electricity within it to a significant extent, without relying on the central grid. A microgrid
is typically constituted of energy production facilities, including those based on renewable energy
sources, storage systems, and power main grid networks. These components are integrated to enable
the automatic balancing of the mode of operation. This is achieved through the use of controllers,
which are installed in the corresponding equipment. This allows the microgrid to respond effectively
to fluctuations in energy supply from distributed sources and to accommodate local consumption
patterns, including peaks and troughs. In this context, Al technologies can be utilized to achieve high-
speed automation of processes and to predict future outcomes. One illustrative example is the REIDS
project at Nanyang Technological University in Singapore. It comprises eight micro-grids on Semakau
Island, which utilize wind, solar and diesel generators, storage systems and a hydrogen-based energy
storage system. The French company Metron has joined the international consortium that implements
the project (Accenture, Alstom, Engie and Schneider Electric). Metron’s intelligent platform, called
"Energy Virtual Assistant", is designed to help optimize the production, storage and consumption of
energy in microgrids based on the data collected. Another example is the Isles of Scilly, Great Britain,
where company Moixa has developed an intelligent solution in the form of the GridShare platform
for this project. The optimal operation plan for the equipment and devices within the microgrid is
determined by machine learning based on complex data, including load and production forecasts,
weather conditions, user habits and preferences, among other factors.

Fourth direction: Improving the efficiency of the interaction between consumers and the energy
system by analyzing the trends in energy demand and supply. This can apply to households as well
as commercial and industrial users. Energy regulators are accustomed to assessing energy consumers
based on demographic and geographic characteristics, which, at best, is through a commodity con-
sumption profile. Concurrently, users generate a substantial volume of data that is transmitted through
the electricity grid. Smart meters can provide a wide variety of information not only about network
load, but also about the combination and intensity of use of electrical appliances and equipment, and
thus about consumer habits. Al has the capacity to analyze historical data and consumer behavior
patterns in order to predict future electricity demand over a specified period. This enables utility
companies to optimize power generation and distribution, thereby reducing dependence on peaking
power plants and minimizing costs. The use of data analytics allows energy companies to gain insights
into customer behavior and preferences. This enables them to develop personalized energy plans or
recommendations, which in turn enhances customer satisfaction and may ultimately result in increased
energy efficiency through the provision of targeted advice.

Fifth direction: General industrial direction. In this case, Al technologies are used to improve the
efficiency of the use of production equipment and energy production facilities, to replace preventive
maintenance with predictive maintenance, to monitor the processes of electricity demand and energy
resources in general. An example of a solution for predictive maintenance of equipment is the Russian
analysis system PRANA, which is based on the Multidimentional Condition Assessment Tehnique
(MSET) algorithm (multidimensional condition assessment technique, part of ML) with Hotelling maps,
machine learning and Al By using algorithms, the system compares the actual technical condition
of the equipment with a reference model in real time and determines the differences between them,
the deviation from the reference model signals an emerging negative trend, the predictive component
identifies deviations 2-3 months before they lead to an unplanned shutdown of the equipment. Al
technologies can also be used for demand response and distributed energy management platforms.
Al, trained to respond to price and production data flows, can take over dispatching functions and
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effectively manage the energy system of a company or local group of companies, which is effectively a
microgrid. Self-balancing of industrial clusters limited in terms of energy consumption is the basis of
the active energy complexes development concept in Russia, promoted within the framework of the
National Technology Initiative. Given the rapidly increasing complexity of power system structures
and the growing number of active objects in the power system (both production and controlled
consumption), it may soon become challenging for dispatchers to ensure balance in the power system
without the support of Al systems. Al could potentially offer a solution by qualitatively processing the
vast amount of information received by dispatchers and, based on this information, suggesting (and
potentially implementing in the future) optimal operation modes for the power system.

A synthesizing table on the maturity, scalability, and remaining research challenges for each of
the five directions is presented in Table 2

Table 2. Maturity, scalability and key challenges for five directions.”

Direction

Maturity

Scalability

Key Challenges

AI Approaches

1. Forecasting electric-
ity generation from RES:
wind and solar power
plants

2. Forecasting the demand
and price situation on the
electricity spot market

3. Management of con-
figuration and operating
modes of active micro-
and nano- smart grids

4. Improving the effi-
ciency of the interaction
between consumers and
the energy system by ana-
lyzing the trends in energy
demand and supply

5. General industrial direc-
tion

High for short-term;
medium for day-ahead.

Medium; used in trading
but sensitive to market
shifts.

Medium; pilot projects ex-
ist.

Medium; active in de-
mand response and smart
buildings.

Medium; proven in pilots,
limited rollout, use cases
in public buildings, air-

Technically scalable; de-
pends on data access and
RES share in the energy
mix.

Scalable at market level;
limited by data and regu-
lation.

Feasible but depends on
standards, cybersecurity,
legislative regulatory poli-
cies and cost.

High  potential  via
IoT/edge AL limited by
privacy and acceptance.

Scalable in modern plants;
legacy systems remain a
barrier.

Better probabilistic forecasts, un-
certainty handling, integration
with storage/markets, depend-
ing on the state of the distribu-
tion and transmission energy in-
frastructure.

Robustness, interpretability, in-
clusion of external drivers.

Safe Reinforcement learning con-
trol, interoperability, real-time re-
liability.

Privacy-preserving learning, be-
havioral modeling, coordination.

Data quality, integration with
control, workforce skills.

DL, ML, hybrid models.

DL, hybrid ML, probabilis-
tic models.

Reinforcement learning,
digital twins.

Reinforcement learning,
ML.

Predictive maintenance,
Reinforcement learning,
ML, digital twins.

ports and industrial facili-
ties.

* The technological maturity and scalability of Al applications in different areas of the energy sector varies due to the varying
degrees of economic development and the current state of each country’s energy infrastructure.

The aforementioned applications of Al technology in the field of electric power are not merely
assisting, but collectively have the potential to significantly reduce our reliance on energy infrastruc-
ture. The availability of an electric transmission network and free capacity no longer represents a
limitation for the utilization of new areas and the development of already built urban spaces. A new
microgrid, which operates in a self-balancing mode, has the potential to develop independently or
serve to supplement the existing overloaded networks with new capabilities. In turn, the reduction
of unanticipated peaks in consumption through the implementation of Al algorithms has the added
benefit for energy companies of reducing the cost of electricity and the costs associated with the
construction and maintenance of unused capacity for energy companies. The new format of electricity
exchange is very convenient and attractive, but since it depends largely on the development and
security of IT technologies, IT-related problems, especially cybersecurity, have now been added to the
current problems in energy systems, consisting mainly of purely technical issues, such as reducing fuel
costs or losses in the network.

Unlike the classical approach, which defines all necessary information (rules, outcomes) in
advance, Al employs algorithms that imply autonomous system development through analysis and
processing of newly received information. The primary trends in energy-related Al can be classified
into three groups:

Increasing energy efficiency (for example, monitoring actual generated/consumed energy flows).
Al algorithms can analyze data from sensors in the building (temperature, occupancy) to optimize
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heating, ventilation, air conditioning and lighting systems. This leads to significant energy savings, i.e.
better energy efficiency, lower utility bills and improved occupant comfort.

Processes of intellectualization and digitalization (development of algorithms, processing of the
results of monitoring the state of energy objects, load management, smart grid strategies). Through
continuous data analysis, the grid can be closely monitored and potential bottlenecks or outages can
be identified in real time. Machine learning can then recommend corrective actions, such as rerouting
power flows or adjusting voltage levels, to maintain grid stability and prevent outages.

Predictive modeling (algorithms and strategies for optimizing the operation of energy facilities,
forecasting consumed or stored energy, predicting emergency conditions and failures). Periods of
excess renewable energy production can be identified through data analysis. Based on this, Al
can optimize battery energy storage systems to store this energy and release it during periods of
peak demand, thereby maximizing the use of renewable energy. The analysis of data obtained from
sensors on industrial equipment allows for the prediction of potential failures. The early detection of
such failures enables the implementation of preventative maintenance procedures, which minimize
downtime, energy loss, and associated repair costs.

The impact of LLMs is becoming increasingly apparent across various aspects of our society.
The energy sector is no exception to this trend. Examples of LLM applications in the energy sector
are numerous: automated generation of energy models and optimization of energy management to
increase energy efficiency of buildings [73]; their integration with building energy modeling software
with applications in energy efficiency and decarbonization [74]; their potential in increasing efficiency
and sustainability in buildings to reduce global carbon emissions [75]; Accurate load forecasting
in integrated energy systems, particularly beneficial for renewable energy integration and smart
grid applications [76]; Accurate zero-shot load forecasting technique in integrated energy systems,
particularly beneficial for renewable energy integration and smart grid applications [77]; Innovative
LLM GAIA, tailored to power dispatch tasks, demonstrating its potential to improve decision making
and operational efficiency in power systems [78]; LLM oriented to renewable and hydrogen energy,
developed by controlling physicochemical and process parameters in energy exchange processes for
generation and storage fine tuning on a curated renewable energy corpus [79]; Their potential within
the electric energy sector [80].

As the amount of data increases and more people work and collaborate from all over the world, an
integral part of securing energy infrastructure is cybersecurity with its set of processes, best practices
and technology systems that help protect against digital attacks. Through the use of Al, anomalies
and potential cyberattacks against energy infrastructure can be identified, thereby enhancing security
and resilience. [81] presents a comprehensive framework for securing smart grids in energy systems
from cyberattacks by integrating IoT and blockchain technologies within the Digital Twin framework.
Through Al the development of threat detection algorithms can be automated, improving security.
After reviewing Al technologies and their applications in the energy sector, the authors provide a
comparative overview of some types of Al that could be applied to solve problems in the energy sector
in Table 3.

It can be concluded that Al is transforming the energy sector as a whole, enabling more intelligent
decision-making, optimizing resource use, and promoting a more sustainable energy future. As Al
technologies continue to evolve, it can be anticipated that even more innovative applications will
emerge, which will revolutionize the way energy is produced, distributed, and consumed.
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Table 3. A comparative review of different types of intelligence applicable to energy problem solving.

Type

Use cases

Advantages

Disadvantages

Rule-
based
systems
(RBS)

ML

Image
recogni-
tion

Transformer
algorithm

Generative
intelli-
gence
(GenAl)

Energetics: Expert systems; Natural lan-
guage processing (NLP); Product recom-
mendation systems.

General: Robotics; Fraud detection; Cus-
tomer relationship management (CRM).

Energetics: Energy Optimization; Energy
Forecasting (production, consumption, dis-
tribution, price etc.).

General: Image and Speech Recognition;
Recommendation Systems; Fraud Detec-
tion; Medical Diagnosis; Self-driving Cars.

Energetics: Fault diagnosis.

General: Security and surveillance; Medi-
cal imaging; Retail; Self-driving cars; Social
media; Quality Control.

Energetics: Renewable Energy Integration;
Anomaly Detection; Customer Behavior
Analysis; Energy Demand Forecasting.
Common: Machine translation; Text sum-
marization; Question answering; Chatbots;
Content generation.

Energetics: Synthetic Data Generation;
Material Discovery (Generate new mate-
rials for solar panels, batteries, or other
energy technologies.); Optimizing System
Designs; Scenario Planning.

General: Art and design; Entertainment;
Science and medicine; Business and mar-
keting.

Foundational Energetics: Material and molecule discov-

models
(FMs)

Sentiment
analysis

Genetic
algorithms
(GAs)

ery; Power Plant Optimization; Smart Grid
Management; Renewable Energy Integra-
tion; Customer Engagement (personalized
energy plans, recommend energy-saving
measures and improve customer satisfac-
tion).

General: Language processing; Creative
content generation; Computer vision;
Drug discovery.

Energetics: Customer service and satisfac-
tion; Market research; Financial analysis.
General: Social media marketing; Political
analysis.

Energetics: Optimizing Energy Systems:
Power Plant Operations, Renewable En-
ergy Integration, Building Energy Man-
agement; Home Energy Management Sys-
tems Energy Commitment in Power Sys-
tems Predicting Energy Consumption Ma-
chine Learning (Tuning hyperparameters
for other Al models).

General: Engineering; Finance; Logistics;
Drug Discovery.

Simple and understand-
able; Explainable; Effi-
cient and reliable for well-
defined problems and lim-
ited set of possible out-
comes; Limited learning
ability.

Optimized Energy Pro-
duction; Improved Pre-
dictive Maintenance; De-
mand Response Manage-
ment; Decentralized Grid
Management; Cybersecu-
rity Enhancement.
Increased Efficiency; En-
hanced Safety; Cost Re-
duction; Increased Sus-
tainability.

Improved Accuracy; In-
creased Efficiency; En-
hanced Flexibility; Bet-
ter Integration of Renew-
ables.

Innovation;  Efficiency;
Data Augmentation; Im-
proved Decision-Making.

Improved Efficiency; En-
hanced Generalizability;
Faster Innovation; Trans-
fer Learning.

Data-Driven Decision
Making; Improved
Customer Satisfaction; En-
hanced Brand Reputation;
Effective Communication
Strategies.

Finding Optimal So-
lutions; Adaptability;
Dealing with Uncertainty;

Global Search.

Maintenance challenges;
Inflexibility; May not cap-
ture complex data rela-
tions.

Data Security and Privacy;
Explainability and Bias;
Algorithmic Bias; Com-
putational Cost; Job Dis-
placement.

Data Bias; Privacy Con-
cerns; Explainability;
Computational Cost.

Data Availability; Compu-
tational Cost; Explainabil-

ity.

Interpretability; Bias;
Safety and  Security;
Ethical Considerations.

Data Bias; Explainability;
Computational Cost.

Data Accuracy; Limited
Context; Nuance and Am-
biguity; Focus on Online
Data.

Computational Cost; Pa-
rameter Tuning; Inter-
pretability; Convergence
Time.
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3. Discussion of AI-Driven Renewable Energy Technologies

Al in energy democracy processes combines and applies multiple techniques from various fields
of mathematical, engineering and economic sciences. Thus, through modeling, statistical analysis and
optimization, process studies and identification of operational parameters, optimal or near-optimal
solutions are found to problems related to decision making, adequate management of energy flows
and resource efficiency in energy societies, and in the processes of continuous decentralization and
digitalization of the energy sector.

The term "energy community" is a relatively new legal concept that the European Union defined
in 2019 in the finalized Clean Energy for All Europeans package (CEP) [82].

At their core, energy communities are legal entities formed by citizens, small businesses, and local
authorities. These communities empower their members to produce, manage, and consume their own
energy. The scope of an energy community can encompass various aspects of the energy value chain,
including production, distribution, supply, consumption, and aggregation. Ultimately, the specific
structure and focus of an energy community will depend on factors like location, the participating
members, and the types of energy services offered [83]. According to CEP [82], energy communities
are divided into two types - Renewable Energy Communities and Citizen Energy Communities.

Energy societies with hybrid RES are proving to be a successful, sustainable, and adequate
solution during energy transitions. However, it is not always economical to invest in fuel imports or
grid expansion. Is a 100% RES scenario possible for countries in Europe by 2050, at what cost and
under what conditions? According to [84,85], the conditions are as follows: a technological shift in
terms of primary energy production, action on carbon emissions (renewables, transport, conventional
plants, biofuels) and a change in the economic approach to renewables. From a geopolitical and
scientific point of view, the authors recommend the following steps: decommissioning of all nuclear
capacities, technical and technological solutions for the use of waste heat, electric transport, eco-fuels,
district heating networks for human settlements. The Smart Energy Europe scenario is estimated to be
10-15% more expensive than standard business scenarios for energy investments. Instead of expensive
fuel imports and added dependence on them, which come with huge transmission and distribution
network investment costs and increased losses in them, this scenario is based on local investments in
energy societies with a different concept: a flexible electricity system. Successful implementation of
the new concept of energy societies requires changes in transport, technology, regulations, policy, and
institutions.

The Smart Energy System concept was developed by the Sustainable Energy Planning Research
Group at Aalborg University. A business-as-usual scenario for the European energy system in 2050,
called EU28 Ref2050, is compared to an alternative 100% renewable energy scenario for Europe, called
Smart Energy Europe. The Energy Plan is used to simulate the energy, transport and heating/cooling
sectors on an annual basis for each hour. The data on consumption and generation is stored, processed,
and updated continuously to reflect the latest energy exchange figures for all EU countries. The
processing, transfer, and analysis of these large datasets is only possible with the help of Al algorithms
and techniques that provide integration between sectors and technologies, Figure 8. The flow diagram
is incomplete since it does not represent all of the components in the energy system, but the blue boxes
demonstrate the key technological changes required.
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Figure 8. Interaction between sectors and technologies in a future smart energy system.

What are the advantages of energy democracy and energy societies if there is no well-planned and
flexibly managed decentralized generation of renewable energy from hybrid sources? Having been
proven to be a good solution and a solution that works [86]. The efficient generation and distribution
of RES according to the participating technologies is achieved through a stakeholder analysis of
the integral participation of all actors in the energy mix (decentralized energy planning, DEP). This
approach ensures a balance between generation and consumption with minimum installation and
maintenance costs. It is applicable to a specific location (city, island, finite number of consumers, etc.)
under known climatic, geographical, economic, and other conditions. The additional benefits of DEP
include the reduction of uneven distribution, the encouragement of the inclusion of new members
of the energy community through affordable energy pricing, and the reduction of carbon emissions.
The involvement of Al in the formation and demonstration of DEP is as follows: the creation of
a model study of the best performing hybrid RES combinations, the implementation of predictive
analysis of generation and consumption load profiles, and the evaluation and selection of appropriate
storage technology. As a result, the guaranteed flexibility of micro- and nano-grids and their synergetic
integration is achieved.

In [87], various models and software solutions are employed (Hybrid Optimization of Multiple
Energy Resources - HOMER, Network Planner, RETScreen, Long-term Energy Alternative Planning
System - LEAP) in order to achieve the optimal energy planning. Three types of sites are considered:
enterprise, regional planning, and network planning. Different combinations of hybrid RES are formed,
and energy models are prepared in three main steps: model design, predictive analysis procedure, and
results. The technological, socio-economic, and energy benefits of decentralized sources in the energy
society [88] are presented in Figure 9.

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202512.1759.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 19 December 2025 d0i:10.20944/preprints202512.1759.v1

21 of 50

4 N\
Perspectives Causes and Effects of Technology Inventions
P Technological improvements in Higher preference or aggregated Increasing need or sophisticated D
S Technical Renewable Energy Technology —# grid-tied operation — energy management technology
= echnica (RET) failing costs via common point-of-coupling at the scale of distributed networks
3
[ S N M
2
= . Increase in cost competitiveness Influence on neighbor effects’ Opening up communication between
< Social of RETs like solar PVand —3 as proximate DG — users and utilities through smart
o solar thermal-increase in uptake installations increase ies at the distributi I y
- N
»n
=
2 - o
‘q:: Technology Distributed MicroGrid Smart MicroGrid
s Configuration Generation (MG)
(‘D
=
\—— + + A
( » . Emergence of social and Inclusion of consumers into local |
s Social Consumers produce their own __ge commercial organisation models—# energy-new consumer-utility roles
E ocia energy-rinse of prosumers around Community-scale MGs and responsibilities
<= e
2
£ . Intermittence of RET and impact New social and i ot multi-MicroGrid
‘g’ Technical of two-way energy flow as DG —#» organisation through —p operation through new ICT and
L& \ deployment increases smart meters organisation models

Figure 9. Relationship between the technological, socio-economic and energy benefits of the integration of
decentralized energy sources in energy societies.

The focus here is the use of GAs. For practical application, the final values of some objective, such
as actual energy exchange, generation, transmission, distribution, and consumption, are determined.
These values can be either maximum (of profit, productivity, or yield) or minimum (of loss, risk, or
cost). A typical GA requires a genetic representation of the decision domain and a fitness function to
evaluate the decision domain. Once the genetic representation and fitness function have been defined,
the GA begins to initialize a population of decisions and then improves it by iteratively applying the
mutation, crossover, inversion, and selection operators. The genetic algorithm seeks near-optimal
performance by matching short low-order schemes with high-order performance or building blocks.

The fitness function is a special type of objective function used to summarize, as a single value, how
close a design solution is to achieving the stated objectives. These functions are used in evolutionary
algorithms (EA), such as genetic programming and genetic algorithms, to guide simulations toward
optimal design solutions. In such analyses, poor decisions are common problems for the following
reason: ignorance of the exchange mechanism between supply members. For this purpose, multi-
criteria decision-making is required for appropriate energy distribution and energy digitization, for
which we use blockchain.

In [89], four scenarios are compared using a combination of geographic information systems (GIS)
and mathematical modeling. The comparative energy price analysis and investment risk analysis are
performed using the HOMER software. The simulations monitor the probability of power loss, the
behavior of the system under load dynamics, and the combining of different energy mixes. Through
the use of a genetic algorithm, it was found that if the probability of power loss is between 1-5%,
it significantly reduces costs. Specifically, capital costs are reduced by 25-30%, operating costs by
15-17%, and the cost of electricity. These are therefore the key parameters to be monitored in off-grid
remote areas. In this case, the capacity of the Waste Assimilative Capacity (WAC) has little impact
on the model used to determine the electricity price and assess the reliability of the whole system.
Furthermore, the extension of the grid to remote locations is identified as an unreliable, inefficient, and
cost-ineffective solution due to the presence of high maintenance costs and high-power transmission
losses.

The deployment of renewable energy sources for off-grid remote energy communities continues
to present challenges, particularly in terms of the high initial capital and operating costs associated
with these technologies. In this context, it is essential to optimize the energy dispatch of the system to
ensure the most efficient use of resources.
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Hybrid systems, which combine different renewable energy sources, such as solar, wind, and
diesel generators, have emerged as a promising solution for these communities. However, it is crucial
to consider the trade-offs associated with these systems. For instance, while Diezel-Solar-Wind hybrids
offer a cost-effective solution with an electricity price of 0.44 $/kWh, they also result in high CO2
emissions [89]. For the PV-Wind-Battery combination, the cost of electricity is 0.363 $/kWh with
a production of 169 kWh per day, resulting in a reduction of 25t of CO2 per year [89]. In order to
optimize this system, it is necessary to consider the following factors: temperature variation, tilt of
the panels, and load variation. In this case, the cost will be higher, at 1.045 $/kWh. However, it is
9-11% lower than the hybrid PV-Wind without Battery. The wind-battery combination has the greatest
impact on price and on shaping the energy mix due to the high initial investment and maintenance
costs. However, it is indispensable in the evening hours. Achievable and possible optimal low cost
of energy is 0.488 $/kWh. If model scenarios are played out with the HOMER software, an average
energy cost of 0.595 $/kWh is achieved with 250 kWh of energy generated per day. In this context, the
role of Al is to optimize the price of generated electricity. In hybrid systems, the cost is a nonlinear
problem whose minimum objective function can be successfully found using numerical, intuitive, and
Al methods. Many authors have explored the application of Al in this area. The most commonly used
methods include: artificial bee swarm optimization algorithm [90-92]; Pareto evolutionary algorithm
[93]; biogeographic-based algorithm [94]; genetic algorithm [95,96]. Despite the diversity of methods,
they are rarely combined with techno-economic analysis of capital costs. Cost of storage state charge
and COE analyses are even absent from the literature.

For this reason, in [89] the aforementioned is accomplished. For a 5 kW and 10 kW wind turbine
as part of a hybrid power plant. The authors employ a genetic algorithm to assess the LPST and
to compare the GA results with those obtained using the HOMER software. The metrics observed
include lifetime cost, system reliability (LPST) at different numbers and ratios of panels, turbine height,
and battery capacity. The model assumes daily consumption per household (25.55 kWh), weekly
consumption (178.85 kWh), and a lead-acid battery bank (for lower cost and sustainable operation at
low temperatures).

3.1. Smart Grids and Al Integration

Each energy electricity system (EES) is a single entity comprising both a main centralized gener-
ation structure and an additional decentralized structure. This structure is founded upon disparate
principles, and its evolution is contingent upon the availability of information and communication
technologies. The primary objective of Al in the energy sector is to facilitate the constant adaptation to
the dynamic operational requirements of the EES. This naturally gives rise to an increasing interest in
digitalization and intellectualization, which offer solutions to the management of the development
and operation of integrated energy systems. In fact, Al is creating a new generation of EES - smart
grids - which represent a synthesis of energy and information systems. These smart grids possess new
functional capabilities for the organization of technical and economic interactions. The aforementioned
functionalities are as follows:

¢  Highly operational and adaptable in the conditions of dynamic operating modes and constant
technological development.

¢  Priority-oriented price liberalization of the energy market.

*  Strategic behavior in maintaining the EES reserve margin, pricing mechanisms under different
EES operating modes, and energy mix composition.

The fundamental components of a smart energy system (Smart Grid), represent a qualitatively
new technological level of interconnectivity between generation, transmission, and conversion systems,
as well as consumers. The operation of the Smart Grid is predicated on a unified information space
that encompasses data, knowledge, a compendium of mathematical models and methodologies for
addressing energy challenges under active-adaptive control. Smart Grids represent a prominent
instance of Al implementation within the energy sector. In order to guarantee the stability of the power
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system and ensure the control of energy flows and reliability, the following fundamental issues must
be addressed [97-99]:

®  Advanced forecasting and modeling.

e  Full automation of energy metering, distribution, and measurement processes, through real-time
monitoring and control, allows for an adequate response to be made in case of an imbalance
between supplied and consumed electricity, thus avoiding power outages.

e  Demand response. Real-time optimization of network operation is achieved while maintaining
system balance, ensuring energy response to dynamically changing load.

e  Demand response. Real-time optimization of network operation - in the conditions of maintaining
system balance and guaranteeing energy response to dynamically changing load.

e  Optimization of marketing decisions, output, resources, and inventories.

e  Safety measures.

*  Advanced control and monitoring facilitate the identification and localization of faults and failures
before they occur, thereby ensuring the safe and reliable operation of the network.

*  Energy storage.

Forecasting systems with Al elements should help transmission systems cope with greater fluc-
tuations in electricity transmission due to weather and market conditions. Al is therefore useful in
the digitization of the entire energy industry by: maintaining and managing energy flows, forecasting
generation, consumption, energy losses and energy storage quantities. In [100], an approach for pro-
cessing information flows in Smart Grid monitoring and control modes is proposed. Decision making
is supported by an Al infrastructure that analyzes the situation and models the mode to manage the
operating modes of the power system with guaranteed high reliability, efficiency, integration of RES,
control and management of generated and stored energy flows. The proposed Al solves three tasks: 1)
collection, transmission and processing of data streams; 2) development of software complexes that
exchange and use common information resources; 3) development of intelligent modules to support
decision making for operation mode management. In order to solve these tasks permanently over
time, the Al infrastructure has 8 systems: a data acquisition and transmission system; a dispatch and
process control communication system; a supervisory control and data acquisition (SCADA) system; an
object-oriented data model creation system; a data visualization system; an electric power generation
and transmission management system; an electric power capacity market management system; an
electric power transmission and distribution management system The nature of and interrelation
between the different systems are shown in Figure 10. Complex Event Processing (CEP) models are
used for real-time event processing and Common Information Model (CIM) models are used for data
exchange in power system modeling.
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Figure 10. Organization for managing the information flow in monitoring and controlling the Smart Grid
implemented by AL

Two main aspects emerge in the integration of Al in Smart Grids: 1) data processing, knowledge
extraction from the data, intellectual analysis of the data and ML; 2) semantic representation of the
knowledge extracted from the data through semantic technologies and expert systems. In this way, we
achieve the solution of the main tasks of Al in Smart Grids: predictive maintenance, energy forecasting,
demand response, grid optimization and cybersecurity.

In smart grids, neural networks are used to solve the following tasks: consumption forecasting
(25%), dynamic stability assessment (14%), control and identification (9%), fault and outage diagnosis
(18%), planning (7%), reliability assessment (17%), outage warning (10%). Other emerging Al tech-
nology trends in the smart grid are: edge computing, advanced metering (smart meters, two-way
communication, data management, demand response, time-of-use pricing), distributed automation
(sensors, communication, 5G wireless networks, control systems, and cybersecurity).

The blockchain technology in the context of energy societies and energy democracy is now a
pressing necessity, as illustrated in Figure 11.
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Figure 11. Blockchain technology for secure energy trading.

A similar perspective is presented in [101], which highlights the key points in the "National Al
Development Strategy 2030" relevant to Russia’s energy sector. At the outset of the digital transforma-
tion of the energy sector at various stages of production, transmission, distribution and consumption
of electricity in order to reduce losses (financial and energy), the following modern information and
intelligent technologies are applicable:

¢ Industrial Internet (IoT in industry) for telemeasurements of various parameters of the EES.
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e  Big Data analytics technologies enable the prediction of the behavior of energy sites within the
EES.

*  Building Information Model (BIM) technology for the collection of data regarding energy in-
frastructure, including substations, power plants, and sites engaged in energy extraction and
processing.

¢ Technology for the remote sensing of natural and technogenic factors on Earth.

*  Satellite navigation systems for discrete transport control.

¢  Business Entity Ontological Model (BEOM) - Ontological models to create a single comprehensive
dynamically evolving model related to the structuring and description of task types, organiza-
tional structures, territories and objects. This simplifies and unifies the data exchange, allowing
the accumulation of knowledge and experience pertaining to specific situations and/or sites.

In all structures of the energy sector, including energy societies, the so-called "digital economy"
plays an important role, operating with energy and econometric indicators. In this area, big data,
neural networks and Al, quantum technology systems, the industrial Internet, new manufacturing
technologies, sensing and virtual and augmented reality technologies, contactless technologies are used.
Authors relied on expert systems in the beginning, which describe an algorithm to make a decision
under certain conditions, today we rely on machine learning. ML methods allow information systems
to autonomously form rules and identify solutions through dependency analysis using output datasets.
As computing power increases and Al advances, it becomes possible to integrate Big Data with Deep
Learning methods, which serve as the foundation of neural networks. ML represents a subset of Al
methods that do not directly solve the problem but conduct a learning process by solving multiple
similar problems. ML methods are founded upon a number of mathematical and statistical tools,
including numerical methods, optimization methods, probability theory, graph theory, and techniques
for dealing with numerical data. One of the key challenges of ML is the development of techniques
that enable the reduction of the data set required for neural network training. While ML methods
yield results, they do not explain how these results were obtained. CC is capable of autonomous
decision-making, audio and video recognition, machine vision, and word processing. While ML
methods yield results, they do not explain how these results were obtained. This is achieved using
Explainable AI (XAI), which represents a set of processes and methods that facilitate the understanding
of the rationale behind the output or conclusions reached by machine learning algorithms. XAl is used
to describe Al models, their expected impact and potential capabilities. Furthermore, XAI helps to
determine the accuracy, reliability and transparency of Al-driven decision-making processes.

Edge computing (EC) has emerged as the dominant technology trend in the IoT market. The
concept of edge analytics is based on the collection, processing and analysis of data from network
peripherals (sensors, network switches, actuators and controllers) that are closely connected to the
source of information. Due to advancements in cloud technologies, software, communication, and data
storage systems, edge computing enables data processing to occur at the periphery of the network,
where the physical integration of IoT devices with the Internet is established. This enables the real-time
analysis of pivotal data in real time and "on the spot", Figure 12.

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202512.1759.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 19 December 2025 d0i:10.20944/preprints202512.1759.v1

26 of 50

 Legend
— = Communication lines

Electrical power lines

Smart Homes

A~
7 loT infrastructures

1
1
1
1
1
1
|
1
Transmission Distribution |
|
1
1
1
|
1
1

r— Abbreviations
VPPs - Virtual Power Plants | - - === )

Generation 0T - Internet of Things Consumption

Figure 12. Internet of Things and its role in smart grid management.

Edge Computing is not simply data processing, rather, it is a technology that enables seamless
integration of peripherals and cloud computing in a two-way data exchange. [102] provides a detailed
explanation of the precise manner in which edge computing technology is used in the Russian power
sector to create DTs.

Ontology engineering in energy represents a new field of engineering science that enables the
integration of mathematical models to create digital counterparts of energy structures and objects
in order to investigate, control and predict their behavior [103,104]. Digital energy is increasingly
replacing standard mathematical and model-based research. DTs are considered to be in the top ten
strategic technology directions for 2019.

The basis of the hierarchical research technology in the energy sector is the development of a
software-information interface between the solved problems in the horizontal (between individual
energy systems) and vertical (between generating sources and external conditions) directions. The
development and implementation of such type of interfaces ensure: the preservation of the confiden-
tiality of the underlying data sets supporting the specific task; accelerated information exchange and
provision of uniqueness of the exchanged data; certain unification of the used information models;
priority sequence of the decisions. The aforementioned requirements are covered by DTs, digital
shadows, digital patterns, and digital models.

There are three types of DTs:

¢ Digital Twin Prototype - a virtual analogue of a real existing element. It contains information
that describes the item in all its development stages (construction, technological processes in
operation, and even requirements in the item’s utilization).

¢ Digital Twin Instance - a virtual analogue containing information on the description of the
element/equipment, including material data and complex information from the condition moni-
toring system.

e  Digital Twin Aggregate - combines prototype and object, collecting all the equipment information
of the power system.

For companies that service/build/maintain electrical grids, the most suitable is Digital Twin
Instance, based on mathematical grid modeling. In this case, the Digital Twin Instance will contain
information about the parameters of the equipment used (cables, transformers, start-up protection
equipment), geographical coordinates, data from measuring devices, etc. All this information is used
for calculations during the commissioning of new users, testing different modes of operation of the
network, short circuit currents, consistency of protective apparatuses, etc. In this way, the digital twin
of the power grid, together with the data contained in it, is integrated with other Al systems of the
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power company (SCADA, asset management systems, etc.). The digital twin synchronizes all data to
match the current state of the grid.

A digital shadow is defined as a system of relationships and dependencies that describe a real
energy object in actual operating conditions and contain additional data. This data is used to predict
the behavior of the real energy object when the combination of collected and available data does not
allow modelling. Experiments conducted on real energy objects are often prohibitively expensive or
dangerous. In such cases, the use of virtual simulations and training represents an excellent alternative.
A variety of Al mechanisms automate the aforementioned processes, interpret them in accordance with
the hierarchical technology of the study or modeling, and formulate an assessment of the situation or
site by proposing a solution for subsequent action.

DTs are real copies of all components in the life cycle of a site, created with real physical data,
virtual data and interaction data. DTs integrate information about the parameters of the site’s func-
tioning, its exact mathematical model based on real data that is accessible online. Smart DTs are an
integration technology that includes: a core of DTs (mathematical, simulation and information models);
a system for collecting data from the physical object; storage of the data sets; a service system for
communication between all components (IoT).

A new but integral part of the digital twin trend is cognitive technologies in energy. They
enable the collection, storage, and processing of extremely large databases (big data). However,
implementing these technologies in the energy sector is challenging because much of the output data
is not from digital processes, but from analog and material structures. A key factor is the availability
of a proprietary data collection and storage infrastructure for training the cognitive models. It is
important to note that a key component of the digital dual is the complex set of mathematical and
economic numerical simulation, and neural models that describe every aspect of the energy site’s
behavior. Of course, mechanisms are provided for model calibration, including ML. With a high
degree of sophistication, the numerical representations are needed to explore possible scenarios for the
evolution of the power system and to make strategic decisions about it. An example architecture of a
digital power system twin is shown in Figure 13.

( ErP J(EMDs )( ais )( PLM |[UNRIS |[ Ism ]

Energy System Digital Twin
Mathematical and simulation models

Digital circuits Electronic Information | Operational
and maps documentation models information

(ATPMS | MES ][AEE‘CAS][AER‘C-CS][ADM?-AS][ lloT )

[ Measuring devices and Automated equipment ]

Figure 13. Digital twin architecture of a power system.

Where:

ERP: Enterprise Resource Planning. Automated system of enterprise management. It is a system
of software, technical, information, linguistic, organizational and technical means and personnel actions
designed to manage the activities of the enterprise. ERP - a strategy for integration of production and
labor management, financial management, asset management.

EDMS: Electronic Document Management System.

GIS: Geographic Information System. System for collecting, storing, analyzing, and graphically
visualizing objects and related data.

PLM: Product Lifecycle Management. Automated design system combined with PLM.
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UNRIS: Unified Normative and Reference Information System. Unified normative and reference
information system for the purpose of providing automated creation, updating, and use of basic
government information resources and/or interagency information assurance.

ISM: Information Security Measures.

ATPMS: Automated Technological Process Management System.

MES: Manufacturing Execution System. Automated system for control and monitoring of tech-
nological processes for power generation (including collection, processing, transmission, visualization
of information about the equipment, the course of technological processes, allowing operational
intervention and influence on the processes for optimization, efficiency and safety).

AEECAS: Automated Electric Energy Control and Accounting System.

AERC-CS: Automated Energy Resource Consumption Control System.

ADMS-AS: Automated Dispatching and Monitoring System for All. Automated dispatching
and monitoring system for all subsystems (power supply, fire and alarm systems, ventilation, air
conditioning, video surveillance and access control, etc.).

DTs are a solution for energy-intensive sites: industrial, transportation infrastructure, e.g. airports
[105]. For such energy sites, the European Union has launched the Stargate IES initiative. Stargate
IES is developing a digital twin to demonstrate the potential of buildings in the real world, with the
goal of achieving net-zero emissions by 2030. IES is developing a digital replica of the 40 most energy-
intensive buildings at Brussels Airport and then modeling scenarios such as installing photovoltaic
solar panels, electric car chargers and electrifying heating to find the most efficient ways to achieve
zero carbon by 2030 for the airport. This flagship project is part of the EU-funded Stargate initiative,
which received a €24.8 million grant from the European Green Deal to develop concrete solutions
to improve the sustainability of airports and aviation. Brussels Airport plays a leading role in the
Stargate project, which is being implemented with a consortium of 21 partners, including Athens,
Budapest and Toulouse airports, which are also working with IES to develop DTs to support their
decarbonization goals. Through rigorous modeling phases, IES simulated Brussels Airport’s plan to
reduce emissions in its buildings through various energy-saving measures (replacing gas boilers with
heat pumps, installing on-site photovoltaic systems, etc.). These measures result in a CO2 reduction of
up to 63% compared to the 2019 baseline. Modelling shows that the decarbonization plan is a viable
path and, to ensure its sustainability, will be pursued with the implementation of zero-carbon energy
solutions over the next six years. Investments will be made in additional renewable energy sources,
such as solar and wind, to reduce reliance on external energy suppliers, meaning the airport will be
carbon neutral by the end of 2030.

What are the circumstances under which it is appropriate to construct DTs in smart cities? In
urban environments with intensive traffic, the digital twin represents a solution that can ensure the
safety and control of the environment. The creation of a digital twin of a city’s road network allows for
the achievement of several benefits. Firstly, traffic patterns and driver behavior can be mimicked in real-
world conditions, which enables the identification of causes of delays and traffic. Secondly, solutions for
infrastructure changes, new traffic management strategies or alternative routes can be tested to assess
their impact before implementation. Thirdly, repair and other costs would be significantly reduced,
and traffic data would be collected and analyzed. DTs have one major advantage: their scalability. The
approach used to create a digital twin is scalable to cities of different sizes and structural complexity. By
creating DTs of urban infrastructure, digital replicas of a city’s key infrastructure networks (e.g., power
grids, water systems, transportation) can be used as the basis for simulating the impacts of weather
events such as floods, storms, and other extreme weather events. An example of such a project is the
Climate Resilience Demonstrator (CReDo), a digital twin project for climate change adaptation that
provides a practical example of how linked data can improve climate adaptation and energy resilience
in a system of systems. The CReDo hub is dedicated to the examination of the impact of flooding on
energy, water, and telecommunications networks. It demonstrates how those who own and operate
them can use secure, resilient and cross-border information sharing to mitigate the effects of flooding
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on network operations and service delivery. Climate change is a systemic challenge that requires a
systemic solution. CReDo illustrates the advantages of this integrated strategy and demonstrates
how enhanced data and coordination lead to more effective solutions for service providers. The
collaborative use of DTs in a connected environment is a crucial strategy for addressing climate
change. CReDo provides an important template to build on. There is huge potential to adapt it to other
challenges, such as climate mitigation and net zero. The end goal is building an ecosystem of connected
DTs. The objective of CReDo is to serve as a connected digital twin of critical infrastructure, supporting
the cross-sector infrastructure network in adapting to climate change and enhancing climate resilience.
CReDo is the result of a unique collaboration between academia, utilities, and government. In the first
phase of CReDo, Anglian Water, BT and UK Power Networks work together to use their asset and
operational data, as well as weather data from the Met Office, on a secure, shared basis to improve
infrastructure resilience. These datasets are being securely shared to create a digital twin of the energy,
water and telecoms infrastructure system. This enables real-time capital and operational planning and
decision making, reducing the cost and disruption of extreme weather events.

CReDo was delivered through a collaboration of research centres (Universities of Cambridge,
Edinburgh, Newcastle, and Warwick along with the Science and Technology Facilities Council, and the
Joint Centre of Excellence in Environmental Intelligence) and industry, funded by BEIS, the Connected
Places Catapult and the University of Cambridge.

Another example of DTs is smart buildings. They are useful solutions for improved management
of energy flows in buildings. By creating 3D models of buildings, better space management, optimiza-
tion, and overall management of energy flows can be achieved. Unfortunately, local governments still
consider this technology and Al intervention to be unacceptable and risky. For DTs in the public sector,
it is important to take account of the following considerations:

¢ Itisnecessary to analyze the costs and benefits of such an Al deployment. It is critical to weigh the
cost of implementing a digital twin platform against the potential benefits in terms of efficiency
and cost saving.

*  Data security is paramount, and security measures are needed against cyberattacks and data
theft.

*  The nature and sensitivity of the data to be stored (building drawings, security camera footage,
population information, microclimate parameters, etc.) must be clear from the outset.

e How will access to the platform and the data stored on it be controlled? Who will have access
and what level of access (read-only, edit-only, etc.)?

e  How will data be encrypted: at rest and in transit? Are industry-standard encryption protocols
being used?

e  Whatis the platform vendor’s data backup and recovery plan? How quickly can data be recovered
in the event of a disaster or cyberattack?

*  Does the platform comply with relevant data security regulations (e.g., HIPAA, General Data
Protection Regulation (GDPR))?

*  Does the platform vendor have a documented incident response plan in the event of a data
breach? How will it communicate with the city in the event of an incident?

e Integration with existing systems: given the above, how will the digital twin platform integrate
with existing facilities?

The considerations to be taken into account when introducing a digital twin into an industry,
specific sector, or enterprise are presented in [106]. The necessity for process improvement and innova-
tion requires the use of data to improve existing processes, drive innovation, and support decision
making to improve business outcomes. Data integration and visualization enable the platforms being
developed to integrate different data sets and transform them into clear and actionable visualizations
- supporting access to information at different levels of the business. Technological considerations
relate to the ability to share data between different sectors and/or suppliers to the enterprise (water,
power, telecommunications, etc.). This provides a holistic view of an industrial site’s infrastructure,
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its resilience, its vulnerability to external and internal factors and, last but not least, clear policies
and protocols for data collection, storage, access and ownership to ensure responsible data sharing
practices and informed decision making. Industrial DTs have a mandatory module built into the
platform that addresses the impact of company operations on climate change and the environment.
The Industrial Digital Twin is used to model different climate scenarios and test the effectiveness of
mitigation strategies before implementing them in real-world environments. This enables informed
decisions to be made about plans to achieve carbon neutrality.

3.2. Optimization of Energy Storage Systems

The rapid integration of solar and wind power presents both technical and economic challenges
in the effort to reduce emissions and address climate change issues. Innovation Toolbox offers 30
innovations that emerge across four key dimensions: basis technologies, business models, market
design, and system operation [107]. These innovations can be combined and merged as necessary
in order to create solutions. While the possibilities are extensive, the Toolbox outlines 11 example
solutions of how to achieve synergy across the system. The appropriate selection and integration
of digital solutions can achieve: decreasing VRE generation uncertainty with advanced weather
forecasting; flexible generation to accommodate variability; interconnections and regional markets
as flexibility providers; matching RE generation and demand over large distances with supergrids;
large-scale storage and new grid operation to defer grid reinforcements investments; aggregating
distributed energy resources for grid services; demand-side management; RE mini-grids providing
services to the main grid; optimising distribution system operation with distributed energy resources
and utility-scale battery solutions.

The digitalization of the energy sector has led to the emergence of new internal structures and
methods for the exchange of energy flows and related markets, such as Vehicle-to-Grid (V2G), Grid-to-
Vehicle (G2V), Peer-to-Peer (P2P) and Virtual Power Line (VPL). VPLs are particularly applicable in
cases where it is economically unviable or technically infeasible to renovate existing networks or build
new ones. Global needs for network investment deferral could reach 14.3 GW by 2026 [108]. The more
the generation capacity increases within the same transmission and distribution network, the more the
congestion and its associated negative consequences intensify.

VPLs are energy storage systems that are connected to the grid between two key points: a supply-
side point, which stores excess energy when available, and a demand-side point, which charges
when grid capacity allows and respectively discharges when necessary. Storage systems used as VPL
complement existing infrastructure and offer a technically reliable and financially viable alternative to
reinforce the electricity grid where additional capacity is needed. Batteries located on either side of a
congested part of the grid point can provide backup energy storage during an unforeseen event to
alleviate congestion. Such virtual transmission lines defer or eliminate the need to upgrade physical
transmission lines. A moderate amount of storage could be used to meet peaks in demand that
exceed the general capacity of transmission lines. This can mitigate the reduction in renewable energy
generation due to grid congestion.

The article [109] presents a multi-objective optimization approach that is solved using genetic al-
gorithms and is used for planning microgrid production. The article details an optimization framework
using Mixed Integer Linear Programming (MILP) to plan hybrid energy storage systems (batteries
and super-capacitors) for tramways, achieving a cost reduction of up to 71%. Its relevance to Al
applications is due to the use of data dimensionality reduction techniques to preprocess and condense
high-resolution demand data into representative profiles. This process is an essential step in the data
pipeline for training Al-based energy management systems for control and coordination purposes.

The French transmission operator RTE is running a pilot project (Project Ringo) to deploy 100
MW of energy storage to reduce grid congestion and increase the share of RES in the grid. Italy’s
transmission operator, Terna, plans to use batteries to reduce congestion between the north and south
of the grid and reduce the reduction of wind and solar power. Australia is installing utility-scale
batteries at grid congestion points, following the success of Tesla’s 100 MW /129 MWh battery in South

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202512.1759.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 19 December 2025 d0i:10.20944/preprints202512.1759.v1

31 of 50

Australia (80 MW was commissioned at two sites in the Victoria region in 2018). The Republic of
Korea is installing a number of utility-scale distributed lithium-ion battery systems (totaling 245 MWh)
[108,110].

P2P platforms respond to the need for electricity trading that reflects the increasing use of
distributed energy resources (DER) in power systems. P2P trading provides an online marketplace
where prosumers and consumers can trade electricity without an intermediary at an agreed-upon price.
P2P trading makes renewable energy more accessible and enables consumers to fully and efficiently
utilize their own renewable energy generation assets in which they have invested.

Business models based on the P2P platform create an online energy marketplace where consumers
and distributed energy providers transact on an equal footing. The main goal of the P2P market is
to provide a transparent and reliable mechanism through which prosumers can fairly balance their
preferences and needs. P2P trading encourages more installations of distributed renewable energy
generation and greater utilization of RES at the local level. Further development of the regulatory
framework and tariffs for grid use is still necessary [107].

The primary function of ESS is to balance over-generation or under-generation/shortages between
load and generation. Price differences in the energy market give ESS another role - that of energy
arbitrage. Typical cases are when ESS generate large revenues, i.e. there is a large difference between
expensive peak energy (low demand, high energy generation - the so-called off-peak) and cheap
energy (low demand, large amounts of energy generated - the so-called off-peak area). When these
fluctuations are frequent and highly dynamic, the role of ESS is crucial as they ensure the resilience
and security of the power system, with guaranteed power quality performance according to BS EN
50160:2022 (so-called system services, frequency control, voltage magnitude, power restoration, etc.).
Although these system services are provided by the baseload plants (TPP, HPP, NPP, PAHP), ESS will be
increasingly included. This will be determined depending on the time period for which this balancing
power is needed. There are 4 types of ESS: Instantaneous Reserve (IR), Primary Balancing Power (PBP),
Secondary Balancing Power (SBP) and Minute-Reserving Power (MRP), known as Tertiary Balancing
Power.

In order to ensure a good management of energy flows and flexibility in the electricity market
(balancing market and distribution of stored energy), it is necessary to consider basic factors, namely:
to have an accurate forecast of RES generation (for 1 to 3 days ahead), to monitor the market price
of balancing energy, to check the possibility of connecting a backup source, to assess the adequacy
of integration of RES as a decentralized source (load management and demand-side integration). If
these requirements are met, the combination of RES and ESS would create a new attractive electricity
market.

The most common approach to classifying technical means of energy storage is according to their
purpose and function, Figure 14 [111].

In the energy sector, there are three main types of market segments:

Electricity trade:

*  Spot market (intraday-continuous trade, day-ahead auction trade);
e Derivative markets;
e  Future capacity markets.

Reserve markets (balancing power and balancing energy):

®  Primary, secondary, tertiary balancing;

¢ Long-term balancing of generation and demand.
Self-consumption optimization:

e  Household;

e  Trade;

¢ Industrial sector.
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The energy transition requires an increasing use of solar and wind energy in a technically and
economically adequate way. The main challenge is the correct estimation and forecasting of the amount
of renewable energy produced and therefore the choice of the technical means to store the excess
energy. Daily fluctuations of RES can be balanced with short-term storage (pumped storage or battery).
Seasonal and long-term storage are balanced by H2, gas, CHP, gas turbines. For example, methane
storage is currently 3 times cheaper as a resource than H2. In an energy transition, there is no "storage
problem with RES". What is important is to have enough storage capacity with an appropriately
chosen dispatch regime. It is also important to consider the following key requirements: technological
adequacy of the storage system, storage capacity, duration and characteristics of the dilution process,
density of stored energy, serviceability, and duration of reliable operation. Since many short- and
long-term storage technologies are known, we summarize these important metrics in Table 4, according
to [111].

Table 4. Comparison of technical and economic parameters of major energy storage and conversion systems.

Technology Energy density, kWh/m? Technical parameters Price,euro/kWh
Efficiency, %  Self-discharge, %/day Service Life, Cycle Life, h CapEx OpEx
Capacitors 10 90-95 0.004-0.013 1x10° 5150-12000 n/a
Lead-acid batteries 25-65 74-89 0.17 230-1500 90-335 0.16-0.76
Nickel batteries 60-65 71 n/a 350-2000 385-1100 n/a
Lithium batteries 190-375 90-97 0.008-0.041 3500-20000 140-180 0.13-0.76
Redox-flow batteries 20-60 70-79 0.3 7000-15000 250-700 n/a
Cogeneration/ combined heat and power (CHP) - 85 - - 350-1000 n/a
Fuel sells 43-53 - 2300 47
Gas turbines 35-38 25 400 n/a
Gas and steam power plant 35-65 30 750 0.205
Power plant — H2 54-72 - - -
Power plant — H2 — CHP - 48-62 - - - -
Pumped storage plants 0.35-1,1 70-82 0-0.5 12800-33000 40-180 0.08
Compressed air storage 2-8 60-68 n/a - 600-800 n/a
Flywheel storage systems 210 83-93 72-100 > 1x10° 650-2625 1
Thermochemical ESS 120-250 80-100 3500 - 8-100 1x10°

Falling prices of storage systems for households and industry, the demarcation of energy societies
and the construction of micro- and nano-grids conveniently combine into a new trend - participation
in arbitrage transactions for balancing generation. The new ESS functionality (especially for PV system
operators) enables smart management of decentralized RES, especially in the digital twin structure.
The potential of battery energy storage in Europe is often poorly understood and even underestimated,
but has recently emerged as a leading technology, Figure 15, especially in low and medium voltage
grids. The share of arbitrage balancing in solar generation is expected to double by 2025 (from 29% in
2024 to 45% in 2025). Single battery ESS in LV systems is currently not allowed in the balancing market
for regulatory reasons. The solution is to combine several micro- and nano-grids into a large virtual
storage system - building a digital twin. One example is the Nuremberg (Germany) municipal utility
group and distribution grid operator N-Energy, which partnered with Siemens for the SWARM pilot
project.

r(s). Distributed under a Creative Commons CC BY license.



https://doi.org/10.20944/preprints202512.1759.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 19 December 2025

d0i:10.20944/preprints202512.1759.v1

33 0f 50
45 - 1. Solar hybridization ramps up r 240
100% Il standsione 2 Asthe market matures L 229
J I solar-paired 40 4 primary application moves
— - Il Wind-paired from ancillary to arbitrage; 200
o 35 much deeper markets =
30% 3% £ 3. 34GWhinstalled basein 2023 | (72301 180
Wl somsssparsd 3 grows to 329 GWh by 2032
20% - M sclar, wind-paired = 30 4 160
10% A Ml Fossilfuelpaired  © ez 140
; 2
s | Il series i L 120
2020 2021 2022 2023 2024 2025 £ 20
100% A% £ m
}"’ e e g g e Wl ncilary services T 154 a0
I capacity = i
- <L E
40% I Deferal 10 4
20% 4 45% I Arbitrage & 40
| Ml Firming 20
¥ = M Backup
2020 2021 2022 2023 2024 2025

Lo
2020 2021 2022 2023 2024 2025 2026 2027 2028 2029 2030
W cw Il GWh — Cumulative GWh (RHS)

Figure 15. Europe grid-scale storage hybrids, applications (left), and Europe grid-scale energy storage outlook
(GW/GWh), (right).

There is no doubt that the technical potential and role of battery storage is constantly evolving.
The standard approach to arbitrage and buffer energy market fluctuations includes: direct charg-
ing, delayed charging, peak saving, forecasting-based charging. In addition to the standard role of
supporting the system during outages and failures, battery storage can also be used for peak load
response, renewable energy oversupply situations, and subsequent renewable energy shutdown when
needed. The distribution of large-scale battery storage applications for grid needs based on US Energy
Information Administration data for 2022 is shown in Figure 16 [112]. This distribution takes into
account the economic parameters summarized in Table 5.
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Figure 16. The distribution of large-scale battery storage application for power grid needs.

Table 5. Cost of installed capacity and cost of energy.

Short storage Medium storage Long storage
Installed capacity cost, $/kW 884.32 1813.53 2910.41
Price of energy, $/kWh 1136.93 626.93 467.58

Battery ESS represent an optimal solution for power balancing due to their rapid response time,
which ranges from milliseconds to minutes. To assess the optimal location and capacity of ESS, a
comprehensive analysis is necessary to consider the diverse scenarios of evolving generation capacity
(e.g., time-of-use, development strategy) across different countries. Battery ESS offers the most cost-
effective solution for short-term balancing of solar and wind power, addressing forecasting inaccuracies
in power exchanges, intraday spot markets, and off-exchange trades. However, for the conventional
energy market, their economic viability remains limited due to their relatively high cost [113].
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3.3. Predictive Maintenance for Renewable Energy Systems

Predictive maintenance is the continuous monitoring and predictive analysis of parameters and
processes in a real operating environment to ensure the proper functioning of drive motors, generators,
transformers and other power equipment. This keeps the technical functionality of the systems at the
highest level, avoids unforeseen failures that could lead to work stoppages and financial losses, and
ensures the efficient circulation of energy flows. At its core, the Smart Automated Control, Monitoring
and Diagnostic System (SACMDS) is a dynamic monitoring system that uses non-contact techniques
to analyze operating parameters (current, voltage, power, etc.) in real time. SACMDS include built-in
Al, and the aim in building them is to apply known contactless techniques as efficiently as possible,
while ensuring credibility, adequacy and reliability. IoT-based SACMDS, edge computing (for data
processing, integration of all peripheral devices and cloud computing in bilateral data exchange) and
edge analytics are becoming increasingly common and mainstream. Commonly used non-contact
techniques for diagnosis and monitoring are the ratio of fundamental and third harmonic voltage and
spectral analysis of stator currents. The collected data sets of instantaneous current values are used in
harmonic analysis with Fast Fourier Transforms (FFT).

The integration of various sensors, transducers, detectors, scanner and measurement devices etc.
are part of automated systems capable of monitoring up to 52 mechanical and 10 electrical parameters
every minute with 50 different status settings. In this way, IoT enables the remote control and diagnosis
of drive motors and other types of power equipment, improving operational efficiency and reducing
maintenance and service times, as well as significantly reducing the costs associated with sudden
failures and breakdowns. Through continuous monitoring and predictive analysis of parameters and
processes in a real operating environment, it is possible to ensure optimal allocation of energy flows.
This keeps the technical performance of the systems at the highest level and prevents unforeseen
failures that could lead to downtime and financial losses.

The integration of Alin predictive maintenance is considered a novelty. It is built using a database
of measured data from sensors and IoT devices to predict failures and the timing of repair and main-
tenance activities. According to energy managers, up to 80% of information in the energy sector is
structured incorrectly and inappropriately, and intelligent structures would be an excellent solution
(Indigo Advisory Group LLC, General Motors - GM, etc.). They believe that Al will participate in
the future energy structures through: intelligent technologies that allow increasing the efficiency of
processes by analyzing large amounts of data (for example, GM achieves a 5% increase in the perfor-
mance of wind generators and a 20% reduction in service losses by implementing Al in monitoring
and control systems).

The next step in the development of the use of Al is the implementation of control software
platforms and additive technologies. These are designed for centralized control and monitoring of
large numbers of drive motors and systems. These platforms are practical because they provide
analytical tools and functionalities for optimizing the energy efficiency and performance of generation
systems. Through Al, mathematical safety allows processing and transmission of signals from sensors,
selecting them from the database, carrying out continuous control and analysis in on-line mode and
carrying out specific tests. Reliability is the most important factor for any type of power system
structure, and it is achieved on the basis of the analysis of previous failures and deficiencies, which
allows the formulation of new strategies and techniques to minimize them. To achieve this, it is
necessary to create an efficient, adaptable and responsive system for monitoring and diagnosing
failures and breakdowns. With the help of these systems, support based on the analysis of the
current state and recovery measures is built up, which can be much more useful than repair work and
prevention. However, to realize this idea, an efficient failure prediction algorithm based on this system
is needed. The structure and the most suitable architecture of each control, monitoring and diagnostic
system are different, but they are mutually subordinated and united in three sections: control and data
acquisition, health and reliability monitoring, current operating condition, behavior monitoring and
diagnostics.
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Monitoring the condition of electrical equipment and its operating characteristics also involves
the integration of systems that collect and process data to analyze specific characteristics. SCADA
systems are most commonly used for this purpose. They link all the components of an energy structure
(generator, substation and meteorological stations to a central computer). In this way, the operation
of one or more generating units can be monitored and managed. The system records all operating
conditions, parameters and characteristics, fault signals and allows the operator to decide what action
to take if necessary. The SCADA system supports power generation, controls voltage and frequency,
or reduces power output in response to instructions from the grid operator. Communication is via a
fibre optic network. The SCADA system provides a real-time report with the highest level of accuracy.
The aim is to assist operators in quickly identifying and solving problems.

The ability to remotely access the management operating system has long gone beyond conve-
nience. Efficiency is required in reporting, analyzing and resolving the day-to-day problems that
hinder the operation of generating capacity and reduce its productivity. SCADA systems meet these
challenges by using a technology platform that supports data reporting, alarms and status updates
accessible via the Internet or mobile network. For example, fault codes can be sent to the mobile
phones of the operations support team with detailed fault reporting information. Meter reading and
predictive maintenance programmes can be carried out remotely from the site. Access to information
is becoming increasingly important to maintain optimal operating parameters of power plants and
sites and to achieve maximum energy performance at low operating costs.

SACMDS has several subsystems. The monitoring and control system plays an important role in
the development of maintenance based on analysis of the current condition and restoration measures,
which in most cases are more useful and less energy-intensive than repair work and prevention. This
system must be efficient, adaptable and responsive. The diagnostic system is "responsible" for the early
detection of mechanical, electrical and thermal damage and malfunctions. Using data from the control
and monitoring system, an effective integrated fault prediction algorithm is developed. In this way,
early warning of the occurrence of malfunctions is provided and appropriate action is taken to prevent
them.

On-line monitoring and SACMDS integrated into the power system is a relatively new concept
that is developing very rapidly. It is a new and original way of closely observing the behavior of
the system and then collecting the operational data, comparing it with recommended power quality
indicators and grid codes, and refining it in the future for optimal design. Various methods and
techniques are used to achieve these goals. One solution is to create an algorithm based on prescribed
operating parameters. All possible cases of fault and accident detection are fed into this algorithm,
and then an intelligent and reliable warning/notification system is created to interpret the signals
accurately and precisely. The necessary preventive or corrective action is then taken.

3.4. SACMDS Methodology and Technologies

The range of a SACMDS depends on the combined action of two types of technology: sensor
technology and diagnostic and monitoring technology. The design of modern systems requires a
good knowledge of sensor technology (characteristics, behavior, reliability). In order to collect reliable
data, it is necessary to choose the most appropriate placement of sensors at the so-called "key" points.
Diagnostic and monitoring technologies include the initial diagnosis of a critical situation for each
component of the power system structure, which is then the basis for analysis and determination of
the correct parameter specification of the failed components. The first crucial factor is the development
of monitoring for those components that cause the longest downtimes in the event of an accident.

SACMDS algorithms are of three main classes: engineering modelling-based algorithms, on-line
monitoring-based algorithms, subsystem-based algorithms. These algorithms are developed and
applied to maintain continuous monitoring of the main characteristics of energy systems and facilities,
past failure data, identification of components that caused downtime, accident prone components,
wear, etc. Irrespective of the monitoring and control techniques used at the subsystem level, a large
proportion of the signals are used at the protection level. The application of more modern methods of
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signal analysis, aimed at analyzing trends of change, makes early diagnosis possible. As this approach
is based on basic parameters, the information is general and specific diagnostics cannot be expected.
Specific diagnostics are expensive and require additional investment and software provision, but the
improvement of a suitable algorithm is essential for the implementation of monitoring in general.
The reception and processing of data must be improved to avoid false and misleading signals, false
activation of protection devices, disconnection of cable lines, etc. The parameters that are "responsible”
for long downtimes in the event of an accident have a higher priority, and this principle applies to
all other parameters. As the technical condition is of paramount importance, it must be monitored,
diagnosed and predicted in a timely and reliable manner. This type of organization is rapidly being
refined and increasingly implemented. This can be explained by the increased reliability, the increase
in energy produced and correctly dispatched after the introduction of the system, despite the costs
incurred.

Real-Time Executive for Multiprocessor Systems (RTEMS) are like the brain of an energy-efficient
building or even of a microgrid. They use a combination of hardware and software to continuously
monitor, analyze, and optimize energy consumption. RTEMS collect real-time data from a variety of
sources, including;:

*  Measuring devices (track electricity, water, and gas consumption);
e Building sensors (monitoring temperature, humidity, occupancy and lighting conditions);
e  Renewable energy, if applicable (tracking energy production from solar panels or wind turbines).

The collected data can be fed into analytics software for processing in order to identify patterns,
trends and areas for potential optimization. The results of the data analysis can then be presented in
dashboards and reports for easy visualization and interpretation. This allows users to identify patterns,
trends and areas of high energy consumption. Based on the data and analysis, RTEMS can:

* Manage devices such as thermostats, lighting, and heating, ventilation, and air conditioning
(HVAC) systems systems to optimize energy consumption;

¢ Trigger demand response programs to regulate energy use during peak periods;

* Identify opportunities to improve energy efficiency and recommend actions.

3.5. Socio-Economic Impact of Al

The role of Al in the energy democracy process is a complex and multifaceted issue. Al can be
seen as both an enabler and a challenge for the transition to a more sustainable, resilient and equitable
energy system. Here are some of the key aspects of this role:

e  Alisavaluable tool in energy supply and demand, especially for the renewable sources, by using
data and algorithms to balance power grids, forecast energy production and consumption, and
manage energy storage and distribution;

e Al can also assist in reducing energy consumption and emissions by enabling smart buildings,
vehicles, and appliances that can adapt energy consumption based on consumer preferences,
environmental conditions, and price signals [114].

e Al cansupport the development and deployment of new energy technologies, including hydrogen,
carbon capture, and advanced nuclear power, by accelerating research and innovation, improving
design and engineering, and enhancing safety and reliability.

e Al has the potential to empower energy consumers by giving them more information, choice, and
control over their energy sources and services, and by facilitating peer-to-peer energy trading and
public energy projects.

¢ Al may present certain challenges and risks to the energy transition, such as increasing the
energy and environmental footprint of Al itself, creating new threats to cybersecurity and privacy,
disrupting the workforce and energy markets, and widening the digital divide and energy
inequality.
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Therefore, the role of Al in the energy democracy process requires careful and responsible
governance to ensure that Al is used in a safe, fair, and reliable manner, and that its benefits are shared
by all stakeholders and the society at large.

In the context of the Internet of Things, data can be considered the primary currency. Consequently,
the most successful technologies are those that process data in the most effective and efficient manner.
Currently, the industry is moving toward two main approaches to data processing: a central, core
facility that allows for rapid scalability based on processing demand, and an edge-based approach that
puts processing closer to the user and leverages the cloud. It is probable that the solution to meet the
exponentially growing demand for data processing will be a combination of the two approaches. The
mandatory requirements for both paths are identical, as new data center solutions must include the
following features:

e  Adaptability to rapidly evolving technological advances as previously discrete industries are
connected in the IoT;

e  Scalability to increase productivity and efficiency, realize economies of scale, and accelerate return
on investment;

e  Resilience to ensure uptime during increasingly digital functions such as global meetings, trials,
interviews and academic functions;

e  Security to protect against the growing threats of cyberattacks and data theft;

e  Efficiency to reduce costs, emissions and carbon footprint by achieving better lifecycle sustainabil-
ity and climate performance.

e Intelligence to harness the power of ML and Al, to enable technology and data processing to
match the breakneck speed of innovation.

By 2025, nearly 50% of the world’s data will reside in public cloud environments. Between 2018
and 2025, 22 ZB of data storage will need to be installed. More than half of data center switches will be
400G or greater, with 800G ports surpassing 400G by 2025. The amount of data created by connected
IoT devices will grow at a CAGR of 28.7% between 2018 and 2025 [115].

The Al Deployment Index is a generalized concept that tracks, collects, selects and visualizes data
related to the application of Al The data covers many sectors of the economy, including the energy
sector.

The overall effect of Al on each country’s GDP growth varies and is determined by some key
factors that are grouped under this name of Al adoption index. The index scores are not simple
averages, but are based on weighing each factor according to its relative importance in boosting each
country’s economic growth. For example, having a dynamic Al ecosystem, the ability to innovate, and
human resources with the right skills to make the necessary change in the Al era have twice the effect
on Al-led growth than reinvestment rates or digital readiness [116].

Benchmarking is increasingly emerging as a technology and useful practice for analyzing prod-
uct options, processes, financial investment parameters. The energy sector is no exception. Quality
Management Standard ISO9000 addresses issues related to: competitiveness, efficiency, return on
investment, priorities for improvement, identification of best practices, adaptation and implemen-
tation of specific solutions and practices. The types of benchmarking in combination with Al and
integrated into the energy democracy and energy transition processes are: Public Domain Benchmark-
ing, Database Benchmarking to lead to Production Service Benchmarking, Functional Benchmarking,
Activity Benchmarking and Project Benchmarking [117]. The paper identifies, (based on data on
investment-focused processes in generative Al from the Pitchbook platform) 63 useful Al use cases
covering 16 business functions that could provide between 2.6 and 4.4 X 10! $ economic benefits
per year when applied to various industries, Table 6. The main areas are: Inception and planning,
System Design, Coding, Testing and Maintenance, Early research analysis, Virtual design, Virtual
simulations. Table 6 shows the ranking of the most profitable industry (high-tech) and the energy
sector in comparison.
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Table 6. Generative Al use cases for different industries.?

Industry /Business function % of revenue growth/benefit, x10°  Marketing & Sales ~ Customer operations ~Product R&D ~ Software Engineering ~ Risk & Legal ~Strategy & Finance

Basic Materials 0.7-1.2/ 120-200 o * o o **
Constructions 0.7-1.2/ 90-150 i * ek > >
Energy 1.0-1.6/ 150-240 ot et - wor -
High Tech 4.8-9.3/ 240-460 i e R e
Telecommunication 2.3-3.7/ 60-100 e o e o

Transport & Logistics 1.2-2.0/ 180-300

Total (840 — 1450)x10°$%

Different Al technologies require different solutions and levels of integration. Integrating the
capabilities of current Al technology platforms and bringing them together into an organic whole takes
time. Legal and regulatory frameworks can accelerate or delay the adoption of Al technologies. To
incorporate all these seemingly mutually exclusive factors, the Bass diffusion mathematical model, a
well-known and widely used function for forecasting new product sales and technology, is applied:

L = aF() <1>

where: F(t) is the share of the installed base (i.e. the adoption of a technology or product) and

£ (#) is the corresponding rate of change. The function also contains two key parameters: the parameter

p (the inherent propensity of users to adopt a new technology) and the parameter g (the propensity of
users to adopt based on the adoption of other users).

The parameters are estimated by ordinary least squares regression. In the absence of data, values
of parameters p and q from meta-analyses can be used if the saturation value is known or can be
estimated [117].

Although generative Al is an exciting and extremely fast-growing technology, other applications
of Al continue to represent the majority of the total potential value of Al Traditional advanced analytics
and machine learning algorithms are very effective at performing numerical and optimization tasks,
such as predictive modelling, and continue to find new applications in a wide range of industries.
However, as generative Al continues to develop and mature, it has the potential to push back the
frontiers of new technology and innovation [118], Figure 17.
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Figure 17. Generative Al Spending.

The McKinsey Global Institute, 5 years ago, published research showing that Europe was lagging
behind the US and China in the development and adoption of digital technologies across all sectors of
the economy. Only two European companies are among the top 30 global digital leaders. Europe is
still at an early stage in the diffusion of Al technologies. According to [119] as of 2017, traditional web
technologies (62%) and mobile internet technologies (35%) lead in European companies for multiple
activities at the enterprise level, while ML and DL have the smallest share in the same aspect with only
3% of technologies. There is also a tendency to use Al technologies for a specific purpose only. Probably

2 Note: 1* - Low impact; 5* - High impact
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due to a lack of clarity about their potential benefits, risks and relatively complex implementation,
there is still a reluctance to use them on a large scale. This is evident from the ratio between the share
of usability of new technologies (irrespective of functional area) and the planned implementation of
projects related to them: big data 34% - 30%; smart robotics 24% - 21%; Advanced Neural ML (e.g. DL)
13% - 26%, Al tools (e.g., virtual assistants, CV) 18% - 28% and other Al tools (e.g. Smart workflows,
cognitive agents, language processing) 19% - 31%. The focus of companies is still mainly on the use of
smart robotics and natural language processing.

Automation and Al are spreading at different rates in different European countries, which can
lead to a major disconnect. To represent these segments, companies can be grouped according to their
speed of Al deployment and whether they are seeking efficiency alone through Al deployment or
also aiming for growth driven by innovation and invention. Companies that do not adopt Al are
likely to struggle in the face of competitive dynamics, while companies that innovate quickly can reap
disproportionate rewards. This effect is clearly visible today. According to research in [120], digital
technologies are blurring industry boundaries. European companies that are already investing in Al
technologies are growing 1.2 points faster and their earnings before interest and taxes are growing
2.0 points faster than companies that have not yet invested in AL. Moreover, the (presumably small)
sample of European companies that are already fully investing in all Al technologies are increasing
their top line 5 points faster than companies that have not yet implemented any Al technologies,
and 3.5% faster than companies where Al is only partially deployed. If this rate is maintained over
the next ten years or so, the gap in labor productivity between fully Al-adopting companies and the
average European company could be as high as 15%-20%, if companies also adjust their employment
according to what they said in the survey. Around 40% of companies in Europe will reap the benefits
of Al by 2030. If Europe scales up Al in line with the three factors outlined above, digitalization and
asset management will add €2.7 trillion of GDP to its total economy of €13.5 trillion, resulting in 1.4%
compound annual growth by 2030 (or 19% in a cumulative estimate).

Figure 18 (based on data from a number of sources, including Eurostat, INSEAD, DG Research and
Innovation, the European Commission, the Programme for International Student Assessment (PISA),
UNESCO, and the McKinsey Global Institute Al Diffusion Model and McKinsey Global Institute
Analysis) shows comparative Al index data for European countries compared to the US and China.
There is a marked difference in Al readiness, with Southern and Eastern Europe lagging behind. The
main factors behind the gap between the most and least prepared for Al reflect the slower adoption of
Al in less prepared countries, which limits the potential benefits of the competitive race for Al, lower
skills with which to reap the benefits of Al, and a smaller share of innovative companies using Al The
polarity in the Index for Europe shows that countries should borrow best practices from each other to
create a more conducive and enabling environment for Al To achieve this, McKinsey Global Institute
analysts recommend that Europe accelerate Al-related activities in 5 areas:

e  Support the development of start-ups in the field of deep technology and Al that will use Al to
create new business models;

e  Established European companies should implement accelerated digital transformation and Al-
based innovation;

®  Progress on the Digital Single Market;

*  Developing human potential with new knowledge and skills towards AL

e Developing and integrating societies in the face of potential shocks.
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Figure 18. Al readiness ranking by countries.

The seventh edition of the 2024 Al Index Report draws key conclusions that can be used to guide
future Al development [120,121] :

e Al performance. Al has demonstrated the capacity to outperform human performance in several
benchmark tests, including image classification, visual reasoning, and others. However, it still
lags behind on more complex tasks, such as competition-level mathematics, visual reasoning, and
planning.

¢  Industry dominance. In 2023, the industry created 51 notable machine learning models, while
academia contributed only 15. The joint efforts of industry and academia have yielded 21
additional models, representing a new achievement.

*  Training costs: The financial outlay required for the training of cutting-edge Al models has
reached unprecedented levels. For example, OpenAl’s GPT-4 necessitated the expenditure of
$78 million for computational resources, while Google’s Gemini Ultra involved the use of $191
million for computation.

e Leading source of AI models: The United States is ahead of China, the EU, and the United
Kingdom as the leading source of the best Al models. In 2023, 61 notable AI models came from
U.S.-based institutions, far more than the European Union’s 21 models and China’s 15 models.

*  Responsible Al reporting: There is a lack of standardization in responsible Al reporting. Leading
developers primarily test their models against different responsible Al benchmarks, making it
difficult to systematically compare risks and limitations.

e Investment in generative Al. Despite an overall decline in private investment in Al, funding for
generative Al increased, growing nearly eightfold to $25.2 billion by 2022.

The integration of Al into the energy sector raises many interesting questions. Some predict that
Al will lead to productivity gains, but the extent of its impact remains uncertain. A major concern is
cybersecurity and the potential threat of mass displacement of workers - to what extent will jobs be
automated or augmented by AI? Companies are already using Al in a variety of ways, and investor
interest is focused on specific sub-areas such as energy flow management, load forecasting, preventive
maintenance and smart grids. In 2023, total investment in Al fell to $189.2 billion, a decrease of around

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202512.1759.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 19 December 2025 d0i:10.20944/preprints202512.1759.v1

41 of 50

20% from 2022. Despite the slight drop in private investment, the most significant decline was in
mergers and acquisitions, which fell 31.2% year-on-year. Over the past decade, however, Al-related
investment has increased thirteenfold [121].

IBM’s Global Survey on the Deployment of Al in Business [122,123], predicted that by 2024, China
would lead in overall Al adoption. In the country, 58% of enterprises are expected to integrate Al
technologies into their operations. China is followed by India, where 57% of companies are expected to
adopt Al Canada emerges as the third leader in Al integration, with a projected adoption rate of 48%.
It is noteworthy that in the United States, the rate of adoption of Al is expected to be comparatively
lower, with only 25% of companies predicted to use AL

A comparison of the two charts, Figure 18 from 2019 and Figure 19 from 2022, which reflect a
three-year difference in forecast values, allows for the following conclusions to be drawn:

e  China’s significant absorption of investment capacity has led to improved innovation, automation
and skills of personnel employed in the implementation of Al solutions;

e  European Union countries (Italy, Germany, Spain, and France) are expected to overtake the US
and UK in Al adoption rates;

*  The exploration rate of 42% indicates that there is still more to explore globally in terms of Al
adoption than there is to deploy Al technologies (adoption rate 35%).
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Figure 19. Global Al Adoption by Region.

A study by the McKinsey Global Institute predicts that Al has the potential to contribute $13
trillion in additional economic activity globally by 2030, with 70% of companies expected to adopt Al
technologies over the same period [124].

In a recent publication, Judgement Media Ltd. [125] presents an array of engaging statistics on
Al as of July 2024. These findings are based on a comprehensive dataset drawn from a multitude
of sources, including Accenture, Authority Hacker, Blumberg Capital, Edison Research, EIT Health,
Flexis, Forbes, Forrester Research, Gartner, Global Market Insights, Google, GrandViewResearch,
Harvard Business Review, IBM, LivePerson, Markets and Markets, McKinsey, McKinsey&Company,
MIT Sloan Management, NewVantage Partners, Omdia, Pew Research Center, PwC, PwC Global,
Salesforce, Statista, The Insight Partners, Tractica and World Economic Forum. The following areas are
discussed:

e Al proliferation:

—  35% of companies have already implemented Al;
— By 2024, the Al market will reach over half a trillion dollars;
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— By 2025, Al could eliminate 85 million jobs but potentially create 97 million more, for a total
net gain of 12 million jobs;

—  77% of devices in use today have Al;

—  Global AI growth is nearly 40%, with a global market value of $136.6 billion.

¢ Consumer perceptions and concerns:

—  Supposedly 33% of consumers use Al platforms, but it is actually 77%;

—  43% of businesses are concerned about technology dependency;

—  97% of companies believe that ChatGPT will benefit their business. (ChatGPT is a type of
Generative Al from the company OpenAl);

—  Around 41% of consumers in key regions - India, China, Western Europe and the US - are
adopting Al as a tool to improve their lives.

¢ Economic Impact:

— By 2023, the energy and utilities Al market reached $1.5 billion, a 38.3% growth from 2018;
— By 2030, Al is expected to contribute $15.7 trillion to the global economy.

¢  Data processing:

—  Google uses Al to process 6.9 billion search queries per day.

It is important to note that this data is an estimate and may vary depending on the source. Al is a
rapidly evolving field and it is difficult to make accurate predictions about the future.

4. Conclusion

Eight different types of intelligence, applicable to energy problem solving, are presented with
their general advantages, disadvantages and use cases (Rule-Based Systems, Machine Learning,
Image Recognition, Transformer Algorithms, Generative Intelligence, Foundational Models, Sentiment
Analysis and Genetic Algorithms). This supports the concept that Al is transforming the energy sector
as a whole, enabling more intelligent decision-making, optimizing resource use and promoting a more
sustainable energy future.

Two major challenges remain. First, the technological maturity of energy facilities and storage
systems does not match the rapid growth required. Second, the power transmission grids, and energy
infrastructure lack the necessary capacity to adequately address the challenges posed by Al and the
rapid growth of RES generation. The article proves that the key to overcoming this apparent stalemate
lies in the systematic transformation of energy systems from the inside out. The authors are currently
conducting further research in this area.

The seamless digital transformation of micro- and nano-grids, along with the systematic develop-
ment and integration of digital, scalable models into medium-voltage generation and transmission
grids, are the main strategies for achieving effective management and storage of energy flows. It is
imperative that the reconstruction and renovation of grids keep pace with these advances. In power
generation systems, the benefits of using Al are predicting the reliability of technical equipment,
analyzing and accurately forecasting the amount of electricity required, leading to efficient distribution
and management of energy flows. For electricity distribution companies, the benefits are aimed at:
real-time distribution of dynamically changing energy flows, reduction of transmission and distribu-
tion losses, resilience and continuity of power supply, immediate response to a fault (detecting the
location and type of fault), ensuring trouble-free and efficient operation.

Some of the risks and challenges associated with the use of Al in the energy sector include: High
initial investment costs for research, development and testing, computing power, etc.; Data security -
Al systems have huge data sets and confidentiality is an ongoing concern; Technology dependency -
over-reliance on Al systems without proper human oversight can lead to problems (system crashes,
incorrect predictions, false triggering of safety devices, etc.); Ethical issues - the use of Al in critical
facilities raises ethical concerns. Transparency, accountability and security must be ensured. Despite
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the challenges, the future of energy is being shaped by the development of Al, which is expected to
play an increasingly important role in creating smarter, sustainable and reliable energy systems.
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Abbreviations

The following abbreviations are used in this manuscript:

ADMS-AS Automated Dispatching and Monitoring System for All
AEECAS Automated Electric Energy Control and Accounting System
AERC-CS Automated Energy Resource Consumption Control System
AGI Artificial General Intelligence

Al Artificial Intelligence

AloT Artificial Intelligence of Things

ANI Artificial Narrow Intelligence

ASI Artificial Superintelligence

ATPMS Automated Technological Process Management System
BEOM Business Entity Ontological Model

BIM Building Information Model

CEP Clean Energy for All Europeans package

CEP Complex Event Processing

CHP Combined heat and power

CI Computational Intelligence

CIM Common Information Model

CoT Chain-of-Thought

CReDo Climate Resilience Demonstrator

DAM Day Ahead Market

DEP Decentralized energy planning

DER Distributed energy resources

DL Deep Learning

DTs Digital twins

EA Evolutionary algorithms

EC Edge computing

EDMS Electronic Document Management System

EES Each energy electricity system

ENTSO-E European Network of Transmission System Operator for Electricity
ERP Enterprise Resource Planning

ESS Energy storage systems

EVs Electric vehicles

FFT Fast Fourier Transforms

FMs Foundational models

G2v Grid-to-Vehicle

GAs Genetic algorithms

GDPR General Data Protection Regulation

GenAlI Generative intelligence
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GIS Geographic Information System

HVAC ventilation, and air conditioning

ICT Information and communication technology

IoT Internet of Things

IR Instantaneous Reserve

ISM Information Security Measures

LLM Large language model

MILP Mixed Integer Linear Programming

MES Manufacturing Execution System

ML Machine Learning

MRP Minute-Reserving Power

MSET Multidimentional Condition Assessment Tehnique
NLP Natural Language Processing

Oo&M Operational and Maintenance

P2P Peer-to-Peer

PBP Primary Balancing Power

PISA Programme for International Student Assessment
PLM Product Lifecycle Management

PV Photovoltaics

RBS Rule-based systems

RES Renewable energy sources

RTEMS Real-Time Executive for Multiprocessor Systems
SACMDS Smart Automated Control Monitoring and Diagnostic System
SBP Secondary Balancing Power

SCADA Supervisory control and data acquisition

SFT Supervised Fine-Tuning

TSOs Transmission System Operators

UNRIS Unified Normative and Reference Information System
V2G Vehicle-to-Grid

VPL Virtual Power Line

VRE Variable renewable energy

VRG Variable renewable generation

WAC Waste Assimilative Capacity

XAI Explainable Al
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