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Abstract 

Securing electronic health records (EHRs) is critical in the modern healthcare landscape, where digital 
transformation enhances connectivity and data-driven decision-making. This paper introduces a 
secure framework that integrates voice-based authentication, blockchain technology, and machine 
learning to protect EHRs, particularly in IoT-enabled, high-frequency wireless communication 
environments. The new distributed system utilizes blockchain technology to improve the security 
and integrity of medical records. User verification is achieved through voice authentication, which 
adds a biometric element as well. A working model was designed to show the system’s feasibility 
along with a case study on heart health monitoring. Simulated results demonstrated better block 
creation time, transaction latency, and validation accuracy. 

Keywords: voice authentication; blockchain; electronic health records; wireless communication; data 
security 
 

1. Introduction 

Extensive electronic health or medical records (EH/MRs) facilitate the retrieval and management 
of patient documentation by healthcare providers. This modification is associated with the increased 
utilization of EHRs which require the safeguarding of sensitive medical information. With greater 
dependence on computers to store sensitive medical information, an increase in information 
breaches, unauthorized access, identity theft and the erosion of patient privacy becomes a concern. 
Advanced Protection mechanisms are vital to secure EHRs in the contemporary face of danger to 
patients’ privacy and trust in the healthcare system. In the past decade, standard username-password 
combination authentication systems impeded access to EHRs. These methods, however, do have 
some gaps which include phishing, poor password choices, and the sharing of passwords. 
Eliminating the requirement of a physical token with a device that can capture biometric features 
such as fingerprints can improve the security of electronic health records while making it easier for 
the patients. 

Voice verification, a form of biometric authentication, could be invaluable in the medical field. 
In healthcare, specialists and patients may be identified using voice authentication, which utilizes 
different speaking characteristics and patterns. 

Also, create and construct a decentralized blockchain technology for the management of private 
health records in the healthcare field. 

This study outlines a method for securing electronic healthcare records within the healthcare 
industry that relies on voice authentication, blockchain and high frequency wireless transmission. 
The work aims to accomplish several things, but its primary goals are to investigate the viability and 
efficacy of voice authentication as an extra safeguard for EHRs, to evaluate its influence on user 
processes and acceptability, and to handle any obstacles and legal concerns. Also used here is AI-
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powered speech recognition via the Internet of Things. From the two options shown, choose one kind 
of voice authentication that best suits your needs.  
Our discussion of the voice enrolment process, authentication techniques, and security measures 
used to safeguard the voice biometric data and related EHRs will take us into the technical parts of 
voice authentication in the sections that follow. We will also provide the results of a thorough 
usability test that looked at how healthcare providers and patients felt about using the voice 
authentication system. Finally, the article analyzes the implications of using the fusion of voice 
identification and blockchain technology in healthcare and outlines the advantages of the proposed 
approach. With this research we intend to advance work underway to improve the protection and 
privacy of health data by explaining more about this new framework of security. Under “Evaluation 
and Execution” we analyze how well and how securely the prototype of our proposed approach was 
executed, then we assess and execute it. 

2. Related Works 

The increasing adoption of electronic health and medical records (EHRS/EMRS) has 
revolutionized the way health service providers access and manage patient data. With this shift, 
protections have become sensitive medical information considering the risk of unauthorized access, 
data leaks and identity theft. Traditional security measures such as passwords have proven 
susceptible to threats such as phishing and weak registration management [1]. 

To correct these defects, the biometric method pays attention to its reliability and user-friendly. 
Among them is language authentication as a user - a friendly and secure way to check your identity 
using your own vocal features [2]. At the same time, blockchain technology provides a decentralized 
and operational framework that improves data exchange and simultaneously maintains trust and 
security. It examines the practicality of integrating language authentication into medical work 
processes, examines user acceptance, and highlights potential regulatory considerations [3]. This 
approach also includes AI-driven speech recognition, which allows for flexible adaptation of 
authentication strategies. Usability analysis of health occupation members and patients assesses the 
effectiveness of the system [4]. Ultimately, we hope to contribute to further development of secure 
infrastructure for digital health by presenting the possibilities of this integrated approach. These 
studies provide valuable insight into the benefits and challenges of blockchain implementation in 
healthcare systems [5]. 

A recurring problem is the fragmentation of patient files. This is because people are often 
sourced from multiple providers. This leads to distributed data storage and restricts access to patient 
history information [6]. As a rule, patients do not continue to control these records due to legal orders 
of certain jurisdictions or procedural standards. According to HIPAA Health Insurance and 
Accountability (HIPAA), health service providers have a 60-day window to respond to patient 
inquiries regarding changes or deletion of records but are not obligated to comply with [7]. 
Establishing safe and consistent communication between agencies is complicated by including 
several stakeholders, such as hospitals, doctors, and insurance companies. Decentralization provides 
improved security and trust in data exchange, but can be ignored if malicious insiders are using 
access. 

Memory limits also provide practical challenges. Medical files such as test results, images, and 
documents use critical storage space that makes efficient and scalable solutions essential. Despite 
growing global interest in blockchain, standardization is not sufficient [9]. Many health groups are 
reluctant to share patient files due to competition concerns, data protection risks, or economic 
motivations. To facilitate data exchange, trust must be cultivated among all parties. This is extremely 
important to providing effective care. Without robust protection measures, these systems are 
susceptible to cyber threats [10]. Extended hacking tools can bypass traditional security protocols and 
put sensitive health data at risk. Therefore, reliable infrastructure and effective measures are essential 
[11]. 
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There is also the technical acceptance of human factors in patients and members of health 
occupations. Some agencies continue to rely on paper-based records, while others strive to protect 
encryption and access protocols. Resistance is often based on uncertainty or complaints about digital 
systems. Ethical concerns, particularly concerns about data confidentiality, remain fundamental to 
patient provider relationships [12]. Ensuring secure access through encryption, user authentication 
and regular data backups is important to maintaining trust. Nevertheless, concerns regarding data 
ownership, access control and network scalability should be considered [13]. The integration of 
asymmetric encryption methods and AI-based monitoring can help improve security and at the same 
time help to maintain system transparency [14].  

3. System Architecture for Electronics Healthcare System 

The proposed device is designed up-to-date provide a cozy and decentralized framework for 
dealing with electronic health information (EHRs) through a blockchain-enabled infrastructure. This 
structure helps a distributed ledger environment in which a couple of legal entities—along with 
hospitals, clinics, sufferers, and researchers—can take part in statistics management with defined get 
right of entry updated privileges. 

relying on privacy requirements and operational goals, the device can be carried out as a non-
public, public, or consortium blockchain community. every model defines precise regulations for get 
admission updated control, information sharing, and governance among participating nodes. 

The centre additives of the gadget are as follows: 
i. consumer Registration and Authentication:  
This module manages consumer onboarding and identification verification. It creates and 

continues virtual identities for patients, scientific staff, and up-to-date. every user undergoes a comfy 
registration method up-to-date make certain that simplest legal members can get admission updated 
and interact with the system. 

ii. Healthcare provider control 
This phase governs the registration and verification of service companies inclusive of updated 

hospitals, laborious to dataries, and clinics. handiest tested entities can deliver services or up-to-date 
fitness records. This guarantees the integrity and trustworthiness of companies in the community. 

iii. Profile control machine 
This face updated handles the advent, update, and tracking of user profiles. patients can manage 

non-public data and set possibilities, whilst healthcare providers can list qualifications, 
specializations, and different credentials.  

iv. Smart Contracts 
Those contracts outline the terms of interplay between specific stakeholders—sufferers, 

companies, and establishments. They include permissions, information-sharing sees eye up updated, 
treatment propanediols, and economic agreements. smart contracts make sure that everyone 
interactions comply with agreed-upon regulations and that execution is automatic and verifiable. 

v. Patient data up-to-date manage 
This module enforces strict control over who can get entry updated up-to-date patient 

information. up to dated is granted based on the consent recorded in clever contracts and affected 
person-defined settings. All transactions are logged on the blockchain for traceability and duty. 

vi. Continuous Enhancement and remarks Loop 
The architecture supports modular improvements, allowing up to date development based on 

user remarks, rising threats, and advances in generation. regular updates ensure the device stays 
comfy and efficient. 

vii. Integration and Interoperability Layer 
To facilitate collaboration among various additives, this residue guarantees seamless 

conversation and facts trade. It lets in exceptional system modules updated feature cohesively, 
bridging gaps among special technologies or structures. 
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viii. Consumer-Cantered Interfaces 
The device emphasizes intuitive and responsive interfaces for both sufferers and healthcare 

providers. those interfaces help a extensive variety of obligations, up to date having access updated 
clinical information, managing permissions, and interacting with providers, at the same time as 
administrative up to dated simplify operations for backend cuspidated. 

ix. Scalability and performance Optimization 
Up-to-date expanding consumer bases and huge volumes of clinical data, the device is built for 

scalability. Load balancing, records caching, and optimized algorithms make certain that 
performance stays high as the network grows. 

The figures (which includes architectural diagrams and system fashions referenced as Figures 1 
and 2) may be retained out of your authentic paper but up to date be redrawn or tailored if they came 
from a 3rd-birthday party supply up-to-date avoid visual plagiarism. 

 

Figure 1. System architecture Electronic Health Records System Based on Voice Authentication Management. 

 
Figure 2. Modelling how Blockchain work as a Structure for EHR. 
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4. Voice Authentication-Based Identity Management Integrated with Blockchain 

Voice authentication, also referred to as voice biometrics, uses unique characteristics of an 
individual's speech to confirm their identity. Unlike traditional credentials such as passwords or 
PINs—which are prone to theft, sharing, or forgetting—voice authentication provides a more natural 
and secure verification method. This approach is especially relevant in scenarios where users need 
hands-free, secure access, such as in healthcare or high-risk environments. 

Advancements in artificial intelligence (AI) and signal processing have significantly improved 
the accuracy of speech recognition systems. These technologies can now detect, process, and verify 
voice patterns with high reliability. Within the proposed framework, two types of voice 
authentication mechanisms are considered: 
1. High-frequency wireless voice authentication—which uses advanced transmission techniques but may 

be costlier and slower to deploy. 

2. AI-powered voice recognition—which integrates directly with IoT and blockchain systems, offering 

scalability and real-time analysis, though it requires robust integration efforts for secure deployment. 

4.1. Benefits and Integration with Blockchain 

Integrating voice authentication with blockchain enhances security and trust. While voice serves 
as the biometric layer, blockchain ensures data immutability, decentralized access control, and 
auditability. This combination addresses many  

The Parameters of Figure 3: 
SC – Summary Contact, RC – Registered Contact Administration, PPR – Patient Service Provider 

Administration challenges in healthcare security, such as unauthorized access, identity fraud, and 
data tampering. AI-enhanced voice systems are increasingly being used in secure infrastructures. 
When paired with blockchain, these systems not only verify identity but also maintain a tamper-
proof record of authentication events. For example, sensitive health data can be accessed only after a 
successful voice match, with all access attempts being logged immutably. Moreover, blockchain’s 
decentralized structure allows the system to operate without a single point of failure, significantly 
reducing the risk of insider threats or external attacks. 

 

Figure 3. Block Diagram of identity management system utilizing voice authentication. 

4.2. Key Components of the Integrated System 

The requirements of the system are met successfully according to a particular workflow:   
i. The voice enrolment stage deals with capturing voice samples reception and producing the 

necessary biometric templates, voiceprints. These templates are generated and safeguarded either on 
the blockchain or through secure off-chain storage that is encrypted and associated with the 
blockchain.   

ii. Voice samples authentication. Standard authentication procedures check whether users utter 
a certain phrase. Incoming samples are matched against the voiceprint and the system outputs an 
authentication confirmation event on the blockchain.   

iii. Trustless endorsement of systems. Each performed voice authentication process output is 
stored as a transaction on the blockchain within a bounded verifiable audit trail needed to ensure 
accountability and traceability.   

Voice recovery

 utilizing 

an assist sensor

Biometric 

information 

gathering using an 

Generating a vocal 

template 

using artificial 

Voice templates are stored 

in databases and then used 

for verification by AI 
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iv. Restriction access via smart contracts: Access Management policies are implemented by way 
of smart contracts. They setup the rules including who and under which authentication are allowed 
to access certain data. Voice recognition system can be used to trigger specific operations and 
authorize certain information da estrelas exchanges.   

v. The immutable audit trail is enhanced regardless whether the authentication is successful or 
not. In addition serves compliance to scrutinize regulations for forensic investigation (actor disputes). 

4.3. Security Implications and Use Cases 

In healthcare environments, especially those transitioning into smart city infrastructures, digital 
access points must be rigorously protected. Voice authentication, combined with blockchain, allows 
for secure gateways to systems such as patient portals, diagnostic data, and remote monitoring tools. 

Potential use cases include: 
• Hospital record access control 

• Secure transmission of sensitive diagnostics 

• Voice-activated emergency alert systems 

• Access control for wearable or mobile health devices 

With the ability to detect anomalies (e.g., voice spoofing attempts or abnormal access patterns), 
AI-enhanced voice systems can further fortify system integrity. This approach also reduces reliance 
on vulnerable systems like passwords or smart cards. Phonation of vowels, noises, breathing noises, 
and counting numbers quickly and slowly are all examples of the voice samples that are collected. 
Further details included in the metadata include the following: gender, age, location, present health 
state, and comorbidities if any.  

The Figure 4: demonstrates that the epoch loss of the test data is less than that of the training 
data. The model is successfully generalizing to the testing data when the test and train lines converge 
toward the end of the graph [20]. The model's ability to adapt to new, unknown data and produce 
correct predictions is shown by this convergence. The fact that the test and train lines are in perfect 
alignment shows how reliable the model is and how useful it may be in the real world. We evaluated 
the speech recognition system's performance using a specific test dataset of one hundred audio files. 
In this dataset, there were ten audio files total, one for each of the ten speakers included in the training 
set. We evaluated the system's performance on this test dataset and found it to be 87% accurate. The 
system correctly identified 100 out of 103 audio files. 

0
0.5

1
1.5

2
2.5

3

0 5 10 15 20 25 30

Training data Test  Data

 

Figure 4. Epoch losses between train data and test data. 

 4.4 Performance Evaluation and Experimental Findings 

4.4.1. Accuracy in testing 

Testing specificity, accuracy, and sensitivity are the three metrics used to assess the performance 
of the developed voice authentication model. They are employs optimization algorithm by Jaya 
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honey badger for the training process of deep neural networks and reasoning aptitude from fuzzy 
inference systems (DNFN). The DNFN is trained by introduced optimization technique, named 
hybrid Honey Badger Optimization (JHBO) model for improving the detection performance shortly 
JHBO-based DNFN [21,22].  

The true positive and negative fractions of all audio samples, which are denoted as  

Ac =(ρt+ρf )/(ρt+ρf+σt+σf ) (1) 

ii) Sensitivity: The accurate categorization of voice authentication is assessed by sensitivity, 
which is defined by  

Se = ρf / ( ρf + σt ) (2) 

iii) Specificity: The formula for predicting the exact categorization of voice authentication, 
indicated as  

Sp=ρt/(ρt+σf) (3) 

we have ρt is represent as a true positive, ρf is true negative, σf stans for  false negative and  σt  is 
false positive.  

4.4.2. Machine Learning Optimization and Accuracy  

The voice authentication system was enhanced using a hybrid optimization method—Jaya 
Honey Badger Optimization (JHBO)—applied to a Deep Neuro-Fuzzy Network (DNFN). The JHBO 
algorithm improves the learning performance by fine-tuning the network's parameters for more 
accurate predictions. 

Test results using a dataset of 100 audio files (10 per speaker) showed that the system achieved 
an accuracy rate of 87%, correctly identifying 100 out of 103 audio samples. 

Experimental results from various iterations using JHBO-based DNFN are presented in Table 1 
and Figure 5, showing consistent improvements in accuracy, sensitivity, and specificity. 

4.4.3. Evaluation of Performance  

The performance study of proposed method with help of JHBO based DNFN is detailed in Table 
1 and Figure 5, using a variety of performance indicators and different training data.[23] Figure shows 
the results of analysing the accuracy of the JHBO-based DNFN that was developed using different 
iterations [24]. The creation JHBO based DNFN technique is achieved testing accuracy of 0.9757, 
0.9763, 0.9851, 1.014, and 1.0276 with iterations 25, 45, 65, 85, and 115, respectively, compared to 85% 
training data.  Figure 5: also shows the results of an investigation of the sensitivity of many iterations 
of a JHBO-based DNFN that was developed. With iterations 25, 45, 65, 85, and 115, the sensitivity of 
the proposed method is introduced by JHBO-based DNFN. The values are 0.975, 0.9873, 1.0105, 
1.0207, and 1.0215, respectively. Figure 5, shows the results of an investigation to developed JHBO 
based DNFN method across several iterations with respect to specificity. For iterations 25, 45, 65, 85, 
and 110, the specificity of the developed JHBO-based DNFN is 0.974, 0.985, 0.998, 1.067, and 1.020, 
respectively, when the training data is 85%. 
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Table 1. Performance across Iterations (JHBO-based DNFN). 

Iteration Accuracy Sensitivity Specificity 
25 0.9757 0.975 0.974 
45 0.9763 0.9873 0.985 
65 0.9851 1.0105 0.998 
85 1.014 1.0207 1.067 
115 1.0276 1.0215 1.020 

0.92

0.94

0.96

0.98

1

1.02

1.04

1.06

1.08

Accuracy Sensitivity Specificity

i/25 ii/45 iii/65 iv/85 v/115

 

Figure 5. Analysis of performance for proposed method using JHBO based DNFN accuracy, Specificity, and 
Sensitivity. 

4.4.4. Comparative Analysis with Existing Techniques  

To assessing the proposed approach's performance, the current voice authentication approaches 
are taken into consideration, including MFCC or Mel-frequency cepstral coefficients [25], HMM 
(Hidden Markov mode) [26], Gaussian Mixture Model (GMM) [27].  

In this part, we can see how different performance metrics were used to compare the designed 
JHBO driven DNFN with data (training) and k-fold values shown in table 2 and 3. Predicted from 
other method, a proposed method using DCNN kernel A DNFN K-fold fusion protein based on JHBO 
Verifying precision 0.9176, 0.9005, 0.8806, 0.8894.  A sensitivity of 0.8982, 0.8816, 0.8938, an alpha of 
0.9307 Findings with a high degree of certainty (0.9125, 0.8926, 0.9014, 0.9219) Information used for 
training Accuracy of testing: 0.8959, 0.8910, 0.8901, 0.9151 In terms of specificity, we have 0.902 0.8896 
0.8932 0.9182 and a sensitivity of 0.9123 0.8868 0.9001 0.9218.  
The performance measures and the designed proposed method using JHBO-based DNFN are 
compared in table 2. The results of a comparison study of JHBO-driven DNFN that were introduced 
for assessing accuracy with different values of k-fold. In terms of k-fold value, MFCC, HMM, and 
GMM all achieve testing accuracy of 0.8925, with MFCC coming in at 0.887, and the proposed JHBO-
based DNFN reaching 0.9054.  

A comparison of the sensitivity of JHBO-based DNFN with different k-fold values for k-fold 
value, MFCC, HMM, and GMM have sensitivity values of 0.8912, 0.878, and 0.8816, respectively; in 
contrast, created proposed method using JHBO-based DNFN has a sensitivity of 0.9085. 
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Table 2. Comparative Performance with Other Methods. 

Metric MFCC HMM GMM Proposed (JHBO-DNFN) 
Accuracy 0.8956 0.8910 0.8910 0.8979 
Sensitivity 0.885 0.8831 0.8813 0.9107 
Specificity 0.9164 0.8963 0.9031 0.9221 

In a k-fold analysis, the proposed method continued to show superior performance: 

Metric MFCC HMM GMM Proposed 
Accuracy 0.9176 0.9005 0.8806 0.9394 
Sensitivity 0.8982 0.8816 0.8938 0.9307 
Specificity 0.9125 0.8926 0.9014 0.9312 

5. New Patient's Record Is Added by the Provider via System Administration 
Using Proposed Method 

It makes sure that the system nodes can connect to pre - existing EMR systems. It interprets it as 
meaning that many nodes, mainly healthcare providers, already reliably operate databases on servers 
connected to the internet. Backend Library, Database Gatekeeper, Ethereum Client, and EMR 
Manager are the four components that our architecture presents.  

It can run these components on servers and combine them to form a distributed type of system 
that functions. An online user interface and integration with use of SQLite database are the hallmarks 
of prototype implementation of these components. The modular protocol, defined by proposed 
blockchain contracts to allows any provider's backend. The user interface is implemented to 
participate in the system.  

In this system, both providers and patient nodes contain the same fundamental components. 
Any desktop, laptop, or even a cell phone can run these components. They may use their local 
database, which is only one of several small database implementations. All the databases need to do 
is act as a temporary repository for the patients' medical records. If follow the steps in the node's 
summary contract, you can get missing data back from the network whenever you need it. The first 
is the backend library, which build to help the system run. It's a collection of tools that put together. 
The library hides the details of blockchain interactions by exposing a functional API. So, the record 
management apps and their user interfaces won't have to deal with the blockchain's complexities. 
Making sure the network confidently accepts every transaction is one such challenge. When it comes 
to mining and discarding transactions, the library takes care of the uncertainty automatically. When 
using an Ethereum client, the backend library may practice the protocol's low-level formatting and 
parsing. Details discuss how a new patents records added explain in [28].  
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Figure 6. Blockchain-Enabled EHR Management Process Flow. 

The proposed architecture integrates voiceprint-based access control and blockchain technology 
to manage Electronic Health Records (EHRs) securely and transparently. The system utilizes 
provider nodes, Ethereum smart contracts (via the MedRec framework), and a distributed ledger to 
facilitate secure interactions. The end-to-end process is outlined as follows: 
1. Record Initialization: 

A new patient record is created and updated within the local database by the EHR Manager at 
the provider node. This event triggers the initialization of a blockchain transaction. 
2. Smart Contract Association: 

The system resolves the appropriate blockchain address and identifies the corresponding smart 
contract (SC). A new Patient-Provider Relationship (PPR) is posted to the blockchain. The smart 
contract is then linked to the newly created PPR. 
3. Mining and Validation: 

The transaction is broadcast to the blockchain network, where it is processed and validated by a 
miner. Upon successful mining, the miner receives an incentive or bounty for contributing to the 
consensus mechanism. 
4. Smart Contract Update: 

post-validation, the smart contract is updated to reflect the new record association and access 
permissions, as specified in the PPR metadata. 
5. Notification Dispatch: 

A notification is sent to relevant stakeholders or subsystems indicating the successful update of 
the EHR and its associated permissions on the blockchain. 
6. PPR Status Synchronization: 

The status of the PPR is updated within the smart contract to reflect its current state (e.g., 
pending, approved, or completed), ensuring consistent access control enforcement. 
7. Query Processing: 

When a provider node requires access to a patient’s health record, it initiates a query request. 
This request is sent to the blockchain network for verification. 
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8. Permission Verification: 

The MedRec service within the Ethereum client evaluates the query by verifying access 
permissions embedded in the smart contract. If access is authorized, the requested EHR data is 
retrieved and returned to the provider node. 
9. Database Update and Acknowledgment: 

Based on the query response, the EHR Manager updates the local database accordingly. The 
system then provides a final acknowledgment or rejection, depending on the outcome of the access 
verification and data retrieval process. 

This process ensures a decentralized, auditable, and secure mechanism for managing EHR 
access using blockchain technology while incorporating biometric voiceprint authentication for 
enhanced identity assurance and privacy control. 

6. Assessment and Development 

We shift to the use case scenario of patient support management in a smart city to describe the 
suggested architecture more clearly, as well as its integration with blockchain technology, and assess 
its viability and shown in Figure 4. Say there are three service providers engaged in a joint initiative 
for patient support management within the framework of our system. The to supervise the whole 
process and control the trash can sensors; Different groups are   responsible for the sensors and 
equipment that capture related data. Individual information may have more than one profile since it 
can engage in different services.  They are each regarded as their information within the system. 
Because the services' intelligent judgments are dependent on the huge amounts of data that are 
continuously gathered from the network resources, reliability and availability are crucial in this size 
of IoT application.  

Algorithm 1 Address verification 

  Input: Public Address (𝑃𝑃𝑃𝑃), User authorizations (𝑈𝑈A) (Optional) 

 Output: User Position (𝑈𝑈 P) (Existing, Not Existing) 

 Initialization 

 Connect to the Metamask wallet 

 Function Hash Address (PA): 

    return Hashed Address (𝐻𝐻𝐻𝐻) 

 Function Check Address Existence (HA): 

     if HA exists then 

           return Existing 

      else 

          return Not existing 

      end 

 User Status ← Check Address Existence (HA)) 

      if User Status is Existing then 
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         Redirect User to authentication page 

  else 

          return Prompt user to provide credentials 

          Initiate On boarding (PA, UC) 

   end 

 return user Status 
 

Algorithm 2 Template and ID generation 

  Input: Voice 

 Output: Encrypted ID, Encrypted Template 

 Initialization 

 Function Get Template(voice): 

   return Template 

 Function Encrypt (Template, Encryption Key): 

    return Encrypted Template 

 Function Generate ID (Encrypted Template): 

      return TemplateID 

 Function Hash Template (Template): 

       return Hashed Template 

 Function Store (Encrypted Template, TemplateID): 

       return receipt 

 Template ← Get Template(voice) 

    Encrypted Template ← Encrypt (Template, System Key) 

    TemplateID ← GenerateID (Encrypted Template) 

    Add Line ← Store (Encrypted Template, TemplateID) 

    Encrypted ID ← Encrypt (TemplateID, User Public Key) 

    Transaction ← Create Transaction (Encrypted ID) 

     receipt ← Submit Transaction (Transaction) 
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Algorithm 3 Account validation 

  Input: Hashed Address (HA), Encrypted ID (Enc ID) 

 Output: Account Validation Status 

 Initialization 

 𝑆𝑆𝑆𝑆1 =𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶1 

 𝑆𝑆𝑆𝑆2 =𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆 𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶𝐶2 𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 = 𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 

 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷 = 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷 

 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 = 𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃𝑃 

 Function Retrieve Encrypted Attributes (HA, EncID): 

    return SC1.GetAttributes(HA, EncID) 

 Function Decrypt Attributes (EncAtt, PrivKey): 

     return Decryptet Attributes 

 Function Validate Account (DecAtt): 

      if not SC2. Is Valid Account (DecAtt) then 

             Invalid 

       else 

           Valid 

        end 

 Function Assign Roles (HA, 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷): 

 roles ← SC. Determine Roles (HA, 𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷𝐷) 

 SC2.AssignRoles(DecAtt, roles) 

 return roles 

 EncAtt ← Retrieve Encrypted Attributes (HA, EncID) 

 DecAtt ← Decrypt Attributes (EncAtt, PrivKey) 

 Validation Status ← Validation Account (HA, DecAtt) 

 if Validation Status is invalid then 

 Invalid 

 else 

 Valid 
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 end 

 return Account validation Status 

 

Algorithm 4 Check user existence  

Input: Public address  

Output: Encrypted ID or Enrollment Redirect  

Initialization:  

Connect to MetaMask wallet  

Function Hash Address (address):  

return Hashed Address  

Function Check Address Existence (hashed Address):  

return SC1.Exists(hashed Address)  

Function Retrieve Encrypted ID (hashed Address):  

return SC1.GetEncryptedID(hashed Address)  

hashed Address ← Hash Address (Public address)  

if CheckAddressExistence (hashed Address) then  

encrypted ID ← Retrieve Encrypted ID (hashed Address)  

return encrypted ID  

else  

Redirect user to enrollment page  

return Enrollment Redirect  

end 

 

Algorithm 5: Request encrypted template creation  

Input: Voice input (𝑉𝑉 𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜𝑜)  

Output: Encrypted template (𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒)  

Initialization  

Function Extract Voice Features (voice Input):  

return Voice Features  
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Function Create Voice Template(features):  

return Voice Template  

Function Encrypt Template (Template, Enc Key):  

return Enc Template  

Voice Features ← Extract Voice Features (voice Input)  

Template ← Create Voice Template (Voice Features)  

Enc Template ← Encrypt Template (Template, Enc Key)  

Send To Interface (Enc Template)  

return Enc Template 

 

Algorithm 6 Similarity Calculation  

Input: Voice sample (VS), Hashed Address  

Output: Encrypted Similarity Value 𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸  

Initialization  

𝑃𝑃 𝑘𝑘 = 𝑃𝑃 𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢𝑢  

𝑆𝑆𝑆𝑆 = 𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆𝑆  

𝑅𝑅𝑅𝑅 = 𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅𝑅 𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒  

𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 = 𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒  

𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 = 𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒𝑒  

Function Generate Homomorphic Keys ():  

return (𝑝𝑝𝑝𝑝, 𝑠𝑠𝑠𝑠)  

Function Extract Voice Features (VS):  

return Voice Features  

Function Create Request Template (Voice Features):  

return Request Template (RT)  

Function Encrypt Template (RT, pk):  

return Encrypted Request Template (𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 𝑅𝑅𝑅𝑅𝑅𝑅)  

Function Retrieve Encrypted Template (Hashed Address):  

return Encrypted Template (Enc T)  
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Function Calculate Similarity (𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸, Enc T, pk):  

return 𝐸𝐸𝐸𝐸𝐸𝐸 (𝑆𝑆𝑆𝑆)  

(𝑝𝑝𝑝𝑝, 𝑠𝑠𝑠𝑠) ← Generate Homomorphic Keys ()  

Voice Features ← Extract Voice Features (VS)  

RT ← Create Request Template (Voice Features)  

𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 ← Encrypt Template (RT, pk)  

𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸 ← Retrieve Encrypted Template (Hashed Address)  

𝐸𝐸𝐸𝐸𝐸𝐸(𝑆𝑆𝑆𝑆) ← Calculate Similarity (Enc T, 𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸, pk)  

Trigger Smart Contract (𝐸𝐸𝐸𝐸𝐸𝐸(𝑆𝑆𝑆𝑆), Hashed Address)  

return 𝐸𝐸𝐸𝐸𝐸𝐸 (𝑆𝑆𝑆𝑆) 

 

Algorithm 7 Access request response  

Input: Similarity value (𝑆𝑆𝑆𝑆), Threshold (𝑇𝑇 ℎ)  

Output: Decision making (𝐷𝐷)  

Initialization  

𝐷𝐷 ← Null  

Decision making  

if 𝑆𝑆𝑆𝑆 ≥ 𝑇𝑇 ℎ then  

𝐷𝐷 ← ‘‘Access granted’’  

SendRequestToSmartContract2()  

else  

𝐷𝐷 ← ‘‘Access diened’’  

Prompt User Reconnection ()  

end  

return 

 

Algorithm 8 Enhanced Access Token Generation  

Input: Encrypted attributes (𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸𝐸), User ID (UID)  

Output: Access token  
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Initialization  

Function Decrypt Attributes (Enc Att, User Key):  

return Attributes  

Function Check Policy (Attributes, UID):  

return Policy Result  

Function Generate Access Token (Attributes, Policy Result, UID):  

return Token  

Attributes ← Decrypt Attributes (Enc Att, User Key)  

Policy Result ← Check Policy (Attributes, User ID)  

if policy Result .Is Authorized () then  

Token Payload ← Generate Access Token (Attributes, policy Re 

sult, User ID)  

Token ← JWT. Sign (Token Payload, Secret Key)  

Send To User (access Token)  

return access Token  

else  

return Access Denied  

end 

 

Algorithm 9: Secured sharing of patient data at Smart contract 

// Smart contract definition 

contract Secured Patient Data Sharing { 

    // Data structure to represent patient data 

    struct Patient Data { 

        bytes encrypted Data; 

        mapping (address => bool) access Allowed; 

        uint256 expiration Date; 

    } 

    // Mapping to store patient data 
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    mapping (address => Patient Data) private patient Data Map; 

    // Modifier to check if the sender is the data owner 

    modifier only Data Owner () { 

        require (msg. sender == data Owner, "Access denied: Not the data owner"); 

           } 

    // Data owner address 

    address private data Owner; 

    // Event to log data access events 

    event Data Access (address indexed data Consumer, bytes accessed Data); 

    // Contract initialization 

    constructor () { 

        data Owner = msg. sender; 

    } 

    // Function for data registration 

    function register Data (bytes memory encrypted Data, uint256 expiration Date) 

public only Data Owner { 

        require (encrypted Data. Length > 0, "Data cannot be empty"); 

        patient Data Map [msg. sender]. encrypted Data = encrypted Data; 

        patient Data Map [msg. sender]. expiration Date = expiration Date; 

    } 

    // Function to share data with specific addresses 

    function share Data (address [] memory data Consumers) public only Data Owner 

{ 

        require (data Consumers. Length > 0, "At least one data consumer address 

is required"); 

        for (unit i = 0; i< data Consumers. Length; i++) { 

            patient Data Map [msg. sender]. access Allowed [data Consumers[i]] = 

true; 

        } 
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    } 

    // Function to revoke data access from specific addresses 

    function revoke Data Access (address [] memory data Consumers) public only 

Data Owner { 

        for (unit i = 0; i< data Consumers. Length; i++) { 

            patient Data Map [msg. sender]. access Allowed [data Consumers[i]] = 

false; 

        } 

    } 

    // Function to access shared data 

    function access Data () public { 

        require (patient Data Map [msg. sender]. access Allowed [msg. sender], 

"Access denied: Not authorized to access data"); 

        require (block. Timestamp <= patient Data Map [msg. sender]. expiration 

Date, "Access denied: Data expired"); 

        emit Data Access (msg. sender, patient Data Map [msg. sender]. encrypted 

Data); 

    } 

} 

 

6.1. System Prototype Implementation with Blockchain and Voice Authentication 

To demonstrate the practical viability of the proposed model, a prototype was implemented and 
evaluated using a case study focused on heart health monitoring. The implementation integrates 
voice-based user authentication, high-frequency wireless data transmission, and blockchain-backed 
data integrity. 

The developed system architecture comprises several essential components: 
• Backend Library – Provides abstraction over blockchain interactions. 

• Database Gateway – Manages temporary patient data storage. 

• Ethereum Client – Facilitates blockchain transactions. 

• EMR Manager – Connects the system with existing Electronic Medical Record (EMR) databases. 

Each node—whether a healthcare provider or a patient—hosts a local version of these 
components. They can run on lightweight devices like laptops or smartphones, using SQLite or 
similar embedded databases to temporarily store records. The blockchain acts as the central ledger 
to verify and synchronize data across all nodes. Smart contracts are employed to enforce access 
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policies and automate permissions. The system interface is web-based, developed using Flask and 
JWT (JSON Web Token) libraries for secure user authentication and session control. This modular 
design allows seamless integration with any healthcare provider’s digital infrastructure. 

6.2. Environment for Experiments 

We evaluated our approach by simulating the use case scenario for waste management from the 
prior section. As an example, each business in the simulated group of three companies collaborating 
on distinct services was able to register genuine hardware as assets and create JSON Tokens that 
complied with the access control specifications. The results of our study are based on two distinct 
types of locally stored (offline) data; for the second, we use the huge chain-DB online test node stores, 
and for the initial, Docker technology is used. The experiment's multiple components use RESTful 
APIs to communicate data. We created our prototype employing the programming language Python, 
the FLASK micro-online structure, plus the JWT Crypto Libraries to evaluate the performance of our 
proposed access control strategy. The execution environment is a virtual computer operating Ubuntu 
with 8 GB of Memory and a single Intel Core i5-4510U 2.00 GHz CPU. Additionally, parallel 
registration and authentication requests were modelled using Apache JMeter. 

6. Results and Discussion 

To evaluate the practical performance of the proposed voice-authenticated blockchain 
healthcare system, a simulation environment was developed using Network Simulator 3 (NS-3). This 
platform was chosen due to its flexibility and the availability of libraries tailored for blockchain-based 
network configurations. The simulation replicated a vehicular communication network context, 
adapted for healthcare data transmission scenarios. 

The rate at which new transactions are uploaded to a blockchain is known as throughput. The 
calculation below may be used to calculate the average throughput. 

1
n∑i= 1

n Ai

Bci
 (4) 

Ai: is the total amount of operations for the ith trial, Bci: is the transaction dedicated time, and n 
is the total amount of trials conducted. 

The processing time, also known as latency, is the interval between when a transaction is 
submitted and when it is carried out. These steps are used to compute the latency (L). 

1
n∑i= 1

n Ai

Bc1
(Bci

− Bsi) (5) 

where: Bsi: When is the transaction deadline for the first trial, 
Throughput and latency data for the two blockchain systems (existing system and suggested 

technique) are compared. The estimated throughput for the existing and suggested systems were 
(17.6756 and 16.4736, respectively), based on Equation (4). These two findings demonstrated that the 
suggested system increased overhead by 3.806%. The latency values of the two systems—the 
proposed system and the existing system—were (0.00191 and 0.00471, respectively) based on 
Equation (5). The latency of the baseline and suggested systems was too low for comparison.  
i. Throughput Analysis: As illustrated in the simulation (Figure 6.14), the proposed system achieved higher 

throughput compared to PoW, DTC, and VBCA. This performance gain is attributed to the optimized 

consensus selection process and the use of stationary "leader" nodes that minimize wait times for block 

confirmation. While PBFT demonstrated competitive throughput due to its private network nature, it lacks 

the scalability and flexibility offered by the proposed hybrid system. 

ii. Transaction Delay Analysis: Figure 6.15 shows that the proposed model also significantly reduces 

transaction latency compared to PoW and DTC. This is because, unlike traditional blockchain 
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approaches that require network-wide agreement for every transaction, the system uses smart contracts 

and delegated verification to expedite processing. PBFT recorded the lowest delay among the 

comparison set, as expected from a permissioned network. However, our model balances lower latency 

with a broader, more scalable architecture. 

 

Figure 7. Throughput Analysis of Proposed EHR. 

 

Figure 8. Delay in transactions (transaction delay) proposed EHR. 

Table 3. Confusion matrix results for proposed method. 

  

Test Positive Negative Total 

Positive  TP = 44   FP = 1  TP+ FP = 45  

Negative   FN = 0   TN = 0   FN+ TN = 0  

Total TP+ FN = 44 FP+ TN 

= 1 N = 45  

Total TP+ FN = 44 FP+ 

TN = 1 N = 45  

Total TP+ FN = 44 FP+ TN 

= 1 N = 45  

Total TP+ FN = 44 FP+ 

TN = 1 N = 45  
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Table 4. Performance metrics results: Sensitivity, Specificity, FPR, FNR, FAR, FRR, and Accuracy. 

Metric Formula Value 

Sensitivity or True Positive Rate TPR = 𝑇𝑇𝑇𝑇 / (𝑇𝑇𝑇𝑇 + 𝐹𝐹𝐹𝐹) 0.97 

Specificity or True Negative Rate TNR = 𝑇𝑇𝑇𝑇 / (𝑇𝑇𝑇𝑇 +𝐹𝐹𝐹𝐹) 0 

False Positive Rate 𝐹𝐹 𝑃𝑃 𝑅𝑅 = 𝐹𝐹𝐹𝐹 /(𝐹𝐹𝐹𝐹 +𝑇𝑇𝑇𝑇 ) 1 

False Negative rate 𝐹𝐹 𝑁𝑁𝑁𝑁 = 𝐹𝐹𝐹𝐹 /(𝐹𝐹𝐹𝐹+𝑇𝑇𝑇𝑇 ) 0 

False Acceptance Rate FAR = 𝐹𝐹𝐹𝐹 /𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 𝑜𝑜𝑜𝑜 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 0.022 

False Rejection Rate FRR = 𝑇𝑇𝑇𝑇 /𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁𝑁 𝑜𝑜𝑜𝑜 𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴𝐴 0 

Accuracy (𝑇𝑇𝑇𝑇 +𝑇𝑇𝑇𝑇) /𝑁𝑁 97.78% 

8. System Implementation and Case Study: Heart Monitoring with Blockchain 
and Voice Authentication 

To display the practical feasibility of the proposed model, a prototype was applied and 
evaluated using a case study cantered on cardiac health monitoring. The implementation integrates 
voice-based user authentication, high-existing wireless data transmission and blockchain-supported 
data integrity. 

8.1. Prototype Implementation 

The developed system architecture comprises several essential components: 
• Backend Library – Provides abstraction over blockchain interactions. 

• Database Gateway – Manages temporary patient data storage. 

• Ethereum Client – Facilitates blockchain transactions. 

• EMR Manager – Connects the system with existing Electronic Medical Record (EMR) databases. 

Each node—whether a healthcare provider or a patient—hosts a local version of these 
components. They can run on lightweight devices like laptops or smartphones, using SQLite or 
similar embedded databases to temporarily store records. The blockchain acts as the central ledger 
to verify and synchronize data across all nodes. Smart contracts are employed to enforce access 
policies and automate permissions. The system interface is web-based, developed using Flask and 
JWT (JSON Web Token) libraries for secure user authentication and session control. This modular 
design allows seamless integration with any healthcare provider’s digital infrastructure. 

8.2. Case Study: Secure Heart Monitoring System in a Smart City Framework 

In case study scenarios, the system is used to develop a secure real- 
time cardiac monitoring solution. The goal is to continuously collect and transmit cardiac data, whil
e simultaneously using voice recognition to ensure data protection and patient authentication. To p
revent unauthorized access, check your identity regularly. 

Key System Components: 
o High-Frequency Wireless Communication: Supports rapid, encrypted transmission of sensor 

data over IoT networks. 
o Heart Monitoring Device: A wearable sensor collects real-time metrics such as heart rate and 

rhythm. 
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o Voice Authentication Module: Verifies the identity of the user periodically or at login to prevent 
unauthorized access. 

o Blockchain Network: Stores encrypted health data in a decentralized manner, ensuring tamper 
resistance. 

o Data Analysis Engine: Detects abnormalities and triggers alerts for critical conditions. 
o User Interface (UI): Provides access to health records for patients and medical professionals 

with role-based controls. 

8.3. System Workflow 

The operational flow of the heart monitoring system is as follows: 
o User Enrolments: A user registers via a mobile app and provides a voice sample, which is 

encrypted and stored on the blockchain. 
o Device Pairing: The wearable heart monitoring device is connected to a user’s smartphone using 

wireless protocols like Bluetooth. 
o Data Collection: The device gathers and transmits vital signs at defined intervals. 
o Voice Authentication Checkpoint: At predefined intervals or during sensitive operations, users 

must authenticate through voice input. 
o Secure Data Logging: Authenticated health data is encrypted and appended to the blockchain 

ledger, maintaining an immutable audit trail. 
o Health Data Analysis: AI-driven analysis tools evaluate the collected data to identify 

irregularities and suggest interventions if necessary. 
o User Interaction: Patients and clinicians access historical data, live metrics, and alerts through 

the application dashboard. 

8.4. Benefits of the Proposed System 

• Security: Combines voice biometrics and blockchain for dual-layered protection. 
• Data Integrity: Blockchain ensures that data remains tamper-proof and traceable. 
• Privacy Control: Patients retain ownership and control over who accesses their medical 

information. 
• Real-Time Monitoring: Continuous data collection allows early detection of cardiovascular 

issues. 
• Scalability: The system is built to handle a growing number of users and data without 

performance degradation. 
• User Experience: Intuitive interfaces and automated authentication simplify daily use for 

patients and providers. 
This case study validates the effectiveness of integrating modern technologies such as blockchain 

and voice authentication in a healthcare setting. It highlights not only the feasibility of real-time 
health monitoring but also the importance of maintaining trust, security, and usability in sensitive 
digital health ecosystems. 
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Figure 5. (a) Proposed model and working principle of Heart monitoring system (a lightweight jacket with 
attached sensor). (b) Block representation of Heart monitoring system 

10. Conclusion 

In this article, a voice authentication-based patient health information system linked with 
blockchain based secured healthcare system has been proposed. Voice authentication has several 
benefits over conventional forms of authentication like passwords or biometrics, It Enhances Security, 
User-Friendly Experience, Non-Intrusiveness, and Strong authentication are some of the main 
advantages of using voice authentication to secure electronic health records.  Finally, the voice 
authentication-based blockchain network shows enormous potential to secure and efficiently handle 
the healthcare ecosystem. The proposed combination provides robust security, user-friendliness, and 
regulatory compliance. Expanded use of high frequency wireless communication-based voice 
authentication of the healthcare records will be possible with continued investment in health care 
sector and continuous advancements in blockchain technology. In the ever-changing healthcare 
business, voice authentication with blockchain has great potential to be an essential tool for protecting 
patient information and maintaining the trust and privacy that are 
fundamental to contemporary healthcare system. 
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