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Abstract: Ensuring the security of vertical applications in fifth-generation (5G) mobile communication
systems and previous generations is crucial. These systems must prioritize maintaining the
confidentiality, integrity, and availability of services and data. Examples of vertical applications
include smart cities, smart transportation, public services, Industry 4.0, smart grids, smart health,
and smart agriculture. Each vertical application has specific security requirements and faces unique
threats within the mobile network environment. Thus, it is essential to implement comprehensive and
robust security measures. This approach helps minimize the attack surface and effectively manage
risks. This survey thoroughly examines mobile networks and their security challenges in vertical
applications, shedding light on associated threats and potential solutions. Our study considers the
interplay between security considerations in 5G, legacy networks, and vertical applications. We
emphasize the challenges, opportunities, and promising directions for future research in this field
and the importance of securing vertical applications in the evolving landscape of mobile technology.

Keywords: 5G; security; privacy; vertical applications

1. Introduction

Ensuring the Confidentiality, Integrity, and Availability (CIA) triad is pivotal for strengthening the
reliability of fifth-generation (5G) mobile communication systems and previous generations. However,
safeguarding the CIA triad within mobile networks introduces challenges [1]. These challenges are
further compounded by the diverse range of vertical applications, each requiring specific security and
privacy measures [2]. Various verticals, including smart cities, smart transportation, public services,
Industry 4.0, smart grids, smart health, and smart agriculture, showcase the extensive application
domains facilitated by 5G and previous generations [3].

Moreover, numerous technologies, including massive Multiple-Input/Multiple-Output (MIMO),
Multi-Access Edge Computing (MEC), Software Defined Networks (SDN), Network Function
Virtualization (NFV), and Network Slicing (NS), are relevant when incorporated into the architectural
framework of the latest generation of mobile networks [4]. These technologies offer essential attributes
for various applications, such as low latency, high reliability, extensive connectivity, and high-capacity
broadband capabilities. Understanding these systems’ potential threats and vulnerabilities becomes
essential as these technological infrastructures and components integrate with vertical applications.
Furthermore, it is crucial to apply new security paradigms to address the specific security challenges
in each scenario.

Security concerns in 5G are heightened due to the software-based nature of many components,
significantly expanding attack surfaces and necessitating robust cybersecurity measures. The dynamic
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nature of networks, facilitated by virtualization, enhances their flexibility and introduces potential
vulnerabilities. Attacks targeting these virtualized components can compromise the integrity of
the network. Consequently, cybersecurity has emerged as a critical priority for the successful and
secure implementation of 5G. Nevertheless, legacy network infrastructures will coexist with 5G
network infrastructure for many years [5], given the high costs of upgrading and replacing devices.
Vulnerabilities of legacy networks can be used as a backdoor to attack 5G networks [6].

1.1. Related Works

Research focusing on security and privacy is essential for instilling confidence in mobile networks
among various stakeholders, including industries, governments, and scientific communities. Khan
et al. [4] addressed general security and privacy concerns, emphasizing key 5G technologies such as
SDN, NFV, and NS. Sullivan et al. [7] provided a comprehensive overview of 5G security and the
technologies designed to ensure its robustness. Tanveer et al. [8] conducted an in-depth exploration
of the 5G network architecture, emphasizing crucial performance indicators compared to previous
and upcoming generations of cellular networks. Tang et al. [9] conducted a comprehensive review
of the novel features of 5G technology. Additionally, Khan and Martin [10] undertook a thorough
examination of the current state of sign-up/subscription privacy in 5G networks.

Varga et al. [11] addressed challenges and proposed solutions concerning integrating 5G
with industrial Internet of Things (IoT) applications. Wijethilaka and Liyanage [12] conducted a
comprehensive analysis of NS implementation in the context of IoT. Wazid et al. [13] provided
an in-depth exposition on the essential network and threat models required for the communication
environment in IoT-enabled systems. Sanchez-Gomez et al. [14] conducted a detailed analysis of critical
aspects of low-power wide area network security, emphasizing network access and the intersection of
5G and IoT.

Sharma et al. [15] conducted an extensive review focusing on securing industrial IoT devices and
contributing to developing security methods employed in 5G and blockchain environments. Zhang et
al. [16] presented a comprehensive summary of current end-to-end secure communication scenarios
and fundamental techniques. Liu et al. [17] conducted an extensive survey covering various aspects of
the security of 5G-IoT in the context of smart agriculture. Ahad et al. [18] discussed technology trends
and security considerations for 5G-loT-based smart health applications. Hui et al. [19] provided a
review of the applications of 5G-IoT in the context of smart grids, with a specific focus on security and
privacy.

Ogbodo et al. [20] analyzed the security aspects of 5G-enabled smart cities, specifically within
the context of 5G, low-power wide-area networks, and IoT. Hakak et al. [21] conducted a study on
smart vehicles in the context of 5G technology and security. Qiu et al. [22] briefly highlighted the
security requirements of 5G vertical applications such as smart manufacturing, smart traffic, smart
grid, and smart campus. Their primary focus, however, was on the three main 5G pillars, namely
Enhanced Mobile Broadband (eMBB), Ultra-Reliable Low Latency Communications (URLLC), and
massive Machine Type Communications (mMTC), along with a use case related to Industry 4.0. These
studies contribute valuable insights into the security considerations of 5G-enabled smart cities, smart
vehicles, and various vertical applications.

1.2. Contributions

The current literature does not provide a thorough survey that addresses the security and privacy
concerns associated with 5G, legacy mobile networks, and vertical applications. Current surveys
concentrate on individual technologies or a vertical rather than comprehensively analyzing the broader
security and privacy landscape.

Furthermore, our research builds upon and extends the discussions presented in prior studies,
notably the surveys conducted by Khan et al. [4] and Qiu et al. [22]. Consequently, the contributions
of our article can be summarized: (1) we explore the security aspects of legacy networks and vertical
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applications; (2) we explore the security aspects of 5G networks; (3) we fill a gap in the literature by
reviewing security aspects regarding various technologies and vertical applications; and (4) based on
our findings, we present attack scenarios and attack-defense trees for 5G vertical applications.

1.3. Outline of the Article

The remainder of this article is structured as follows. Section 2 discusses the security aspects of
legacy mobile networks, specifically in the context of vertical applications. Section 3 examines the
security aspects of 5G in vertical applications. Section 4 presents the challenges and potential solutions
concerning privacy in vertical applications. Section 5 outlines discussions and prospects for future
research. Finally, Section 6 offers a conclusive summary of the paper’s findings and contributions.

2. Security of Legacy Mobile Networks in Vertical Applications

2.1. Security of Vertical Applications in 2G

2G networks are based on Global System for Mobile Communications (GSM) technology and
are used in applications requiring broad signal coverage, low cost, and low data transmission. Some
usage scenarios of GSM networks include electronic security systems [23], remote monitoring of small
dynamic quantities [24], agriculture [25], healthcare [26,27], industry [28], and tracking [29].

The absence of security measures during the connection to fixed networks is an example of a
problem that makes communication and signaling traffic vulnerable. Moreover, the technology cannot
effectively detect and neutralize active attacks, such as identity theft, establishing fake base transceiver
stations, and eavesdropping [30].

Therefore, 2G network vulnerabilities put vertical applications at risk. Table 1 presents some
threats to 2G networks. For instance, attackers can exploit a relatively non-complex form of unilateral
authentication. The GSM network can enable operators to employ algorithms such as A3 and A8 [31].
However, extensive analysis has exposed numerous security vulnerabilities within the algorithm’s
design or implementation, compromising the confidentiality and integrity of the authentication process

[32].
Table 1. Some threats related to 2G networks.
Threats Description Vulnerabilities
Espionage and collection An attacker can eavesdrop on | Lack of encryption in certain
communication and collect | signaling messages.
information about the user’s

equipment, equipment capabilities
(supported encryption algorithms),

or signature.

Redirection, discarding, and creation An attacker can redirect, | Lack of mutual authentication
discard, or create | in the context of 2G; lack of
calls/messages/authentication encryption in certain signaling
vectors. messages; lack of integrity

in signaling messages in the
context of 2G; weak encryption
algorithms (e.g., A5/1); lack of
additional countermeasures for
weak encryption algorithms.

Lack of mutual authentication; lack
of encryption in certain signaling
messages; lack of integrity; weak
encryption algorithms (e.g., A5/1);
lack of additional countermeasures
for weak encryption algorithms.
An attacker can eavesdrop on | Weak encryption algorithms

An attacker can disable or detach
user equipment from the network.

Disabling or detaching user equipment

Eavesdropping with access or listening

communication and subsequently
access a message (SMS or packet) or
listen to a call.

(e.g., A5/1); lack of network
authentication by the user.
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These weaknesses can allow attackers to gain unauthorized access or manipulate authentication
mechanisms. Other examples of vulnerabilities include [33]: SIM card cloning, over-the-air cracking,
flaws in cryptographic algorithms, short-range protection, lack of client perceptibility, user anonymity
leakage, absence of integrity protection, and increased redundancy due to coding preference.

2.2. Security of Vertical Applications in 3G

Wideband Code Division Multiple Access (WCDMA), High-Speed Packet Access (HSPA), and
Evolved High-Speed Packet Access (HSPA+) are technologies that emerged in the 3G architecture.
Consequently, they provide enhanced data transmission capabilities [34]. Examples of applications
include smart home security [35], intelligent image monitoring system [36], water resource monitoring
system [37], telemedicine systems [38], remote control system for aerial vehicles [39], vehicle
monitoring system [40], bridge monitoring system [41], intelligent electrical workplace security
monitoring [42], video service [43], and streaming applications [44].

The growth of 3G networks has enabled a wide range of services, making security-related issues
more evident. With the transition to Internet Protocol (IP)-based services, a broader field of applications
emerged. However, security challenges also increased as using IP-based networks introduces threats
such as viruses and user information theft.

The Authentication and Key Agreement (AKA) protocol has been adopted for access security
in 3G networks. However, the techniques used in 3G networks have not been able to authenticate
securely, presenting several vulnerabilities. Table 2 presents examples of threats that can be observed
in 3G networks. For instance, mobile users are not authenticating in the Serving Network (SN) and not
authenticating between the SN and the home network in the wired network. This allows authentication
messages to be easily captured and modified during Man-in-the-Middle (MitM) attacks [45].

Table 2. Some threats to 3G networks.

Threats

Description

Vulnerabilities

Redirection, dropping, and injection

An attacker can redirect, drop, or
inject calls or messages (SMS or
packets).

Lack of integrity in user data
messages and certain signaling
messages.

Location retrieval

An attacker can retrieve the
subscriber’s location using the IMSI,
TMSI/GUTI, and optionally, the TAL

Lack of encryption in certain
signaling messages, i.e., RRC
connection and paging messages;
infrequent TMSI/GUTI allocation;
and allocation of IMSI instead of
TMSIL.

Inference mapping

An attacker can inferentially map
information between different
sources.

There is a lack of encryption in
certain RRC signaling messages,
pre-authentication traffic, and
infrequent TMSI/GUTI allocation.

Denial of Service and QoS degradation

attacks

An attacker can successfully perform
a DoS attack against the network
by impersonating a legitimate
user. This attack makes a network
resource unavailable, interfering or
temporarily / definitively disrupting
the service.

Lack of encryption in certain
RRC signaling messages; lack
of integrity in certain signaling
messages; weak encryption
algorithms (e.g., A5/1 or A5/2);
infrequent AKA allocation; and
infrequent TMSI/GUTI allocation.

2.3. Security of Vertical Applications in 4G

Long Term Evolution (LTE) technology has transformed mobile communications with its
capability to support multimedia content, nearly real-time communication, and internet connectivity.
Applications include remote system control [46], communication systems for drones [47,48], augmented
reality [49], high-definition live video streaming [50], telemedicine [51], and smart grid communications
[52].

The fully IP-based architecture of 4G networks and the new features introduced in this generation
have brought new security challenges. Table 3 presents some threats to 4G networks. Some
vulnerabilities from previous generations have been inherited by 4G networks. Attacks on data
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integrity, Denial of Service (DoS) attacks, unauthorized access, and location tracking are some of the

issues identified in networks based on LTE [53].

Table 3. Some threats to 4G networks.

Threats

Description

Vulnerabilities

DoS and QoS degradation attacks

An attacker can successfully launch
a DoS attack on the network by
impersonating a legitimate user.

Lack of encryption in certain
RRC signaling messages; lack
of integrity in certain signaling
messages; rare allocation of AKA;
and rare allocation of TMSI/GUTL

UE or base station impersonation

The 5G NR specifications also use an
RRC and NAS protocol architecture
very similar to LTE, and therefore,
an attacker can impersonate UE or
a base station, collect all broadcast
information, such as EARFCN, PCI,
ECGI of neighboring cells, and
thus impersonate authentic network
elements.

Traditional IMS servers designed
for VoIP do not validate the
subscriber identifier in received
call setup requests, allowing an
attacker to impersonate other
subscribers; IP address and SIP
header can be falsified due to lack
of protection mechanisms; lack of
sufficient control to authorize X2
interface establishment.

Forced network technology downgrading for
the user

An attacker can force the UE to
use a communication technology
older than 5G, downgrading the
communication security level.

Absence of protection mechanisms
in handover between different
generation networks; the
possibility of requesting UE
radio access capabilities before
RRC security configuration; the
Attach Request message is sent
unencrypted by the UE to the
network; UE registration process
is not interrupted even if integrity
verification fails at the MME.

3. Security of 5G Networks in Vertical Applications

3.1. 5G General Threats

Categorizing threats to 5G networks using the CIA triad can offer an overview of the general
challenges involved. We identified various threats during our survey, and the upcoming sections
highlight some of them.

3.1.1. Confidentiality

Table 4 presents some examples of confidentiality threats. For instance, relevant information can
be obtained passively by accessing and analyzing data transmitted in plaintext over the network. If
credentials or access keys are stolen, encryption algorithms are compromised, privilege escalation
is executed, lateral movement occurs, or an insider facilitates unauthorized access, confidential
information can be obtained actively.
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Table 4. Examples of threats to confidentiality in 5G networks.

Threats

Architectural Part Affected

Risks

Perform Unauthorized Access to
Confidential Data [54,55]

RAN, MEC, NG-CORE

Extortion, Data Privacy Violation Through
Misuse and Disclosure

Analyze Air Interface Traffic [56,57] RAN Theft of Access Credentials, User Identifiers,
and Location Parameters
Perform Data Leakage [58] MEC Personal, Corporate or Financial Damages

Extract Private Information of Other Users
Using a Shared Service in an
Unauthorized Manner [58]

MEC, NG-CORE

Information Disclosure

Eavesdrop Messages to Legitimize Users [59] | RAN Identity Forgery

Sniffing the Physical Broadcast Channel | RAN Collection of Base Station and User
(PBCH) [60] Equipment Information

Unauthorized Access to Home Subscriber .

Server to Steal User Parameters [61] NG-CORE Identity Forgery

Use Software to Compromise Encryption

Algorithms (ex. compromise the RAN, MEC, NG-CORE Exposure of Critical Information

advanced encryption standard) [61]

Use Application Instance to Intercept Traffic MEC Leakage or Loss of Information

Flows or Perform Black Holes [62]

Intercept a Key [63]

RAN, NG-CORE

Exposure of Critical Information

Identify a Subscriber’s Identity [63]

RAN, NG-CORE

Identity Forgery

Track a Subscriber’s Location [63]

RAN, NG-CORE

Information Disclosure

3.1.2. Integrity

Table 5 presents some examples of integrity threats. For instance, false synchronization signal
transmissions threaten the 5G Radio Access Network (RAN), which is used to gather critical
information and disrupt the proper functioning of communication services. The Quality of Service
*(QoS) in 5G networks can be degraded, and harmful actions can be carried out on the systems, altering
traffic, data, or controller functions.

Table 5. Examples of threats to integrity in 5G networks.

Threats

Architectural Part Affected

Risks

Maliciously Use Legitimate Access to the
Orchestrator [58]

RAN, MEC, NG-CORE

Manipulate the Configuration and Run a
Compromised Network Function

Tampering of Data [54]

RAN, MEC, NG-CORE

Create Network Congestion for Performance
Degradation

Modify Traffic [64]

RAN, MEC, NG-CORE

Create Network Congestion for Performance
Degradation

Change Network Elements Configuration

Route Switching, Packet Dropping, and Data

Using the Management Interface [58] RAN Inteception

gransrmt False Primary Synchrom'zat%on Getting UEs Information and Network
ignal (PSS) and Secondary Synchronization | RAN Confisuration Parameters

Signal (SSS) [60] g

Spoofing the Physical Broadcast Channel RAN Misconfiguration —of Parameters for

(PBCH) [60] Establishing Communication on the Channel

Spoof the Physical Random Access Channel RAN Pejudicate the Transport of Random Access

(PRACH) [60]

Preamble from the UE to the gNB

Reprogram or Attack Controller Functions
[61]

RAN, MEC, NG-CORE

Malfunctioning or Unavailability of Services

Overloading of Services, Interruption or

Send Forged or Spoofed Traffic Streams [65] | UE, MEC Malfunctioning of Applications

Calculate Valid session Keys to Reproduce Breach of confidentiality, Forgery or
NG-CORE .

the Same Message [66] Impersonation

Take Advantage of a Fake or Unauthorized MEC Packet hijacking,  Information theft,

MEC Gateway [67]

Application Malfunctioning

Spoof DNS Servers and IP Addresses to
Spread Viruses [68]

UE, RAN, MEC, NG-CORE

Malicious Code Installation, Host Hijacking,
Network Device Infection

3.1.3. Availability

Table 6 presents some examples of availability threats. For instance, an attacker may choose one
or several architectural components to form their network exploitation strategy. Malicious actions,
whether known or unknown, may be carried out with the intent to conduct DoS, function degradation
or interruption, and hijacking applications or devices to alter configurations and introduce malicious

code.
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Table 6. Examples of threats to availability in 5G networks.
Threats Architectural Part Affected Risks
. . Inject Malicious Code, Infect Devices with

Take Advantage of Malicious Insiders RAN, MEC, NG-CORE Malware, and Intentional Misconfigurations
Attacks [58] .

of Devices
Perform Resource Exhaustion [13] RAN Generate Destructive Interference

Unavailability of Critical Parts of the System
Make Services Unavailable [67] RAN, NG-CORE Can Interrupt the Entire Service of a

Coverage Area

Unavailable or Scarce Resources for
Legitimate Applications or Devices
Misconfigurations, Malicious Code or
Instance of Application

Block the Physical Broadcast Channel
(PBCH), Block the Physical Downlink

Perform Attacks for Resource Shortages [58] | RAN

Use North and South Boundary Interfaces to

Attack the SDN Controller [58] RAN, MEC, NG-CORE

Communication Channels Attacks [59,60] RAN Control Channel (PDCCH), and Block
Uplink or Downlink Signal (Data Plane)

Use Application Instance to Perform Black | MEC Redirect or Interrupt Data Traffic

Holes [60]

Attack Open Edge APIs [67] MEC Disable or Impair Services that Need Edge

Processing for Low Latency
Reduced Battery Life, Shutdown of Devices
with Only the Battery as Power Source,

Disable IoT Device Power Saving Abilities

[68] UE Overheating Can Lead to Poor Device
Performance

Partial or total interruption of the network,

. a Single Fragile Part in the Security of

Attack the Weakest Link of Heterogeneous | p s\ \EC, NG-CORE the System Can Impact the Rest of the

5G Networks [50] Architecture that a Priori Would Be Well

Protected

3.2. 5G Vertical Applications Threats

Any attack compromising the network’s CIA can impact the vertical applications the network
supports. Figure 1 synthesizes examples of threat scenarios in some vertical applications. The scenarios
for Industry 4.0 (I), Smart Cities (C), Public Services (P), Smart Grids (G), Intelligent Transportation (T),
Smart Health (H), and Smart Agriculture (A) depict potential threats (red image of the attacker) with
their respective identifiers. The red light represents compromised air interface communications, active
or passive, depending on the related threat. The gray light indicates service unavailability for the user
equipment in service. The blue light indicates that channel security is preserved, but internal threats
may still exist in the equipment or applications.

Concerning Figure 1, in the context of smart transportation, the Road Side Unit (RSU) is a
device that collects, processes, and transmits traffic, safety, and vehicle management information [69].
Multi-Access Edge Computing (MEC), Centralized Unit (CU), and Distributed Unit (DU) refer to 5G
network architecture elements.

3.3. Security in Smart Cities

In the context of smart cities [70-72], concepts such as smart homes and buildings and smart
infrastructure and mobility are considered. Privacy is one of the most relevant challenges in smart
cities, as devices constantly capture users’ voices, locations, and behavior.

For instance, this vertical is subject to espionage, DoS, MiTM, side-channel attacks, phishing,
and spoofing attacks. To mitigate these attacks, it is necessary to establish a secure environment for
processing private data, using appropriate encryption models, and implementing suitable policies for
access authentication and data transfer [73].
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I: Industry 4.0 T: Smart Transportation
® 11: Man-in-the-Middle ® T1: Sniffing
unauthorized access to factory resources o monitoring and analyzing network traffic
 12: Spoofing ® T2: Eavesdropping
undesired device connection to a factory network location spying by malicious vehicle
® 13: Denial of Service ® T3: Denial of Service
unavailability of industrial equipment disruption of self-driving services by massive requests
o 14: Backdoor  T4: Spoofing
unauthorized access to factory resources while transferring between security domains data packages spoofing
C: Smart Cities H: Smart Health
* C1: Man-in-the-Middle ® H1: Leakage
capturing and modifying drone commands leaking of confidential data
* C2: Eavesdropping * H2: Denial of Service
location spying disruption of health services (e.g, remote surgeries)
® C3: Denial of Service * H3: Unavailability
disruption of survelllance services compromising the availability of data to affect patient care
* C4: Spoofing )
data packages spoofing A: Smart Agriculture
N : * A1: Tampering
P: Public Services apEnng with Sgledtiral Sarears
* P1: Leakage * A2: Intrusion
leaking operational information on the capabilities of public safety actors accessing agricultural systems
® P2: Spoofing * A3: Spoofing
reporting false GPS data to violate no-flying zone regulation falsifying data to interrupt the operation of agricultural systems
 P3: Denial of Service © A4: Denial of Service
disruption of public safety services disruption of availability of positioning/climate data.
® P4: Session Hijackin,
attacking MEC nodes and stealing tactical information
. RSU: Road Side Unit — Represents compromised air
G: Smart Grids interface communications
A MEC: Multi-Access Edge Computing
* GI: Eavesdroppmg Indicates that channel security is
Smart Energy Meter Spying CU: Centralized Unit preserved
® G2: Injection Attacks
unbalancing the power load to provide misleading information to edge entities DU: Distributed Unit w— |ndicates service unavailability for
o G3: Physical Attacks the user equipment in service
connecting to the data plane gateway to perform physical attacks on the power grid

Figure 1. Examples of threat scenarios in 5G vertical applications.

3.3.1. Example of a Smart City Attack Scenario

An attacker can use a network of zombie devices or Software Defined Radio (SDR) to simulate
many different devices and initiate mass Radio Resource Control (RRC) connection requests. These
requests can overwhelm the radio resources of the base station, causing drones used for logistics to lose
their communication channel and become adrift. Many infected drones or SDR devices are required to
conduct these malicious actions.

Vulnerabilities can result from infected devices with malicious code or inherent system
weaknesses, which may stem from the lack of periodic updates for the devices. Attackers can explore
the lack of encryption in specific signaling messages (e.g., RRC connection message) and integrity in
specific signaling messages in 3G, 4G, or 5G networks.

Figure 2 presents a sequence diagram depicting the interception, by an attacker, of message
exchanges for the configuration of malicious devices. We can observe that by triggering a large volume
of connection messages to the base station, the attacker exhausts the available radio resources on the
channel, causing legitimate devices to be unable to communicate with the network.

For example, consider a fleet of logistics drones that carry out deliveries in a large metropolitan
area. Another fleet from a different company got infected by a malicious update, introducing malicious
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code into the drones and turning them into zombie devices that form a network controlled by the

attacker.
UAV - elgNodeB

5G-NR REC connection setup

\Starts PDCCH decoding
for RA-RNTI

Preambl

Starts Sniffing of RRC
Connection Messages
PDCCH DCI Format 1_0 [RA-RNTI]—

Capture frequency
________ ortime domain - - === -
resource assignment

Random Access Response.
RRCSetupRequest. =

______ Random UE identity capture- - - = 3

PDCCH DCI Format 1_0 [C-RNTI]—

RRCSetup.

Captures important

Mass RRC Connection
Request Messages

««———RRC connection lost

Figure 2. Sequence diagram related to denial of service attack scenario for drones in smart cities.

By intercepting the RRC connection parameters in the middle, the attacker triggers commands to
their malicious network, altering device configurations and forcing them to send connection requests
to the gNodeB continuously. The attacker may also utilize SDR equipment to ensure scarce radio
resources. Once the gNodeB can no longer handle the many connection requests, legitimate drones
may have their requests left unanswered, resulting in a DoS and system unavailability for delivery
operations.

3.4. Security in Smart Transportation

The high mobility and rapid vehicular access make the communication environment in 5G
networks complex [74]. The 5G vehicular network access control supports heterogeneous technology
and, as a result, presents security risks, demanding a unified and real-time authentication scheme. The
network is also vulnerable to DoS attacks due to massive access devices. The 5G vehicular network
encounters challenges concerning confidentiality, integrity, availability, and authentication, making its
protection a significant challenge [75-82].

As the components of autonomous vehicles are limited in computational capacity, the protection
of vehicular networks demands an adaptable infrastructure to ensure passengers’ safety and vehicle
cybersecurity [83]. Since each vehicle type has distinct computational constraints, policy-based security
provides enhanced security to match these differences, ensuring each vehicle has appropriate protection
resources.
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3.4.1. Example of a Smart Transportation Attack Scenario

An attacker can monitor and analyze network traffic and steal sensitive vehicle information
(e.g., vehicle location and identity). The attacker monitors and analyzes network traffic on the air
interface, capturing message exchanges between a vehicle and the gNodeB, and stealing sensitive
vehicle information (e.g., vehicle location and identity). The location can be retrieved by obtaining
parameters such as the International Mobile Subscriber Identity (IMSI), Temporary Mobile Subscriber
Identity(TMSI)/Globally Unique Temporary Identity (GUTI), and Tracking Area Identity (TAI).

Vulnerabilities can result from incorrect equipment configuration, either accidental or malicious.
The lack of encryption in specific signaling messages (2G, 3G, 4G, and 5G), such as RRC connection
messages and Paging messages, can be exploited. Attackers can also explore weak encryption
algorithms (e.g., A5/1) and the lack of additional security countermeasures (e.g., random padding
and inclusion of International Mobile Equipment Identity (IMEI)). Other vulnerabilities include rare
allocation of TMSI/GUT]I, allocation of IMSI (instead of TMSI), and non-compliance with 3GPP
specifications due to lack of encryption in "security mode command" messages.

Figure 3 shows a sequence diagram illustrating the interception, by an attacker, of the message
exchange during the establishment of a 5G-New Radio (NR) RRC connection. By capturing the
RRCSetupComplete message, we can observe that the attacker gains access to the parameters required
to infer the user’s location.

For instance, consider an autonomous vehicle transporting high-value cargo (a critical business
system). If the network operator has incorrectly or insufficiently configured security settings in
commissioning their gNodeB, the attacker could capture the signaling exchange between the vehicle
and the gNodeB. By obtaining the relevant parameters, the attacker can infer the location of the cargo.
Moreover, this scenario could be related to secure critical systems, as undesired behaviors may harm

human beings (e.g., collisions).
Vehicle - elgNodeB

5G-NR RRC ¢onnection setup

Starts PDCCH decoding
for RA-RNTI

Starts Sniffing of RRC
Connection Messages ™~~~ ]

PDCCH DCI Format 1_0 [RA-RNTIH
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or time domain
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Random Access Response.

RRCSetupRequest

- - - -Random UE identity capture- - - 3

PDCCH DCI Format 1_0 [C-RNTI}—
RRCSetup.

Captures important
p P »l

Perform setup procedures

PDCCH DCI Format 0_0 [C-RNTI}—|
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]

request message

RRCSetupComplete
s

Request]

Captures NAS Registration Request =
{Registration type, 5G-GUTI,
~7  LastTAl Requested NSSAI, - %]
UE Capability, List of PDU Sessions}

Figure 3. Sequence diagram for a vehicle sensitive information capture attack.

3.5. Security in Public Services

Public service systems are commonly interconnected through private networks and entail high
maintenance costs. Public service networks must comply with 3GPP standards, utilizing tactical
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bubbles in a hybrid format with commercial networks. However, this exposes the network to challenges
concerning availability, reliability, and integrity [84-86].

3.5.1. Example of a Public Service Attack Scenario

An attacker can capture sufficient information to tamper with remote commands sent to a
surveillance drone, which may have weapons attached to its structure. This highly complex attack
requires the attacker to capture security configuration parameters. Once the attackers obtain the keys
and identifiers, they can conduct malicious actions to send false or altered commands to control the
drone or any of its resources.

Vulnerabilities can also result from incorrect equipment configurations, either accidental or
malicious. The lack of encryption in specific signaling messages (2G, 3G, 4G, and 5G), such as
RRC connection messages and Paging messages, can be exploited. The attacker can also exploit the
weak encryption algorithms (e.g., A5/1) and the lack of additional security countermeasures (e.g.,
random padding and IMEI inclusion). Other examples of vulnerabilities include rare TMSI/GUTI
allocation, allocation of IMSI instead of TMSI, non-compliance with 3GPP specifications due to the
lack of encryption in "security mode command" messages, and low control of information shared by
individuals involved in the network configuration or operation process.

Figure 4 presents a sequence diagram to illustrate the interception by an attacker of the message
exchange to perform the 5G RRC connection setup and Non-Access Stratum (NAS) authentication
and security. We can observe that the attacker, in possession of network security information, can
take actions to compromise data confidentiality and integrity that traverse the user plane, thereby
tampering with the data flow by removing, adding, or altering packets in the network.

For instance, consider a fleet of armed drones patrolling conflict zones and high-risk areas. An
attacker could capture airborne signalings to obtain connection setup parameters and, in conjunction
with information (security keys) obtained through malicious insiders who might have infiltrated the
operators or corporations responsible for network configuration and operation, gain access to the UPF
in the core. Subsequently, the attacker could implement malicious code within the function to tamper
with the data flow, enabling the transmission of adulterated commands to the drones. This could result
in actions such as firing weapons to harm innocent civilians (critical mission system).


https://doi.org/10.20944/preprints202312.1703.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 22 December 2023 doi:10.20944/preprints202312.1703.v1

12 of 36

Patrolling
e - A - -

RRC connection
request message

_____ Starts sniffing
RRC connection messages ™ ~ %]

Establishing the RRC
connection —

Finalizing the
RRC connection setup

NAS Registration
Request Message

Collects authentication
----- parameters and security - - - 3
algorithms used
NAS registration
completed |

Function data stream
poisoning

Uplink Dat:

P! downlink dat:

Figure 4. Sequence diagram related to the attack scenario of compromising and taking control of
patrolling drones.

3.6. Security in Industry 4.0

Industry 4.0, evolving with IoT technologies, utilizes 5G networks in industrial IoT applications
[87]. Moreover, Industry 4.0 is associated with security challenges in industrial cyber-physical systems,
as an attacker can exploit known cellular network vulnerabilities to carry out cyber-attacks and cause
damage to the industrial processes [88-90].

Industry 4.0 also leads to an increase in the use of private mobile networks [91]. This type
of network is one of the most important connectivity technologies in this context and, therefore,
should be among the services offered by Mobile Network Operators (MNOs). To ensure network
availability, privacy, and integrity, companies and MNOs must prioritize cybersecurity. The private
mobile network can be deployed in different architectures depending on corporate use cases, subject
to different security risks. The company and the MNO must work together to mitigate them [92].

3.6.1. Example of an Industry 4.0 Attack Scenario

An attacker can capture information about the cell on the air interface and use it to configure
a fake base station through which industrial equipment can be made unavailable by disabling or
isolating them from the network. A malicious base station captured IMSI (or GUTI), and Cell Radio
Network Temporary Identifier (C-RNTI) is required for devices to connect to the fake network.

Vulnerabilities can result from incorrect equipment configuration, whether accidental or malicious
or the use of radio resources causing destructive interference, forcing the network to downgrade. It
can exploit the lack of mutual authentication (2G), lack of encryption in specific signaling messages
(2G, 3G, 4G, and 5G) (i.e., RRC connection messages), lack of integrity (2G), lack of integrity in specific
signaling messages (3G, 4G, and 5G), weak encryption algorithms (i.e., A5/1), and lack of additional
countermeasures for weak encryption algorithms (i.e., padding randomization and inclusion of IMEI),
rare allocation of AKA (in comparison with the proposed frequency for AKA allocation).

Figure 5 presents a sequence diagram to represent the interception, by an attacker, of the message
exchange for the configuration of a fake base station. We can observe that by capturing configuration
information about the cell, such as the C-RNTI message, the attacker gains access to the necessary
parameters for creating the fake base station.
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For instance, consider a set of industrial equipment operating on a production line. An attacker
could employ a fake base station and provide a signal with a higher power to the industrial devices.
Since attackers can capture the cell configuration parameters, when correctly set up, the equipment
can detect this fake base station as legitimate.

However, upon connecting to this higher-power signal, which is expected to deliver a better QoS,
the devices become inaccessible, as they need access to the core network and, consequently, need a
data plan. Therefore, the industry could not send new commands or collect crucial plant data for
control actions, leading to paralysis or reduced production line performance and financial losses (given
that these are critical business systems).
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Figure 5. Sequence diagram related to Industry 4.0 equipment unavailability attack scenario.
3.7. Security in Smart Grid

Using 5G networks can benefit the requirements present in the services of power grids [93].
However, many security challenges exist [94,95]. Applying 5G resources in power grids introduces
new threats due to the integration of multiple heterogeneous wireless networks, more open network
installations, and service providers with different levels of trust. Additionally, network devices have
limited computational resources, making security protection difficult. In the case of an attack at the
edge, for example, the attacker may gain access to the core and perform data leakage and DoS attacks
[95].

3.7.1. Example of a Smart Grid Attack Scenario

An attacker can intercept uplink data from the smart energy meter and tamper with it,
retransmitting it to provide the utility company with fake information about the load consumption.
This is a highly complex attack, as the attacker needs to capture security configuration parameters.
Once attackers obtain these keys and identifiers, they can conduct malicious actions to send false or
tampered information to the electric system operator.
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As for the previous scenarios, vulnerabilities can result from incorrect equipment configuration.
Lack of encryption in specific signaling messages (2G, 3G, 4G, and 5G), such as RRC connection
messages and Paging messages, can be exploited. Attackers can exploit weak encryption algorithms
(e.g., A5/1) and the lack of additional security countermeasures (e.g., random padding and IMEI
inclusion). Other examples of vulnerabilities include infrequent allocation of TMSI/GUTI, allocation
of IMSI instead of TMSI, non-compliance with 3GPP specifications due to the lack of encryption in
"security mode command" messages, and insufficient control over information shared by individuals
involved in the network configuration or operation process.

Figure 6 depicts a sequence diagram to represent the interception, by an attacker, of the message
exchange for the 5G RRC connection setup and NAS authentication and security configuration. We can
observe that the attacker, possessing network security information, can perform actions to breach the
confidentiality and integrity of data transmitted in the user plane, enabling the attacker to impersonate
the legitimate user and manipulate the data flow by removing, adding, or tampering with packets in
the network.

For example, consider a smart meter installed in a high-end residence. After capturing the
parameters, the attacker, with the help of security keys from SIM cards purchased from employees
with elevated access credentials within the service providers, can transmit tampered data to the
energy utility company, indicating a consumption much lower than what the actual consumer unit is
performing.

This attack can cause significant financial losses for the distributor if carried out in many residences
(a critical business system). In another scenario, the attacker could infer the occupants’ behavior with
access to the household’s consumption data, potentially mapping the moments when the property is
most vulnerable to invasions and theft of targeted assets.
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NAS registration
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Figure 6. Sequence diagram related to the attack scenario of compromising smart meter reading data
collection.

3.8. Security in Smart Health

The advent of 5G networks can support smart health in aspects such as hospital asset management,
remote health data monitoring, and medication control [96]. The architecture of e-Health applications
[97], for example, includes sensors on the human body, communication networks, and services


https://doi.org/10.20944/preprints202312.1703.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 22 December 2023 doi:10.20944/preprints202312.1703.v1

15 of 36

associated with medical service providers. Therefore, sensitive data can be exposed to various attacks
[98,99]. For instance, data breaches, interference, availability attacks, unauthorized access, DoS attacks,
social engineering, phishing, and malware attacks can occur.

Therefore, ensuring the security and privacy of medical applications is essential [73,100]. To
protect this type of application, solutions proposed in the literature address, for example, authentication
and authorization, using encryption and redundancy to ensure availability and secure communication
between hospitals, medical personnel, and patients [73].

3.8.1. Example of a Smart Health Attack Scenario

An attacker can emit a signal that causes destructive interference, disrupting or degrading the
connection of a medical device during a hospital procedure. An attacker requires a jamming device to
carry out this attack. The capture of information about the configuration of the 5G RRC connection can
assist in adjusting the malicious equipment, making it no longer necessary to radiate the signal over a
wide range and increasing the damage in the specific irradiated frequency band due to the provision
of power in the equipment.

The vulnerability exploited in this attack is inherent to the communication channel used, as the
air interface remains inevitably exposed and widely accessible. Figure 7 presents a sequence diagram
to represent the interception, by an attacker, of the message exchange to capture parameters about the
5G RRC connection.
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Figure 7. Sequence diagram related to the healthcare disruption attack scenario.

We can observe that the attacker, armed with the captured information, configures the jamming
device and initiates signal radiation, causing connection loss or deterioration of service quality. To
continue operating the device, it may seek a connection with a more distant gNodeB operating in
a different frequency band from the degraded one. However, due to the greater distance between
the equipment and the base station, attackers can use a modulation level with fewer symbols. This
procedure will worsen service quality to levels that may render healthcare service provision impossible.

For example, one can envision a surgery scenario where a physician remotely controls a surgical
robot. Upon capturing the RRC connection configuration parameters, the attacker adjusts the jamming
equipment to the operating frequency band of the hospital device.
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Subsequently, the attacker initiates the signal radiation that will cause destructive interference
in the 5G network signal. The robot will lose communication with the network and may attempt to
connect to another base station farther away, operating on a different channel. However, the increased
distance will result in the use of a modulation level with fewer symbols, leading to a deterioration in
service quality. Consequently, the quality of service may become insufficient for providing a service like
surgery, which relies on low latency for the surgical equipment to respond quickly and for procedure
images to reach the physician in near real-time (a safety-critical system).

3.9. Security in Smart Agriculture

The evolution of agricultural applications in the context of smart agriculture necessitates using
technologies such as edge computing, augmented reality, and artificial intelligence [101]. Various
network requirements are considered when considering the different types of applications, including
latency, data processing, and transmission type. By supporting different types of radio connections,
agricultural systems present vulnerabilities related to licensed radio spectrum standards (2G, LTE, and
eMTC), as well as threats found in IoT devices when using unlicensed spectrums (Wi-Fi, LoRa, and
SIGFOX).

Furthermore, attackers can conduct DoS attacks by infected devices or external devices attempting
unauthorized access. In general, attacks threatening systems in this vertical are related to IoT system
vulnerabilities and can be categorized into data attacks, network and equipment attacks, and supply
chain attacks [73].

3.9.1. Example of a Smart Agriculture Attack Scenario

An attacker can capture enough information to tamper with remote commands sent to a fleet of
autonomous harvesters, interrupting or delaying harvesting and damaging the machines or crops.
This results in significant financial losses.

This is a highly complex attack, as the attacker needs to capture security configuration parameters.
Once the attackers obtain these keys and identifiers, they can conduct malicious actions to send
false or tampered commands to control the harvesting machines. For this type of attack to occur,
specific vulnerabilities in the system are considered a premise. Vulnerabilities can result from incorrect
equipment configuration, whether accidental or malicious. Lack of encryption in specific signaling
messages (2G, 3G, 4G, and 5G), such as RRC connection messages and Paging messages, can be
exploited.

Weak encryption algorithms (e.g., A5/1) and the lack of additional security countermeasures (e.g.,
random padding and IMEI inclusion) are vulnerabilities. Other examples of vulnerabilities include
infrequent allocation of TMSI/GUT], allocation of IMSI instead of TMSI, non-compliance with 3GPP
specifications due to the lack of encryption in "security mode command" messages, and insufficient
control over information shared by individuals involved in the network configuration or operation
process.

Figure 8 presents a sequence diagram to represent the interception of the message exchange for
the 5G RRC connection setup and NAS authentication and security configuration. We can observe
that the attacker, armed with network security information, can carry out actions to breach the
confidentiality and integrity of data transmitted in the user plane, allowing them to intercept, read,
alter, and retransmit packets that will appear legitimate.
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Figure 8. Sequence diagram related to the compromise and take control attack scenario for
self-propelled harvesters.

For example, consider a fleet of autonomous harvesters operating in the field, monitored and
operated remotely through the 5G network. With the collected information from the air interface and
internal malicious actors within the network operators, an attacker can intercept the data sent to the
machines and maliciously retransmit commands. The harvesters can then misbehave and damage vast
areas of crops, resulting in losses for the harvest, which, depending on their magnitude, can influence
the availability of that crop in the market and alter its prices (a critical business system).

3.10. Security in Other Verticals

The existing threats may extend to other verticals, such as education and retail [102]. Smart
education is a relevant vertical for both the public and private sectors, which can positively impact
student learning [103]. In the context of education, immersive technologies like Augmented Reality
(AR) and Virtual Reality (VR) are also susceptible to attacks. For example, an attacker might gain
unauthorized access to and manipulate video streams used in AR applications. Moreover, AR and
VR applications are vulnerable to tampering, side-channel attacks, malicious code injections, and
hardware Trojans [94].

3.11. Attack-Defense Trees

3.11.1. Attack-Defense Tree for the Smart City Scenario

Figure 9 presents an attack-defense tree for the DDoS scenario in smart cities. We can observe that
there is a primary goal (Attack on the 5G Network) from which a primary sub-goal derives (DDoS
Attack on the Smart Cities Vertical). The subsequent nodes are divided into secondary sub-goals
(Logical Attack and Physical Attack). They are conjunctive refinements, implying that both conditions
must be fulfilled. Also, security and privacy solutions in smart cities [104] and DDoS prevention
strategies [105] are presented as countermeasures for the primary sub-goal. The logical attack must
be done by infecting the drones, which can be achieved through malicious firmware updates. The
countermeasure proposed is to verify the integrity and authenticity of updates.
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Figure 9. Attack-defense tree for the DDoS scenario in smart cities.

The physical attack will involve saturating the radio resources of the base station, which can
be countered by implementing mechanisms for security at the physical layer [106]. In the lack of
measures to mitigate vulnerabilities at the physical layer, two new conjunctive refinements can be
valid: capturing 5G RRC connection parameters and continuously firing RRC connection messages. It
is possible to address the second refinement by quickly limiting the responsiveness to repetitive RRC
connection requests. To carry out the parameter capture, the attacker must employ eavesdropping
techniques. It is possible to prevent this threat through specific security strategies [107], such as using
encrypted signaling messages. With the lack of measures against the continuous firing of messages, the
attacker may use a network of zombie drones or SDRs to flood the base station with RRC connection
requests. Attackers can employ a botnet detection and mitigation system to address these actions [108].
In the case of SDR, unauthorized devices can be identified and blocked.

3.11.2. Attack-Defense Tree for the Smart Transportation Scenario

Figure 10 presents an attack-defense tree for capturing confidential information in smart
transportation. This and the following trees use the same logic of Figure 9. A set of solutions
for physical layer security relates to this scenario [59,106,109-111]. We can observe that the capture
occurs through eavesdropping on the air interface. As a countermeasure to protect the air interface,
increasing the secrecy rate with the design of pre-coding and artificial noise transmission by the base
station is proposed [107].
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Figure 10. Attack-defense tree for the smart transportation confidential information capture scenario.

We also observe that the successful progress of the attack depends on the Improper Security
Configuration of the Base Station, enabling vulnerabilities such as transmitting permanent identifiers in
clear text. On the other hand, the User Equipment Localization attack will involve using the captured
parameters to infer the user’s location. For instance, one possible countermeasure for this attack is the
random selection of pre-coding schemes that provide the highest rates [112].

3.11.3. Attack-Defense Tree for the Public Service Scenario

Figure 11 presents an attack-defense tree for the scenario of compromising the control of patrolling
drones in public services. A set of solutions is presented to combat the capture of identifiers and keys,
replacing permanent identifiers with variable and temporary pseudonyms [113]. We can observe that
the capture occurs through eavesdropping on the air interface and information leakage by malicious
insiders within the network.

As a countermeasure to protect the air interface, increasing the secrecy rate with the design of
pre-coding and artificial noise transmission by the base station can be used [107]. Against the exposure
of confidential information, access control and action logging for non-repudiation, user behavior
analysis, and user-level and time-based access policies can be implemented [114].

On the other hand, the attack of Malicious Access to User Plane Function (UPF) will involve
using captured keys and identifiers to access the data flow and inject malicious code into the UPFE.
One possible countermeasure for this attack is using intelligent authentication through machine
learning [115] and cross-layer authentication protocol [116]. With the lack of measures to mitigate the
vulnerabilities mentioned above, data flow poisoning and takeover of patrolling drones may occur.
However, there are possible countermeasures [117].
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Figure 11. Attack-defense tree for the patrolling drone control compromise scenario.

3.11.4. Attack-Defense Tree for the Industry 4.0 Scenario

Figure 12 presents an example of an attack-defense tree for the scenario of disruption in industrial
service. We can observe the connection of the equipment to the fake base station. As an example
of a countermeasure, the use of an algorithm that monitors the equipment and verifies if they are
performing the expected function [118] is presented. With the lack of measures to mitigate the
vulnerabilities mentioned above, the attacker may cause the equipment to disconnect from the
legitimate network and halt the production line.
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Figure 12. Attack-defense tree for the industrial service outage scenario.
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3.11.5. Attack-Defense Tree for the Smart Grid Scenario

Figure 13 presents an attack-defense tree for the scenario of data tampering in smart grids. A
set of solutions is present in the literature to combat the capture of identifiers and keys, replacing
permanent identifiers with variable and temporary pseudonyms [113]. Afterward, we can observe that
the capture occurs through eavesdropping on the air interface and leakage of information by malicious
insiders within the network.
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Figure 13. Attack-defense tree for the data tampering scenario in smart grids.

As an example of a countermeasure to protect the air interface, increasing the secrecy rate with
pre-coding design and artificial noise transmission by the fake base station is presented [107]. Against
the exposure of confidential information, access control and action logging for non-repudiation, user
behavior analysis, and user-specific access policies in terms of level and time are presented [114].

The attack of transmitting adulterated data consists of using the captured keys to access
intercepted user plane data and retransmit modified information, which has the potential
countermeasure of using intelligent authentication through machine learning [115]. With the lack of
measures to mitigate the vulnerabilities mentioned above, modification of data sent by the smart meter
to feed the utility company with false or maliciously biased information may occur, with a potential
countermeasure being the use of blockchain to ensure message authenticity and integrity [119].

3.11.6. Attack-Defense Tree for the Smart Health Scenario

Figure 14 presents an attack-defense tree for smart health’s 5G network signal degradation
scenario. A set of solutions for physical layer security is presented [106]. Subsequently, we can observe
that the capture occurs through eavesdropping on the air interface.
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Figure 14. Attack-defense tree for the signal degradation scenario in smart health.
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As an example of countermeasure, increasing the secrecy rate through pre-coder design and
artificial noise transmission by the fake base station is presented [107]. The attack that causes loss of
connection or QoS degradation is carried out through Jamming, which can be mitigated by designing
a high-reliability beamforming transceiver. With the lack of measures to mitigate the mentioned
vulnerabilities, attackers could conduct signal radiation, causing destructive interference on the
legitimate network signal.

3.11.7. Attack-Defense Tree for the Smart Agriculture Scenario

Figure 15 presents an attack-defense tree for the scenario of command tampering in smart
agriculture. A set of solutions is presented to combat the capture of identifiers and keys, replacing
permanent identifiers with variable and temporary pseudonyms [113].
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Figure 15. Attack-defense tree for the smart agriculture command tampering scenario.

Afterward, we can observe that the capture occurs through eavesdropping on the air interface
and information leakage by malicious insiders within the network. A countermeasure to protect the
air interface is to increase the secrecy rate by designing a pre-coder and artificial noise transmission by
the fake base station [107]. To counter the exposure of confidential information, access control and
action logging can be implemented for non-repudiation, user behavior analysis, and user-specific
access policies based on level and time [114].

The attack of transmitting adulterated commands consists of using the captured keys to
access intercepted data from the user plane. In this case, one countermeasure is using intelligent
authentication through machine learning [115]. With the lack of measures to mitigate the mentioned
vulnerabilities, the attacker could conduct the modification of commands sent by the control center
and subsequent sending of malicious commands to the self-driving harvesters, with a possible
countermeasure being the use of blockchain to ensure authenticity and integrity of messages [119].
This solution was initially designed to address security issues in the smart transportation vertical.
However, given the similarities between attacks that adulterate data in transit in the network, the same
solution could apply to the smart agriculture scenario.

4. Other Concerns on the Privacy in Vertical Applications

4.1. Privacy in Vertical Applications Communications

This section discusses privacy based on communication, NS, and MEC. For communication, we
exemplify two application scenarios: vehicular networks and drones.
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4.1.1. Privacy of 5G Vehicular Networks

The most recurring threats mentioned in the literature are eavesdropping, MitM, impersonation,
collusion, identity disclosure, de-anonymization/re-identification, tracking, and inference. Li et al.
[120], for instance, presented some privacy preservation solutions, organizing them according to
different types and classifications of services. The solutions can address data privacy, identity privacy,
location privacy, and mobility privacy.

4.1.2. Privacy of 5G Drone Communications

In specific scenarios where drones are used as 5G base stations or relays, such as in public safety
situations, the data collected by these drones becomes a potential target. Intruders aim to extract
sensitive information from the drones. Similarly, intruders may attempt to compromise the drones and
control them for malicious purposes when drones are used for civilian monitoring and surveillance
purposes. This can pose serious threats, as compromised drones can be used as weapons to carry out
attacks against crowds. Moreover, compromised drones can exploit communications between devices
to eavesdrop on data acquired by other nearby drones.

4.2. Privacy in Network Slicing

The division of the network into distinct slices, each with appropriate isolation measures, is
essential to meet the privacy needs of various vertical applications [121]. By incorporating the necessary
NF to preserve privacy, allocating separate slices helps address the diverse privacy requirements of
different verticals. More robust authentication mechanisms and effective slice isolation techniques
restrict access from one slice to another, ensuring data confidentiality. The dynamic modification of the
NFV structure adds complexity to disrupting privacy-preserving mechanisms.

Compliance with specific privacy schemes adds another layer of complexity. Given the various
data protection regulations in different countries or regions, there may be conflicts of laws requiring
adherence to privacy frameworks tailored to the respective geographical context. These schemes are
essential to maintain data integrity and security during transmission [12]. One possible solution is to
modify settings within the slices, such as adjusting the arrangement of NF.

4.3. Privacy of Application Data in MEC

Regarding security and privacy protection from the MEC perspective, several solutions are
proposed in the literature to enhance network trust. In the work presented by Khan et al. [4], various
examples of solutions related to this relevant topic are discussed. In 5G networks, the mobile edge is
the point of access for users and services from the RAN, and it is also a point of vulnerability in terms
of security. Identified vulnerabilities and potential attacks can cause significant damage to the MEC
system.

5. Discussion and Future Research Directions

Downgrade attacks are noteworthy among the various threats targeting legacy and 5G networks.
In the event of a successful downgrade attack, it is essential to minimize the impact on network users.
Such concerns are particularly relevant for countries where the transition between legacy networks
and 5G occurs gradually. Government documents highlight the downgrade attack as a relevant threat
to national security. For instance, in a technical document [122], the United States Cybersecurity
and Infrastructure Security Agency (CISA), National Security Agency (NSA), and the Office of the
Director of National Intelligence presented the following scenario: (1) an attacker accesses a 5G small
cell near a government office, (2) the attacker configures the small cell to enable spoofing in the
context of 4G, (3) the attacker forces a downgrade in the 5G network to a vulnerable 4G configuration
(exploiting vulnerabilities in the Signaling System 7 (S57)) to gain access to information technology
and communication components used by government employees, and (4) the attacker can use the
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obtained information to access more secure networks and obtain confidential data. In addition to
governments, we propose that vertical industries thoroughly analyze comparable scenarios to mitigate
such cyber-attacks proactively.

Some studies analyzed in this extensive survey propose or verify strategies to prevent general
threats such as eavesdropping [107,123-126], DoS [127-129], EDo$S [130], scanning attacks [131], IMSI
catchers [113,132], spoofing attacks [133,134,134-136], resource depletion attacks (e.g., botnet attacks
[108,137]), jamming [138-140], localization attack [112], pilot contamination [141,142], pollution attacks
[143-145], false data injection [117], DDoS [105,146—-150], and DRDoS [151,152]. Other proposed
solutions address secure handover (e.g., for heterogeneous IoT networks [153]), enabling devices
to join domains with trust (e.g., using authentication frameworks [88,154,155] and protocols [156]).
Some studies concern the proposal of improved authentication/authorization [157-161], architectures
[162-167], lightweight security [168-172], security schemes (models or protocols) [58,62,173-175],
security platforms (or systems) [176-180], algorithms (or methods) [181-185], SDN/NFV-based core NS
[186], anomaly/threat detection [118,187-190], controlling NS access/use [191], ensuring NS isolation
[192], ensuring intra-slice security [193], ensuring security in D2D communications [64,194-198],
security based on blockchain [54,119,199-201], and testbeds for 5G experimentation [202-206].

Some proposed solutions focus on resource management considering the QoS, including security
[207]. Other solutions focus on security and privacy in 5G networks and vertical applications, such as
smart transportation [208], Industry 4.0 [209], smart cities [104], public services [168], smart grids [95],
smart agriculture [210], and smart health [211].

However, the literature lacks comprehensive discussions on threats and solutions for other vertical
applications, including education. For instance, this encompasses potential threats to the confidentiality
of students” historical records within the education system. Due to the unique requirements and
challenges introduced by vertical applications, generic security solutions may only partially align with
the specific needs of individual services for effectively mitigating distinct threats such verticals face.

Some surveyed papers also propose applying formal methods to enhance trust (regarding security)
in 5G networks (e.g., [210,212-215]). In this case, one of the challenges is the appropriate choice of
how to represent network components, specific components of application scenarios, potential attacks,
and mitigation strategies. Analyzing the security properties of specific solutions (e.g., protocols) is
a common and recognized activity within the community. However, when integrated with network
elements, the formal modeling and analysis of 5G application scenarios remain challenging in the field
[212]. As each vertical application has specific security threats, its characteristics should be considered
in formal security analyses of 5G networks.

Moreover, other surveyed papers propose applying machine learning techniques to detect
threats [216], as with intrusion detection systems. In this case, a relevant issue relates to trust in
5G systems based on artificial intelligence [68]. Applying formal methods is also an interesting
research opportunity to increase trust in these systems. However, several challenges are identified
when using formal methods, such as (1) the representation of traditional machine learning models
as part of 5G-enabled systems, (2) the representation of deep learning models as part of 5G-enabled
systems, and (3) the formal analysis of such models’ properties (including security).

6. Conclusion

This extensive survey included analyses of research papers, technical reports, technical
specifications, and white papers. Upon analyzing the documents, we observed that several
vulnerabilities, threats, and attacks highlighted in research papers are also emphasized as concerns by
industry, governments, and standardization institutions.

We categorized threats to vertical applications, such as smart cities and Industry 4.0. We defined
attack scenarios and attack-defense trees to provide a more in-depth discussion of some identified
threats. We highlighted the relevance of a set of threats and attacks based on our extensive survey. For
instance, DoS attacks are highly critical for all vertical applications discussed. We filled the gap in the


https://doi.org/10.20944/preprints202312.1703.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 22 December 2023 doi:10.20944/preprints202312.1703.v1

25 of 36

literature regarding comprehensive discussions on threats and solutions for other vertical applications,
including education.
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