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Abstract

The government's adoption of cloud computing is critical for digital transformation, but it faces
persistent concerns over information security, privacy, governance, and risk. This study examines
the factors influencing a government's intention to adopt cloud services, adapting the Unified Theory
of Acceptance and Use of Technology (UTAUT) with constructs tailored to the public sector. A cross-
sectional survey was conducted across 90 Nigerian government organisations, producing 230 valid
responses from IT professionals, administrators, and policy personnel. The statistical analysis of the
data was conducted using SPSS and structural equation modelling in AMOS. Validity and reliability
were confirmed through composite reliability, Cronbach’s alpha, and discriminant validity measures.
Findings show that privacy (3 = 0.11, p < 0.05), governance framework (B = 0.34, p < 0.001),
performance expectancy (f =0.38, p <0.001), and information security (3 =0.10, p < 0.05) significantly
influence government intention to adopt cloud services. Performance expectancy emerged as the
strongest predictor. Contrary to expectations, perceived risk did not significantly moderate the
relationships, and interaction terms were non-significant. The final model explained 45% of the
variance in adoption intention (R? = 0.45). The study highlights the importance of strengthening
governance frameworks, emphasising tangible performance outcomes, and positioning information
security and privacy as an enabler of adoption rather than a barrier. By adapting UTAUT to the
government context and disentangling the role of perceived risk, the study offers both theoretical
refinement and practical guidance for policymakers aiming to accelerate digital transformation and
secure cloud adoption.

Keywords: cloud computing; government adoption; UTAUT; information security; privacy;
governance framework; perceived risk

1. Introduction

Cloud computing has become a cornerstone of digital transformation initiatives in the public
sector, enabling government agencies to modernise service delivery and enhance citizen engagement
[1,2]. Cloud-based solutions provide scalable infrastructures for real-time data analytics, reduce
operational costs, facilitate interdepartmental collaboration, and support the digitisation of critical
public services. Despite these advantages, adoption in government still lags behind the private sector
due to a range of technical, organisational, and policy-related inhibitors [3,4]. Among these,
information security and privacy concerns represent the most prominent obstacles [5].

The public sector operates under stringent regulatory frameworks and manages highly sensitive
citizen and institutional data, making issues of confidentiality, integrity, and availability particularly
critical. Security breaches or unauthorised data access can erode citizen trust, compromise public
accountability, and result in significant legal and operational consequences. Consequently, risk
perceptions regarding the adequacy of security controls, compliance with privacy laws, and
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adherence to governance frameworks play a decisive role in shaping governments” willingness to
adopt cloud services.

The Unified Theory of Acceptance and Use of Technology (UTAUT) has been widely applied to
examine technology adoption behaviours, leveraging constructs such as performance expectancy,
effort expectancy, social influence, and facilitating conditions [6]. While the UTAUT model explains
a substantial proportion of variance (70%) in adoption intention and 50% in technology acceptance,
it was primarily designed for general contexts and does not sufficiently capture the unique risk
environment of public-sector cloud adoption [7,8]. Nevertheless, information security, privacy, and
compliance with governance frameworks are more pronounced in government adoption scenarios
than in most private-sector applications. This highlights the need to adapt UTAUT to better reflect
the dynamics of government cloud adoption.

To address this gap, this study develops an adapted UTAUT framework that integrates
constructs specific to government cloud services. In addition to performance expectancy, the model
incorporates: information security, reflecting perceptions of the provider’s ability to safeguard
sensitive public data; privacy, capturing concerns about unauthorised access and misuse of
personally identifiable information (PII); and governance framework, encompassing the policies,
regulations, and compliance requirements guiding adoption. Furthermore, the study positions
perceived risk as a moderating factor that shapes the influence of these constructs on adoption
intention.

Based on this framework, two guiding research questions are formulated:

1. To what extent do information security, privacy, performance expectancy, and governance
framework constructs influence governments’ intention to adopt cloud services?

2. How does perceived risk moderate the relationship between these constructs and the
government’s adoption intention?

The contribution of this study is in twofold (theoretical and practical). Theoretically, it advances
the understanding of cloud adoption in the public sector by adapting UTAUT to incorporate
constructs that are critical in security-sensitive contexts. Practically, the study offers
recommendations for policymakers and practitioners seeking to mitigate adoption barriers,
strengthen governance mechanisms, and enhance trust in cloud-based public services. The study
situates government cloud adoption within the broader discourse of secure digital transformation by
emphasising trust, security, and regulatory compliance.

The remainder of the article is organised as follows: Section 2 reviews the literature on
government cloud computing and the UTAUT model. Section 3 develops the theoretical framework
and hypotheses and outlines the research methodology, including the procedures for data collection
and analysis. Section 4 presents the empirical findings and analysis. Sections 5 discusses the
theoretical contributions and the and practical implications of the study and its limitations. Section 6
concludes with a summary of the study and its key points.

2. Related Work

2.1. Cloud Computing in Government: Opportunities and Benefits

Cloud computing has emerged as a transformative force in the public sector, offering scalability,
efficiency, and improved service delivery. Governments increasingly leverage cloud platforms to
optimise resource allocation, facilitate inter-agency collaboration, and accelerate citizen-facing digital
services. Benefits highlighted in prior studies include cost-effectiveness through pay-as-you-go
models, flexibility in scaling resources, and enhanced innovation capacity through rapid deployment
of digital applications [9].

Studies confirm that cloud adoption can improve transparency, streamline service delivery, and
enhance citizen engagement. For example, U.S. federal agencies have reported efficiency gains and
operational resilience through the use of cloud-based solutions, while developing economies view
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cloud services as enablers for bridging digital transformation [10]. Thus, cloud adoption promises
not only economic efficiency but also improved public value creation.

2.2. Policy and Strategic Frameworks for Cloud Adoption

Policy frameworks play a decisive role in shaping government cloud strategies. The United
States pioneered policy-driven adoption through the Cloud First (2010) and Cloud Smart (2019)
initiatives, which emphasised security, procurement optimisation, and workforce readiness [10]. In
Europe, the United Kingdom’s G-Cloud framework provides a procurement mechanism designed to
lower barriers to entry while embedding compliance obligations [11]. Australia’s Cloud Computing
Policy prioritises risk management and cost efficiency [12], while digital transformation strategies in
developing countries, such as Nigeria, explore regulatory initiatives necessary to drive cloud
adoption and ensure data sovereignty measures.

Yet, studies warn that policy-driven frameworks often underperform if not supported by strong
information security governance. Choi et al. (2023) argue that cloud-first policies must be coupled
with continuous security monitoring and compliance enforcement to ensure long-term sustainability.
Similarly, demonstrate that security governance frameworks are crucial to establishing trust in
sovereign cloud infrastructures. These findings highlight that while policy frameworks stimulate
adoption, the persistence of barriers necessitates the embedding of governance and security into
policy implementation.

2.3. Information Security, Privacy, and Sovereignty Challenges

Despite the benefits of cloud adoption, governments still face significant inhibitors rooted in the
sensitivity of public data and the criticality of government operations. Studies consistently identify
information security and privacy challenges as primary barriers [5,13-15]. Breaches in confidentiality,
integrity, or availability can undermine citizen trust, disrupt services, and even compromise national
security.

Privacy-preserving mechanisms, such as encryption, anonymisation, and advanced access
controls, have been proposed [16], but their implementation remains uneven. Abd Al Ghaffar [17]
introduces a risk-based assessment framework tailored to government adoption, underscoring the
importance of aligning security strategies with regulatory contexts.

The challenge extends beyond technical security to issues of digital sovereignty and trust.
European governments, in particular, emphasise sovereignty concerns over reliance on foreign-
controlled cloud providers [12]. Similarly, Jiménez, et al. [18] argue that sovereignty and trust shape
government adoption decisions as much as technical safeguards do. In practice, sovereignty concerns
manifest in requirements for local data residency, compliance with national security regulations, and
preference for sovereign cloud providers.

Finally, perceived risks play a crucial role in shaping adoption intentions. Prakash, et al. [19]
show that risks related to service downtime, vendor lock-in, and regulatory non-compliance often
amplify reluctance, even when safeguards are in place. This aligns with Al Mudawi, Beloff and White
[9] demonstration, that governments frequently trade efficiency gains for stronger security
guarantees, illustrating the complex interplay between opportunities and risks in public-sector
adoption.

2.4. Theoretical Models and Research Gaps

Technology adoption research often draws on the Unified Theory of Acceptance and Use of
Technology (UTAUT) to explain behavioural intentions [6,7]. UTAUT constructs - performance
expectancy, effort expectancy, social influence, and facilitating conditions - have explained adoption
behaviour in diverse contexts. However, in the public sector, the model has limitations. Specifically,
UTAUT does not explicitly account for security, privacy, governance, and sovereignty constructs,
which are central to government cloud adoption [13,18].
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Scholars have increasingly called for extended models that integrate these constructs.
Abdulsalam and Hedabou [14] stressed that without explicitly addressing security and privacy
concerns, models risk oversimplifying government decision-making. Jiménez, Dittmar and Portillo
[18] highlighted trust and sovereignty as under-theorised determinants in adoption frameworks.
Similarly, Prakash, Malaiyappan, Thirunavukkarasu and Devan [19] emphasised that perceived risk
functions as a moderating factor that shapes the influence of other constructs.

This study addresses these gaps by adapting UTAUT to integrate constructs of information
security, privacy, performance expectancy, and governance frameworks, with perceived risk
conceptualised as a moderator. This adaptation offers a more accurate theoretical basis for
understanding government cloud adoption dynamics, thereby contributing to both scholarly
discourse and policy-oriented practice.

3. Materials and Methods

This study adopts a quantitative research design, grounded in a positivist paradigm, which
assumes that technology adoption behaviour can be objectively measured through validated
constructs and tested relationships [20]. The choice of a quantitative design aligns with the study’s
aim of empirically examining the influence of specific constructs on the government’s intention to
adopt cloud services. More specifically, the study employs deductive reasoning, where existing
theories are adapted and tested in a novel context. While UTAUT serves as the core theoretical
foundation, the model was adapted to incorporate new constructs (privacy, information security,
governance framework) and a moderating variable (perceived risk). This ensures that the design
captures both the established determinants of technology adoption and the unique challenges of the
government cloud adoption environment.

3.1. Theoretical Foundation

Technology adoption research has long relied on behavioural and organisational models, such
as the Technology Acceptance Model (TAM), the Theory of Planned Behaviour (TPB), and the
Innovation Diffusion Theory (IDT), each emphasising different predictors of technology use.
Venkatesh, Morris, Davis and Davis [7] synthesised these perspectives into the UTAUT, which
demonstrated explanatory power, accounting for up to 70% of the variance in behavioural intention,
and 50% in technology acceptance. However, as Venkatesh, ef al. [21] noted, boundary conditions
remain unexplored, particularly in sector-specific contexts such as government.

The public sector presents such a distinct context, where traditional UTAUT constructs do not
fully capture. Unlike private organisations, governments must safeguard highly sensitive data,
ensure compliance with sovereignty and legal frameworks, and maintain public trust. These unique
challenges require adapting the UTAUT model beyond its generic constructs to capture government-
specific adoption dynamics.

The UTAUT research model comprises four constructs (performance expectancy, effort
expectancy, social influence, and facilitating conditions) and moderators that significantly direct user
acceptance and behaviour usage determinants. The key moderators are gender, age, voluntariness of
use, and experience, while the behavioural intention and use behaviour are consistent with the theory
in determining the influence of technology usage, such as cloud computing.

UTAUT’s original constructs — performance expectancy, effort expectancy, social influence, and
facilitating conditions — have been widely validated across contexts [6,22-24]. However, when
transposed into public-sector cloud computing, their explanatory power diminishes without
adaptation:

e  Effort expectancy and facilitating conditions are relevant but secondary in government contexts
where adoption is often policy-driven rather than user-driven.

e  Social influence in government may not reflect peer or managerial persuasion but rather political
mandates, which require reframing.
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Thus, this study retains performance expectancy while adapting the model with constructs that
explicitly capture security, privacy, and governance concerns, moderated by perceived risk. This
conceptualisation aligns with the call for cross-disciplinary constructs into UTAUT and extends its
explanatory relevance to cloud security contexts in government.

3.2. Adaptation of UTAUT for Government Cloud Adoption

This study adapts the UTAUT framework to examine government cloud adoption by
incorporating four critical constructs as identified in Figure 1 - privacy, governance framework,
information security, and performance expectancy - and a moderating factor, perceived risk. While
performance expectancy remains central to the UTAUT core, the additional constructs reflect
challenges particularly salient for governments.

1. Privacy

Identified the degree of protection of personally identifiable information (PII) and citizen-
sensitive records, which remains a barrier to cloud adoption [5]. Governments must ensure that cloud
providers guarantee confidentiality and prevent unauthorised access to citizens' PII.

2. Governance Framework

National laws, compliance regimes, and sovereignty requirements dictate how cloud adoption
unfolds in government [25]. A robust governance framework aligns cloud initiatives with
accountability and risk mitigation mandates.

3. Performance Expectancy

As in the original UTAUT, governments adopt technologies they perceive as improving
efficiency, scalability, and citizen-facing services [1].

4. Information Security

Given the sensitivity of government data, breaches can erode citizen trust, disrupt critical
services, and threaten national security[26]. Thus, perceptions of provider security capabilities are
pivotal.

5.  Perceived Risk (Moderator)

Governments face compounded risks - technical (downtime, breaches), strategic (vendor lock-
in), and regulatory (data sovereignty violations). These risks can either strengthen or weaken the
influence of adoption drivers on behavioural intention[27].

Adapting UTAUT with these constructs enables the development of a model that is both
theoretically rigorous and contextually relevant [28]. The conceptual model is presented in Figure 1.
Based on the adapted UTAUT, the following hypotheses are formulated:

H1: Privacy has a significant positive influence on the government'’s intention to adopt cloud services.

H2: Governance framework has a significant positive influence on the government’s intention to adopt cloud
services.

H3: Performance expectancy has a significant positive influence on government intention to adopt cloud
services.

H4: Information security has a significant positive influence on the government’s intention to adopt cloud
services.

H5: Perceived risk moderates the relationship between privacy, governance framework, performance
expectancy, and information security, as well as government intention to adopt cloud services.
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This adapted UTAUT model thus provides a comprehensive lens for examining government
cloud adoption, striking a balance between theoretical robustness and the context-specific challenges
of security, privacy, and governance.

s
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Governance

___Framework Government

Intention

Performance
Expectancy
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Information
L Security

[ Perceived Risk ]

Figure 1. Proposed conceptual model (Adapted from [7]).

3.3. Data Collection Method

A survey-based approach was considered appropriate given its ability to capture perceptions
across a wide population of government IT decision-makers and policymakers. This approach
supports hypothesis testing while also allowing generalisation of findings within the Nigerian public
sector context.

3.3.1. Survey Instrument

The validated scales from the prior study’s survey instrument [28] were used to measure the
items. The items were measured using a five-point Likert scale, ranging from 1 (Strongly Disagree)
to 5 (Strongly Agree). This scaling approach captures varying intensities of perception while ensuring
comparability with previous UTAUT-based research. The validated measurement instruments
employed were used to ascertain the construct dimensionality for this study through the assessed
Exploratory Factor Analysis (EFA) [28].

The survey instrument was administered electronically through Qualtrics, which ensured
anonymity, reduced administrative costs, and increased accessibility. Ethical principles of
confidentiality and voluntary participation were observed, consistent with research best practices
[20,29].

3.3.2. Participants and Sampling

The target population consisted of employees within Nigerian government ministries,
departments, and agencies (MDAs) who are actively involved in information technology,
information security, privacy and digital transformation initiatives. Participants included IT
administrators, information security and privacy officers, cloud service managers, and policymakers.
Given the specificity of the population, a non-probability purposive sampling method was adopted.
This approach ensured that only respondents who possess direct knowledge and experience of the
subject were employed [30,31]. This ensured that only participants with relevant expertise
contributed data, thereby enhancing the validity of responses.

Data were collected using an online survey instrument (Qualtrics), which provided efficiency,
cost-effectiveness, and wider geographical coverage. Respondents were assured of confidentiality
and anonymity, consistent with ethical research guidelines [29] and the study’s ethical approval.
Invitations were distributed to approximately 90 government organisations, yielding 230 valid
responses suitable for analysis. The overall response rate was considered satisfactory for
organisational surveys, with no evidence of non-response bias.
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3.4. Data Analysis Methods

The collected data were analysed using SPSS (v.29) for descriptive statistics, and AMOS (v.29)
for Confirmatory Factor Analysis (CFA) and Structural Equation Modelling (SEM). A two-stage
approach was conducted:

3.4.1. Measurement Model Analysis

Confirmatory Factor Analysis (CFA) was conducted to confirm the validity of the constructs and
the reliability of the measurement items. A model fit was evaluated using the multiple indices x%/df
< 3.0, Comparative Fit Index (CFI 2 0.90), Tucker-Lewis Index (TLI = 0.90), Incremental Fit Index (IFI
> 0.90), Standardised Root Mean Square Residual (SRMR < 0.08), and Root Mean Square Error of
Approximation (RMSEA < 0.06) [32,33]. The CFA was conducted in AMOS.

3.4.2. Structural Model Testing

Structural Equation Modelling (SEM) was applied to test the hypothesised relationships
between the independent variables, the moderator (perceived risk), and the dependent variable
(intention to adopt cloud services). The path coefficients were estimated using maximum likelihood
estimation. Moderator effects of Perceived Risk were examined using mean-centring and interaction
terms [34]. The significance was tested using bootstrapping with 2000 samples at 95% bias-corrected
confidence intervals.

Additionally, a further check was performed, including multicollinearity assessment through
the variance inflation factor (VIF < 4.0) and tolerance limit (TOL < 1) [33,35,36], as well as common

method bias (CMB) testing using Harman's single-factor test [37-39].
4. Results

4.1. Descriptive Statistics

Descriptive statistics were computed to characterise the respondents and provide insight into
their background, experience, and perceptions [40]. Out of 230 valid responses, 196 (85.6%) were IT
practitioners, administrators, or personnel with expertise in information security and privacy. This
indicates that the majority of respondents possessed relevant technical knowledge, strengthening the
credibility of the dataset.

Regarding work experience, 33% of respondents reported having 0-5 years of experience, 24.8%
had 6-10 years, 17% had 11-15 years, 10.4% had 16-20 years, and 14.8% had more than 20 years of
experience. The distribution across multiple experience categories suggests balanced representation
from early career to highly experienced professionals.

When asked about the perceived impact of cloud computing on job performance, 98.3% of
respondents agreed that cloud adoption would improve government service delivery and
operational efficiency, while only 1.7% disagreed, underscoring the relevance of performance
expectancy as a critical construct, despite the identified challenges.

4.2. CFA Results

The Hue et al. [32] threshold criterion for fit indices in structure analysis was applied to to
validate the six-factor measurement model (Privacy, Governance Framework, Performance
Expectancy, Information Security, Perceived Risk, and Government Intention). Based on the
following model fit criterion: Comparative Fit Index (CFl), Incremental Fit Index (IFI), Tucker-Lewis
Index (TLI) 2 0.90; x2/df < 3.0; standard root mean squared residual (SRMR) <0.08 [41], and root mean
square error of approximation (RMSEA) < 0.06. Further, the composite reliability (CR) and Cronbach
alpha (a) reliability coefficients were > 0.60 and 0.70, respectively, for all the measurement scales [32].
Additionally, the discriminant validity (DV) that was established as the square root of the average
variance extracted (AVE) was greater than the correlations of the latent variables in the CFA [32,33].
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Model fit indices initially indicated suboptimal results, as shown in Table 1, with the TLI (0.895)
falling slightly below the threshold. After removing three poorly performing items (GovtF6, GovtFS§,
GovtInt6), the model fit improved substantially to the acceptable TLI indices for the recommended
threshold value, as suggested by Bentler and Bonett [42] and supported by West, et al. [43]. The
removal of factor loadings of the component items from the CFA model was based on the
standardised residual covariances [33] to further improve the six-factor CFA model fit indices, which
significantly improved the model fit indices, as shown in Figure 2 and Table 2.

Table 1. Model fit measures: Initial estimate.

Measure Estimate Threshold Interpretation
CMIN 672.860 -- --
DF 362.000 - --
CMIN/DF 1.859 Between 1 and 3 Excellent
CFI 0.906 >0.90 Acceptable
TLI 0.895 20.90 Unacceptable
IFI 0.906 20.90 Acceptable
SRMR 0.069 <0.08 Excellent
RMSEA 0.061 <0.06 Acceptable

Table 2. Model fit measures: Final estimate.

Measure Estimate Threshold Interpretation
CMIN 466.855 -- --
DF 284.000 - -
CMIN/DF 1.644 Between 1 and 3 Excellent
CFI 0.938 20.90 Acceptable
TLI 0.926 20.90 Acceptable
IFI 0.938 >0.90 Acceptable
SRMR 0.064 <0.08 Excellent
RMSEA 0.053 <0.06 Excellent
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Figure 2. Confirmatory Factor Analysis Model.
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4.3. Validity and Reliability Analysis

To assess construct reliability and validity, Composite Reliability (CR), Average Variance
Extracted (AVE), and Cronbach’s Alpha (a) were calculated (Table 3). The results confirm the
reliability of the measurement, as well as its convergent and discriminant validity.

1. Reliability

All constructs demonstrated acceptable reliability, with CR ranging from 0.788 to 0.934 and
Cronbach’s alpha (o) from 0.785 to 0.940, both exceeding recommended thresholds [32,33,44,45].

2. Convergent Validity

Most constructs exceeded the AVE threshold of 0.50 [33,44,46], except Government Intention
(0.428). However, this was retained because its CR exceeded 0.70, consistent with Fornell and Larcker
[45], Brunelle and Lapierre [47], Lam [48] and Menguc and Auh [49].

3. Discriminant Validity

The square roots of AVE for each construct were greater than inter-construct correlations,
satisfying Fornell and Larcker’s criterion.

Table 3. Model fit measures: Initial estimate.

AVE
Variables CR (Convergent a DV
Validity)

Privacy (Priva) 0.794 0.496 0.785 0.704
Government Framework (GovtF) 0.823 0.482 0.832 0.695
Performance Expectancy (PerfEx) 0.837 0.562 0.831 0.750

Information Security (InfoSec) 0.934 0.781 0.940 0.884

Perceived Risk (PerRisk) 0.791 0.490 0.799 0.700

Government Intention (GovtInt) 0.788 0.428 0.789 0.654
Note: CR = Composite Reliability, a = Cronbach’s Alpha, AVE = Average Variance Extracted, DV = Discriminant

Variable.

4.4. Common Method Bias and Multicollinearity

To address the potential risk of common method variance inherent in self-reported survey data
and test for multicollinearity, two diagnostic tests were conducted:

¢  Common Method Bias (CMB): Harman’s single-factor test [37-39] revealed that the first factor
accounted for 24.2% of variance, as shown in Table 4, well below the 50% threshold. This
suggests CMB is not a major concern.

e  Multicollinearity: The variance inflation factor (VIF) and tolerance limit (TOL) technique
analysis [36,50] were conducted to check for multicollinearity in the dataset. The values ranged
from 1.05 to 1.69, as shown in Table 5 and were below the cutoff of 4.0, confirming that
multicollinearity was not a significant issue.

Table 4. Harman's one-factor common method bias test.

Initial Eigenvalues Extraction Sums of Squared Loadings
Component Total %, of Cumulative %  Total %, of Cumulative %
Variance Variance
1 6.297 24.218 24.218 6.297 24.218 24.218
2 3.752 14.432 38.650
3 2.393 9.205 47.856
4 2.223 8.548 56.404
5 1.387 5.334 61.738
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6 1.189 4.572 66.311

7 .881 3.388 69.699

8 732 2.817 72.516

9 701 2.694 75.210

10 644 2.476 77.686

11 612 2.353 80.039

12 567 2.180 82.218

13 501 1.928 84.147

14 473 1.821 85.968

15 453 1.743 87.710

16 450 1.732 89.443

17 413 1.589 91.032

18 361 1.390 92.422

19 .345 1.325 93.748

20 319 1.228 94.976

21 304 1.168 96.144

22 263 1.013 97.157

23 252 970 98.127

24 .208 .801 98.928

25 152 .583 99.511

26 127 489 100.000

Extraction Method: Principal Component Analysis.
Table 5. Results of VIF and TOL for the Variables.
Variables Tolerance Variance Inflation Factors

Privacy 0.90 1.10
Independent Governance Framework 0.67 1.49
Variables Performance Expectancy 0.68 1.47
Information Security 0.96 1.05
Moderators Perceived Risk 0.94 1.07
Dependent Variable Government Intention 0.59 1.69

4.5. Common Method Bias and Multicollinearity

The results of the bivariate correlation analysis, presented in Table 6, showed that privacy (r =
0.13, p < 0.05), government framework (r = 0.57, p < 0.01), and performance expectancy (r = 0.56, p <
0.01) were correlated with government intentions. Additionally, strong correlations were observed
between the government framework, performance expectancy, and government intentions.
However, the analysis showed no evidence of a correlation between information security and
government intentions (r = 0.07, p = 0.52). Since correlation does not imply causation [51], the study
could not confirm that information security may likely increase government intentions. Nevertheless,
further testing is necessary to confirm the causal relationship between the independent variables and
the dependent variables. Moreover, the analysis revealed evidence of a correlation between perceived
risk (r = 0.22, p < 0.01) and government intentions. The moderate correlations among the variables
also confirmed the evidence of no multicollinearity in the dataset [33,52].

Table 6. Results of VIF and TOL for the variables.

Variables Mean SD 1 2 3 4 5
1 Privacy 3.72 1.03 1
2 Government Framework 4.08 0.81 0.15* 1
3 Performance Expectancy 4.20 0.86 -0.09 0.53** 1
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4 Information Security 3.91 1.22 0.18** -0.03 -0.08 1
5 Perceived Risk 3.86 0.92 0.04 0.22** 0.21** 0.04 1
6 Government Intention 4.1 0.74 0.13* 0.57** 0.56** 0.07 0.22%*

* p <.05level (2-tailed); ** p <.01 level (2-tailed).

4.6. Structural Model and Hypothesis Testing

The study employed a structural path analysis to test the hypothesis and applied 2000 bootstrap
samples at bias-corrected 95% confidence intervals [53-56]. The structural model in Figure 3 was
tested using a structural equation model (SEM) with maximum likelihood estimation [57]. The
moderator variables (perceived risk) and independent variables (privacy, government framework,
performance expectancy, and information security) were mean-centred according to Shieh [34].

The structural path analysis model comprises the independent variables (privacy, government
framework, performance expectancy, and information security), the moderating variable (perceived
risk), the dependent variable (government intention), and the interaction terms (Risk_cX_Privacy,
Risk_cX_Framework, Risk_cX_Expectancy, and Risk_cX_Security). These variables formed a single
structural path analysis tested simultaneously in Figure 3.

Privacy ¢

Rl

A } Expectancy ¢ 4 °

Security ¢ 10 45

05 —]

Intention

SANY VY

Risk_c 04

-.06

Risk_cX_Privacy ~01

<02

2 /v £ X
=S S 2

%

N Risk_cX_Framework

Risk = Perceived Risk;

Framework = Governance Framework;

B Risk_cX_Expectancy c

Expectancy = Performance Expectancy;

¥ Risk cX Security c Security = Information Security;

Intention = Government Intention.

Figure 3. Structural path analysis model.

The path analysis result depicts the following, as listed in Table 7. In general, the model
explained 45% of the variance (R? = 0.45) in government intention to adopt cloud services, indicating
a substantial explanatory power at (3 =0.45, p <0.001).

1. H1 (Privacy — Intention)

Supported ( = 0.11, p < 0.05). Privacy significantly influences government intentions to adopt
cloud services, though with a modest effect size.

2. H2 (Governance Framework — Intention)

Supported (5 =0.34, p <0.001). Governance emerges as a strong predictor, underscoring the role
of policies, regulations, and compliance in driving the adoption intention of cloud services in
government.
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3. HB3 (Performance Expectancy — Intention)

Supported (p = 0.38, p < 0.001). Performance expectancy was the most influential predictor,
highlighting the centrality of perceived benefits of cloud computing to government services.

4. H4 (Information Security — Intention)

Supported (=0.10, p <0.05). Despite weak correlations in the bivariate analysis, SEM confirmed
that information security exerts a significant effect on government intention to adopt cloud services.
5. H5 (Moderation of Perceived Risk)

Not supported. Neither the direct effect of perceived risk (3 = 0.50, p = 0.46) nor its interaction
terms with the independent variables were statistically significant. This implies that the moderator's
interactions had no increasing effect on the government's intention to adopt cloud services.

Table 7. Results of all analyses.

Relationships Estimates 95% Confidence Intervals Interpretations
Lower Upper
Bounds Bounds
Direct Effects
Privacy — Intention 0.11* 0.01 0.21 Significant
Government Framework — Intention 0.34** 0.19 0.50 Significant
Performance Expectancy — Intention 0.38*** 0.21 0.55 Significant
Information Security — Intention 0.10% 0.00 0.19 Significant
Moderator Effect
Perceived Risk — Intention 0.50 -0.08 0.17 Non-Significant
Interaction Effects
Risk_x_Privacy — Intention 0.04 -0.07 0.14 Non-Significant
Risk_x_Framework — Intention -0.06 -0.32 0.17 Non-Significant
Risk_x_Expectancy — Intention -0.01 -0.26 0.23 Non-Significant
Risk_x_Security — Intention -0.02 -0.13 0.08 Non-Significant

Risk = Perceived Risk; Framework = Governance Framework; Expectancy = Performance Expectancy; Security =

Information Security; Intention = Government Intention.

5. Discussion

This study investigated the challenging factors influencing the Nigerian government’s intention
to adopt cloud services, guided by the UTAUT framework and adapted with constructs related to
information security, governance, privacy, and perceived risk. The findings reveal several
noteworthy insights.

First, privacy, governance framework, performance expectancy, and information security were
all found to significantly influence government intention to adopt cloud services. This reinforces prior
studies highlighting privacy and information security as the cornerstone challenges for public-sector
cloud adoption [5,13,14]. The findings suggest that privacy concerns should be given top priority in
decision-making frameworks for public adoption, making privacy assessment an integral part of
every cloud procurement and deployment stage.

In particular, the significant role of governance frameworks suggests that institutional support
through clear policies, compliance standards, and enforcement mechanisms is critical to shaping
adoption decisions. This finding aligns with recent research on government cloud strategies [11,18]
and highlights the role of policy infrastructure as a trust enabler for cloud adoption.

Second, performance expectancy emerged as the strongest predictor of intention, reflecting
respondents’ strong belief that cloud services enhance efficiency and service delivery. This result is
consistent with the UTAUT literature [7,21,58] and highlights that, despite concerns about security
and sovereignty, perceived benefits remain a decisive factor in driving adoption decisions in
government settings.
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Interestingly, while information security concerns are often portrayed as a barrier to adoption,
our results show that perceived adequacy of cloud security controls positively predicts intention.
This finding contrasts with studies that emphasise security as primarily an inhibitor [12]. One
possible explanation is that Nigerian government personnel, particularly IT and privacy specialists,
view security not as an absolute deterrent but as a manageable challenge when supported by
governance frameworks and compliance mechanisms. This signals a shift from a “risk-avoidance”
stance to a risk-management approach in cloud security adoption.

Finally, the hypothesised moderating role of perceived risk was not supported. Neither privacy,
governance, performance expectancy, nor information security was significantly influenced by risk
perceptions in shaping adoption intentions. This could be related to sector-specific (public) studies,
considering the government's perspectives on sensitive issues such as information security, privacy,
and performance expectancy, which may limit the generalisability of the findings.

These insights contribute to the academic understanding of the government's priority on risk
management in digital transformation and its practical implications for developing measures that
encourage cloud adoption while ensuring robust security and compliance mechanisms. This suggests
that once respondents recognise the functional and governance benefits, their risk concerns may
recede in importance. Such a result aligns with studies in technology acceptance, where risk
perceptions decrease as institutional trust and perceived usefulness increase [19,59]. For Nigerian
government agencies, this may suggest that risk concerns are perceived as being integrated into
governance and compliance considerations, rather than operating as an independent barrier.

5.1. Theoretical Contributions

Theoretically, this study extends the UTAUT model to a government cloud adoption context,
demonstrating its robustness while integrating constructs that reflect the security, sovereignty, and
governance imperatives of the public sector. It contributes to the growing academic knowledge by
questioning the centrality of perceived risk in public institutions and technically contributes to the
understanding of the institutional dimensions of cloud adoption in a developing economy. More
specifically, the study contributes to the growing body of knowledge at the intersection of cloud
adoption, information security, and government IT governance.

1. Adaptation of UTAUT in government cloud adoption

By integrating constructs from privacy, information security, and governance frameworks, the
study broadens UTAUT’s explanatory scope in contexts where sovereignty and compliance play a
decisive role.

2. Challenging the dominance of perceived risk

Contrary to previous studies [60-62], this study challenges the traditional perspectives, and
perceived risk did not moderate adoption intentions. These finding challenges security-risk-centric
models of cloud adoption and suggest that risk is absorbed within governance and compliance
frameworks rather than acting as an independent factor. Especially in an environment such as
government, where perceived risk is considered context-dependent, this study therefore encourages
a shift in government policy from reactive to proactive risk perception and the standardisation of risk
management as part of the strategic framework for cloud adoption.

3. Empirical evidence from a developing economy

Most cloud adoption studies are situated in Western or advanced digital economies. By focusing
on Nigeria, this study offers a rare empirical perspective from a developing country context,
enriching the global IS security discourse and digital transformation.

5.2. Practical Implications

Practically, the study emphasises the need for governments to strengthen governance
frameworks, communicate performance benefits, and reframe security as a strategic enabler rather
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than a deterrent. For policymakers, the results suggest that well-defined compliance mechanisms and
transparent risk communication are more effective than simply emphasising threats. For IT leaders,
demonstrating tangible efficiency gains can accelerate adoption and secure institutional support. The
findings highlight several actionable points:

1. Strengthen governance frameworks

Clear regulatory guidance, effective enforcement of compliance, and continuous policy updates
are vital to reducing uncertainty and fostering trust in cloud adoption. The practical implications
reemphasise the importance of maintaining cloud security and privacy compliance in protecting
government-critical data and ensuring data sovereignty within a specific location, thereby reinforcing
the need for transparency, reducing legal risks, ensuring trust in trans-border data, and encouraging
the adoption of cloud services within the government. By addressing compliance and data
sovereignty through a comprehensive governance framework, governments can build trust in cloud
adoption, maximise cloud benefits, and maintain the integrity and security of their sensitive data
assets.

2. Promote performance benefits

Demonstrating tangible efficiency and service delivery gains can help strengthen institutional
buy-in and reduce resistance to cloud migration. Thus, the implications emphasised how prioritising
performance in cloud adoption could assist government organisations in delivering reliable, cost-
effective, and flexible digital services, enhancing public trust and operational effectiveness.
Furthermore, governance frameworks could offer the legal and regulatory mitigation necessary to
ensure secure cloud adoption, promoting accountability and public trust within government agencies
and citizens.

3. Reframe security concerns

Rather than viewing security as a barrier, governments should position it as a strategic enabler,
emphasising security-by-design, adherence to international standards and domesticating it to suit
developing nations' security priorities, and transparency from cloud service providers. Moreover,
developing a holistic cloud information security and privacy framework to improve government
cloud adoption intentions.

4. Risk communication

Since perceived risk did not independently moderate adoption, communication strategies
should focus less on risk avoidance and more on risk management capacity, showcasing how
governance and compliance mechanisms mitigate threats. The broad context of these findings
emphasises the importance of a robust governance framework and trust-building mechanisms in
diminishing the role of risk perception as a barrier to technology adoption in the public sector. These
findings suggest prioritising and strengthening governance frameworks, as well as ensuring
compliance with regulatory standards, rather than focusing solely on reducing perceived risk to
reassure stakeholders and maintain public trust.

5.3. Study Limitations

Like all empirical studies, this work has limitations. Its geographic focus on Nigeria may limit
generalisability, and its cross-sectional design restricts causal inference. Nonetheless, these findings
open pathways for future research, including comparative cross-country analyses, longitudinal
studies, and mixed-method investigations that integrate objective security performance data with
perceptions.

6. Conclusions

This study investigated the factors that challenge the Nigerian government'’s intention to adopt
cloud services, using an adapted UTAUT framework that incorporated privacy, governance
framework, information security, and performance expectancy, with perceived risk as a moderating
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factor. Drawing on survey data from 230 respondents across ministries, departments, and agencies,
the study offers new insights into how institutional and technological considerations intersect in the
context of public sector cloud adoption.

The findings reveal four important conclusions. First, privacy, governance frameworks,
performance expectancy, and information security significantly predict a government's intention to
adopt cloud services. This underscores the dual importance of technical safeguards and institutional
mechanisms in enabling adoption. Second, performance expectancy emerged as the strongest
determinant, highlighting that perceived improvements in efficiency and service delivery remain
central motivators for adoption, even in environments where security and sovereignty concerns are
pronounced. Third, information security was not found to be an absolute barrier; rather, when
supported by strong governance frameworks, it became a positive predictor of intention, suggesting
a shift toward risk-management-oriented adoption strategies. Finally, perceived risk did not
moderate the identified relationships, challenging assumptions that risk independently hinders
adoption. Instead, risk appears to be internalised within broader governance and compliance
considerations.

In conclusion, this research shows that successful government cloud adoption is less about
eliminating risks outright and more about institutionalising governance and demonstrating value.
By situating cloud adoption within a security-aware yet performance-driven framework,
governments can both safeguard citizen data and unlock the digital transformative potential of cloud
technologies.
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The following abbreviations are used in this manuscript:

MDPI Multidisciplinary Digital Publishing Institute
AMOS  Analysis of Moment Structures

AVE Average Variance Extracted

CFA Confirmatory Factor Analysis

CFI Comparative Fit Index
CMB Common Method Bias
CR Composite Reliability
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DOA]J Directory of open access journals

IFI Incremental Fit Index

IT Information Technology

LD Linear dichroism

MDAs  Ministry, Departments, and Agencies
PII Personally Identifiable Information

RMSEA Root Mean Square Error of Approximation
SEM Structural Equation Model

SPSS Statistical Package for the Social Sciences
SRMR  Standardised Root Mean Square Residual

TLA Three letter acronym

TLI Tucker-Lewis Index

TOL Tolerance Limit

UTAUT Unified Theory of Acceptance and Use of Technology
VIF Variance Inflation Factor
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Project title: Information Security and Privacy Challenges of Cloud-based Computing: A
Government Perspective

Project Supervisor: Prof. Jairo Gutierrez

Dr. Krassie Petrova

Researcher: Ndukwe Ukeje

(o] | have read and understood the information provided about this research project in the Information Sheet
dated 02 November 2022.

[o] 1 have had an opportunity to ask questions and to have them answered.

o 1 understand that participating in this study is voluntary (my choice) and that | may withdraw from the study at

any time without being disadvantaged.

o | understand that the research will protect my iality by identifyi ing, and coding the
information based on organisations, job roles and types. The identity and details of the potential participants
will be intentionally concealed and will not in any way be revealed.

o | understand that if | withdraw from the study, | will be offered the choice between removing any data that is
identifiable as belonging to me or allowing it to continue to be used. However, once the findings have been
produced, removal of my data may not be possible.

(o] | agree to take part in this research and agree to its publication online and reuse for research purposes.

(o] | understand that there is no financial compensation from the research, or if published as an article.

o 1 wish to receive a summary of the research findings through publications and other means (please tick one):
YesO  NoO

Participant’s signature:

Participant’s name:

Participant’s Contact Details (if appropriate):

Date:

Approved by the Auckland University of Ethics Committee on 02 2022, AUTEC
number 22/232

Note: The participants should retain a copy of this form.
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