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Abstract: Antibiotic resistance among bacterial pathogens is recognized as a major threat to human health 

worldwide. The emergence of multidrug-resistant bacteria can also be found in the community settings, apart 

from hospital environment, which indicates that reservoirs of antibiotic resistance genes do exist outside the 

hospital. The growth of antibiotic resistance is a consequence of bacterial adaptations in response to selective 

pressures. To survive in this hostile environment, bacteria develop defence mechanisms such as chemical 

modification of antibiotics, enzyme-catalysed antibiotic degradation, altered permeability, antibiotic efflux, 

mutation of target sites and biofilm formation, resulting in resistance to nearly all currently available antibiotics 

used in the clinical practice. The present review summarizes insights into the molecular mechanisms 

underlying the antibiotic resistance which is useful for planning strategies to combat antibiotic resistance and 

devise innovative therapeutic tools to fight against multidrug-resistant bacterial species. 
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1. Introduction 

The discovery of antibiotics, their commercialization and administration to treat infections has 

improved therapy and revolutionized modern medicine.  Indeed, antibiotics administration have 

become one of the key medical procedures required for routine clinical interventions such as organ 

transplantation, surgery and cancer care. Unfortunately, this therapeutic accomplishment is now 

threatened by significantly increased antibiotic resistance among common bacterial pathogens, 

making it hard to treat critically ill patients [1]. In fact, resistance towards antibiotic has been 

described as one of the highest threats to public health in the 21st century [2]. 

Antibiotic resistance occurs when bacteria have the ability to survive or grow in the presence of 

an antibiotic concentration that is usually adequate to kill or inhibit their growth [3]. The lateral 

transfer of antibiotic resistance genes or spontaneous mutations may lead to the resistance trait. The 

transfer of genes that is resistant towards antibiotic can occur via various mechanisms, such as 

conjugation, transformation, transduction, nanotubes, gene transfer agents (GTA) and membrane 

vesicles [4]. In general, conjugation is a transfer of genetic material from a donor to a recipient and it 

requires a cell-to-cell contact. The production of nosocomial resistance usually involves conjugation 

strategy, which is a highly successful rate of gene transfer method involving mobile genetic element 

(MGEs) such as conjugative plasmids, transposon or integrons. MGEs play a vital role in the 

disseminations of antibiotic resistance genes between clinically relevant species [5]. Transformation 

is a direct uptake and expression of the extracellular DNA from the environment into a naturally 

competent recipient cell. Transformation can be the most basic kind of horizontal gene transfer 

(HGT), but only a few bacterial species may incorporate naked DNA "naturally" for the development 

of resistance [6]. As for transduction, the mechanism is phage-mediated [7]. 

In clinical practice, the terms 'resistant' and 'susceptible' are usually used to determine the 

possible failure or success of treatment. When the concentration required to kill or inhibit 

microorganisms failed to be achieved in a patient, resistance is more likely to occur [3]. In the 2019 

AR Threats Report, the Centers for Disease Control and Prevention (CDC) states that there are over 

2.8 million antibiotic-resistant infections occur in the US resulting in over 35,000 deaths each year. It 
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was also highlighted that there are about 223,900 cases of Clostridioides difficile infections reported in 

2017 which killed at least 12,800 people [8]. This condition is worsened by an inadequate supply of 

effective antibiotics, which leads to almost untreatable infections and leaves clinicians with no safe 

choices for treating infected patients.  

It is critically important to understand the molecular basis of bacterial resistance mechanism in 

order to combat antibiotic resistance. Other than become intrinsically resistant to antibiotics, 

microorganisms also have the ability to develop resistance (acquired resistance) following exposure 

to the antibiotic [9]. Intrinsic resistance can be defined as the innate ability of a specific bacteria, to 

resist the actions of antibiotic due to their inherent functional or structural characteristics [10]. This 

can be achieved via extrusion of antibiotic molecules through efflux pumps and/or reduced 

permeability of the bacterial outer membrane. In contrast, acquired resistance occurs due to the 

acquisition of external resistance genetic determinants or mutations in chromosomal genes [11]. 

Acquired resistance caused the bacteria to resist a particular antibiotic’s activity to which it was 

previously susceptible.  

In general, bacteria undergo mutations making it resistant to antibiotics via one of these 

mechanisms; i) modification and degradation of antibiotics molecules, ii) decrease permeability and 

efflux pumps, and iii) changes in target sites (Figure 1).  

 

Figure 1. Antibiotic resistance strategies in bacteria. Redrawn and adapted from [12]. 

2. Modification and Degradation of Antibiotics  

Chemical modification and degradation of antibiotics are effective mechanisms used by Gram-

negative and Gram-positive bacteria to survive in the presence of antibiotics [9]. The chemical 

modification of the antibiotic is widely seen to occur in the group of antibiotic that inhibits synthesis 

of protein at the ribosome level [13]. 

2.1. Chemical modification 

Aminoglycosides are one of the broad-spectrum antibiotics that is used to treat serious infections 

such as tuberculosis that are caused by Mycobacterium tuberculosis [14]. Other than that, 

aminoglycosides are also effective against members of Enterobacteria family including Escherichia coli 

and Klebsiella pneumoniae [15]. Aminoglycoside binds effectively to the A-site located in 16S rRNA of 

30S ribosomal subunit resulting in the inhibition of protein synthesis [16]. From the interaction, 

aminoglycoside encourages mistranslation by codon misreading thus, results in a protein synthesis 

error that leads to cell damage [17]. By disrupting protein synthesis, it has the ability to kill bacteria 

[18].  

Chemical modification of antibiotics is facilitated by various modifying enzymes also known as 

transferases. These enzymes are known as aminoglycoside-modifying enzyme (AMEs) and these 
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enzymes’ production are capable of introducing chemical changes to the molecular structure of 

antibiotics [19]. AMEs covalently modify the amino (-NH2) or hydroxyl (-OH) group of 

aminoglycoside molecule and genes encoding AMEs are typically carried by MGEs [19]. These 

modifying enzymes have different biochemical reactions with various catalytic activity such as 

phosphorylation (O-phosphotransferases), adenylation (O-adenyltransferases) and acetylation (N-

acetyltransferases) [17]. Regardless of various biochemical reactions, the addition of functional 

groups to the aminoglycosides by AMEs leads to conformational changes that decrease the binding 

affinity of antibiotics to their target sites and consequently lead to a loss in antibacterial potency [20]. 

Antibiotic inactivation via phosphorylation is a biochemical process that transfers phosphate 

group to the hydroxyl group of antibiotic by the action of aminoglycoside phosphotransferases 

(APHs) enzyme and is widely seen in aminoglycoside and chloramphenicol [21]. An example of this 

is the phosphorylation of kanamycin and neomycin by APH(3’) causing the inability of the antibiotics 

to bind to their ribosomal target site [19]. Adenylation is the process of transferring the AMP molecule 

to the hydroxyl group of antibiotic, catalyzes by aminoglycoside nucleotidyltransferases (ANTs) and 

lincosamide nucleotidyltransferases (LNU) [22]. For example, in E. coli and Staphylococcus aureus, 

clindamycin (a class of lincosamides) can be inactivated by lincosamide nucleotidyltransferase 

encoded by linB genes [23]. As for aminoglycosides, ANT(2″) is the example of an enzyme that affects 

the activity of 4,6-di-substituted aminoglycosides that was first described in K. pneumoniae [16]. On 

another note, acetylation is a process of transferring functional group of acetyl to the amino group of 

antibiotic catalysed by aminoglycoside acetyltransferases (AACs) enzyme that usually occurred to 

amikacin, netilmicin, and tobramycin by AAC(6′)-1 enzyme [24][25].  

Another example of resistance through chemical modification of antibiotic can be seen in 

chloramphenicol. By interacting with the peptidyl-transferase center of the 50S ribosomal subunit, 

chloramphenicol inhibits bacterial protein synthesis [9]. The production of acetyltranferases enzyme 

known as chloramphenicol acetyltransferases (CATs) facilitates the modification of chloramphenicol. 

The transfer of the acetyl group from acetyl-coenzyme A (AcCoA) to the 3-hydroxyl group of 

chloramphenicol had caused bacterial resistance towards the antibiotic [26]. In both Gram-negatives 

and Gram-positives bacteria, multiple cat genes have been found and grouped into two main types; 

Type A that results in high-level resistance and Type B that results in low-level resistance [27]. These 

two types of CATs also differs in terms of their structure component where type A CAT monomers 

range from 207 to 238 amino acids while type B CAT monomers is smaller with 209 to 219 amino 

acids [28]. 

2.2. Degradation of antibiotic 

The enzyme-catalysed antibiotic degradation is another major antibiotic resistance mechanism 

that plays a major part in the discovery of β-lactamase since antibiotics were first used in 1940 [29]. 

Since then, there have been thousands of enzymes that have the ability to degrade antibiotics of 

different classes including macrolides and β-lactams [30]. β-lactamases are degradation enzymes 

used to hydrolyse the β-lactam antibiotics such as cephalosporins, monobactams, 

carbapenems, and penicillins [31]. β-lactam antibiotics are bactericidal and act by interfering with the 

remodelling and synthesis of the peptidoglycan layer of bacteria [32]. β-lactam inactivates the 

penicillin-binding proteins (PBPs) by forming covalent bonds to it. PBPs are transpeptidase that 

cross-linked the amino acids consisting of β-(1-4)-N-acetylmuramic acid (NAM) and N-

acetylglucosamine (NAG) together in order to form the cell wall of bacteria [33]. Bacteria able to 

develop resistance to β-lactam antibiotics through mutations of the gene that encodes PBPs.  

β-lactamases can be acquired via HGT.  This can be seen in the penicillin-resistant S. aureus that 

carries plasmid-encoded β-lactamases which can be readily transmitted between the S. aureus strains 

[34]. β-lactamase genes are generally called bla, followed by the specific enzyme name, for example; 

blaKPC is the gene that encodes for K. pneumoniae carbapenemase (KPCs) that confer resistant 

towards carbapenems [35]. It can be found within a chromosome or as part of the accessory genes 

located in MGEs [32]. TEM-1 (class A) is another example of β-lactamase capable of hydrolyzing 
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ampicillin and typically found in Gram-negative bacteria such as E. coli and Klebsiella spp. [37]. It is 

termed as TEM-1 after the name Temoneira, the patient in which it was originally found [36].  

2.3. Decrease permeability 

Most antibiotics have specific intracellular bacterial targets. The antibiotics must go through the 

cytoplasmic membrane in order to be effective, however, some bacteria have the ability to avert the 

antibiotic from reaching its target sites by lowering the uptake of the antibiotic molecules [9]. The 

Gram-negative bacteria’s outer membrane plays an important role in providing the organism with 

an additional protective layer without compromising the material exchange needed to sustain life 

[38]. Therefore, the Gram-negative bacteria are less permeable to many antibiotics intrinsically as 

compared to Gram-positive bacteria as their outer membrane can act as a barrier [39].  

The outer membrane of Gram-negative bacteria consists of proteins called porins. Various porin 

types have been described and it can be categorized by their selectivity, structure (monomeric vs. 

trimeric), and their regulation of expression. The Pseudomonas aeruginosa’s  OprD also referred to as 

protein D2 and the three major proteins in E. coli called OmpC, OmpF and PhoE are among the best-

characterized porins [40]. These two bacteria are also examples of Gram-negative bacteria that 

employ porin-mediated antibiotic resistance.  

Antibiotics with hydrophilic properties such as tetracyclines, some fluoroquinolones and β-

lactam are mostly affected by the permeability changes of outer membranes since they used porins 

to go through the barrier [41]. Permeability changes occurred by three general processes which are 

the (i) change in the porin expression level, (ii) shift in the type of porins expressed and (iii) the 

impairment of porin functions [42].  

One of the general processes of porin-mediated antibiotic resistance is the changes in the 

expression level of the porin. Data shows that reduction in expression of porin contributes 

significantly to the development of resistance in Enterobacteriaceae family, Acinetobacter spp. and 

Pseudomonas spp. to newer antibiotics such as cephalosporins and carbapenems to which enzyme 

degradation usually mediates the resistance [43]. For instance, it has been observed in 

Enterobacteriaceae family that in the absence of carbapenemase production, resistance towards 

carbapenem can still be achieved due to the decrease of porin production (as a result of gene 

mutation) [44][43].  

Another process involved is the shift in the type of porin expressed. When a particular porin is 

replaced with a different type that forms more selective channels, reduced permeability of the 

external membrane can be achieved consequently limiting the entry of antibiotic into the cell of 

bacteria [45][39]. Example of the shift in the porin expression can be seen in K. pneumoniae strains 

which is a multiple drug-resistant bacteria. K. pneumoniae strains become less susceptible towards β-

lactam such as cephalosporins and carbapenems due to the shift of porin expression from OmpK35 

to OmpK36 which possessed a smaller size of channel [46]. OmpK36 porin caused a four to eight fold 

decrease of susceptibility for a wide range of β-lactam antibiotics [47]. 

3. Antibiotic Efflux  

Another common resistant mechanism is antibiotic efflux. This mechanism often occurs in 

conjunction with other mechanisms such as modification of a target binding site or the antibiotic. 

Efflux pump consists of protein within the channel that works as pumps to extrude the antibiotics 

out of the cell. It acts on various classes of antibioticss, including β-lactams, aminoglycoside 

fluoroquinolones, polymyxins and carbapenems [48]. The genes that encode efflux pumps can be 

found in bacterial chromosomes or MGEs.  

ABC (ATP Binding Cassette), MATE (Multidrug and Toxin Extrusion), MFS (Major Facilitator 

Superfamily), SMR (Small Multidrug Resistance) and RND (Resistance-Nodulation-Division) are the 

five major families of efflux pump [49]. The number of components (multiple or single), sequence, 

substrate specificity, the number of transmembrane spanning region and energy sources have been 

determined for each of the families [50]. The ABC family utilize hydrolysis from ATP in the export of 

substrates while other families used proton motive force as the energy source. The ABC, MATE, MFS, 
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and SMR families, are distributed widely among the Gram-positive and -negative bacteria, while the 

RND superfamily is specifically found in Gram-negative bacteria. 

The tetracycline-specific efflux pump of MFS is one example of efflux-mediated antibiotic 

resistance that mediates tetracycline resistance [51]. This pump is used to extrude the tetracycline 

molecules from within the cells at the expense of a proton [52]. Another efflux-mediated antibiotic 

resistance that can be found is in the resistance of macrolides where erythromycin can be extruded 

by the efflux pumps that is encoded by the mef genes (mef E and mefA) [53] [54].  

4. Changes in Target Sites  

Inhibiting antibiotic action by interfering with its target site is a common strategy of resistance 

in bacteria. Few different tactics has been evolved by bacteria to decrease the potency and affinity of 

antibiotics towards its target sites and this includes modification of the target sites and target 

protection (prevents the antibiotic from reaching the site of binding). 

4.1. Target protection 

Proteins that are physically associated with the antibiotic's target site can defend the bacteria 

against the antibiotic's inhibitory effects [55]. The genes involved in this mechanism of resistance 

encodes target or ribosomal protection proteins (RPPs) and are usually carried by the MGEs. 

Generally, this mechanism works by dislodging and preventing the rebinding of the antibiotics [55]. 

Tetracycline, fusidic acid and fluoroquinolones are the examples of antibiotics that are affected by 

this resistance mechanism [56].  

Examples of best characterised RPPs are Tet(M) found in Streptococcus spp. and Tet[O] in 

Campylobacter jejuni, which confer resistance to tetracycline [57]. Tet(M) bind to the ribosome 

specifically at domain IV of the 16S rRNA which is the binding site for the tetracycline. Through this 

interaction, Tet(M) dislodges and releases tetracycline from the ribosome. Consequently, the 

rebinding of the antibiotics is prevented due to conformational changes caused by the interaction of 

Tet[M] within the drug-binding site [58].  

Other than Tet(M), quinolone resistance protein; Qnr is another example of target protection 

protein that reduces susceptibility towards quinolones [59]. Qnr protects DNA gyrase and 

topoisomerase IV from quinolones inhibition. This plasmid-mediated fluoroquinolone resistance is 

frequently found in K. pneumoniae making it clinically significant [60]. The target sites for quinolones 

are the topoisomerase IV and DNA gyrase; bacterial enzymes that involve in DNA replication [61]. 

Therefore, by acting as DNA homologue, Qnr competes for the binding site, preventing the binding 

of quinolones to topoisomerase IV and DNA gyrase [62]. 

4.2. Modification of target site  

Modification of the target sites is the resistance mechanisms affecting almost all families of 

antibiotics. It consists of mutations of genes encoding target site proteins, enzymatic alterations and 

also complete replacement or bypass of target sites. However, no matter what type of 

modification that takes place, the final impact of the mechanism is always the same, which is the 

decreased in antibiotic's affinity for the target site [63]. This mechanism acts as a mechanism of 

resistance against few antibiotic classes such as aminoglycosides, glycopeptides, β-lactams, 

macrolides, lincosamide and streptogramins (MLS) [64]. The examples of those three strategies will 

be presented below.  

4.3. Mutations of genes encoding the target site proteins 

There are two examples of mutational resistance which are the rifampin (RIF) resistance and the 

fluoroquinolones (FQ) resistance. Rifamycin inhibits the DNA-dependent RNA polymerase and 

blocks the transcription in bacteria. RIF is an effective antibiotic treatment for tuberculosis [65]. RIF 

acts by inhibiting bacterial RNA polymerase activity and considered as one of the powerful broad 

spectrums antibiotics against bacterial pathogens. In M. tuberculosis, RIF prevents the elongation of 
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mRNA by binding to the β-subunit of RNA polymerase. The binding of RIF molecule at this highly 

conserved pocket will directly block the path of the nascent RNA, subsequently interrupts the DNA 

transcription [65][66]. The β subunit within the RNA polymerase is encoded by rpoB gene and 

mutations within this gene has been shown to confer RIF-resistant phenotype. It has been observed 

among the RIF-resistant isolates that mutations occurred within 81 bp RIF-resistance determining 

region (RRDR) of rpoB gene [67]. The mutation caused an alteration within the binding pocket (β 

subunit) that decrease the binding affinity of RIF to the RNA polymerase.  

FQ resistance mechanism is another example of mutational resistance. Fluoroquinolones inhibit 

the topoisomerase IV and DNA gyrase’s supercoiling activity within cells, resulting in cell death (at 

lethal concentrations) and impaired DNA replication (at lower concentrations) [68]. However, 

alterations of those two crucial enzymes (DNA gyrase and topoisomerase IV) caused resistance 

towards fluoroquinolones action [61]. This can be achieved by chromosomal mutations in the genes 

encoding the DNA gyrase subunits (gyrA and gyrB gene) or enzyme topoisomerase IV (parC and parE 

gene) [69]. In these genes, the region where mutation arises is known as the quinolone resistance-

determining region (QRDR) [70]. The point mutation within QRDR sequence will results in the 

substitutions of amino acid that alters the structure of the target protein followed by the decrease of 

fluoroquinolone-binding affinity, leading to resistance towards the antibiotic [71]. 

4.4. Enzymatic alteration of target sites 

Macrolide resistance through ribosome methylation catalysed by an enzyme encoded by the erm 

(erythromycin ribosomal methylation) is one of the best examples for this type of resistance [72]. 

Adenine residue at the A2058 position of domain V of 23S rRNA within 50S ribosomal subunit can 

be monomethylated or dimethylated by rRNA methyltransferase. These biochemical changes impair 

the binding of the macrolide to its target [73].  

Other than macrolide resistance, another relevant example is the Cfr-mediated linezolid 

resistance [74]. This transferable multidrug resistance genes: cfr that encodes for cfr-

methyltransferase, confers resistance towards oxazolidinones, lincosamides, phenicols, 

streptogramin A and plueromutilins [75]. Adenine residue at the A2503 position of the 23S rRNA can 

be modified by the cfr-methyltransferase that results in impaired binding of linezolid with their target 

sites [76]. Subsequently this will inhibit the protein synthesis by preventing the binding of amino-

acyl tRNA to the A site of ribosome [77]. However, a newer generation of oxazolidinone namely as 

tedizolid was generated to overcome the resistance problem by the substitution of acetamide group 

with a smaller hydroxymethyl group. This substitution allows the antibiotic to bind to its target site 

in the presence of cfr-methyltransferase [78]. 

4.5. Complete replacement or bypass of target site 

Bacteria are capable of preventing the inhibitions of the antibiotic molecule by evolving new 

targets that fulfilled the biochemical function of the original target. By producing an additional low-

affinity target, bypass of the original target is accomplished. Vancomycin resistant-enterococci (VRE) 

and methicillin resistant-S. aureus (MRSA) have been observed to employ the replacement and bypass 

strategy to achieve antibiotic resistance [9].  

Other than producing blaZ encoded-β-lactamase (that hydrolyses the β-lactam ring, rendering it 

ineffective), MRSA also carries mecA gene that encodes PBP2a (Penicillin-Binding Protein 2a) [79]. 

Due to its low affinity for β-lactam, PBP2a provides transpeptidase activity that enables the synthesis 

of the cell wall by the bacteria to be continued at a concentration that inhibit the β-lactam-sensitive 

PBPs normally produced by S. aureus [80]. PBP2a consist of an active-site serine (S403) at N-terminus 

of α2 helix in the sequence motif SXXK. Through the binding of β-lactam antibiotic with the active-

site serine (S403), a rapidly reversible Michaelis complex (EI) was formed and was converted to stable 

covalent adduct by nucleophilic attack by S403 on the β-lactam ring [81]. Even though the binding 

occurs, the binding of β-lactam to the active site of PBP2a does not inhibit its transpeptidase activity, 

thus cross-linking of the peptidoglycan chains to form rigid cell walls is not inhibited.  
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Another example of replacement and bypass strategy is observed in VRE. Enterococci, 

particularly Enterococcus faecium is closely related to the resistance of vancomycin [82]. The 

vancomycin resistance is conferred by van gene clusters involving biochemical machinery that 

remodels the synthesis of peptidoglycan. There are two biochemical types of machinery designated 

in the remodelling of peptidoglycan synthesis; (i) by preventing the binding of vancomycin to the cell 

wall precursors through destroying the D-Ala-D-Ala ending precursors and (ii) by changing the last 

D-Ala for either D-serine or D-lactate [83].   

5. Biofilm Formation 

Biofilms are complex systems that are composed of many different types of cells, including 

bacteria, fungi, and algae. The extracellular matrix that surrounds these cells is also heterogeneous, 

with varying compositions of proteins, lipids, polysaccharides, and other molecules [84-86]. Biofilms 

are common in natural and human-made environments and are well known to be one of the major 

contributors to antibiotic resistance [87-89].  

Biofilm formation can contribute to antibiotic resistance through several mechanisms: i) physical 

barrier: biofilms provide a physical barrier between the antibiotics and the bacteria, which makes it 

difficult for the agent to penetrate and reach the bacterial cells [90]; ii) slow growth rate: biofilms have 

a slower growth rate and metabolism than planktonic bacteria [91], which reduces their susceptibility 

to antibiotics, as these antibiotics typically target rapidly growing bacterial cells; iii) quorum sensing: 

bacteria in biofilms can communicate with each other through quorum sensing, allowing them to 

coordinate their behaviour and respond to environmental cues [92]. This can lead to the activation of 

genes that confer resistance to antibiotics; iv) phenotypic resistance: bacteria in biofilms can exhibit 

phenotypic resistance, where their gene expression and metabolic activity change in response to their 

environment [93]. This can make them less susceptible to antibiotics. Overall, biofilm formation can 

protect bacteria from antibiotics, making them more resistant and difficult to eliminate, leading to 

persistent infections. Continuous screening for antibiofilm activity of natural products may shed new 

light on the control of biofilm formation and antibiotic resistance [94-96]. 

6. Conclusions 

The emergence of resistance bacteria has increased due to misuse and overuse of antibiotics, 

patients not finishing the entire antibiotic course, and non-laboratory oriented antibiotic therapy. A 

thorough understanding of the molecular mechanisms of antibiotic resistance is vital to provide the 

key to devise new strategies to deal with the threat. Designing better drugs that will not be affected 

by the bacteria’s defense mechanisms or preventing the spread and dissemination of antibiotic 

resistance genes need to be further explored. 
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