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Abstract

This study proposes an intelligent threat identification method based on knowledge graphs to
address the challenges of security threat detection, hidden attack chains, and complex feature
associations in loT environments. The approach first extracts key features from multi-source
heterogeneous device communication data and constructs a knowledge graph containing devices,
protocols, behaviors, and event relationships through semantic modeling to achieve global semantic
association representation. A graph embedding mechanism is then introduced to vectorize entities
and relationships, while an attention-weighted graph convolution structure is used to fuse and
propagate multidimensional features, capturing the global dependencies of potential threat patterns.
During the graph reasoning phase, the model enhances the interpretability of abnormal behavior
detection through relational aggregation and semantic propagation, and finally employs a classifier
to output threat probabilities, completing the entire process from knowledge representation to risk
discrimination. Experiments on real IoT security datasets show that the proposed method achieves
significantly higher accuracy, recall, precision, and F1-Score than traditional deep learning models.
It effectively identifies complex attack behaviors and maintains strong robustness, demonstrating the
modeling potential of knowledge graph structures in IoT security and providing a systematic
solution for multi-source semantic fusion and intelligent threat detection.

Keywords: knowledge graph; IoT security; graph embedding; semantic reasoning; threat
identification

I. Introduction

The rapid proliferation of the Internet of Things (IoT) has made the vision of an interconnected
world increasingly real. From smart homes and industrial control to urban transportation and
healthcare, billions of devices now exchange data and collaborate intelligently through networks.
However, the explosive growth in the number of devices and the increasing complexity of system
architectures have intensified IoT security challenges. Due to limited device resources, diverse
communication protocols, and complex deployment environments, traditional cybersecurity systems
struggle to provide comprehensive and real-time protection. As a result, incidents such as malicious
attacks, data breaches, and unauthorized access occur frequently. These issues not only threaten user
privacy and system stability but also pose potential risks to critical infrastructure and social security,
making it urgent to establish a new protection system capable of efficiently and intelligently
identifying security threats [1].

In current security protection research, most methods rely on rule-based matching or feature-
based machine learning detection. These approaches depend heavily on attack samples and expert-
defined rules. Although they can be effective in specific scenarios, they struggle to cope with the
complex and dynamic threats present in IoT environments. The interactions among IoT devices are
highly dynamic and heterogeneous. Attack behaviors often spread through covert paths, exhibiting

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202510.1489.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 20 October 2025 d0i:10.20944/preprints202510.1489.v1

2 of 9

multi-source, multi-stage, and cross-layer characteristics. Traditional models tend to suffer from
detection delays or high false-positive rates when faced with unknown threats or diverse attack
strategies. At the same time, the existence of data silos and semantic fragmentation hinders
information sharing and knowledge transfer among different devices, protocols, and platforms,
further limiting the overall intelligence and coordination of security defense systems [2].

Knowledge graph technology provides a new perspective to address these challenges [3-5]. By
semantically modeling multi-source heterogeneous information-such as IoT devices, communication
protocols, behavior patterns, and security events-knowledge graphs can explicitly represent the
relationships among entities within a graph structure [6]. This enables the construction of a
comprehensive and inferable security knowledge system with global semantic understanding. Under
this framework, security threats are no longer isolated events but can be interpreted as abnormal
patterns in a multi-entity, multi-relation network [7-10]. Through semantic reasoning over device
attributes, behavioral sequences, and communication paths, it becomes possible to reveal potential
attack chains and abnormal propagation routes. This provides a solid semantic foundation for
intelligent threat identification and early warning. Compared with traditional feature-based
detection methods, knowledge graphs offer greater scalability and interpretability, allowing dynamic
updates and adaptive learning in complex and evolving network environments [11].

With the deep integration of artificial intelligence, knowledge-graph-based threat identification
has become increasingly intelligent and automated. By incorporating graph neural networks,
relational reasoning models, and knowledge embedding techniques into security scenarios [12-14],
it is possible to efficiently capture latent semantic patterns and structural dependencies within large-
scale knowledge graphs. In IoT contexts, where attacks often exhibit stealth and chain-like
characteristics, intelligent reasoning mechanisms can discover abnormal relationships even without
explicit labels [15]. This enables early identification and continuous tracking of unknown threats.
Such an approach not only improves the accuracy and timeliness of security detection but also
provides transparent and interpretable support for security decision-making, promoting a shift from
passive defense to proactive perception.

Overall, research on intelligent identification of IoT device security threats based on knowledge
graphs holds significant theoretical and practical importance. It provides a cognitive framework that
transitions from data to knowledge and from static to dynamic defense, advancing the semantic and
intelligent evolution of IoT security systems. Moreover, it supports security governance in critical
domains such as smart cities, industrial IoT, and vehicular networks, offering technical assurance for
building a trustworthy, controllable, and sustainable IoT ecosystem. By integrating knowledge
representation, graph reasoning, and intelligent perception, this direction is expected to drive the
transformation from fragmented security detection toward global risk cognition, laying a solid
foundation for the next generation of IoT security protection systems.

I1. Related Work

A broad spectrum of graph-based learning and semantic modeling methodologies forms the
core of intelligent pattern recognition and reasoning in complex networks. Graph attention
mechanisms have greatly advanced the ability to capture dynamic dependencies and selectively
propagate feature information across large, heterogeneous relational structures, facilitating adaptive
and interpretable knowledge modeling [16]. The use of heterogeneous network learning enables the
discovery of implicit associations and multi-type relationships, supporting the fusion of diverse
sources and hidden pattern mining [17].For robust anomaly detection and probabilistic
representation, deep mixture density models offer powerful tools for learning uncertainty-aware
representations from high-dimensional behavioral data, thus increasing detection accuracy and
stability under challenging conditions [18]. Similarly, multi-head attention and semantic embedding
frameworks enable context-aware representation learning, extracting complex temporal and
structural dependencies essential for graph-based threat reasoning [19].
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Distributed learning strategies —such as trust-constrained policy optimization and multi-agent
reinforcement learning—underpin collaborative and resilient optimization in large-scale, multi-
entity environments [20,21]. Meanwhile, structured path guidance and fast adaptation pipelines
provide mechanisms for interpretable reasoning and rapid knowledge transfer, supporting scalable
adaptation to new data and evolving patterns [22,23]. The integration of structured factor extraction
and dynamic time-window modeling further enables context-aware prediction and semantic fusion
in time-evolving environments [24].

Taken together, these methodologies—including graph attention, heterogeneous learning,
probabilistic modeling, distributed optimization, semantic reasoning, and structured adaptation —
establish the foundation for the knowledge-graph-based intelligent threat identification method
developed in this work.

III. Method

This study proposes a method for intelligently identifying security threats to IoT devices based
on knowledge graphs. The overall framework includes four core components: knowledge modeling,
graph embedding representation, relational reasoning, and threat identification. First, a semantically
consistent security knowledge graph structure is constructed for multi-source heterogeneous device
and communication data in the IoT environment. Device nodes, communication events, protocol
types, and abnormal behaviors are abstracted into an entity set V, and their semantic associations are
represented by edge sets E, thus forming a graph structure G = (V, E) . Each edge carries a semantic

relationship 7;;, which defines the interaction semantics between devices. The overall relational

structure can be expressed as:

G={(v,r,,v,)|v,v, €V,r, eR} Q)]

> lj

To avoid semantic drift, a multi-layer feature fusion mechanism is introduced in the construction
process to map network traffic features, system log features, and communication protocol features
into the same vector space to form a unified structured knowledge representation. The overall model
architecture is shown in Figure 1.

loT Network Node
Devices Traffic Embeddings

Y
Knowledge Graph
Graph Convolution

Feature Context
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Graph
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Threat
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Threat
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Figure 1. Overall model architecture.
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In the knowledge representation stage, a low-dimensional vectorization method based on graph
embedding is used to achieve computable modeling of devices and their interactive relationships.

Given a device node V; and a relationship 7; , whose embedding vectors are ¢, and 7;

respectively, the semantic consistency of the relationship triples is characterized by the energy
function:

f(vi’rzjavj):“ei"'rzj_ej“; (2)

The smaller the energy function, the higher the semantic consistency of the triples, which reflects
a more stable security interaction relationship between devices. To enhance robustness, this study
further introduces contextual relationship modeling based on the attention mechanism, by
calculating the importance weights of neighboring nodes:

a, =Transformer(f(v,,1;,v;)) 3)

This enables weighted aggregation of multi-dimensional relationships, ensuring that key
security dependency structures are captured in complex network environments.

In the graph reasoning phase, to characterize the potential threat propagation paths between
devices, a graph convolutional propagation mechanism is used to aggregate high-order features of
the knowledge graph. The update method of the node representation at the Ith layer is defined as:

exp(w' h, +b)
1+exp(w'h. +b)

P(y, =1|h)= 4)

Where »; =1 indicates that there is a security threat to the node, and w and b are learnable

parameters. To optimize the overall recognition performance, the loss function adopts the weighted
cross-entropy form:

L= _Z[lei lOgP(yi)+W0(1_yi)log(l_P(yi))] %)

i=1

w, and W, are used to balance the ratio of positive and negative samples, respectively, to

improve the sensitivity of identifying abnormal nodes. Through the above modeling and reasoning
process, this research has achieved a complete link from knowledge graph semantic construction to
intelligent reasoning and judgment, providing a unified cognitive framework and efficient semantic
reasoning mechanism for security threat identification in complex IoT environments.

IV. Experimental Results

A. Dataset

The dataset used in this study is the TON_IoT (Telemetry, Network, and System Logs for the
Internet of Things) dataset. It consists of real network traffic, telemetry data, and system logs collected
from various IoT environments. The dataset covers multiple types of scenarios, including home IoT
devices, industrial control terminals, and edge computing nodes. Its data sources include both
normal communication records and several known attack behaviors, such as denial of service, data
exfiltration, malicious scanning, and command injection. These features comprehensively reflect the
security threats that IoT systems may face in real-world operations. The dataset also retains multi-
level time series features, providing a solid foundation for dynamic modeling and behavioral pattern
analysis.

In terms of structural design, the TON_IoT dataset includes three major components: network-
level features, system-level logs, and device-level telemetry. The network layer records indicators
such as protocol type, source and destination addresses, port numbers, traffic size, and session
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duration. The system layer contains user behaviors, access requests, and execution commands. The
device layer telemetry reflects key operational parameters such as sensor readings, CPU utilization,
and memory status. This multimodal and heterogeneous data structure provides rich semantic
associations for constructing knowledge graphs. It enables the model to jointly learn potential
dependencies among security events at both the entity and relational levels.

In addition, the TON_IoT dataset is large in scale and exhibits high diversity and
representativeness. It has a high sampling frequency and a long time span, covering multiple stages
from normal operation to complex attacks. This helps the model capture the evolution and
propagation characteristics of threats during training. By leveraging this dataset, the study can
effectively evaluate the adaptability and robustness of knowledge-graph-based security threat
identification methods under complex, dynamic, and realistic [oT environments. It provides reliable
data support for research on intelligent security protection systems.

B. Experimental Results

This paper first gives the results of the comparative experiment, as shown in Table 1.

Table 1. Comparative experimental results.

Model ACC F1-Score Precision Recall
MLP [25] 0.871 0.862 0.856 0.868
CNN [26] 0.887 0.881 0.874 0.889
LSTM [27] 0.902 0.896 0.891 0.900
Transformer [28] 0.917 0.912 0.908 0.915
Ours 0.941 0.937 0.934 0.940

As shown in Table 1, there are significant differences in the performance of different models for
IoT security threat identification. Traditional MLP and CNN models show relatively low accuracy
and recall. The main reason is that they cannot model semantic relationships and contextual
dependencies among devices. Although CNN achieves improvements in local spatial feature
extraction, it still struggles to capture potential cross-device and cross-protocol interactions in
heterogeneous data environments, which limits its detection capability. In contrast, LSTM performs
better in time series modeling. It can capture the dynamic changes in IoT communication behaviors
to some extent, resulting in higher performance across all four evaluation metrics.

The Transformer model further improves overall performance. By leveraging the self-attention
mechanism, it effectively aggregates long-range dependencies between different devices and
interaction events, making threat feature recognition more stable. However, Transformer mainly
focuses on sequential feature modeling. It lacks explicit representation of multidimensional semantic
relationships, making it difficult to interpret potential threat propagation paths and structural
dependencies from a global perspective. In complex IoT environments, this sequence-centered
representation still suffers from insufficient information coupling when dealing with multi-stage
attacks and correlated event reasoning.

The proposed model achieves the best performance across all four metrics, indicating that
incorporating a knowledge graph structure can significantly enhance semantic understanding and
reasoning in security threat identification. By mapping devices, protocols, behaviors, and events into
a graph structure, the model can identify not only individual attack behaviors but also reveal
potential associations among different entities, thus capturing the full characteristics of attack chains.
The joint design of graph reasoning and attention mechanisms allows the model to maintain high
detection accuracy and robustness in complex environments, demonstrating the advantages and
application potential of knowledge-driven threat identification frameworks in IoT security.

This paper also presents an experiment on the sensitivity of the learning rate to the single metric
F1-Score, and the experimental results are shown in Figure 2.
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Learning Rate Sensitivity on F1-Score (Ours Model)
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Figure 2. Experiment on the sensitivity of learning rate to F1-Score.

As shown in Figure 2, the learning rate has a significant impact on the model's performance in
terms of the F1-Score. When the learning rate is low, such as between le-5 and le-4, the model
maintains a high F1-Score. This indicates that a smaller learning rate helps the model achieve stable
convergence during training, allowing it to capture the complex dependencies among devices,
relations, and behavioral features in the IoT knowledge graph. At this stage, the model achieves a
good balance between precision and recall, reflecting strong semantic reasoning and threat
identification capabilities.

When the learning rate increases to 5e-4 or higher, the F1-Score drops significantly. A larger
learning rate causes greater fluctuations in gradient updates, making it difficult for model parameters
to find a stable optimum in the high-dimensional relational space. This affects the semantic
consistency of the embedding representations. In particular, within a knowledge graph structure, the
updating of relational and node features requires fine-grained step adjustments. An excessively high
learning rate disrupts the balance between local and global semantics in the graph structure,
weakening the reasoning layer's ability to characterize abnormal propagation paths.

Overall, the results show that the choice of learning rate is crucial for knowledge-graph-based
IoT threat identification models. A moderate learning rate promotes coordinated optimization
between the embedding layer and the graph reasoning module. It also helps prevent overfitting and
gradient explosion in the early stages of training, ensuring the model's stability and generalization
ability in complex and heterogeneous environments. This phenomenon further verifies the
controllable sensitivity of the model to hyperparameters and the rationality of its structural design.

This paper also presents an experiment on the sensitivity of the number of attention heads to
ACC, and the experimental results are shown in Figure 3.

Attention Head Sensitivity on ACC
0.945
0.940

0.935

0.930

ACC

0.925

0.920

0.915

0910 1 2 4 6 8 10 12

Number of Attention Heads

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202510.1489.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 20 October 2025 d0i:10.20944/preprints202510.1489.v1

7 of 9

Figure 3. Experiment on the sensitivity of the number of attention heads to ACC.

As shown in Figure 3, the number of attention heads has a clear impact on the model's
performance in terms of accuracy. When the number of attention heads increases from 1 to 8, the
model's accuracy gradually improves. This indicates that the multi-head attention mechanism
effectively enhances the model's ability to capture complex semantic dependencies among loT
devices. A moderate number of attention heads allows the model to learn different types of feature
relationships in parallel across multiple subspaces, improving both the precision and robustness of
threat pattern recognition. At this stage, the multi-entity and multi-relation structures in the
knowledge graph are fully utilized, enabling a good balance between global reasoning and local
feature modeling.

When the number of attention heads increases further to 10 or more, the model performance
begins to decline. This may be due to excessive attention heads introducing feature redundancy and
noise interference, causing the semantic aggregation process to lose focus on key relational nodes.
An overly high attention decomposition dimension leads to a dispersion effect in the graph reasoning
layer during feature fusion, reducing the efficiency of knowledge propagation. The results indicate
that in knowledge-graph-based IoT security threat identification tasks, a proper setting of attention
heads can balance representational power and computational complexity, thereby maintaining
model stability and generalization performance.

V. Conclusion

This study addresses the complexity and intelligence requirements of security threat
identification in IoT environments and proposes an intelligent threat identification model based on
knowledge graphs. The method constructs a knowledge graph structure from multi-source
heterogeneous data to achieve unified semantic modeling of devices, protocols, and behaviors. By
integrating graph embedding and graph reasoning mechanisms, it enables efficient identification of
potential threat chains. Experimental results show that the proposed model outperforms traditional
methods in accuracy, F1-Score, precision, and recall. These findings verify the effectiveness of
knowledge-driven graph structure modeling in IoT security. The study not only provides a new
theoretical framework for dynamic threat identification but also demonstrates unique advantages in
interpretability, security visualization, and global risk understanding. It lays a solid technical
foundation for building trustworthy and intelligent defense systems.

Future research can further expand the dynamic updating and cross-domain generalization of
knowledge graphs. By introducing temporal graph learning, causal reasoning, and large-model-
assisted inference mechanisms, the model's adaptability to unknown threats and emerging attack
patterns can be enhanced. In addition, the deployment and migration strategies of the model in
complex scenarios such as industrial IoT, vehicular networks, and smart cities can be explored. This
will promote its application in real-time security monitoring and automated response systems. As
the scale of IoT continues to grow and device intelligence advances, knowledge-graph-based security
identification systems are expected to become a key technology for future network protection,
providing continuous support for building a safer, controllable, and self-learning IoT ecosystem.
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