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Abstract: As computer networks develop in size and complexity, the need for equipment that can characterize,
inspect, monitor, and summarize the features of a transmission in real time grows. Many transmission and
packet inspection theories are required to examine network traffic. Unfortunately, loss the track or traceability
of one traffic scenarios against others over real-time network. Deep packet inspection (DPI) approaches can be
used to alleviate the problem but still face flexibility constraints in the sense that it will be difficult to keep track
of prior occurrences. There have been significant theoretical improvements in packet inspection, but the
problem of event tracking flexibility remains unsolved. A novel approach for “integrating blockchain with
DPI” in summarizing computer network traffic flow events has emerged as a result of this research: This
technique captured traffic flows in the network, DPI report, and the entire transmission session header and
load them into a smart-contract based- Blockchain. Two experimental scenarios are used to test the validity of
the system. The first scenarios involve analysis of DPI transmission without integrating blockchain, follow by
the captured of transmission session involving DPI with blockchain. The finding indicates that DPI
transmission with blockchain is more secured against "Tampering Incidents", "Unauthorized Access Attempts",
“Auditability” and many other security concern. Whereas, the performance overhead introduced by
blockchain-based DPI indicate an increase in "DPI Processing Time from 68ms to 150ms, a "CPU Usage
increment by 20%, Network Latency increment of 15ms from 20ms to 35ms, and almost all other computational
resources increase. Therefore, the finding can be summarized that the performance overhead introduced by
integrating blockchain with DPI increases, but it provides a secure DPI reports for decision making.

Keywords: blockchain; packet header; payload; deep packet inspection; traffic flow

1. Introduction

DPI is a network security technique that analyses the header and content of an IP packet as it
traverses a network. In modern network management, packet headers and contents are thoroughly
examined to monitor transmission inside a network, identify and mitigate malicious activity, enforce
security regulations, and get insight into network activities {1]. Blockchain provides immutability,
transparency, and security in a decentralised manner for many applications. However, its increasing
popularity and widespread use have led to a significant increase in the number of transactions,
resulting in a growing need for storage [2]. The blockchain ensures that the quality evaluation is
unbiased and prompt. Without the blockchain, systems that rely on decision-making would lack the
ability to maintain data integrity and impartiality [3]. DPI gains a new level of intelligence with the
addition of Blockchain, that is integrating DPI and blockchain can determine the genuine nature of
communications depending on that information, such as brain mapping [4], identity management [5]
and so many areas. In terms of IP network transmission network, the blockchain platform will store
the timestamp records for each packet that has a history of being in a transmission session.
Furthermore, for each packet that has a history of being in a transmission session, it’s status and
changes within its header can be traced and organize in order to verify that all packets have been
adequately reviewed [6].
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Despite the fact that this approach has the capacity to monitor every aspect of traffic flow using
a blockchain, computational overhead becomes the first major issues associated to the approach [7].
Blockchain technology and distributed ledgers are attracting massive attention and trigger multiple
projects in different industries. However, their application to any field require careful consideration
of all the computational component required [8]. This is not only due to the fact that the most well-
known application that use blockchain technology are mainly concern of addressing security issue.
However, massive computational cost and industry industrial application is necessary [9]. The good
side of application of blockchain lies with addressing traceability problem. For instance, retracing
ownership over a longer chain of changing buyers in global financial transaction services: when, for
example, the US investment bank Bear Stearns failed in 2008 and was completely acquired by JP
Morgan Chase, the number of shares offered to the acquirer was larger than the shares out- standing
in the books of Bear Stearns. It was not possible to clarify the accounting errors and JP Morgan Chase
had to bear the damage from excess (digital) shares [10,11].

Another analogy where traceability is crucial, is on dealing with highly previous natural
resources like the Diamond. It is just as critical to be able to trace back ownership in long transaction
chains for physical goods like diamonds as it is in financial markets. The intermediaries that come
before them thoroughly vet each link in the chain of intermediation [12]. This isn't a good option
because of the potential for credit damage and the time and money it would take. As the blockchain
technology promises to solve these critical issues, a shift from trusting people to trusting math, is
what the blockchain represents. Human intervention is no longer required [13,14]. Adding a new
block to the blockchain creates a complete ledger of transactions. Cryptographic methods can be used
by the network to verify blocks. The nonce, a random number used for hash verification, is also
included in the transaction data in the blockchain protocol [15]. This concept protects the 'genesis
block,' the first block of the blockchain. When a new block is added or removed from a chain, the
hash value of that block changes. This means that hash values can be used to prevent fraud. If the
majority of nodes in the network agree that the transactions in the block are valid and the block itself
is valid, it can be added to the chain [16]. An agreement is reached by a majority of network validators
(or in some cases, all of them) on a ledger's current state. As long as certain rules and procedures are
followed, multiple nodes can share the same set of facts. When a new transaction is made, the ledger
does not automatically update. Changing the data in the blockchain is impossible after this point.
Bitcoin rewards its "miners" for validating blocks by issuing them with Bitcoins. The Bitcoin example
demonstrates that the blockchain's principle isn't limited to transforming the way money is traded
[17]. Cryptography has made it possible for people from all over the world to trust each other and
transfer a wide range of assets over the internet.

Based on the justification and rationale of that makes blockchain crucial in traceability, DPI is
also argued by this study to established some sort of traceability mechanism, using a distributed
ledger system like the one described above. The network as a whole function even if a single node
fails, whereas centralized systems would be rendered inoperable. Trust in the system increases
because people don't have to evaluate the trustworthiness of the intermediary or other network
parameters because of this. It is not necessary to build trust in individual components of the system.
By cutting out the some component. IP computer network system, can improve the security of our
data when appropriately managed. Third-party data collection increases the risk of security breaches.
It is possible to reduce transaction security by removing third parties from the blockchain [18].

Motivated by the previous work on concepts for tackling privacy concerns with smart contracts
[19], this current study contributes in the following ways:

e  Incontrast to the number of commercial white papers on blockchains, academic study associated
to the DPI and Blockchain, in which most tends to concentrate on crypto-currencies, some on
Bitcoin's weaknesses [20]. This study design and developed an integrated DPI and smart-
contract-based blockchain, intended to have full traceability on all DPI report for decision
marking.

e  With due consideration that another method of ensuring that user privacy is respected is
through the use of a "fair exchange protocol.” While some research studies explored the privacy
concerns associated with Bitcoin [21]. In the realm of this current study, high priority network
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transmission session captured by DPI is constantly and consistently updated in the transmission

session it belongs, whereas new priority packet generates new blocks which is also traceable.

e  Considering that the usage of Blockchain present issues of computational performance [22] in
order to accelerate transaction processing, and resolve the issue of poor performance in the
future, this current research contribute in conducting two experiments involving analysis of DPI
transmission without integrating blockchain, and with DPI —based blockchain. The finding
shows that DPI transmission with blockchain is more secured, but face some drawbacks on the
computational performance overhead introduced.

The remaining part of the paper is organized as follows: apart from this current section that
provide the overview of the research, section two present the previous research studies on deep
packet inspections and well as blockchain. Section three discusses the research methodology, while
section four present the experimental analysis and the result of the study. Section five provide the
details discussion of the finding as well as the implication of the study and finally, section 6 present
the conclusion for the study.

2. Related Work

There are a number of concepts that have been discussed in literature that can now be supported
thanks to blockchain technology. Contracts that combine computer protocols with human interfaces
to carry out the conditions of the agreement between the two parties have been dubbed "Smart
Contracts" by Szabo [16]. Smart Contracts are becoming increasingly popular as a result of the
blockchain's increased ease of use when compared to the technology available at the time of their
development 20 years ago. In light of the blockchain, smart contracts are becoming more popular as
a result of their ability to be used more easily than they might have been before their inception [23].

Zhang et al [24] suggest integrating Blockchain and Industrial Internet of Things (IIoT) to offer
safe and collaborative services. Therefore, the research has developed a privacy-preserving traceable
Deep Packet Inspection (DPI) system that conducts inspections on encrypted traffic in a blockchain-
based Industrial Internet of Things (IloT) environment. The paper does not effectively demonstrate
the computational performance of integrating Blockchain with IIoT.

Similarly, Song et al. [25] conducted a test on the SolarWinds DPI tool to determine if it could
detect and prevent network traffic anomalies. They compared its performance to their proposed
method, which involves creating a set of informative features that represent the normal and
anomalous behavior of the system. This is done by evaluating the Hurst (H) parameter of the network
traffic. It was discovered that their proposed DPI solution enhances efficiency by accurately
identifying and considering the level of information security. The same principle applies in cases
where computation using DPI is not evaluated, even if blockchain was not utilised in their research.

Ren et al. [26] demonstrated that as traffic volume grows, businesses opt to delegate their
middlebox services, such as deep packet inspection, to the cloud in order to access abundant
computational and communication resources. The paper proposes an effective verifiable Deep Packet
Inspection (DPI) scheme that provides robust privacy guarantees. Experimental results reveal that
their technique not only maintains packet privacy, but also achieves great efficiency in packet
inspection.

Zhang et al. [27] demonstrated that enterprise clients are increasingly using in-the-cloud deep
DPI services to safeguard their networks in the context of the growing trend of network middleboxes
as a service. The study suggests a verification approach that ensures privacy and is lightweight. This
scheme efficiently examines if in-the-cloud DPI services are running successfully without revealing
private DPI rulesets. The study's findings indicate that the proposed technique is feasible and only
results in a real-time delay of 10-20 microseconds.

Li et al. [28] demonstrated that implementing a distributed packet filter is a highly effective
approach to reduce unwanted traffic. Ensuring the integrity of transmitted data is challenging
because a malicious internal node can share modified data to undermine the efficiency of filters.
Therefore, the research suggested a design for a packet filter blacklist that utilises blockchain
technology and incorporates collaborative intrusion detection. The blockchain technology is utilised
to construct a resilient blacklist for mitigating undesirable traffic. The evaluation shows that the
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proposed technique's performance demonstrates that the filter can improve the resilience of blacklist
generation.

Smart contract evolves within the frame of Blockchain, its implementation mostly arises when it
comes to asset acquisition contracts based on pre-defined specifications, this new technique could
eliminate the need for lawyers and banks [29]. One other way to govern real estate property
ownership smart contracts can also be used. Considering that this technique considers both tangible
and intangible assets, their application has no limit [30]. Previous research studies have established
that the Ethereum decentralized system, developed by Vitalik Buterin, is a well-known illustration
of blockchain technology's treatment of smart contracts [31-34]. Ethereum is able to support a wider
range of applications than was previously conceivable [35-37]. Using blockchain technology,
contracts may be automatically executed in a way that is both cost effective and transparent while
still maintaining a high level of security [38].

Although there is a vast amount of literature available on DPI and blockchain, there is still a lack
of well-structured explanations on how to build a system based on DPI and blockchain. These
presentations should consider the speed overhead caused by merging blockchain with DPI, as well
as the security improvements achieved by integrating blockchain with DPI. This study aims to
design, developed and conduct an experiments in order to contribute to the field.

3. Methodology

This research design and developed a blockchan-based DPI, however the main research
component lies with experimental monitoring and inspection of packets during a transmission
session, with the blockchain serving as a separate traceability service. That means as a result of DPI
service, any crucial case of identifying issue with packet, will be log in a block of the blockchan. The
traceability of each packet that exits the transmission traffic flow is required for monitoring and
inspecting each packet that exits the transmission traffic flow. The methodological framework is
depicted in Figure 1.

At first, a network scenarios were created to examine the transmission session traffic flow by:

1. Initiating transmission sessions with certain payload to-and-fro

Initiating Deep packet inspection of the transmission session
3. Capture the traffic flow of the transmission session.

Concurrently another network scenario was created to examine the transmission session traffic
flow by:

1. Initiating transmission sessions with certain payload to-and-fro

2. Initiating Deep packet inspection of the transmission session

3. Capture the traffic flow of the transmission session

4.  Creating a block in blockchain for each packet capture, and appending policy based on the smart
contract trait.

5. The smart contract is established for indicating a capture packet with normal header and or
abnormal header


https://doi.org/10.20944/preprints202408.1475.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 21 August 2024 d0i:10.20944/preprints202408.1475.v1

Sorting, classifying and
e iy y Set out the filter and
Im_t'?t'oﬂ Uf. categorizing traffic flow analvser f n P
fransmission sessions ®  for the transmission  [® i };:Dzrs:gion
A network scenarios with certain payload — ansm
were created to examine .
the transmission Initiation of packet Moniter, and record
apszions traffic flow inspection of the Set pattern: Traffic flow the transmission
{ransmission sessions »  transmission session  — sessions fraffic flow
details
Captured traffic flow )
oiPti]e transmission Trained and examined Analysis of the
. the capture traffic data Packets
sessions
Control layer
Analysis for the
inspection "
Evaluation of the Blockchain-bazed
transmission sessions with | — Traceabﬂ:lt}' of the d&elif +
its detailed Inspected |~ v packet(s) in traffic flow
Host layer transmission sessions
Analysis forthe |
inspection

Figure 1. The Research Methodological Approach.

It was possible to do an examination of the traffic flow during transmission sessions by utilizing
a network scenario that had been previously constructed. It is possible to initiate and stop
transmissions with a certain payload at any time and for an endless period of time. Initiation of
session packet inspection for transmissions (also known as transmission inspection), which is also
known as transmission inspection (also known as transmission inspection). It was observed and
documented how the flow of traffic changed from one session to the next.

Transmissions generate data traffic, which must be processed, sorted, and categorized before it
can be transmitted on its route. You can make a pattern by following the procedures outlined below:
Sessions are used to transfer data between two computers by transmitting the traffic flow. Data on
traffic movement had been obtained and analyzed previously. Prepare the filter and analyzer for each
transmission according to the instructions in the following section: As discussions take place, keep a
watch on the traffic flow and make notes on it as it happens. The Blockchain-based investigation of
Message Packets is now underway. Traceability of deep packets must be maintained throughout
traffic flow transmission sessions at all times. This is crucial (s) An investigation of the control layer
is carried out with the use of mathematical analysis. In addition to a thorough analysis of the host
layer, a complete examination of the transmission intervals is carried out.

3.1. Blockchain-Enabled Deep Packet Inspection System Design

This research proposed to developed a blockchain-enabled DPI System, by first recognizing the
general overall architectural framework of DPI and Blockchain (see Figure 2). The architectural is
simply a typical network environment, where a predominant area referred to as the "Authorized
Traffic region" is the expectation of any network design. This kind of a network environment employs
network administrators' classifying and determining how all types of traffic are handled. At this
stage, an IP header field called Differentiated Services Code Point (DSCP) is employed to categories
the traffic originating from the authorized area. Consequently, no priority is anticipated unless
explicitly assigned by the network administrator. The fact that any network is vulnerable to some
sort of attack, makes it necessary to anticipate potential zone where attackers can attack. That is why,
within the architecture an attacked region where unauthorized traffic can be generated is highlighted.
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Any traffic flow that occurs within the network can be allowed to pass through the firewall in
this scenario. The DPI system is configured to check and report the status of each packet after it has
been inspected. In the event that the report was to be stored in the firewall buffer or any other storage,
it would not be as safe, versatile, or traceable as if it were stored in the blockchain. This is where the
current study initiates its examination, for which it further investigates the security and as well as the
computational overhead that is associated with adopting a blockchain-based DPI system.
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Figure 2. The Architectural Framework of Blockchain-Enabled Model for DPI.

3.2. The Propose Conceptual Framework

The conceptual framework for the study is a multifaceted construct comprising of three pivotal
phases namely: the network data packet capturing, the DPI integrating —Blockchin phase and the
smart contract development phase. These are structure into their algorithms.

3.2.1. Network Data Packet Capturing

The foundation of our conceptual framework lies in the meticulous recording of network data
packets. It involves the steps presented in Algorithm 1. When an active network socket is open and
flowing, the first algorithm focuses on the usual network packet capturing. This kind of activity is
common for every transmission, and it exists whenever an active network socket is open. As shown
in Line 1 to 4 of Algorithm 1, the capture network traffic routine will continue to monitor and capture
all packets that are passing through while the data for the IP packets is being transmitted a certain
storage. One of the first events that takes place from line 5 to line 10 is to determine whether the
packet capture is normal or encrypted. In the event that the packet is not encrypted, it is possible to
store it along with the details that correspond to it as the initial instruction. After reading the packet,
the final component of the algorithm will make certain that a transmission is completely captured for
that particular packet within the transmission session.
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Algorithm 1 IP Network Packet Capturing
Require: Active Network Socket
Ensure: IP Packet Data in Transmission

1. capture_network_traffic ():

2 try:

3 packet_repositoryArr

4 open_network_socket ()

5. while True do:

6 capture_packet (network_socket)

7 if is_non_encrypted_packet (packet):

8 packet_repositoryArr.append (packet)
9

. end if
10. end while
11. | except:
12. | print (“Interrupted by the user”)
13. | finally:
14. close_network_socket (network_socket)
15. | return packet_repositoryArr

16. is_non_encrypted_packet (packet):
17. extract_header (packet)

18. extract_payload (packet)
19. return not (extract_h.contains_flag)

3.2.1. The Proposed Concept of DPI Blockchain Integration

The DPI technology employed for analyzing and filtering network traffic is being enhanced by
blockchain to address issues related to transparency, accountability, and privacy, in a similar
approach of learning model utilising a decentralised deep learning framework and blockchain
infrastructure [39]. Figure 3 present this research concept of DPI blockchain integration.

Store Packet
Data into
Blockchain

ISIS[T=1gyes [ e |

|
|
l i Execute
| Moving to pee
; Blockchain
| o - Blockchain
l i S ==
| | '
| :
: | Blockchain Smart Contract l
. o = Platform - B

Incoming Packets

Figure 2. The Concept of DPI Blockchain Integration.

The concept dwell on incoming packet to the tranmission, while Algorithm 1 lead the direct
approach of capturing inco,img packet in a transmission session, the proposed just captured packet
only, but inspect them by DPI and the move them to blockchain based onsmart contract policy
established. That is why Algorithm 2 is developed.

The algorithm necessitates the presence of an operational network socket that is actively
processing traffic, with each packet in the transmission session being inspected. The inspection is
exclusively performed using DPI, which involves scanning both the "Header field" and the "Payload"”
first. A boolean XoR is then established in the smart contract. Line 1 to line 2 indicates that each packet
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will utilize a "store and forward approach” at the beginning of the transmission session. The "store
and forward approach” incurs additional computational cost, but it is essential for DPI prior to
integration with blockchain. Therefore, Lines 17 to 23 of the method compute the incurred overhead
caused by this operation in relation to "average latency", "processing time", "CPU Ultilisation", and
other performance metrics.

Once the packet is in the "store and forward approach" setting, Line 3 of the algorithm opens all
the "header fields" while keeping the operation of opening the "Payload" distinct. This process is
executed in a sequential manner, examining the content of all the "header fields" and the "bits" format
of the "payload".

Line 4 of the algorithm performs an XoR operation to determine the result of the operation in
Line 3. Line 5 executes the XoR operation only when both the "Header content" and the "Payload"
remain unchanged. Only in this case, the packet may be classified as a "Normal" packet. Otherwise,
it is classified as an "Anomaly" packet. Subsequently, line 6 enqueued all the inspected
packets, categorized into the "Normal group" and the "Anomaly group".

The inspected queued packets are now linked to the blockchain, where each block has its
associated packet contents and the hash of the block, formed by Line 7 to Line 16 of the algorithm.

Algorithm 2 DPI._Blockchain Intergration
Require: Active Network Socket open for Traffic flow
Ensure: Each Packet (P) = [Header (H) & Pavload (Y)I

1 | while (network transmission session start) do
2 | Inspect_P (by store and forward approach)
3 | Open (H) — [field-by-field] & (Y) — [bitt-by-bit]
4 (H xor Y) == Anomaly (A)=0; Normal (N)=1;
5 Fxecute Smart Contract(B)
6 B=AorN «{H: [hy h;, ..., ha] & Y: [y, y2, ..., yn]}
7 if A_detected(H, Y) then
8 store_A_P in a block(b);
9 b « hash & address (“P_A")
10 record_to_Blockchain(B):
11 else
12 Log N_P—b
13 b < hash & address (“P_N")
14 record_to_Blockchain(B)
15 end if
16 | end while
17 | Determine the average latency (AL)
18| | AL=3p, 2
19 | Determine the processing time (TT)

TT=2
20 s
21 | CPU Utilization (U)

U= L
22 T
23 | End

The process of associating the inspected packets in the queue with the blockchain, as carried out
in algorithm 2, utilises a specially designed "package" to guarantee that a block within the ethereum
smart contract executes the action. Therefore, algorithm 2 utilized algorithm 3 that present the
development of the blockchain (Figure 4).
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Figure 4. The blocks transmission orientation.

Typically, the responsibility for transferring or relocating the entire contents of the IP packet is
assigned to the TCP/UDP headers.Hence, this research proposes hashing the movement protocol of
the headers individually first, followed by the other header fields, and finally hashing the payload
they carry independently, as illustrated in Figure 4. The purpose of doing so is that if any part of
the packet header is modified, its hashed values will differentiate it from the others.

The algorithm 3 reserves Ethereum blocks that are linked to packet contents. Lines 2 and 3 of the
Algorithm initialize the Ethereum platform by initialising the Ganache local blockchain. Lines 4 to 7
construct and initialize the pipeline through which examined packets are directly sent to the
blockchain. However, during the transition to the blockchain, Line 8 to 15 ascertain the specific
information included within the packet in the block. The complete processes occur in a store-and-
forward technique, resulting in the calculation of overhead being performed by lines 17 to 23 of the
algorithm, similar to Algorithm 2.

Algorithm 3 Smart_Contract(B) Blockchain Integration

Require: Ethereum Blockchain
Ensure: Inspected Packet (P) = [Header (H) & Payload (Y)]

1 while (setup_blockchain ()): do

2 initialize_ethereum ()

3 initialize_ganache_local_blockchain ()

4 integrate_blockchain_with_P(H, Y)

5 initialize.P(H. Y) «—(A or N

6 connect_ethereum_blockchain()

7 try

8 while True do:;

9 packet: capture_packet()

10 Append_to_block(b):

11 if

12 b.has_A or N_class () :

13 insert_eth (A or N) but # (A & N) or (A +N)

14 record_to_Blockchain(B)

15 end if

16 | End while

17 | Determine the average latency (AL)
AL= 37,7

18

19 | Determine the processing time (TT)
TT==

20 s

21 | CPU Utilization (U)
U=

22 T

23 | End



https://doi.org/10.20944/preprints202408.1475.v1

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 21 August 2024 d0i:10.20944/preprints202408.1475.v1

10

4. Experimental Analysis

This research employs a proposed experimental method that involves capturing network
packets of the transmission over a DPI-Blockchain test-bed. This test-bed was specifically built to
improve DPI practices, as well as to assess the performance of the network transmission traffic.

The purpose of the developed test-bed is not only to evaluate transmission performance but also
to incorporate blockchain into DPI models. This incorporation enables the generation of a tamper-
proof and transparent ledger of network activities, which fosters trust among stakeholders [40].
Moreover, by utilizing the tamper-resistant structure of blockchain, the model may generate safe and
transparent logs of network traffic activities [41]. Furthermore, in addition to the design and
development of the DPI-blockchain based system, this study also evaluated the computing overhead
as one of the primary justifications for doing this experiment.

4.1. Development of DPI-Blockchain

This paper adopted the Truffle Suite to create, deploy, and manage blockchain applications in a
streamlined and developer-friendly environment. It is important to clarify that the system only
becomes operational when a network traffic transmission session commences. The network traffic
data in the session will be examined, and then all the valuable information will be extracted and
transferred to a blockchain ledger. This is accomplished by incorporating smart contract policy of:
“Normal” and “Abnormal” packet evaluation by XoR. into the blockchain structure using Algorithm
1, 2, and 3. The Truffle Suite utilizes smart contracts to securely store the categorized data from
inspected DPI. Therefore, the primary output of deploying the program is presented in Figure 5. This
is a visual representation of a single block that has been created from a single packet. Hence, it can
be noted that it includes its corresponding hash and the block's data in an encrypted form.

(=8) sLocks

CURRENT BLOCK GAS PRICE GAS LIMIT HARDFORK NETWORK ID RPC SERVER MINING STATUS WORKSPACE
11211 20000000000 6721975 MERGE 5777 HTTP://127.0.0.1:7545 AUTOMINING ROYAL-CABLE

~eck  BLOCK 11211

GAS USED GAS LIMIT MINED ON BLOCK HASH
28664 6721975 2023-08-03 14:39:54 0x5943a4cd6d3fb43f29d8c44b1596f5f837780257¢c40011df4bbedfab5a422c9b

TXHASH

0x8123de6adaba7efb9fbbae50a37da879e6e2aaela0fbstb251910bef4183cfc51

FROM ADDRESS TO CONTRACT ADDRESS GAS USED VALUE
©x20B7CcF4649a003d5D90965E3A16B7c22b3841672 %2087 CF4649a003d5D98965E3A16B7c22b3841672 28664 [:}

Figure 5. Single Block view of the Generated Block.

Furthermore, in order to improve the accessibility and usability of the entire system for
experimental purposes, a user-friendly web-based interface has been created, as depicted in Figure
6. This interface functions as a central centre for visualising DPI-Blockchan output, enabling users to
interactively explore and analyze it. The utilization of this integrated method for gathering, storing,
and visualizing DPI packet data exemplifies a strong framework for thorough network analysis. A
logging credential is necessary (see Figure 6).
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Figure 6. Web-based user interface to visualize the packet data and related information.

Next, an administrator will initiate the system, which necessitates the establishment of an open
IP traffic transmission session. Therefore, the initial step is to execute a "Store-and-forward" process,
where the packet is received, examined using Deep Packet Inspection (DPI), and subsequently stored
in a smart contract blockchain presented in Figure 7.
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Search Filters L3
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None

#2 192.168.100.110 224.0.0.251 4 17

Figure 7. List DPI packet Gathered in Analysis.

The ID column in Figure 7 represents the block of the blockchain address for the final extracted
DPI output. Therefore, the dashboard will display all of the inspected DPI packets, depending on the
number of the inspected rounds. The computational overhead associated with the performance of
creating and compiling the data is also assessed as well.

An exploration of ID #2 from Figure 7, displayed the attributed of that particular packet
inspected by DPI, and now comes with its corresponding hash and the details in block's data, were
the payload is seen in an encrypted format and the hash values below it (see Figure 8).
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Figure 8. The Entire DPI- Block View Details of the Generated Block.

4.2. Experimental Evaluation

Multiple rounds of transmission were conducted, where data was transmitted from the local
network to numerous networks over a span of 4 months. The analysis of packet data in these
transmissions was conducted using the scapy Python module, which provides robust tools for
interfacing with and analysing network protocols. This advanced method allows for the smooth
integration of deep packet inspection (DPI) and blockchain technology to capture real-time traffic
data from local network ports. The DPI packet data that is acquired is not only limited to real-time
monitoring, but it is also methodically arranged and saved in a specialised blockchain, as explained
in the preceding section. This function serves as the primary method for efficiently retrieving DPI
packet data for subsequent analysis. Additionally, it serves as an organized repository for long-term
storage and reference. To conduct a network Moreover, after capturing the network traffic, analyze
the captured packets to gain insights into the flow of data, including packet size and data for
transmissions. The outcome of this experiment not only helps in understanding network behavior
but also enables testing and validation of network configurations, security protocols, and application
performance under controlled conditions.

The transmission testbed described in section 3 and 4 has been setup and the transmission
session data were gathered and presented in this section. At first the research establishment a
network session and test the traffic flow within the transmissions sessions (See Table 1). That is the
initial block set out for the blockchain captured during the initial test, which is followed by the traffic
rounds within a block presented as (Rounds). Furthermore, the application that was used within each
transmission session was presented as the "payload." The (SYN and ACK), which are the TCP
transmission parameters, are presented in the table as well. The notification of the hash of each round
is presented by (#B1), while the urgent part of the packet header is (URG). The data packet in
transmission is given by (Data_pkt), and the tagging of each session is presented by (Tags). The
transmission flags within the transmission are given by (Flags) while the packet inter-arrival times
are presented as (IAT).

Table 1. The Establishment of the Traffic Flow Transmissions Sessions.

Block | Rounds | Payload | SYN | ACK | #B1 | URG | Data_pkt | Tags Flags | IAT

1 2 | HTTP 1 1 0 0 4 0 0 6756.7
2 2 | HTTP 0 1 0 0 135 0 0 150.0
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3 7 | HTTP 0 0 0 0 4 0 0 12302.4
4 15 | HTTP 0 0 0 0 2 0 0 165.0
5 21 | HTTP 0 0 0 0 7 0 0 36092.0
6 1 | HTTP 0 1 0 1 5 0 0 5935.0
7 6 | HTTP 0 0 0 0 31 0 0 151.0
8 8 | HTTP 0 1 0 0 4 0 0 1441.0
9 9 | HTTP 0 1 0 0 2 0 0 42319.4
10 2 | HTTP 1 1 0 0 2 0 0 17813.5

Block (number of block), Rounds (number times visited), Payload (protocol), SYN (1=set / 0=not-set), ACK (I1=set
/ 0= not-set) #B1 (1=set / 0= not-set) URG (1=set / 0= not-set), Data_pkt (number of packet) Tags (1=on / 0= off)
Flags (1=on / 0= off) IAT (millisecond).

The traffic orientation is established each with a hashed block from 1 to 10 blocks. The
transmission session for the first simulation was carried out for 10 sessions. That is why when a
transmission is launched, it goes through for every packet, then. the hash of a block indicating that a
packet is on transmission was shared among all blocks in the transmission session. When the hash is
1 it is indicating that the packet in the transmission was not recognized by the block, whereas when
it is zero, it indicates that the block is hashed and being recognized. While this scale to all levels, the
values of Tags and TCP flags are all zeros indicating that there is no issue with the transmission flow.
This information’s are all kept within each block. Hence each block can keep track of the TCP
connection. A flag is raised to signify an irregular circumstance in the exchange of SYN+ACK without
an initial SYN packet, but it is not recorded. The blockchain was established to have a block that
indicates a packet is examined and the hash of that block shared among all blocks in a transmission
session. The flags, hashes block, and tags do not appear to alter in the succeeding transmission
rounds, which are carried out with the same transmission parameters as the previous transmission
rounds. Even if a flag does not suggest anything, it is feasible for it to be logged in the block if it is
raised in order to alert the exchange to an unexpected occurrence. As the findings of this study
proved, this is the case. A block that signifies that a packet has been inspected is included in the
design of the blockchain for each transmission session; the hash of that block is shared across all
blocks in the session, according to the design. During the transmission session, the block also keeps
track of any traffic that is related with the programme and is transmitted through it. When this occurs,
it shows that the procedure has been successfully performed.

While undertaking the next scenario, which is meant for the verification of the traffic flow
transmissions sessions (see Table 2), the hash value of 1 indicates that will indicate if the packet in
the transmission was not recognized by the block was not received in all cases, while the hash value
of zero indicates that the block has been hashed and is being recognized by the block has been the
results that was gathered. At whatever size, the communication flow is unaffected by Tags or TCP
flags because they are all reveals to be zero. Each block contains all of the information it needed. As
a result, each block keeps tabs on the TCP connection at all times. There must also be an individual
block for each transmission session that can be shared by all packets regardless of whether or not
they are part of the same transmission session or not. This study also keeps track of all the traffic that
comes from the transmission that are being used.

Table 2. The verification of the Traffic Flow Transmissions Sessions.

Block | Rounds | Payload | SYN | ACK | #B1 | URG | Data_pkt | Tags Flags | IAT
1 2 | HTTP 1 1 0 0 2.3 0 0 390.6
2 2 | HTTP 1 1 0 0 78.5 0 0 8.7
3 2 | HTTP 0 1 0 0 2.3 0 0 711.1
4 2 | HTTP 0 1 0 0 1.2 0 0 9.5
5 2 | HTTP 0 0 0 0 4.1 0 0 2086.2
6 2 | HTTP 1 1 0 0 2.9 0 0 343.1
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2 | HTTP 0 1 0 0 18.0 0 0 8.7
2 | HTTP 0 1 0 0 2.3 0 0 83.3
2 | HTTP 1 0 0 0 1.2 0 0 2446.2
10 2 | HTTP 1 1 0 0 1.2 0 0 1029.7

Block (number of block), Rounds (number times visited), Payload (protocol), SYN (1=set / 0= not-set), ACK (I1=set
/ 0= not-set) #B1 (1=set / 0= not-set) URG (1=set / 0= not-set), Data_pkt (number of packet) Tags (1=on / 0= off)
Flags (1=on / 0= off) IAT (millisecond).

5. Presentation of the Results

The transmission as a whole and an analysis of the computational overhead are presented here.
First, the performance of the system is the most important part of the research question, which is why
it was calculated. In this case, the following parameters are evaluated: “Number of Data Packets”
(NDP), Number of Network Open Socket (NNN), DPI Processing Time (ms) (DPI), CPU Usage in (%)
(CPU), Memory Usage (bits/sec) (RAM), Network Latency (ms) (NTL), and Throughput (bits/sec)
(TTP). The performance of Seven transmission session were sampled for this analysis and are
presented in Figure 9. Despite combining the performance within the same measure, it should be
clear that CPU usage is in percentage, hence it only has values within less or equal to hundred,
whereas, the number of open socket use are within thousands. Nevertheless, what can be deduce
from the entire result of computational overhead is that the greater the number of open socket in
transmission, the greeter the packets, the more time it requires for DPI and overall the greater the
computational overhead.
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Figure 9. The Computational Overhead Performance of Seven Transmission Sessions.

It has been discovered via further investigation that the fact that the number of network open
sockets inside a transmission grows does not necessarily suggest that the data packet increases as
well (see Figure 10). To put it another way, it does not mean that the value of DPI and the process of
moving the result of DPI to blockchain would rise as the number of open sockets increases.
Considering that there might not be a significant quantity of packets to analyze in some open sockets,
this is not only obvious but also has the potential to be implemented in theory.
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Figure 10. The Computational Overhead Associated to the Number of Network Open Sockets.

In terms of the general computational overhead measure, the findings of the study revealed that
once a DPI was initiated in conjunction with blockchain-enabled record keeping of the services, the
utilisation of the CPU or utilisation of the memory increased exponentially alongside the utilisation
of the memory. In addition, the increases in memory and CPU utilisation had an impact on the and
associated with network latency and throughput overhead (see Figure 11).
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Figure 11. The General Computational Overhead.

Therefore, the system needs to be optimised such that it can effectively manage increased loads
while yet maintaining acceptable performance metrics. The enhancements to security that blockchain
technology provides could make it simpler to identify instances in which data has been altered or in
which an unauthorized attempt has been made to access the system. When blockchain technology is
put into practice, this will result in a considerable reduction in the number of instances of data
manipulation, demonstrating the blockchain's resistance to such manipulation.

5. Discussion

This research has identified the need for tracing each packet in a transmission session, in order
to identify the “Normal” and “Anomaly” packets as well as keeping the entire reports in the
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blockchain. The motivation lies with the fact that transmission in real time is growing, and as
computer networks get larger and more intricate, monitoring and identify the state of the packet is
crucial. In order to analyses network traffic, it is vital to possess an extensive array of transmission
and packet inspection.

The study has determined that the utilization and management of each data packet (consisting
of payload and header) during a transmission session can result in both a secure transmission session
and comprehensive information necessary for decision-making, particularly about network security
concerns. Furthermore, the security concern can be effectively addressed through the use of Deep
Packet Inspection (DPI), while the preservation of records can be achieved with the implementation
of blockchain technology. The problem of computer overhead becomes increasingly urgent. Hence,
the research also investigates the computational burden that may arise as a result of this
phenomenon.

According to the findings of the study, any rise in the transmission rate is accompanied by an
increase in the amount of computing overhead. Therefore, when transmission rates begin at a higher
value, a greater amount of information pertaining to the packet will be released from the beginning.
In the opposite direction, when the transmission rate changes to a lower value, the amount of both
DPI and the report associated to it decrease. Consequently, it is possible to determine more extended
details regarding the DPI report of the header of the packet by increasing the transmission rate at the
beginning of the transmission and decreasing it towards the end of the transmission. The
consolidation and storage of a packet within a memory block within the blockchain occurs after the
packet has been subjected to verification. This action is communicated to all of the other blocks on
the blockchain simultaneously. Through the utilisation of this method, it is possible to authenticate
each and every DPI packet that travels across the network. Despite the fact that the design and
implementation of DPI-blockchain based systems, it come with a excess of benefits, it is essential to
keep in mind that there is a large amount of processing cost involved.

The research findings have resulted in the creation of a new method for combining blockchain
with DPI in order to summarise events related to the movement of traffic on computer networks. By
employing this approach, the network effectively managed the movement of traffic, recorded and
stored the DPI report, and securely stored the entire transmission session header in a Blockchain that
operated on smart contracts. To test the validity of the system, two distinct experimental situations
are conducted. In the initial scenario, a thorough examination of the DPI transfer is conducted
without the integration of the blockchain. Next, the transmission session is captured, which involves
the implementation of blockchain technology. The findings indicate that adopting blockchain
technology enhances the security of transmitting DPI by providing protection against "Tampering
Incidents," "Unauthorised Access Attempts,” "Auditability,” and various other security concerns.
However, the use of blockchain-based deep packet inspection (DPI) results in a performance
overhead. This includes an increase in "DPI Processing Time" from 68 milliseconds to 150
milliseconds, a twenty percent increase in "CPU Usage", a fifteen millisecond increase in Network
Latency from twenty milliseconds to thirty-five milliseconds, and an increase in practically all other
computing resources. The study concludes that integrating blockchain with DPI results in an
increased performance overhead. However, it does provide secure DPI data that may be utilised for
decision-making purposes.

The current research justified its finding by taking into account that Blockchain technology has
also being use in many diffierent application where recording of state is important. This was
supported by the fact that implementing blockchain technology, provide a scheme for which
transaction can be validated. That is considering the fact that Blockchain technology was also used in
the creation of event-driven record keeping associated with integrity. Hence, the point here is
establishing validation, is crucial. That is if transmission session is required to be checked, then the
record should be tracked. Hence, in the general application of blockchain, the technology is
employed to protect one's identity through anonymity. The processing of transactions can be greatly
accelerated in such a situation. In a similar vein, smart contract technology operates in the same way
as traditional contracts in terms of idea. Adoption is achievable in all situations due to the simplicity
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of the blockchain technology. As a result, smart contracts are becoming increasingly popular.
Additionally, other new technologies emerge as a result of it, which decreases the necessity for a
database for the purpose of storing records. Consodering the number of devices that required to be
in the Internet nowadays, which some also required to be in a decentralized system that treats smart
contracts on an equal footing, exemplifies the same principle as well. Smart contracts are seen as fully
functioning members of society in the context of blockchain technology, which is being developed.

6. Conclusions

This research has studied the impact of DPI, taking into consideration the use of Blockchain. In
the course of research, the study was able to determine the impact of DPI while also taking the use of
Blockchain technology into account. Essentially, this is inspired by the premise that tracing each data
packet in a transmission session can reveal additional information about the transmission session as
a whole. In its most basic form, this is supported by empirical evidence. Allowing each packet to be
identified and tracked as it travels through a transmission session is a huge benefit, and the capacity
to do so is a significant advantage. This research resulted in the creation of a transmission session,
which was then used to analyze a range of transmission scenarios in order to identify the influence
of blockchain technology. As a result of the study's findings, it has been observed that when the
transmission rate is increased, or when the data in a transmission rate is increased, the packet data
that is currently being broadcast contains more information about the transmission session than it
did with low amount of data. The fact that a packet's header can be released at any point in time
when the transmission speed varies, it is also taken into consideration, regardless of whether the
transmission speed is increased or decreased. According to the findings of this study, each block on
a blockchain is capable of preserving the integrity of all packet information while not compromising
the speed or efficiency of the network in any way whatsoever. This has significant implications
because when data in each payload and header is transmitted during transmission, the integrity of a
packet on all blocks in Blockchain can be detected more efficiently when the transmission is moving
faster than when the transmission is moving slowly, which has significant implications. A
fundamental advantage of blockchain technology over other systems is the ability to uniquely
identify data included within each payload and header during transmission. Therefore, this current
study has contributed to the body on knowledge that deals with analyzing network packet in general.
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