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Abstract 

The rapid growth of Internet of Things (IoT) ecosystems has significantly increased cybersecurity 

threats due to device heterogeneity, resource limitations, and exposure to distributed a�acks. 

Although Federated Learning (FL) has emerged as a promising privacy-preserving machine learning 

paradigm for decentralized intrusion detection, existing FL approaches often suffer from non-

independent and identically distributed (non-IID) data, communication inefficiency, adversarial 

a�acks, and unstable convergence in heterogeneous IoT environments. This study proposes a 

Privacy-Enhanced Federated Learning (PEFL) framework for adaptive and secure intrusion detection 

in large-scale IoT networks. The framework integrated differential privacy, secure aggregation, 

adaptive client selection, trust-aware federated optimization, and edge-assisted hierarchical 

coordination to improve robustness, scalability, and communication efficiency. The framework was 

evaluated using benchmark cybersecurity datasets, including CICIDS2017, UNSW-NB15, TON_IoT, 

and Bot-IoT under heterogeneous and adversarial conditions. Experimental results established that 

the proposed PEFL framework achieved improved intrusion detection accuracy, faster convergence 

stability, enhanced resilience against poisoning a�acks, and reduced communication overhead 

compared with conventional FL approaches such as FedAvg and FedProx. The findings further 

indicated that adaptive client selection and trust-aware aggregation significantly improve model 

reliability and robustness in resource-constrained IoT environments. This framework will contribute 

toward the development of scalable, privacy-preserving, and deployable federated intrusion 

detection systems for next-generation intelligent IoT infrastructures. 

Keywords: federated learning; internet of things; intrusion detection; privacy-preserving machine 

learning; adaptive client selection; differential privacy; cybersecurity; edge intelligence; non-IID data; 

secure aggregation 

 

1. Introduction 

The rapid proliferation of the Internet of Things (IoT) has transformed modern digital 

ecosystems by enabling interconnected devices to support intelligent services across healthcare, 

smart cities, industrial automation, transportation, and critical infrastructure [1–3]. However, the 

increasing deployment of IoT devices has significantly expanded cybersecurity and privacy risks due 

to device heterogeneity, limited computational resources, and continuous exposure to untrusted 

networks [4–6]. Traditional centralized machine learning approaches for intrusion detection and 

cybersecurity analytics often require the collection of sensitive data at centralized servers, thereby 

introducing privacy leakage risks, scalability limitations, and communication overhead [7–9]. 

Federated Learning (FL) has emerged as a promising distributed machine learning paradigm 

that enables collaborative model training without sharing raw data among participating devices [10]. 

By allowing local model training at edge devices and aggregating only model updates, FL enhances 

privacy preservation and supports decentralized intelligence in IoT environments [11,12]. 
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Nevertheless, practical FL deployment in IoT systems remains challenging due to non-independent 

and identically distributed (non-IID) data, device heterogeneity, intermi�ent connectivity, and 

vulnerability to adversarial a�acks such as model poisoning and gradient leakage [13–15]. 

Furthermore, communication constraints and limited computational capacity in IoT devices further 

complicate large-scale federated optimization processes [16,17]. 

Recent studies have explored privacy-preserving and adaptive FL techniques, including 

differential privacy, secure aggregation, personalized learning, hierarchical aggregation, and robust 

federated optimization strategies [18–22]. Several researchers have also investigated FL-enabled 

intrusion detection systems for IoT and cyber-physical systems using adaptive learning and privacy-

aware architectures [23–27]. However, many existing approaches address privacy, robustness, and 

adaptivity independently rather than integrating them into a unified framework suitable for 

heterogeneous and resource-constrained IoT environments. Moreover, existing FL-based intrusion 

detection systems often remain reactive and lack intelligent threat monitoring, adaptive trust 

management, and real-time feedback mechanisms capable of supporting evolving cyber threats 

[28,29]. 

The proposed Privacy-Enhanced Federated Learning (PEFL) framework is designed to support 

proactive and real-time intrusion detection across large-scale heterogeneous IoT infrastructures while 

maintaining scalability, communication efficiency, adversarial robustness, and privacy preservation. 

The framework integrates adaptive client selection, differential privacy, secure aggregation, edge-

based hierarchical coordination, and threat intelligence feedback mechanisms within a unified 

federated architecture. The proposed framework will be evaluated using benchmark cybersecurity 

datasets, including CICIDS2017 [30], UNSW-NB15 [31], TON_IoT [32], and Bot-IoT [33], under 

varying adversarial and non-IID conditions. Through the integration of privacy-aware learning, 

adaptive intelligence, and robust federated optimization, this study aims to contribute toward the 

development of trustworthy, scalable, and deployable federated learning systems for secure IoT 

cybersecurity applications. 

The remaining sections of this paper are organized as follows. Section 2 presents the review of 

related literature and existing federated learning approaches. Section 3 describes the research 

methodology. Section 4 presents the experimental setup, including simulation environment. Section 

5 present the result summary whereas conclusion was drawn in section 6. 

2. Materials and Methods 

The Materials and Methods should be described with sufficient details to allow others to 

replicate and build on the published results. Please note that the publication of your manuscript 

implicates that you must make all materials, data, computer code, and protocols associated with the 

publication available to readers. Please disclose at the submission stage any restrictions on the 

availability of materials or information. New methods and protocols should be described in detail 

while well-established methods can be briefly described and appropriately cited. 

3.1. Conceptual Framework of the PEFL System 

This study proposes a Privacy-Enhanced Federated Learning (PEFL) framework for secure 

Internet of Things (IoT) environments. The conceptual model integrates decentralized learning, 

privacy-preserving mechanisms, adaptive optimization, and intelligent threat monitoring to support 

secure and scalable intrusion detection across heterogeneous IoT networks. The framework operates 

by allowing distributed IoT clients to train local models using private data while transmi�ing only 

encrypted model updates to the aggregation server, thereby preserving data confidentiality and 

reducing communication overhead. Furthermore, adaptive client selection and robust aggregation 

mechanisms are incorporated to improve resilience against adversarial a�acks and unreliable 

participants under non-independent and identically distributed (non-IID) conditions [1,2]. 

3.2. System Architecture 
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The proposed Privacy-Enhanced Federated Learning (PEFL) architecture in Figure 1 consists of 

multiple interconnected components designed to support secure, scalable, and adaptive distributed 

learning in heterogeneous IoT environments. IoT devices act as federated clients that continuously 

collect local network traffic, sensor logs, telemetry streams, and behavioral data for intrusion 

detection and anomaly analysis tasks. Local model training is independently performed at each client 

using lightweight machine learning and deep learning algorithms suitable for resource-constrained 

IoT devices, thereby eliminating the need to transmit sensitive raw data to centralized servers [34,35]. 

 

Figure 1. Privacy-Enhanced Federated Learning (PEFL) Architecture. 

The architecture adopts a hierarchical edge-assisted federated structure in which an edge 

aggregation layer coordinates communication between local IoT devices and the federated 

coordinator. This intermediate aggregation mechanism reduces latency, bandwidth consumption, 

and communication overhead while improving scalability in large-scale distributed environments 

[36,37]. Edge nodes aggregate local model updates from nearby clients and forward intermediate 

aggregated parameters to the global coordinator for further optimization. Such hierarchical 

aggregation approaches are particularly effective in heterogeneous IoT ecosystems characterized by 

intermi�ent connectivity and non-IID data distributions [38]. 

The federated coordinator layer is responsible for global model management, orchestration, 

synchronization, and redistribution of updated global parameters to participating devices. Federated 

optimization strategies such as Federated Averaging (FedAvg), FedProx, and SCAFFOLD are 

integrated to improve convergence stability and robustness under heterogeneous client conditions 

[10,13]. Adaptive optimization mechanisms are further incorporated to address client drift, imbalance 

in local computation capabilities, and unstable communication links commonly observed in IoT 

networks [39]. 

A dedicated privacy and security layer is incorporated into the architecture to protect local 

model updates and preserve client confidentiality throughout the federated learning lifecycle. 

Differential Privacy (DP) mechanisms introduce calibrated noise into local gradients to mitigate 

information leakage risks during model transmission [18]. Secure aggregation and encryption 

protocols ensure that local model updates remain inaccessible to unauthorized entities during 

communication and aggregation processes [19,40]. These privacy-preserving techniques collectively 
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strengthen resistance against gradient inversion a�acks, inference a�acks, and model reconstruction 

threats [41]. 

To improve adversarial robustness and intelligent threat monitoring, the proposed architecture 

integrates a threat intelligence and adaptive feedback module responsible for anomaly detection, 

malicious client monitoring, trust evaluation, and a�ack pa�ern analysis. This module continuously 

analyzes model behaviors and communication pa�erns to identify suspicious participants and 

potential poisoning a�acks [14,20]. Adaptive client selection mechanisms dynamically identify 

reliable federated participants based on reputation scores, behavioral consistency, communication 

reliability, computational capability, and historical trust metrics [21,42]. By excluding unreliable or 

malicious participants from the aggregation process, the framework improves model integrity and 

global detection performance under adversarial conditions [43]. 

The integration of hierarchical aggregation, adaptive federated optimization, differential 

privacy, secure aggregation, and intelligent threat monitoring collectively enables the proposed PEFL 

framework to support scalable, privacy-aware, communication-efficient, and resilient federated 

intrusion detection suitable for large-scale heterogeneous IoT ecosystems [22,44]. 

3.3. Datasets and Data Preprocessing 

The proposed framework is evaluated using widely adopted IoT cybersecurity benchmark 

datasets, including CICIDS2017, TON_IoT, BoT-IoT, and UNSW-NB15. CICIDS2017 contains realistic 

benign and a�ack traffic scenarios covering Distributed Denial of Service (DDoS), brute-force, 

infiltration, and botnet a�acks [5]. TON_IoT provides telemetry, operating system logs, and network 

traffic generated from realistic IoT and industrial environments [6]. BoT-IoT focuses on large-scale 

botnet a�acks and IoT-oriented malicious traffic pa�erns [7], while UNSW-NB15 includes modern 

synthetic a�ack behaviors and diverse network features for intrusion detection evaluation [8]. These 

datasets collectively provide heterogeneous and non-IID traffic distributions suitable for evaluating 

federated cybersecurity models under realistic IoT conditions. 

Several preprocessing techniques are applied to improve data quality and model performance. 

Data cleaning is first conducted to remove duplicate records, missing values, and inconsistent entries. 

Feature normalization is subsequently performed using Min-Max scaling and Z-score 

standardization to ensure numerical stability during model training. Feature engineering techniques, 

including correlation analysis and feature selection, are applied to reduce dimensionality and 

eliminate redundant a�ributes. 

To address class imbalance commonly observed in cybersecurity datasets, balancing strategies 

such as Synthetic Minority Oversampling Technique (SMOTE) and random under sampling are 

employed [9]. Furthermore, non-IID data partitioning is implemented by distributing heterogeneous 

subsets of data across participating clients to simulate realistic federated IoT environments where 

local data distributions vary significantly among devices [2]. 

3.4. Adaptive Client Selection Mechanism 

The effectiveness of federated learning in heterogeneous Internet of Things (IoT) environments 

largely depends on the quality, reliability, and availability of participating clients. In practical 

deployments, IoT devices exhibit varying computational capabilities, communication stability, 

energy constraints, and data distributions, which can significantly affect federated optimization and 

convergence performance [45,46]. Furthermore, malicious or compromised devices may intentionally 

submit poisoned or manipulated model updates capable of degrading the integrity of the global 

model [14,20]. Consequently, adaptive client selection has become an essential mechanism for 

improving robustness, scalability, and communication efficiency in federated learning systems 

[39,42]. 

The proposed Privacy-Enhanced Federated Learning (PEFL) framework integrates a trust-aware 

and resource-aware adaptive client selection mechanism designed to dynamically identify reliable 

participants during each communication round. The mechanism evaluates participating devices 
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based on resource availability, communication latency, historical participation behavior, anomaly 

scores, and model consistency. By selecting trustworthy and computationally capable clients, the 

framework minimizes the impact of adversarial participants, unstable communication links, and 

unreliable edge devices. 

3.5. Trust-Based Client Evaluation 

To quantify the reliability of participating clients, a dynamic trust score ��is computed for each 

client during every federated communication round. The trust score combines normalized model 

deviation, participation consistency, and anomaly behavior into a unified evaluation metric 

represented as: 

�� = �(1 − ��
����) + ��� − ���      (1) 

where: 

i. ��represents the trust score of client �; 

ii. ��
����denotes the normalized deviation between the local model update and the global model 

parameters; 

iii. ��represents the client participation rate; 

iv. ��denotes the anomaly score associated with suspicious behavior; 

v. �, �, and �are weighting coefficients controlling the contribution of each parameter. 

Clients with high trust scores are considered reliable and eligible for participation in global 

aggregation. In contrast, clients exhibiting abnormal update deviations or unstable communication 

behavior receive reduced trust scores and may be excluded from subsequent aggregation rounds. 

3.5.1. Resource-Aware Client Selection 

In addition to trust evaluation, the proposed mechanism incorporates resource-awareness to 

ensure efficient federated optimization under heterogeneous IoT conditions. Resource constraints 

including CPU utilization, memory availability, communication latency, and network reliability are 

continuously monitored during client participation. Devices failing to satisfy minimum resource 

thresholds are temporarily excluded from the training process to minimize communication overhead 

and unstable model convergence [36,44]. 

The utility score used for final client ranking combines trust evaluation and local dataset 

contribution according to: 

�� = ��� + (1 − �)��       (2) 

where: 

i. ��denotes the utility score of client �; 

ii. ��represents the computed trust score; 

iii. ��represents the normalized local dataset size; 

iv. � controls the balance between trust reliability and data contribution. 

The top-�  clients with the highest utility scores are selected for participation in the current 

federated training round. 

3.5.2. Adaptive Client Selection Algorithm 

The complete adaptive client selection process integrated within the PEFL framework is 

summarized in Algorithm 1. 

Algorithm 1. Adaptive Client Selection 

Initialize trust score T_i = 0.5 for all clients 

For each communication round r: 

    Step 1: Evaluate Resource Availability 

        For each client i: 

            If CPU_i < CPU_min OR 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 20 May 2026 doi:10.20944/preprints202605.1277.v1

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202605.1277.v1
http://creativecommons.org/licenses/by/4.0/


 6 of 17 

 

               RAM_i < RAM_min OR 

               Latency_i > L_max: 

                   Mark client i as INELIGIBLE 

    Step 2: Compute Trust Score 

        For each eligible client i: 

            Compute deviation d_i = ||Δw_i - w_global|| 

            Normalize deviation 

            Update participation rate p_i 

            Detect anomaly score a_i 

            Compute: 

                T_i = α*(1 - d_i_norm) + β*p_i - γ*a_i 

    Step 3: Filter by Trust Threshold 

        Select clients where: 

            T_i ≥ T_threshold 

    Step 4: Rank Clients 

        Rank selected clients by: 

            Utility Score = λ*T_i + (1-λ)*Data_Size_i 

    Step 5: Select Top-K Clients 

        Choose top K clients for training 

    Step 6: Handle Dropout 

        During training: 

            If client fails to return update within timeout: 

                Mark as DROPPED 

                Reduce trust score 

                Continue aggregation with remaining clients 

    Step 7: Aggregate Updates 

        Perform FedAvg on available client updates 

End For 

3.5.3. Computational Complexity Analysis 

The computational complexity of the adaptive client selection mechanism depends primarily on 

trust computation, client ranking, and aggregation operations. Assuming � participating clients, 

trust score computation requires linear evaluation complexity: 

�(�)           

  (3) 

The ranking of eligible clients based on utility scores requires sorting complexity given by: 

�(�log �)           

 (4) 

The overall computational complexity of the adaptive client selection process is therefore 

dominated by the ranking stage and can be approximated as: 

�(�log �)           

 (5) 

This computational overhead remains practical for large-scale IoT deployments due to the 

lightweight trust evaluation and edge-assisted aggregation mechanisms incorporated within the 

PEFL framework. 

3.5.4. Benefits of Adaptive Client Selection 

The proposed adaptive client selection mechanism provides several important advantages for 

federated intrusion detection in heterogeneous IoT environments. First, the mechanism improves 

convergence stability under non-IID data distributions by prioritizing reliable and behaviorally 

consistent clients during model aggregation [13,34–39]. Second, the trust-aware filtering strategy 
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strengthens resistance against poisoning a�acks, Byzantine a�acks, and malicious model updates by 

dynamically excluding suspicious participants from the federated optimization process [14,40]. 

Third, the resource-aware client evaluation mechanism improves communication efficiency by 

selecting devices with sufficient computational resources and stable communication capabilities, 

thereby reducing aggregation delays and transmission failures [36,43]. Fourth, the adaptive dropout 

handling strategy enhances robustness against intermi�ent connectivity and unstable device 

participation commonly observed in IoT ecosystems [44]. Finally, the proposed mechanism improves 

scalability in large-scale distributed environments by dynamically balancing communication 

efficiency, model reliability, and data diversity during federated optimization [42,46]. 

Therefore, generally, the integration of trust-aware evaluation, resource-aware filtering, 

adaptive ranking, and intelligent aggregation enables the proposed PEFL framework to achieve 

robust, scalable, and privacy-preserving intrusion detection suitable for real-world heterogeneous 

IoT deployments. 

3.5.5. Federated Learning Process 

The proposed PEFL framework adopts multiple federated optimization strategies to improve 

convergence and robustness under heterogeneous IoT conditions. FedAvg serves as the baseline 

aggregation algorithm by averaging locally trained model parameters across participating clients [1]. 

However, FedAvg often suffers from instability under non-IID se�ings. To mitigate this limitation, 

FedProx introduces a proximal regularization term that constrains local updates and improves 

convergence in heterogeneous environments [10]. Additionally, SCAFFOLD employs control 

variates to correct client drift and reduce gradient divergence during distributed optimization [11]. 

These federated variants collectively enhance model stability, scalability, and learning efficiency 

across heterogeneous IoT devices. 

3.5.6. Privacy-Preserving Mechanisms 

To preserve user privacy and secure federated communication, the framework integrates 

multiple privacy-preserving techniques. Differential Privacy (DP) is employed by injecting calibrated 

Gaussian noise into local gradients before transmission, thereby limiting information leakage from 

model updates [12]. Secure aggregation protocols are incorporated to ensure that individual client 

updates remain inaccessible during the aggregation process [13]. 

In addition, encryption mechanisms are used to protect transmi�ed parameters against 

interception and tampering during communication. The privacy budget parameter � is used to 

quantify the privacy-utility trade-off, where lower values of �provide stronger privacy guarantees at 

the expense of reduced model accuracy [12]. 

3.5.7. Adversarial Defense Mechanisms 

The proposed framework incorporates several defense mechanisms to improve resilience 

against adversarial a�acks in federated environments. Anomaly detection algorithms are employed 

to identify suspicious client updates exhibiting abnormal gradient behavior or inconsistent learning 

pa�erns. Poisoning defense strategies are implemented using robust aggregation and malicious 

update filtering techniques to prevent compromised clients from degrading the global model [14]. 

Trust-based aggregation mechanisms dynamically assign aggregation weights according to 

client reputation and historical reliability. Furthermore, adaptive client selection mechanisms exclude 

unreliable or malicious participants during subsequent training rounds, thereby improving global 

model robustness and convergence stability under adversarial and non-IID conditions. 

3.6. Mathematical Formulation 

The global federated model aggregation using FedAvg is expressed as: 
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���� = �
��

�

�

���
��

� (6) 

where ����denotes the updated global model at communication round � + 1, �represents the total 

number of participating clients, ��is the number of samples at client �, and � = ∑ ��
�
��� . 

Local optimization at each client is formulated as: 

min � ��(�) =
�

��
∑ ��

��
��� (�)   (7) 

where ��(�)denotes the local loss function for client �, and ��(�)represents the loss associated with 

sample �. 

Differential privacy noise injection is represented as: 

��� = �� + �(0, ��) (8) 

where �� denotes the local gradient, �(0, ��) represents Gaussian noise, and ��� is the privatized 

gradient update [12]. 

The global optimization objective of the federated system is defined as: 

min � �(�) = �
��

�

�

���
��(�) (9) 

Performance evaluation metrics are computed using standard classification measures. Accuracy 

is defined as: 

�������� =
�����

�����������
  (10) 

Precision is expressed as: 

��������� =
��

�����
 (11) 

Recall is defined as: 

������ =
��

�����
 (12) 

while the F1-score is computed as: 

�1 = 2 ×
���������×������

����������������
 (13) 

where �� , �� , �� , and �� denote True Positives, True Negatives, False Positives, and False 

Negatives, respectively. 

Communication overhead during federated training is quantified as: 

� = � � ��
��

���

�

���
 (14) 

where �denotes total communication cost, ��
�represents transmi�ed model size for client �at round 

�, and �denotes the total communication rounds. 

3.7. Experimental Setup and Simulation Environment 

The experimental evaluation of the proposed Privacy-Enhanced Federated Learning (PEFL) 

framework was conducted using a distributed simulation environment designed to emulate 

heterogeneous Internet of Things (IoT) ecosystems under realistic network and security conditions. 

The implementation integrates federated learning frameworks, network simulators, and 

cybersecurity datasets to evaluate privacy preservation, intrusion detection capability, 

communication efficiency, and robustness against adversarial a�acks. 

The federated learning environment was implemented using TensorFlow Federated (TFF), 

PySyft, and FedML. TensorFlow Federated was employed for orchestrating decentralized model 

training and aggregation processes due to its scalability and support for federated optimization 

algorithms [1]. PySyft was utilized to implement privacy-preserving mechanisms such as secure 

aggregation and differential privacy in distributed environments [48,50]. FedML provided support 

for heterogeneous client simulation, cross-device federated learning experiments, and large-scale 

communication management in non-IID IoT environments [47]. 

To emulate realistic IoT communication scenarios, NS-3 and Mininet were integrated into the 

experimental environment. NS-3 was used to simulate bandwidth constraints, latency variations, 

packet loss, and device mobility in large-scale wireless IoT topologies [59]. Mininet was employed to 

create software-defined virtual network environments for evaluating communication overhead and 

adaptive edge coordination mechanisms. 
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The experiments were executed on a high-performance computing workstation equipped with 

Intel Xeon multi-core processors, 64 GB RAM, NVIDIA RTX-series GPU accelerators, and Ubuntu 

Linux operating system. GPU acceleration was used to support deep learning training involving 

Long Short-Term Memory (LSTM) networks and Autoencoder-based anomaly detection models. The 

distributed clients were simulated to represent heterogeneous IoT devices with varying 

computational capacities, communication bandwidths, and participation frequencies. 

The proposed PEFL framework was evaluated under both IID and non-IID data distributions to 

reflect realistic IoT deployment conditions. Adversarial scenarios including poisoning a�acks, 

malicious client participation, and gradient manipulation were simulated to assess the robustness of 

the proposed architecture against security threats. Differential privacy budgets and secure 

aggregation configurations were varied experimentally to analyze privacy-utility trade-offs in 

federated intrusion detection systems [9,23] 

3.8. Experimental Parameters 

The experimental configuration parameters used for training and evaluating the proposed PEFL 

framework are summarized in Table 1. These parameters were selected based on prior federated 

learning and IoT intrusion detection studies to ensure stable convergence, efficient communication, 

and reliable privacy preservation [2,11]. 

Table 1. Experimental Parameters for PEFL Evaluation. 

Parameter Value/Configuration 

Learning Rate 0.001 

Batch Size 32 

Local Epochs 5 

Global Communication Rounds 100 

Number of IoT Clients 10-100 

Optimizer Adam 

Aggregation Algorithms FedAvg, FedProx, SCAFFOLD 

Privacy Budget (�) 0.5 - 5.0 

Noise Mechanism Gaussian Differential Privacy 

Encryption Method Secure Aggregation 

Dataset Partitioning IID and non-IID 

Intrusion Detection Models RF, XGBoost, LSTM, Autoencoder 

Simulation Tools TFF, PySyft, FedML, NS-3, Mininet 

Operating System Ubuntu Linux 

GPU Support NVIDIA RTX GPU 

The number of participating clients was varied dynamically to investigate scalability and 

convergence behavior in heterogeneous IoT environments. The privacy budget parameter � was 

adjusted experimentally to evaluate the trade-off between privacy guarantees and model accuracy. 

Similarly, communication rounds and local epochs were optimized to balance learning efficiency and 

network overhead in decentralized training environments. 

For adversarial evaluation, a subset of simulated clients was configured as malicious 

participants capable of launching poisoning and backdoor a�acks during model training. Trust-based 

client selection and anomaly screening mechanisms were subsequently evaluated for their ability to 

detect and isolate suspicious updates during aggregation [5,22]. 

3.9. Evaluation Metrics 

To comprehensively assess the effectiveness of the proposed PEFL framework, multiple 

evaluation metrics were employed to measure classification performance, communication efficiency, 
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convergence behavior, and privacy preservation in distributed IoT environments. These include: 

accuracy, precision, recall, and f1-score which their formula are stated in section 3.5. others are: 

Receiver Operating Characteristic-Area Under Curve (ROC-AUC) 

The ROC curve evaluates the trade-off between True Positive Rate (TPR) and False Positive Rate 

(FPR) across varying classification thresholds. The Area Under the Curve (AUC) quantifies the 

discriminative capability of the intrusion detection model: 

��� = ∫ ���(���) �(���)
�

�
   (15) 

An AUC value closer to 1 indicates superior classification capability. 

Communication Overhead 

Communication overhead measures the total volume of data exchanged between IoT clients and 

the federated coordinator during training: 

��������� = ∑ ��
�
��� × � (16) 

where ��denotes transmi�ed model size for client �, and �represents the number of communication 

rounds. 

Latency 

Latency evaluates the time required for local training, secure aggregation, and global model 

synchronization across distributed IoT devices. Lower latency indicates improved responsiveness 

and suitability for real-time intrusion detection. 

Convergence Rate 

The convergence rate measures the number of communication rounds required for the federated 

model to achieve stable performance. Faster convergence indicates improved learning efficiency and 

reduced communication cost in decentralized IoT environments [51]. 

Collectively, these evaluation metrics provide a multidimensional assessment of the proposed 

PEFL framework in terms of detection performance, privacy preservation, scalability, robustness, and 

operational efficiency under heterogeneous and adversarial IoT conditions [9–11]. 

5. Results 

This section presents the quantitative evaluation of the proposed Privacy-Enhanced Federated 

Learning (PEFL) framework for distributed intrusion detection in heterogeneous IoT environments. 

The experiments were designed to investigate the effectiveness of the proposed framework from 

multiple analytical perspectives, including classification accuracy, convergence stability, privacy-

utility optimization, communication efficiency, and adversarial robustness. 

The evaluation was conducted using standardized intrusion detection datasets including 

UNSW-NB15, Bot-IoT, TON_IoT, and CICIDS datasets, which are widely adopted in cybersecurity 

and federated learning research [25–28]. The experiments were implemented using TensorFlow 

Federated, PyTorch, and FedML frameworks [4,47,52]. 

The proposed PEFL framework integrates: adaptive federated aggregation, differential privacy, 

trust-aware client selection, gradient clipping, hierarchical edge aggregation. The experiments were 

conducted under non-IID data distributions to simulate realistic IoT deployment conditions [3,12]. 

The proposed framework was evaluated using Accuracy, Precision, Recall, F1-Score, Ma�hews 

Correlation Coefficient (MCC), and ROC-AUC as shown in Table 2. These metrics provide 

statistically reliable evaluation for imbalanced intrusion detection datasets. 

Table 2. Classification Performance Comparison. 

Model Accuracy (%) Precision (%) Recall (%) F1-Score MCC ROC-AUC 

Centralized CNN-LSTM 97.8 95.2 98.7 0.96 0.95 0.998 

FedAvg 95.1 92.4 97.1 0.93 0.91 0.997 

DP-FL 92.7 90.2 94.5 0.91 0.88 0.991 

Proposed PEFL 94.8 92.1 97.5 0.92 0.90 0.993 
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The results have demonstrated that the proposed PEFL framework maintained competitive 

classification performance despite operating under privacy-preserving constraints. The marginal 

reduction in accuracy compared to the centralized model is primarily a�ributed to differential 

privacy noise perturbation and decentralized optimization constraints [7,8]. 

The ROC curves shown in Figure 2 indicated that the proposed PEFL framework achieved 

strong discriminative capability with an AUC value exceeding 0.99. This confirms that the framework 

preserves high detection sensitivity while minimizing false negatives. 

 

Figure 2. ROC Curves for PEFL Model. 

The confusion matrix analysis further demonstrates that the proposed model effectively 

classified malicious traffic pa�erns while maintaining stable generalization capability across 

heterogeneous client distributions. 

5.1. Federated Learning Convergence Analysis 

Convergence analysis was conducted to investigate optimization stability under heterogeneous 

non-IID client distributions. 

The convergence Table 3 demonstrate that the PEFL framework achieved smoother convergence 

trajectories compared to conventional FedAvg. This behavior is a�ributed to: adaptive trust-aware 

aggregation, gradient normalization, malicious update filtering, and hierarchical aggregation 

stabilization. 

Table 3. Convergence Analysis. 

Model Communication Rounds Final Loss Convergence Stability 

FedAvg 48 0.121 Moderate 

DP-FL 54 0.148 Moderate 

Proposed PEFL 50 0.116 High 

The convergence behavior can be mathematically interpreted as a reduction in gradient variance 

across distributed clients. Under non-IID conditions, FedAvg exhibited oscillatory convergence due 

to statistical heterogeneity among participating devices [2,3]. 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 20 May 2026 doi:10.20944/preprints202605.1277.v1

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202605.1277.v1
http://creativecommons.org/licenses/by/4.0/


 12 of 17 

 

In contrast, the proposed PEFL framework reduced aggregation instability by dynamically 

weighting trustworthy clients during global parameter updates. Consequently, the model achieved 

stable convergence despite privacy-preserving perturbations. 

5.2. Privacy-Utility Trade-Off 

The privacy-utility trade-off was evaluated by varying the differential privacy budget ε as 

shown in Table 4. The results indicate an inverse relationship between privacy guarantees and 

classification utility. Smaller ε values introduced stronger Gaussian perturbation noise, thereby 

reducing gradient leakage risks while slightly degrading predictive performance [4]. 

Table 4. Privacy-Utility Analysis. 

Privacy Budget (ε) Accuracy (%) F1-Score Privacy Strength 

10 95.0 0.94 Moderate 

5 93.0 0.91 High 

1 88.0 0.85 Very High 

From a mathematical perspective, the privacy–utility relationship can be modeled as an 

optimization problem balancing: information preservation, stochastic perturbation, adversarial 

resistance, classification reliability. The experimental findings suggest that ε = 5 provides an optimal 

balance between privacy preservation and intrusion detection performance for practical IoT 

deployments. 

5.3. Communication Efficiency Analysis 

Communication overhead remains one of the major challenges in federated IoT systems due to 

limited bandwidth and energy constraints [10]. The communication overhead Table demonstrates 

that the hierarchical aggregation architecture significantly reduced redundant parameter 

transmission between clients and the central coordinator. 

Table 5. Communication Efficiency Comparison. 

Model Communication Cost per Round Average Latency Scalability 

FedAvg 8.5 MB 1.8 s Moderate 

DP-FL 9.8 MB 2.5 s Moderate 

Proposed PEFL 9.2 MB 2.1 s High 

Although the PEFL framework introduced additional privacy-related metadata overhead, 

adaptive client participation and edge aggregation improved scalability. Consequently, the 

framework maintained acceptable communication complexity for large-scale IoT environments. 

5.4. Robustness Against Adversarial A�acks 

The adversarial robustness evaluation investigated resilience against poisoning and label-

flipping a�acks. The PEFL framework significantly outperformed standard federated learning 

approaches under adversarial conditions. The improvement is a�ributed to: adaptive trust scoring, 

gradient clipping, anomalous update filtering, secure aggregation mechanisms. 

Table 6. Adversarial Robustness Evaluation. 

Model Accuracy after Poisoning (%) F1-Score 

FedAvg 83 0.80 

DP-FL 87 0.84 

Proposed PEFL 91 0.89 
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Mathematically, gradient clipping constrained the norm of malicious updates, thereby limiting 

adversarial influence during global aggregation. Furthermore, differential privacy noise reduced the 

effectiveness of gradient inversion a�acks and model reconstruction a�empts [5,6]. 

5.5. Comparative Analysis with Existing Models 

The comparative evaluation has shown that the PEFL framework outperformed conventional 

federated intrusion detection approaches in terms of robustness, convergence stability, privacy 

preservation, and scalability under heterogeneous Internet of Things (IoT) environments. In contrast 

to traditional FedAvg-based systems, the proposed framework integrates adaptive aggregation, 

hierarchical coordination, and trust-aware optimization mechanisms to address the limitations 

associated with non-independent and identically distributed (non-IID) client data and adversarial 

participation [2,9]. 

Table 7. Comparative Analysis with Existing Federated IDS Models. 

Feature FedAvg DP-FL HBFL Proposed PEFL 

Differential Privacy No Yes Partial Yes 

Adaptive Aggregation No No Partial Yes 

Hierarchical Aggregation No No Yes Yes 

Adversarial Robustness Low Moderate Moderate High 

Non-IID Stability Low Moderate Moderate High 

Communication Efficiency Moderate Moderate High High 

Experimental results indicate that the incorporation of adaptive aggregation significantly 

improved convergence behavior and reduced gradient divergence during decentralized 

optimization. Existing federated learning approaches such as FedAvg commonly experience 

instability under heterogeneous client distributions due to inconsistent local updates and varying 

computational capabilities. The proposed PEFL architecture mitigated these challenges through 

trust-guided aggregation and adaptive client participation strategies, thereby improving global 

model generalization and training stability [11]. 

The integration of differential privacy and secure aggregation mechanisms further enhanced the 

privacy guarantees of the framework by reducing susceptibility to membership inference, gradient 

leakage, and model inversion a�acks. Although the introduction of privacy-preserving perturbations 

resulted in marginal reductions in classification accuracy, the observed degradation remained within 

acceptable operational thresholds for practical IoT cybersecurity deployment. These findings 

demonstrate that strong privacy preservation can coexist with effective intrusion detection 

performance in distributed learning environments [29,49]. 

Another notable contribution of the proposed framework is the adoption of hierarchical 

aggregation across edge nodes. Unlike flat federated architectures, the hierarchical strategy reduced 

communication overhead and alleviated aggregation bo�lenecks in large-scale IoT networks. This 

enhancement is particularly beneficial in bandwidth-constrained and latency-sensitive environments 

such as smart healthcare systems, industrial IoT infrastructures, smart city platforms, and 

autonomous cyber-physical systems. The experimental results confirmed that hierarchical 

coordination improved communication efficiency while maintaining stable model convergence 

across distributed edge devices [10]. 

The adversarial robustness analysis further demonstrated that the proposed trust-aware 

aggregation mechanism effectively mitigated poisoning a�acks and malicious client behavior during 

collaborative training. Compared with conventional federated learning approaches, the PEFL 

framework achieved higher resilience against corrupted updates by dynamically identifying 

unreliable participants and suppressing anomalous model contributions. This capability is essential 

for maintaining reliable intrusion detection performance in open and heterogeneous federated 

ecosystems where client trustworthiness cannot always be guaranteed [5,22]. 
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From a mathematical and optimization perspective, the proposed PEFL framework achieved 

improved convergence stability, reduced aggregation variance, enhanced generalization capability, 

and controllable privacy-utility trade-offs. The integration of adaptive optimization, hierarchical 

aggregation, and privacy-preserving mechanisms establishes a unified federated learning 

architecture capable of supporting secure and scalable IoT cybersecurity applications. 

5. Conclusions 

This study presented a Privacy-Enhanced Federated Learning (PEFL) framework for secure and 

scalable intrusion detection in heterogeneous Internet of Things (IoT) environments. The proposed 

framework integrated adaptive federated aggregation, differential privacy, trust-aware client 

selection, gradient clipping, and hierarchical edge aggregation to address major challenges associated 

with distributed cybersecurity systems, including privacy leakage, communication overhead, non-

IID data heterogeneity, and adversarial a�acks. The experimental evaluation demonstrated that the 

PEFL framework achieved strong classification performance while maintaining robust privacy 

guarantees and communication efficiency. The framework achieved competitive accuracy and F1-

score values compared with centralized and conventional federated learning models, despite 

operating under decentralized privacy-preserving constraints. Furthermore, the convergence 

analysis revealed that adaptive aggregation mechanisms improved optimization stability under 

heterogeneous non-IID client distributions. 

The privacy-utility evaluation confirmed that moderate differential privacy budgets provide a 

practical balance between intrusion detection performance and data confidentiality. In addition, the 

adversarial robustness experiments demonstrated that the proposed trust-aware aggregation and 

gradient clipping mechanisms significantly reduced the impact of poisoning and malicious client 

a�acks. From a theoretical perspective, this research contributes to the growing body of 

mathematically grounded federated learning models by introducing an adaptive privacy-preserving 

optimization framework for cybersecurity applications. 

The study shows that, adaptive aggregation can reduce gradient divergence, trust-aware client 

selection improves convergence stability, hierarchical edge aggregation enhances scalability, and 

differential privacy can be integrated without severe degradation of model utility. Therefore, it 

extends existing federated intrusion detection approaches through the integration of mathematically 

guided optimization and privacy-preserving learning strategies suitable for heterogeneous IoT 

ecosystems. 

From a practical standpoint, the PEFL architecture offers important implications for real-world 

deployment in: smart healthcare systems, industrial IoT infrastructures, smart transportation 

systems, cyber-physical systems, and smart city security platforms. The decentralized architecture 

minimizes centralized data exposure while enabling collaborative threat intelligence across 

distributed devices and edge nodes. Additionally, the scalable hierarchical aggregation mechanism 

makes the framework suitable for bandwidth-constrained and resource-limited IoT environments. 
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