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Abstract

This paper studies the probability of a double-spend attack in an Ouroboros-like Proof-of-Stake (PoS)
setting when confirmation decisions must be made for a finite number of blocks. Existing security
analyses of Ouroboros-family protocols are mainly asymptotic and therefore do not directly provide
the attack probability for a fixed confirmation depth. We consider an analytically tractable model that
allows empty slots and multiple slot leaders, and assumes fixed stake distribution within an epoch,
one-block growth of the public longest chain in any slot containing at least one honest leader, and
next-slot block visibility. These assumptions hold when the time slot length is much greater than the
network delay, and are applicable to practical deployment scenarios such as Cardano. Under these
assumptions, for the first time, an exact closed-form solution for the success probability of a double-
spend attack considering a realistic model with multiple leaders and empty time slots. Numerical
examples illustrate how the required confirmation depth depends on the adversarial stake ratio and
the active slot coefficient. The results apply to the stated analytical model and do not yet cover delayed
fork resolution or the full protocol-level fork-choice and finality mechanisms of Ouroboros Praos.

Keywords: blockchain; Proof-of-Stake; consensus protocol; double-spend attack; Ouroboros protocol

1. Introduction

Blockchain technology continues to gain ground in various fields such as cryptocurrencies,
logistics, healthcare, education, copyright, and others. Its implementation in these areas ensures
security, reliability, and data transparency. Interest in blockchain increased during the COVID-19
pandemic as well. Despite the many advantages of blockchain technology, some problems remain,
such as transaction confirmation time and high implementation costs [1]. Therefore, research in this
area remains highly relevant.

Blockchain technology has immense potential to revolutionize the FinTech industry [2]. Since
the introduction of Bitcoin in 2009, the industry has evolved significantly, including the creation
of Ethereum, Cardano, Polkadot, and other prospective cryptocurrencies. Ensuring the security of
transactions is a crucial responsibility for these systems.

Recent advancements in decentralized Internet of Things (IoT) architectures increasingly rely
on blockchain technology to ensure data integrity, device autonomy, and secure micro-transactions.
Proof-of-Stake (PoS) consensus protocols, particularly Ouroboros-like variants, are highly favored in
resource-constrained IoT environments due to their energy efficiency and scalability. However, the
security of these underlying consensus mechanisms against attacks like double-spending, especially in
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the presence of realistic network conditions and time delays inherent to large-scale IoT deployments,
remains a critical concern.

Recent studies also confirm that blockchain-assisted IoT and fog environments require robust
trust, authentication, and cybersecurity mechanisms, which further motivates rigorous analysis of
consensus-level attack resistance [3? /4].

The probability of success of a double-spend attack for Proof-of-Work (PoW), depending on the
number of confirmation blocks, was calculated by Nakamoto for Bitcoin [5]. Since then, estimates for
this attack have been refined by various authors. The corresponding estimates were also obtained for
Proof-of-Stake consensus.

For cryptocurrency, a double-spend attack means that the attacker tries to spend the same coin
twice, creating an alternative chain with an alternative transaction [5]. An exploit typically targets
blockchain networks, especially those with weak consensus mechanisms or low network security. The
steps of a double-spend attack are the following.

1.  Transaction Initiation (honest spend).

®  The attacker creates a valid transaction and sends it to a merchant or recipient.

®  The transaction is broadcast to the network and appears in the mempool (unconfirmed
transactions).

®  The recipient sees the transaction as pending and may accept it if they trust the network.

2. Broadcasting an alternative transaction (malicious spend).

*  The attacker creates a second transaction that spends the same coins but directs them to their
own wallet instead of the merchant.

e  This transaction has the same inputs as the first one but different outputs.

®  The attacker does not broadcast it immediately, waiting for the right moment.

3. Gaining an advantage in mining (or forging). Depending on the blockchain’s consensus mecha-
nism, the attacker uses different strategies. In PoW chains (e.g., Bitcoin):

®  The attacker controls a significant portion of the network’s hash power (usually 50% or
more).
®  They mine a private fork of the blockchain, keeping their double-spend transaction hidden.

In PoS chains:

e The attacker uses a high stake ratio or exploits weaknesses in the forking rules.
e They may attempt a long-range attack or manipulate finality assumptions.

4. Overwriting the honest transaction.

e If the attacker’s private chain grows longer than the public chain, it becomes the valid one
under the longest chain rule.

e  The network reorganizes, and the attacker’s conflicting transaction is included, while the
original transaction to the merchant is dropped.

e  The merchant, thinking the transaction was valid, may have already delivered goods or
services.

5. Profit and network impact.

e  The attacker retrieves the funds and retains both the goods/services and their original
balance.
e  The attack damages network trust, causing users to lose confidence in the blockchain.

The idea is also presented in Figure 1 fx1 is the initial honest transaction, and #x2 is the alternative
(conflicting) malicious transaction.

To mitigate the risk of an attack, the merchant waits for a specific number of confirmation blocks
(e.g., 6 blocks in Bitcoin). Our results precisely determine how many blocks must be confirmed to
reduce the probability of an attack to the desired level.
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Figure 1. The steps of a double-spend attack.

Note that forks may also occur because of the time required for network synchronization. In
this case, the vendor, before sending goods, has to make sure that his transaction is included in all
visible longest chains, and all such chains, the number of confirmation blocks is not less than the
recommended one. Under “number of confirmation blocks after transaction,” we mean the minimum
number of confirmation blocks among all visible longest chains if there are multiple longest chains.

A double-spend attack is also interesting regarding blockchains with PoS consensus protocols.
The main idea of PoS consensus is randomized slot leader selection; that is, a participant who forges the
next block is randomly selected in a non-biased way to issue the block within a given time (timeslot) [6].
Slot leaders (SLs) are chosen among stakeholders with probabilities proportional to their stakes.

Such an approach is implemented in the Ouroboros protocol — the first provably secure PoS
consensus protocol. Its original version called Ouroboros Classic was presented in [7]. Then several
improved versions appeared: Ouroboros Praos [8] (security against fully adaptive corruption in the
semi-synchronous model), Ouroboros Genesis [9] (security with a dynamic participation model),
Ouroboros Chronos [10] (a provable secure PoS consensus protocol that is independent of global
time). However, all security estimations in these articles are asymptotic and can’t be applied to obtain
numerical results, like the probability of attacks, for a fixed number of confirmation blocks.

For example, the original Ouroboros paper [7] proves security only via asymptotic persistence,
liveness, common-prefix, chain-growth, and chain-quality bounds and does not provide an explicit
formula for the success probability of a double-spend attack as a function of the confirmation depth.
In contrast, our paper derives explicit analytic expressions that allow this probability to be computed
for a fixed confirmation depth and therefore support practical selection of the required number of
confirmation blocks.

Ouroboros processes blocks by dividing the blockchain into epochs, which are divided into
timeslots. In Ouroboros, block production is not a race between stakeholders. Instead, a slot leader
(SL) is randomly chosen on the basis of the number of tokens they own (their stake). In reality, there
may be multiple SLs per timeslot, or some slots may be empty.

In the PoS protocol, only stakeholders with some essential stake may become SLs and create
blocks in corresponding time periods, named timeslots. In what follows, we consider two types of
stakeholders/SLs: honest and malicious. We assume that honest SLs act according to the general
blockchain rules: collect all new transactions in a block; add this new block to the longest chain; and
immediately share the new block between all nodes. Malicious SLs can break any rule. They can add a
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newly created block to any of the existing chains, delay its sharing for some nodes on arbitrary time,
or even create one of the hidden chains (alternative chain) of sufficient length without sharing it with
honest nodes, and then, if it becomes the longest, share this whole chain with all nodes at once. Also,
they may make censorship attacks without including some transactions in the blocks they create.

In [6], the analytical estimations of a double-spend attack in the covert adversary model are
presented for an arbitrary version of the Ouroboros protocol, but for a very simplified model. In that
model, it is assumed that there are “honest” and “malicious” timeslots, and particular participants use
“their” timeslots to produce a block.

As we can see from the review of papers (e.g., [8,11-13]), many scientists are actively researching
consensus protocols for blockchains and their security against various attacks. Despite this, as of
now, questions remain open regarding obtaining accurate explicit (not asymptotic) estimates of the
probability of a double-spending attack success, obtained for the realistic model of the Ouroboros
protocol. The relevance and importance of such estimates are enhanced by the fact that this protocol
is used in many blockchains (Cardano, Mina, Polkadot, Horizen sidechains), and their users need to
understand when a block with their transaction can be considered finalized.

In this paper, we analyze a more realistic than prior, but still simplified, Ouroboros-like PoS model.
In particular, we allow empty slots and multiple slot leaders, while assuming next-slot synchronization,
fixed stake distribution within an epoch, and one-block growth of the public longest chain in every slot
with at least one honest leader. These assumptions make it possible to obtain explicit non-asymptotic
estimates for the success probability of a double-spend attack and for the confirmation depth required
to reduce this probability below a prescribed threshold. The SL distribution in Ouroboros depends
on active slot coefficient f, introduced in [8] and described below. According to the longest chain rule,
honest SL always add the newly created block to the longest chain (or to one of the longest, if there are
several longest chains of the same length) and share this block instantly. Because of this, we assume
that after each timeslot with at least 1 honest SL, the longest chain grows with 1 block. We also make
the simplified assumption about instant synchronization, i.e., the block issued in some timeslot is seen
for all nodes at the beginning of the next timeslot. It is natural to make this assumption when the
duration of the timeslot is significantly longer than the time delay, or when the value of f is small. In
these cases, the average distance between nonempty timeslots is significantly larger than the time delay,
and these scenarios are the focus of this work. Based on these assumptions, we obtained formally
proven analytical results for the probability of a double-spend attack for the Ouroboros-based PoS
protocol. The obtained formulas not only allow us to calculate the probability of a successful attack
based on network parameters and the number of confirmation blocks, but also help us to find the
sufficient number of confirmation blocks for which the probability of an attack is negligible. The
formulas are validated by the corresponding numerical results and graphs.

The main difference of our paper from previous papers that analyze the Ouroboros protocol [8,11-
13] is that in these papers only asymptotic estimates were obtained, which cannot be used to calculate
a certain number of blocks that guarantee that the probability of attack is less than the given value.
Here we give accurate estimates and explicit formulas which may be used for both calculating the
probability of a successful attack and the sufficient number of confirmation blocks. Note that the
paper [6] also gives explicit formulas for the probability without asymptotics, but, as was already
mentioned, for a simplified model, when each timeslot has exactly one slot leader. We propose a
model without such simplifications that allows one to obtain accurate estimates of the probability of a
double-spend attack on the Ouroboros-like consensus protocol for different network parameters and
different stake ratios of the adversary.

The practical benefit of the results obtained is the following: it is possible to calculate how many
confirmation blocks should be created after a block with a certain transaction so that this block cannot
be canceled with a given probability. This can be useful both for protocol developers, when choosing
network parameters, for example, the intensity of block generation, and for vendors who want to be
sure that they will not become victims of attackers.
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In IoT scenarios, device resources are limited and network latency fluctuates greatly. The instant
synchronization hypothesis in this article needs further verification. Future work may consider
analyzing the attack probability under partially synchronized models.

The paper is organized as follows. In Section 2, we provide a literature review on evaluating
the probability of a double-spend attack on consensus protocols. In Section 3, we present several
statements necessary for our investigation and key designations introduced in the Ouroboros protocol,
briefly describe the formal attack setup and the model scope, and then formulate the main result of this
paper — an explicit formula for calculating the probability of a double-spend attack on Ouroboros-like
consensus protocols for real applications. In Section 4, we present numerical results obtained using the
derived formulas. In Section 5, we discuss the results. Finally, in Section 6, we draw conclusions.

2. Related Work

The literature relevant to this paper can be divided into three groups: studies of double-spend
probabilities in PoW systems, broader works on PoS and blockchain security, and Ouroboros-specific
analyses.

The concept of a double-spend attack and its prevention using PoW, along with the notion of
confirmation blocks, was first introduced by S. Nakamoto in [5]. To ensure protection against this
attack on Bitcoin, Nakamoto proposed not to supply goods as soon as the transaction occurred,
but to wait for some time, more precisely for several confirmation blocks, and only then, if the
transaction has not disappeared from the blockchain, to supply goods [6]. Nakamoto also proposed
a method for PoW consensus to calculate the number of blocks a supplier should wait to ensure
the transaction is irreversible. However, this method has significant shortcomings, such as applying
Poisson approximation for negative binomial distribution in the cases when such approximation gives
incorrect results, etc.

The probability of a double-spend attack was further analyzed in [14,15], but the models presented
in these papers also have some unproven statements. The paper [16] was the first to formally prove
that the probability of a double-spend attack for PoW consensus has a negative binomial distribution.
For the first time, it has been proven that as the number of confirmation blocks grows, the probability
of a fork decreases exponentially. The authors, however, also based their model on the assumption
of no delay in block propagation. The paper [17] generalizes results obtained in [16]. In this work,
the authors provide a formally proven expression for the probability of double-spending attacks
in a model for PoW with continuous time and without assumptions about discrete timeslots. The
expression considers network parameters, including network synchronization time. The paper [18]
investigates the profitability of double-spend attacks, providing an example of a profitable attack
against BitcoinCash.

The second group of works concerns PoS security more broadly. There is extensive literature
on PoS protocol design, comparative analysis, sharding, and adversarial models. For example, the
paper [19] introduces sharding-based PoS Blockchain protocols combining PoS and practical Byzantine
Fault Tolerance consensus mechanisms. The paper [20] proposes a new Robust PoS consensus protocol,
which limits the maximum value of the coin age to effectively avoid coin age accumulation attacks
and Nothing-at-Stake attacks. The paper [21] proposes a process that allows a node to join or leave
as a validator in a PoS-based blockchain network, enhancing the overall security of the main chain
consensus process. The paper [22] introduces SMPTC3, an innovative approach specifically designed
to enhance security and privacy in cross-chain transaction verification. Furthermore, a cross-shard
transaction processing protocol called cross-reserve is proposed in [23]. It removes the need for
costly cross-shard coordination while ensuring the same consistency and atomicity guarantees. The
paper [24] examines different aspects of Cardano economics, providing a comprehensive analysis of the
Cardano blockchain, with a focus on the Ouroboros protocol and its impact on entity wealth and stake
delegation dynamics within the ecosystem. Many papers also focus on the analysis of PoW and PoS,
comparing such parameters as power consumption, security, scalability, and decentralization [25-31].
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These works are important for understanding the wider design space, but they do not directly provide
explicit confirmation-depth formulas for a finite-block settlement problem.

The third and most relevant group is the Ouroboros line of research. Ouroboros Clas-
sic [7],Ouroboros Praos [8], Ouroboros Genesis [9], Ouroboros Chronos [10], and more recent related
analyses [12,13] establish provable security guarantees for Ouroboros-style protocols under different
assumptions. These results are foundational, but they are mainly asymptotic and are not designed to
return a direct numerical attack probability for a fixed confirmation depth.

The closest work to the present paper is [6], which provides explicit non-asymptotic formulas
for a covert-adversary model related to Ouroboros. However, that analysis assumes a substantially
simplified setting in which each slot has exactly one slot leader. In contrast, real Ouroboros-like settings
may include both empty slots and multiple slot leaders.

Therefore, the contribution of this paper is not to replace the full protocol-level security the-
ory of Ouroboros, but to fill a narrower and practically important gap: we derive an explicit non-
asymptotic confirmation-depth formula for an analytically tractable Ouroboros-like model that extends
the one-slot-leader abstraction by allowing empty slots and multiple slot leaders under clearly stated
synchronization and chain-growth assumptions.

3. Materials and Methods

In this section we formulate and prove the main properties of the PoS protocol and other useful
statements, based on which we then prove the main results regarding the probability of success of a
double-spend attack.

3.1. Ouroboros-like Slot Model and Properties of the Block Creation Function

In this subsection, we briefly describe some designations and main ideas introduced in the
Ouroboros protocol [7].

We define S;, i € I = {1,...,n} = Iy U I, the set of all stakeholders with corresponding
stake ratios «;, Y.i' ; &; = 1 (here I/ I)s are subsets of indexes corresponding to honest/malicious
stakeholders).

Following the definitions and designations, introduced in [8], we define active slot coefficient (ASC)
f and corresponding function ¢¢(a) = 1 — (1 — f)*, which we will call block creation function (BCF),
where f € (0,1).

Proposition 1 (properties of BCF). In our designations BCF has the next properties for a; > 0,i =1,2:

L gr(ar) +@f(az) — @p(1) - @f(a2) = @p(ar +a2);
2 gp(w) +p(a2) = gp(ar +az).
Proof. Property 1 can be obtained through direct algebraic verification and definition of ¢¢(a) =

1 (1 )

pr(a1) + @r(az) — @p(r) - pp(az) =
=1-(1-"+1-1-H2-1-1-H")A-(1-1)%) =
=1-(1-f"+1-(1-H2-1+1-f)"+1-fH2-1-H"1-f"=
=1-(1-"1-f)2=1-(1~f)""" = gs(as +az).

Property 2 is derived from Property 1 and the fact that the value ¢((a1) - ¢¢(a2) is positive.

The peculiarity of the function is that, on the one hand, this function ¢ is little different from
linear, as is necessary for a fair distribution of slot leaders, and, on the other hand, it protects against
both the creation of coalitions and Sybil attacks, since these actions do not lead to any advantages in
the distribution of timeslots.

Note 1: according to the Ouroboros protocol, for each stakeholder S; with stake ratio a;, the
probability of being an SL in any timeslot is equal to
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pi=1-(1-f)".

Note 2: according to Ouroboros slotleader election protocol, events “Stakeholder S; is slotleader
in timeslot Ty ” and “Stakeholder S; is slotleader in timeslot T} ” are independent.

Note 3: due to the first property of BCF, for any two stakeholders S; and S; with stake ratios
a; and «;, the probability that at least one of them is SL in some timeslot with number / is equal to
the probability that some stakeholder with stake a; + «; is SL in this slot. In particular, it means that
it doesn’t matter if several stakeholders decide to unite their stakes or act separately; they have no
advantages in any of these cases.

Note 4: in these assumptions, the probability that the timeslot isn’t empty is equal to

p=1-(1-'=f,

and the probability of the inverse event (TS is empty) is equal to 1 — f.
Define ap total stake ratio of honest stakeholders and a); = 1 — ay total stake of malicious ones.
For each timeslot (TS) T;,i > 1, introduce the next events:

e event HM = “all SLs in TS T; are honest”;

e event HM = “all SLs in TS T; are malicious”;

e event HM = “among SLs in TS T;, both honest and malicious SLs are present”;

¢ event C = “TS T; is empty (there are no SLs in this TS)”;

e eventD = HMUHMUHM = “TS T; is not empty (there is at least one SL in this TS)”.

From the definition of BCF and its properties, and considering Note 1 and Note 2, we immediately
get the next Proposition, which is rather obvious and is given here without proof.

All formulas derived in Propositions 2-6 have rigorous analytical proofs based on a formal
mathematical model and are obtained without using any empirical methods. In particular, we use
the Ouroboros block creation function of the form ¢¢(a) = 1 — (1 — f)*, according to which slot
leaders are selected and which gives the probability that a stakeholder with stake share &« becomes
a slot leader in a given slot. Accordingly, for the total normalized stake & = 1, the probability that a
slot is non-empty is f, while the probability of the opposite event, namely that the slot is empty, is
1 — f. In proving the statements of Propositions 2 and 3, we also use the fact that the events related to
slot-leader selection are independent, both for different slots and for different stakeholders within the
same timeslot.

Proposition 2. In our designations and assumptions, the next equalities hold:

P(HM) = ¢(ap)(1 = g(am)) = (1= (1= f)*) - (1= f)*™;
P(HM) = ¢(am)(1 = @(an)) = (1= (1 = f)*™) - (1= f)**;
P(HM) = ¢(an) - p(am) = (1= (1= f)*) - (1= (1 = f)™); 1)
P(C)=1-f;
P(D) = f

3.2. Formal Attack Setup

The general mechanics of a double-spend attack were introduced in Section 1. In the analytical
model used below, we consider a vendor that accepts a transaction and waits until the block containing
this transaction receives z confirmation blocks. During that period, the attacker privately maintains an
alternative chain containing a conflicting transaction.

If, before the vendor releases goods or services, the attacker’s private chain already becomes
longer than the public chain with the original transaction, the attack succeeds immediately. Otherwise,
after the vendor acts on the z-th confirmation block, the attacker may continue extending the hidden
chain and attempt to catch up later. Our analysis therefore consists of two phases: the pre-delivery
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phase, during which the attacker accumulates a private-chain deficit, and the catch-up phase, during
which the attacker attempts to eliminate this deficit.

3.3. Model Scope and State-Space Reduction

We mostly use a method of modeling for the description of a model under investigation, and
methods of probability theory. Each process, connected with blockchain (slot leader elections, block
creation, catching up the longest chain, etc.), we describe as corresponding random event, a variable,
or process, or a composition of random variables. Then we formulate the event “DS attack was
successful” in terms of these random variables and events. This allows one to represent our model
using language and methods of probability theory and random processes, and obtain explicit formulas
for the probability of a successful attack.

We assume that the stake distribution does not change during the epoch. This is standard in many
analyses of PoS blockchain security and is especially natural when slot leaders are determined for an
epoch in advance [8]. We also assume next-slot visibility of newly created blocks and the following
longest-chain abstraction: in every slot containing at least one honest slot leader, the public honest
longest chain grows by one block.

These assumptions define the scope of the analytical model studied in this paper. The model is
Ouroboros-like, but it is not intended to reproduce the full protocol-level dynamics of Ouroboros Praos.
In particular, we do not model the full fork tree, the density rule, rollback bounds, finality mechanisms,
cross-epoch dependence, or adversarial influence on epoch randomness. Instead, we study only the
evolution of two chain lengths: the public honest longest chain and the adversary’s best hidden chain.

Under the adopted assumptions, an event of type HM increases the public-chain length by one
block; an event of type HM increases the adversary’s private-chain length by one block; an event of
type HM increases both by one block; and an empty slot changes neither chain length. Consequently,
for the attack analysis, the relevant state can be reduced to a one-dimensional block deficit between
the adversary’s best hidden chain and the public honest longest chain.

As we proceed, we will use the following conditional probabilities for a non-empty slot:

pH:P(HM| D), pM:P(HM| D), pHM:P(HM| D).

The main differences of the model, considered in this paper, are the following:

*  existence of empty timeslots;

e possibility to get several SLs in one timeslot, where each of them may create a valid block and
add it to one of the existing chains (an honest SL always adds a newly created block to one of the
longest chains).

As we proceed, we will use the following probabilities:
pH — the probability that all SLs in a non-empty timeslot are honest;
pm — the probability that all SLs in a non-empty timeslot are malicious;
puMm — the probability that in a non-empty timeslot there are both honest and malicious SLs.
Proposition 3. For the values py, pym and prm, the next equalities hold:
olan) (1 —plam)) . ¢lam)(1 — pan)). ¢(xm)(am) )

P H = 7 PM - 7 PHM -
f f f
Proof. We may write the probabilities py, pym, and pyy as the corresponding conditional proba-

bilities, and calculate them according to the definition:

o — PHAFL/D) — PULOMAD) _ PHOM) _ glan)(1— glaw),

PD) PD) 7 '
pu = P a/0) = PEDMOD) _ PUIOM) _ glan)(pten),
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pum = P(HNM/D) = P(H;(]g)ﬂ D) _ P(?(B)M) _ (P("‘H)f?(“M).

Note that for small enough coefficient f (such that f << 1) and for x € [0,1] we have ¢(x) =
1-(1—-f)*~1—(1—x-f)=x-f.In this case, we can approximate

pu ~ “H'f'(lf_m.f) =ap-(1—ap-flpm=ay-(1—ap-f),

a . .“ .
andPHM%Hffo:tkH'txM-f,

oreven py ~ ay,pPMm ~ ap, PuMm ~ 0, if f is very close to zero.

3.4. The Probability of a Double-Spend Attack for Ouroboros-like Consensus Protocols

In this Section, we formulate the main result of this paper — the explicit formula for the calcula-
tion of the probability of a double-spend (DS) attack for Ouroboros-like consensus protocols in real
applications.

For each z € N introduce Random Variable (RV) S(z), equal to the number of blocks, which
malicious SLs create on some interval with fixed left edge till the TS, in which honest SL create z-th
confirmation block (after block with the transaction which is under attack). So the event

S(z) =k

means that malicious SLs create exactly k blocks till the TS, in which the honest SL creates z-th block
(starting from the time when the block containing the target transaction is broadcasted, count the time
slots between then and the generation of the z-th confirmation block).

Proposition 4. The probability distribution P,(k),k € N U {0}, of the RV S(z), is described with the
next equalities:

min{z,k}
P(k)= Y Cii,q-CLopu pu" pum'.
t=0

Proof. Define |HM|, [HM|, [HM]| as the number of corresponding events that happened after the
block with the transaction under attack and till the z-th confirmation block, created by the honest
miners. Note that malicious miners don’t add blocks to the chain with the initial transaction (with
payment to a vendor); they add blocks only to the alternative chain with an alternative transaction.
In the case of exactly z confirmation blocks (after the block with the initial transaction), we have
|[HM| + |[HM| = z. If malicious stakeholders create exactly k blocks till this time in their hidden
(alternative) chain, then |HM| + |[HM| = k. In this case the value of |HM| may take any integer value
tfor 0 < t < min{k,z}. When t is fixed, then |HM| =z — tand |HM| =k — .

Fix some appropriate t and find the probability of the event U(z, k, t), which consists of all such
possible sequences of events HM, HM, and HM, where

{|[HM| + |[HM| = zN |HM| + |HM| = kN |HM| = ¢
and the last event in the sequence is from the set HM U HM}.

With fixed z, k, and ¢, the sequence length is z + k — t. As one event from the set HM U HM must be
the last in the sequence, then all other z — 1 events from this set can be placed on z 4+ k — t — 1 places in
the sequence in CZ;— ,_, ways. Next, among z places occupied with events HM U HM, we can choose
C! places for HM. And all other k — t places are occupied with events HM.

So the probability of U(z, k, t) is

P(U(z,k t)) = CZp_y - Chopu™ " pu™ " pum’.
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As the event S(z) = k can be represented as a union of mutually exclusive events

min{zk}
{S(z) =k} = |J U(zkt),
=0
we can calculate P, (k) as
min{zk} min{zk}

P(k)= Y PUEkY) = Y Cii, . -Ch-pu* " pu™" pur,
t=0 t=0

and the Proposition is proved.

The next result we will formulate and prove is some kind of so-called “Gambler’s Ruin Prob-
lem” [32], but adapted for our very model. It corresponds to the second phase of the double-spend
Attack, which is typically referred to as the “catch-up” phase. The first phase of the attack lasts till
the moment when the block with the initial transaction gets the set number of confirmation blocks ( z
blocks, in our designations). We assume that the vendor sends goods or services, paid in the initial
transaction, just after he has seen the z-th confirmation block. If before this moment the malicious
stakeholders managed to create a longer alternative chain (more than z blocks), they share this chain
with the alternative transaction and get their payment back. If they managed to create only k blocks
during the first phase, for some 0 < k < z, they don’t share it, but continue to create new blocks in this
chain, hoping to “catch up” the longest chain created by honest stakeholders somewhere in the future.
If it happens, they will share their longest chain and get back payment.

To calculate the probability of attack, we need to obtain the formula for the probability of event
Q, = {malicious stakeholders will catch up the longest chain being n blocks behind }.

Proposition 5. In our designations,

(%)n, if pPm < pa;
1, else.

qn:P(Qn):{

Proof. Introduce events Eyy = {the nexteventis HM}, Ejy; = {the nexteventis HM}, Egp = {the
next eventis HM}, C = {the next timeslot is empty}. These events form a partition of sample space,
so we can apply the Total Probability Law and write an equality:

Qn = (Qn mEH) U (Qn mEM) U (Qn ﬁEHM) U (Qn ﬂC),

and
qn = P(Qu/En) - P(En) + P(Qn/Em) - P(Em) + P(Qn/Enm) - P(Epm) + P(Qn/C) - P(C),
which may be rewritten as

qn :P(HM)’Qn+l+P(HM)‘qnfl"‘(P(HM)"_l_f)'lInl

(f = P(HM))qn = P(HM) - qu41 + P(HM) - g1,

(P(HM) 4+ P(HM))g, = P(HM) - q41 + P(HM) - g1,

with boundary conditions gg = 1, Joo = 0and 0 < g, < 1.
The corresponding characteristic equation is

(P(HM) 4+ P(HM))A" = P(HM) - A"+ + P(AM) - A"~}
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or,as A #0,
P(HM) - A*> — (P(HM) + P(HM))A + P(HM) = 0. 3)
We can rewrite (3) as
P(HM) P(HM)
2 —_— =
A (1 *p(am) ) A b = @
from where A = 1,1, = ggg%g P M where the last equality we get using (1) and (2).
If ppr > pp, then Ay = P4 can tbe the solution because of the second boundary condition. So in

PH
this case g, = 1 forn > 1.

If ppy < pg, then Ay = pM is the only solution. In this case g, = (%) " forn > 1.

The proposition is proved

Note that in case py; = pg, the only solution of (4) is A = 1, which means that the probability to
catch up (during unlimited time) is equal to 1.

It should be noted that although the variant of the Gambler’s Ruin Problem analyzed in Propo-
sition 5 differs from the “classical” version, which has only two possible outcomes, the resulting
probability of success follows the same form as in the classical case.

It is also interesting to examine some numerical results related to Proposition 5, which are
presented below in Table 1. An adversary can use this proposition to evaluate the intermediate
outcome of their attack. For instance, if they fall significantly behind in block production by the end of
the first phase, they can calculate the probability of catching up and determine whether it is worthwhile
to continue the attack.

Table 1 presents the probability of an adversary catching up in the future (over an unlimited time
interval) when they are currently I blocks behind, for different adversary’s ratios a,.

Table 1. The probability to catch up in the second phase, being I blocks behind.

I
M 1 5 10 20 30
0.05 | 0.05263 | 4.039 x 10~7 | 1.631 x 10713 | 2.660 x 1026 | 4.339 x 10~%
0.1 [ 011111 | 1.694 x 107> | 2.868 x 10~ 10 | 8225 x 1020 | 2.359 x 10~ %
0.2 | 0.25000 | 0.00098 9537 x 1077 | 9.095 x 10~ 13 | 8.674 x 10~ 1°
0.3 | 0.42857 | 0.01446 0.0002 4370 x 1078 | 9.135 x 10~ 12

Now we are ready to formulate the main result of our paper about the probability of a double-
spend attack for this model of PoS protocol.

Define P, the probability of success of double-spend attack after z confirmation blocks (for given
network parameters a g, wpg, and active slot coeffecient f )

Proposition 6. In our designations,

P.=1- Z—ZZPZ(k) (1 - (’;A;)Zk)

Proof. According to Proposition 4, the probability that an attack isn’t successful in the first phase is

z—1

z—1 k
Pr=) P:(k)=)_ ) P(U(zkt) Z Zcz+k t-1 CLopm™" pa™" pam’,
k=0 k=0 t=0
and the probability that it succeeds in the first phase is P; = 1 — P*.
Next, the event F that the attack fails on the first phase may be represented as a union of mutually
exclusive events
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z—1
F=JF,
k=0

where F; = {malicious stakeholders create exactly k blocks on the first phase} and P(Fy) = P, (k).
Then the probability that, after failing in the first phase, the adversary catches up in the second
one can be calculated as

m:fﬂgkm»mmzfaw(mﬁm.
k=0 - k=0 PH

Total probability P, of successful attack is now

—1 —Zé)Pz(k) <1 - (ZA;)”),

z—1 z—1 Y z—k
Po=n=1- LR+ L a0 (B)
k=0 k=0

and the proposition is proved.

4. Numerical Results

A Double-Spend Attack is one of the main attacks on the blockchain consensus protocol, and
security against this attack is the pivotal point of the protocol’s consistency. To prevent this attack,
confirmation blocks are used. In practice, it is very important to figure out how many confirmation
blocks may prevent this attack with preset overwhelming probability, like 1 — 10~3. In this paper,
for the first time, we obtain an explicit formula for the attack probability, depending on network
parameters and the number of confirmation blocks. Moreover, using this formula, it is easy to calculate
the number of confirmation blocks sufficient to reduce the attack probability to any desired value. We
give numerical results for different network parameters as examples of such calculations.

In this section, we present the numerical results obtained according to Proposition 6. Specifically,
we chose several values of the active slot coefficient f and calculated the corresponding number of
confirmation blocks we should wait to have the probability of a double-spend attack less than 103
(for different shares of malicious SLs). The results are presented in Table 2.

As we can see, in case of small adversary’s ratio (like 0.05), the results are almost the same for
different values of f. It means that the number of timeslots, obtained by stakeholder, may be considered
proportionally to their stake ratio, which is a natural requirement for PoS consensus.

In the discussion below, f = 0.05 may be viewed as a Cardano-oriented reference setting already
used in the literature on Ouroboros parameters, whereas larger values of f are included here as
illustrative denser-slot regimes for sensitivity analysis rather than as one-to-one representations of
specific deployed systems.

It is interesting to note that the higher the adversary’s stake ratio, the greater the difference
between the numerical values obtained for different values of the active slot coefficient f. As shown in
Table 2, when the adversary’s stake ratio aps is 5% (or lower), four confirmation blocks are sufficient to
ensure that the preceding blocks are finalized with a preset probability of 0.001. However, for a higher
adversary’s stake ratio, such as 40%, the required number of confirmation blocks increases from 133 to
149 as f increases (see the last row in Table 2).

Nevertheless, we cannot conclude that the absolute time required for block finalization necessarily
increases with f, as it also depends on the length of timeslots and other network characteristics.

Table 2 is universal and can be used to determine block finalization requirements in different
PoS-based blockchains with varying block creation intensities.
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Table 2. The number of confirmation blocks providing the probability of a double-spend attack less than 10~2 for
different values of the active slot coefficient.

“M 005701 [02 |05 |08 |09
0.05 | 4 4 4 4 4 4
01 |6 6 6 6 6 7
02 |13 13 |13 |13 |13 | 14
03 | 32 32 132 |32 |33 |35
04 | 133 | 133 | 134 | 135 | 141 | 149

Table 3 shows some values P, according to Proposition 6, for a different ratio a; of the adversary
and different numbers of confirmation blocks z (for f = 0.05, the active slot coefficient is the same as
in Cardano). A Vendor or customer may use these numerical results to define how many confirmation
blocks they should wait to obtain the desired level of confidence (in terms of probability) that the block
with their transaction is finalized. He may also find a desired trade-off between waiting time and the
corresponding probability of attack on his block. For example, if the adversary’s ratio is not larger
than 35%, then 80-90 confirmation blocks guarantee that the probability of attack is almost negligible.
For high-value transactions, it is recommended to increase the number of confirmation blocks to 120 or
more.

Table 3. Double-spend attack probability for f = 0.05.

y4 M
0.30 0.33 0.35 0.40 0.45
1 0.600037 0.660033 0.700030 0.800021 | 0.900011
2 0.432023 0.509674 0.563520 0.704015 | 0.850508
3 0.326180 0.409946 0.470357 0.634895 | 0.813754
4 0.252089 0.336446 0.399709 0.579599 | 0.783433
5 0.197632 0.279568 0.343455 0.533150 | 0.757167
10 | 0.065115 0.121586 0.174960 0.372199 | 0.657938
20 | 0.008676 0.027596 0.053580 0.204130 | 0.528642
30 | 0.001277 0.006858 0.017841 0.119114 | 0.439347
40 | 1.9675 x10~% | 0.001777 0.006177 0.071629 | 0.371400
50 | 3.1110x10~° | 4.7197x10~% | 0.002189 0.043867 | 0.317318
60 | 5.0044x10°° | 1.2739x10~% | 7.8770x10~* | 0.027200 | 0.273129
70 | 8.1483x107 | 3.4781x10°° | 2.8659x10~% | 0.017019 | 0.236396
80 | 1.3388x10 7 | 9.5789x10° [ 1.0513x10~% | 0.010722 | 0.205485
90 | 2.2151x1078 | 2.6559%x107° | 3.8819x10~° | 0.006792 | 0.179236
100 | 3.6853x10~7 | 7.4034x10~7 | 1.4407x10~° | 0.004321 | 0.156787
110 | 6.1576x10~10 | 2.0729%10~7 | 5.3701x10~° | 0.002760 | 0.137480
120 | 1.0306x10~10 | 5.8251x10~% | 2.0088x10~° | 0.001768 | 0.120799
130 | 1.7077x10~ 1 | 1.6420x10~% | 7.5369%x10~7 | 0.001135 | 0.106331
140 | 2.5917x10712 | 4.6409%10~7 | 2.8352x10~7 | 0.000731 | 0.093741

Figure 2 gives the dependency of the logarithm value of probability P, of a double-spend attack
under z confirmation blocks (on the Y-axis) on the value z (on the X-axis), for different adversary ratios.
As long as the graphics for the logarithm of probability are straight lines, then the value P, decreases
exponentially with the growth of z.
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Figure 2. The logarithms of a double-spend attack probability for a different adversary ratio of a)s for f = 0.05.

To make the practical interpretation more explicit, Table 4 summarizes the minimum number of
confirmation blocks required for several target risk thresholds in the reference setting f = 0.05. The
values confirm the rapid growth of the required confirmation depth as the adversarial stake ratio
approaches 0.4. In particular, the threshold 10~ is reached already at 69 blocks for a); = 0.30, but
requires 128 blocks for aps = 0.35 and 294 blocks for ap; = 0.40.

Figure 3 visualizes the same tendency by showing how the minimum confirmation depth z
increases with the adversarial stake ratio for three target risk levels. The figure confirms that the
dependence is highly nonlinear: moderate increases in the adversarial ratio near 0.4 lead to a sharp
increase in the required confirmation depth.

Table 4. Required confirmation depth z for different adversarial stake fractions ap; and attack probability

thresholds «.
ay | e=103[e=10*]e=10""°
0.30 32 44 69
0.33 45 62 98
0.35 58 81 128
0.40 133 186 294

Table 5 presents a validation of Proposition 6 by comparing the success probabilities of a double-
spend attack computed using three independent methods: (i) the analytical formula derived in the
manuscript, (i) an independent dynamic programming (DP) implementation, and (iii) Monte Carlo
simulations with 20,000 runs per case. The table includes several representative combinations of
adversarial stake fraction ayy, active slot coefficient f, and confirmation depth z.
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Figure 3. Confirmation depth z vs adversarial stake fraction a; for different target attack probabilities €.

The results show perfect agreement between the analytical formula and the DP check, while
Monte Carlo estimates exhibit only minor deviations within the expected statistical error. This confirms
the correctness of the analytical derivation and demonstrates that Proposition 6 accurately captures
the attack probability within the adopted model assumptions.

Table 5. Validation of Proposition 6: comparison of analytical formula, independent DP check, and Monte Carlo
simulations (20,000 runs).

XM f | z | P;(Formula) | P, (DP) | P; (Monte Carlo)
0.10 | 0.05 | 2 0.056009 0.056009 0.057600
0.10 | 0.05 | 4 0.005457 0.005457 0.005650
0.20 | 0.20 | 4 0.066851 0.066851 0.066500
0.30 | 0.05 | 4 0.252089 0.252089 0.252350
0.30 | 0.50 | 4 0.255199 0.255199 0.254850
0.40 | 090 | 4 0.609586 0.609586 0.607350
0.40 | 0.90 | 8 0.456269 0.456269 0.460850

5. Discussion

The presented model incorporates multiple SLs and empty timeslots in the analysis of the PoS
protocol security against double-spend attacks based on certain assumptions. So, we improved the
previous results, bringing the model closer to real-world conditions within the adopted assumptions.
We also obtained the corresponding numerical results on the probability of an attack, which confirmed
the accuracy and utility of the analytical results.

The resulting formulas for calculating the probability of an attack allow not only the computation
of this probability for any given set of network parameters but also the determination of the number
of confirmation blocks corresponding to the desired probability. The numerical results obtained from
these formulas once again confirm their accuracy and practical value.

An important practical observation follows from the numerical results presented in Tables 2 and
3. For relatively small adversarial stake ratios, the required number of confirmation blocks depends
only weakly on the active slot coefficient f. However, as the adversarial stake ratio increases, this
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dependence becomes more noticeable. In particular, Table 2 shows that for low adversarial ratios the
same confirmation depth is sufficient for a broad range of values of f, whereas for larger ratios the
required depth gradually increases. This means that protocol parameters that may seem equivalent
in a low-adversary regime can lead to visibly different security margins when the adversarial stake
becomes closer to the critical threshold. Thus, the obtained formulas are useful not only for estimating
attack probabilities, but also for comparing different operating regimes of the protocol.

The question of determining or estimating the total ratio of malicious stakeholders is interesting
in itself, but falls outside the scope of this study. We simply note that this ratio can be estimated
statistically by observing malicious activities in the network, such as the systematic artificial creation
of forks or the frequent absence of a slot leader in its designated timeslot. However, we do not explore
this issue in this paper.

More importantly, the key question is whether a double-spend attack can be prevented using
confirmation blocks when the ratio of malicious stakeholders is below 50%. This is precisely what we
prove in this paper within the adopted analytical model.

At the same time, the results also indicate a natural limitation of confirmation-based protection.
When the adversarial stake remains below 50%, the attack probability decreases as the number of
confirmation blocks grows, and this decrease is exponential in the numerical examples considered.
However, the closer the adversarial ratio is to 50%, the slower this decrease becomes, and the larger
the confirmation depth required in practice. Therefore, confirmation blocks are indeed an effective
protection mechanism, but their efficiency is strongly regime-dependent: they work especially well
when the adversarial stake is sufficiently separated from the critical threshold and become increasingly
costly in terms of waiting time as this threshold is approached.

The main shortcoming of the model presented in this paper is a simplified assumption about a
non-zero time delay. It may have an essential impact on attack probability only in the case when the
time slot duration is essentially smaller than the time delay.

Our analysis is subject to several modeling assumptions. In particular, we do not consider multi-
slot fork persistence, protocol-level finality rules (such as the Praos density rule), rollback bounds,
inter-epoch dependencies, adversarial bias in randomness, or explicit latency-error bounds. These
limitations define the scope of our results.

6. Conclusions

We present the model for a double-spend attack on PoS consensus with multiple SLs, i.e., where
forks may occur whenever the corresponding timeslot has more than 1 slot leader. We use a notion of
active slot coefficient f, introduced in [8], assuming that slots with an associated SL are active slots. We
also assume that after each timeslot with at least 1 honest SL, the longest chain grows by 1 block, and
the block issued in some timeslot is seen for all nodes at the beginning of the next timeslot.

In this work, we have extended previous results, refining the model to better reflect real-world
conditions within the adopted assumptions. We have also computed corresponding numerical es-
timates for the attack probability, which validate both the accuracy and practical relevance of the
analytical framework.

The model is completely scalable for an arbitrary number of stakeholders and an arbitrary stake
distribution. This property is achieved due to the special properties of the block creation function
¢s(a) (see Proposition 1).

Also, in the course of solving the problem, we obtained a generalization of the inverse binomial
distribution (see Proposition 5), which is interesting from a mathematical point of view.

Another important conclusion concerns the interpretation of confirmation depth as a directly
controllable security parameter. In asymptotic security analyses, one usually proves that security
improves as the depth grows, but such statements do not immediately answer the practical question
of how many confirmations are enough in a given network. In contrast, our results make it possible
to pass from qualitative security guarantees to quantitative recommendations. In particular, a pro-
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tocol designer, vendor, or service provider can fix an acceptable attack probability in advance and
then determine the minimal number of confirmation blocks required for the corresponding network
parameters. This makes the obtained results directly applicable in settings where one must explicitly
balance settlement latency and security.

Our results have significant practical implications for securing blockchain networks. They provide
a clear method for calculating the number of block confirmations needed to make a transaction
effectively irreversible. This allows protocol developers to fine-tune network parameters for resource-
constrained devices, while service providers can programmatically decide how long to wait before an
automated service is delivered, balancing security risks with operational speed. Ultimately, having
such quantifiable security acts as a powerful deterrent, discouraging attacks on the network.

In our future work, we plan to generalize the model investigated here and incorporate a more
complex assumption of non-zero time delay in the network. Previously, we had such an experience
when we generalized the results obtained in [16] for the PoW consensus protocol in our work [17].
Such a generalization leads to more complex analytical proofs and estimations. We hope to achieve
these results for the PoS protocol with multiple slot leaders and non-zero time delay in our future
work.

Another natural direction for further research is to adapt the proposed approach to more general
models of stake evolution and network behavior, including settings where the stake distribution
changes across epochs or where synchronization assumptions are weakened. This would make it
possible to extend the present explicit-probability framework to a broader class of Ouroboros-like
protocols and deployment scenarios.
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The following abbreviations are used in this manuscript:

ASC  Active Slot Coefficient
BCF  Block Creation Function
DS Double-spend

PoS Proof-of-Stake

PoW  Proof-of-Work

SL Slot Leader

TS Timeslot
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