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Abstract: Kubernetes has emerged as the industry standard for container orchestration in cloud
environments. Its scheduler dynamically places container instances across cluster nodes based on
predefined rules and algorithms. Various efforts exist to extend and improve upon the Kubernetes
scheduler, however, as the majority of Kubernetes clusters operate on homogeneous hardware, most
scheduling algorithms are also only developed for homogeneous systems. Heterogeneous infras-
tructures require specialized tuning to optimize workload assignment for which researchers and
developers working on scheduling systems require access to heterogeneous hardware for development
and testing, which may not be available. While simulations like CloudSim or K8sSim can provide
insights, as simulations the level of detail they can offer to validate new schedulers is limited. To
address this, we introduce Q8S, a tool for emulating heterogeneous Kubernetes clusters on OpenStack
using QEMU. Q8S emulations provide a higher level of detail than simulations and can be used to
train machine learning scheduling algorithms. By providing a more realistic environment, Q8S enables
researchers and developers to test and refine their scheduling algorithms, ultimately leading to more
efficient and effective heterogeneous cluster management. We release our implementation of Q8S as
open source such that it can be further customized.

Keywords: Kubernetes; Emulation; Heterogeneous; QEMU; OpenStack; Scheduling

1. Introduction
Cloud computing has brought a major paradigm shift to the IT landscape [1] and enabled the creation

of large compute continuums. These continuums are often utilized for a variety of tasks [2] including
compute-intensive workloads as well as providing web services and are commonly operated through
Kubernetes [3]. While Kubernetes is capable of effectively scheduling container workloads, taking into
account various constraints and policies [4], the cloud landscape grows more and more complex through
the addition of heterogeneous components such as Internet of Things (IoT) devices [5].

Kubernetes scheduling is an ongoing area of research [4,6,7] with different approaches focusing on
metrics such as reliability, energy consumption, and resource utilization. However, scheduling becomes
increasingly difficult when including heterogeneous components, which can be edge devices, data cen-
ters using heterogeneous hardware, or outdated hardware being replaced by newer components [8].

Researchers working on scheduling algorithms for heterogeneous compute clusters may be unable
to properly evaluate their work as access to heterogeneous components may be limited. Heterogeneous
components include, often expensive, specialized hardware or IoT devices, which may be reserved
by other users or not available at all. Moreover, available heterogeneous components may already be
installed in production systems and a newly developed scheduling algorithm cannot be deployed in
production without being evaluated first, however, for the evaluation the heterogeneous components
would need to be moved into a test system and be missing from production.

One such research effort is the DECICE project [9], which aims to develop an AI-based scheduler
for Kubernetes that is suitable for heterogeneous Kubernetes clusters. To train machine learning
models and to test frameworks, one or more heterogeneous Kubernetes clusters are required. As a
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possible solution we considered simulations such as CloudSim [10], its extensions [11,12], EMUSIM
[13] and K8sSim [14], however, we found the grade of detail available, especially for heterogeneous
hardware, insufficient for our work. Instead we investigated virtualization techniques to emulate a
heterogeneous Kubernetes cluster consisting of nodes with different emulated hardware architectures
and operating systems on existing homogeneous OpenStack cloud infrastructure.

As the result of this we present Q8S, which allows users to automatically set up a Kubernetes
cluster with heterogeneous nodes running on a homogeneous OpenStack cloud using QEMU [15]. Q8S
offers a greater level of detail than simulations and has been benchmarked using k8s-bench-suite [16],
showing that the emulated clusters work without significant changes in communication bandwidth,
although CPU performance suffers from emulation overhead. Our Q8S implementation is open source
and can be extended to further utilize the emulation capacities of QEMU and libvirt [17]. The source
code available at https://github.com/gwdg/pub-2025-Q8S under the MIT license.

1.1. Background

Q8S depends on a complex stack of technologies including nested virtualization, hardware
emulation and manipulation of Linux iptables. The following paragraphs explain these technologies
as they are relevant for understanding the design of Q8S.

System Heterogeneity

For heterogeneous systems we derive our definition from [18] such that a system is homogeneous
if hardware, configuration, resources and operating systems are the same. Therefore, a node would be
heterogeneous if it deviates in any of these areas.

Differences in hardware may be different CPU architectures such as x86 and ARM but can also
be different CPUs of the same architecture, varying amounts of installed system memory or network
cabling. Moreover, some nodes might include additional hardware components such as GPUs. All
these differences lead to variations in the resources that a given node can contribute to a heterogeneous
cluster.

Based on deployed operating systems and configurations as well as hardware variations, a given
workload may perform better or worse on a specific node or even be incompatible. For a scheduler to
determine the optimal placement may be NP-complete [9]. In order to find near-optimal placements
on a heterogeneous cluster all these factors should be considered.

Nested Virtualization

Virtualization includes operating a Hypervisor or Virtual Machine Manager (VMM) on a node
that in turn controls one or more virtual machines (VMs) [19]. The hypervisor has to handle the
virtualization of CPU and memory as well as any Input/Output (IO) devices including disks and
networking [20], which results in additional overhead for operations carried out in a VM due to the
VMM having to perform translations between the VM and the hardware. Optimization techniques
such as para-virtualization exist [21], which often require a VM to be aware that it is running on top
of a hypervisor such that it can utilize hypercalls, requests directly going to the hypervisor without
translation.

In nested virtualization, a VM is run within another VM by layering hypervisors [22]. This creates
a hierarchy of hypervisors with the outermost hypervisor operating on the actual hardware and
hardware interactions from a VM running on an inner hypervisor are passed from inner hypervisor
to outer hypervisor. For the inner hypervisor to work properly, certain operations that it would
expect to be carried out directly on the underlying hardware, need to be trapped and emulated by the
outer hypervisor. Due to the multiple layers of hypervisors, nested virtualization further adds to the
performance overhead of virtualization.
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Flannel and VXLAN

Flannel is a lightweight networking plugin for Kubernetes with decent performance [23,24]. It
operates via a Layer 3 IPv4 network and routes packages based on target IP addresses to the respective
ports of the Kubernetes containers. Its recommended backend is Virtual Extensible LAN (VXLAN),
a networking virtualization, which employs encapsulation of Ethernet traffic to construct Layer 2,
data link Layer, connections via Layer 3 networks. For inter-node communication, Flannel sets up a
VXLAN Tunnel Endpoint (VTEP) that enables any two nodes to communicate on Layer 2 by sending
UDP packages, which encapsulate a VXLAN header. The inter-node traffic uses Layer 3 IP addresses
while node internal addressing happens on Layer 2 using MAC addresses.

Linux Firewall

Networking packages are processed by the Linux kernel based on routing tables and iptables in
order to determine where a given package should be sent. If a package is not addressed to the local
IP, its next hop is determined by the routing tables while iptables serve to apply further operations
on incoming packages. These operations include filtering, network address translation (NAT) and
package manipulation (mangle) applied at varying stages of package processing such as at arrival
(prerouting), receiving locally (input), forwarding (forward) and before sending (postrouting) as well
as for any locally created packages (output).

Simulation and Emulation

The behavior of a system can be replicated using emulation or simulation. The two techniques
form distinct approaches with simulation utilizing a model to resemble a given system and its behavior
through mathematical or logical abstractions [25]. Emulation on the other hand attempts to replicate
the exact behavior of the target system through mimicking its hardware and software environment.

Simulations can be highly flexibly but due to abstracting the actual system into a model, accuracy
may be reduced. In emulations, the target system components are mimicked as close as possible,
resulting in high accuracy at the cost of reduced flexibility and higher computational cost.

QEMU and Libvirt

Quick EMUlator (QEMU) is a generic open source emulator with support for a large range of
hardware platforms and architectures such that a developer can test their software against multiple
platforms without actual access to the hardware. QEMU can operate as an inner hypervisor to emulate
a VM with a specified hardware configuration, for example, ARM, on top of an x86 node. However,
when doing so, hardware acceleration features that would reduce the performance overhead of the
virtualization, are not available as the hardware emulated in the VM and of the physical host have to
be identical for hardware acceleration.

Libvirt provides an API, daemon and management tools for working with QEMU and other
virtualization systems including command line tools Virsh and Virt-install. The interaction of libvirt
and QEMU is shown in Figure 1 with libvirt providing its tools in user space such that QEMU can
be managed to create the requested VMs while interacting with the underlying system kernel. It
should be noted that in Figure 1, QEMU would be the only hypervisor and directly work with the
hypervisor KVM to create VMs. For QEMU to be an inner hypervisor, the physical hardware would be
an emulation of the outer hypervisor and KVM would not be used.
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Figure 1. Interactions of libvirt and QEMU on a Linux host.

Ubuntu Cloud-Images and Cloud-Init

Ubuntu Cloud-Images are Ubuntu OS images that include a feature called cloud-init, which
can be configured to apply settings and execute scripts on a fresh image during the first boot. These
configurations consist of multiple parts including user-data and meta-data files. User-data contains user
creation settings, ssh configurations as well as the packages to install and scripts to run. The meta-data
file can add additional network configuration and set the hostname.

1.2. Related Work

CloudSim [10] is an open source engine for simulating cloud computing environments. In
CloudSim a data center may operate a number of hosts, which each run one or more VMs and tasks
are executed in VMs. The compute capabilities of hosts can be specified in core numbers and MIPS per
core as well as memory, bandwidth and storage. The simulation can then calculate for a set of tasks,
which each require a number of compute instructions as well as memory and access to storage, what
tasks would end up on which nodes and how long the execution of all tasks would take. CloudSim is
an event based simulation and does not emulate any hardware. Moreover, heterogeneity of hosts is
limited to CPU counts, speed, memory and storage size and bandwidth but does not include different
system architectures.

DynamicCloudSim [11] and Cloud2Sim [12] provide further developments on top of CloudSim.
DynamicCloudSim introduces performance variance through sampling CPU, IO and bandwidth speed
from a normal distribution instead of using a static value. Cloud2Sim adds the option to run distributed
simulations to CloudSim as CloudSim itself can only execute on a single host, which results in long
compute times for large simulations.

EMUSIM [13] is another extension of CloudSim, which utilizes emulated hardware to run appli-
cations to improve the accuracy of a simulation. By running the target application in a small scale
emulated environment with varying input sizes, EMUSIM is able to collect metrics regarding the
scalability of the application. These metrics are then used in CloudSim to perform a more detailed
simulation. The same limitations for the support of heterogeneous clusters apply as for CloudSim.

K8sSim [14] is a tool similar to CloudSim, which is capable of simulating Kubernetes clusters
including specifying CPU capacity, memory and GPU count per node. Workloads can be configured
with specific requirements and be scheduled with customizable scheduling algorithms. The simulation
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collects data on total execution time and wait times for workloads, which serve to evaluate a given
scheduling algorithm. This can serve as a starting point for validating a new scheduling algorithm,
however, it does not properly support heterogeneous clusters as it does not run any workloads or
performs hardware emulation.

1.3. Contributions

This paper contributes the design, implementation and evaluation of a Q8S prototype with the
following features:

• Automatic deployment of a heterogeneous Kubernetes cluster on a homogeneous OpenStack
cloud including nodes with emulated hardware via QEMU.

• Configurable settings to specify the hardware to emulate as well as how many nodes should be
deployed for a given specification.

• Open source access to the Q8S Python code and Bash scripts, enabling extensibility to include
additional features of QEMU and libvirt.

By utilizing Q8S, researchers can deploy emulated heterogeneous Kubernetes clusters to test, evaluate
and train AI schedulers for heterogeneous environments without actual access to such hardware. The
content of this paper is based on the master’s thesis of one of the authors [26].

1.4. Outline

The rest of this paper is structured as follows: Section 2 presents the design of Q8S as well as our
methods for validating it. Section 3 discusses the implementation details of Q8S and the results of our
validation. Section 4 covers limitations and implications of Q8S. Section 5 summarizes our efforts and
describes future work.

2. Materials and Methods
The goal of Q8S is to provide a tool for researchers and developers to test code, evaluate algorithms

and train machine learning models on a heterogeneous Kubernetes cluster running on emulated
hardware. Users of Q8S should be able to specify what hardware should be emulated and how many
nodes should be deployed. Given all configurations, Q8S should be able to request the required nodes
in an OpenStack environment, set up the emulation software and deploy Kubernetes such that users
can start using the cluster as soon as Q8S is done.

We capture these goals as the following functional requirements:

FR1 Required resources are requested from an existing OpenStack environment.
FR2 The specifications of a node type on the to be emulated cluster can be set by the user, including:

FR2.1 System architecture, e.g., x86 or ARM
FR2.2 CPU speed and number
FR2.3 Memory size
FR2.4 Storage Size

FR3 The user can specify the number of nodes per type.
FR4 The hardware of every worker node is emulated. This also includes any nodes that might run the

same architecture as the host system.
FR5 After successful completion of Q8S, the user is provided with a working Kubernetes cluster, which

meets the provided specifications and can execute real workloads.
FR6 No additional privileges beyond regular user permission in the existing OpenStack environment

are required.

Some components of a hetereogneous Kubernetes cluster might be installed outside of a data
center, for example, IoT devices collecting or presenting data close to the user. The connectivity to such
devices may be limited or even unstable, requiring specialized scheduling and autonomous actions
from such nodes. Therefore, we consider the support for network bandwidth and latency as well
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as simulating failures in network connectivity as relevant features for an extensive emulation of a
heterogeneous Kubernetes cluster. However, support for bandwidth, latency and network failures are
not included in the version of Q8S presented here but will be added in a future release.

2.1. Q8S Design

Here we present and discuss the design considerations when creating Q8S. The problem of
providing a tool for creating heterogeneous Kubernetes clusters on top of OpenStack can be split into
three layers:

• User interface
• OpenStack instances
• QEMU VMs

These layers are also partially reflected in Figure 2 a sequence diagram depicting the workflow of Q8S.

Figure 2. Sequence diagram of the Q8S workflow.

As the user interface, Q8S provides a CLI tool, which reads from a YAML file. The user can specify
the desired cluster by creating said YAML file as a human and machine readable record of the to be
created cluster. Moreover the user is expected to provide credentials for OpenStack such that Q8S can
request resources in the name of the user. This operation is reflected in the first step shown in Figure 2.

The next layer involves Q8S using the provided credentials to request instances via the OpenStack
API. Each OpenStack VM serves as the host for a single Kubernetes node, which may be deployed
directly on the host or as a nested VM via QEMU. Kubernetes nodes hosting control plane components
are deployed without emulation while all worker nodes use QEMU VMs as emulated environments.
The provisioning of the OpenStack VMs is depicted in the next three steps in Figure 2.

We considered operating multiple emulated Kubernetes worker from a single OpenStack VM by
having QEMU run multiple VMs but decided on a one node per host solution to not add additional
complexity to the network configuration.

The last layer consists of setting up the Kubernetes cluster, the QEMU VMs and joining the cluster
together. When initializing the cluster, Q8S uses the node it is running on as the initial Kubernetes
control plane member that generates the Kubernetes certificates and administrator configurations.
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On all other control plane nodes, Q8S installs Kubernetes and joins it to the already initialized
cluster. On the worker nodes, Q8S installs QEMU and libvirt and is then ready to fetch the OS images
used for the respective emulated environments.

We considered multiple approaches for providing the OS images:

• VM Snapshots
This approach involved preparing a VM with all the required dependencies and saving it as a
snapshot, which is then provided to the QEMU hosts. However, we wanted Q8S to be flexible
and this approach would require recreating said snapshots for every update to the images for
every specified node type.

• Autoinstall for Ubuntu Server
Ubuntu server has a feature to automatically set up a system when given an autoinstall configura-
tion. We explored this option and it worked for our x86 images but we encountered problems for
our ARM images.

• Ubuntu Cloud-Images
Besides Ubuntu server images, Canonical also provides Ubuntu Cloud-Images, which are
lightweight for Ubuntu OS images with around 600 MB and can be configured via cloud-init
settings. Cloud-Images are available for different system architectures including x86 and ARM
while utilizing identical setup instructions. While this decision locked Q8S into only support-
ing Ubuntu based hosts, we consider this a reasonable trade-off compared to specifying setup
instructions for various Linux distributions.

Q8S provides the cloud-init settings to the QEMU hosts such that the Cloud-Images can be set up
in the emulated environments.

Another major aspect of the design of Q8S is networking. Each machine is in two different
networks, the Openstack provided network that connects all hosts and the local network for each host,
which is generated by libvirt. For the Kubernetes cluster to properly work, each of the local networks
needs to be connected to the inter-node network such that requests can be routed between the QEMU
VMs while supporting the Kubernetes internal networking.

Besides opening the required ports in the OpenStack security groups, we configured Flannel to
use the host’s network interfaces instead of the QEMU VM’s interfaces for VTEP by annotating the
nodes with the respective public-ip setting for Flannel. Moreover, we set up NAT rules in iptables to
route packets received by the host to the QEMU VM IP. This required both Source NAT (SNAT) and
Destination NAT (DNAT) rules.

2.2. Design Validation

In order to evaluate Q8S, the functional requirements need to be checked. Furthermore, to
understand the overheads introduced by the emulation layer, we employ k8s-bench-suite [16] version
1.5.0 to measure network communication, CPU usage and RAM usage.

Specifically we measured pod-to-pod and pod-to-service communication throughput and latency
as well as CPU and memory usage while the benchmark ran. All measurements were done using
k8s-bench-suite except for latency, which was measured with the ping command.

To establish a baseline, the experiment was run with emulated worker nodes and worker nodes
running directly on the OpenStack hosts. To ensure that the results are comparable, we configured
QEMU to emulate the same CPU as was installed in the OpenStack nodes. In our OpenStack environ-
ment this was the AMD EPYC Processor with BPB. Moreover, to ensure that both the emulated node
and the OpenStack node had the same amount of resources available, we set the QEMU VM to only
use 2 CPUs and 2 GB RAM on host nodes with 8 CPUs and 8 GB RAM, while setting the OpenStack
nodes to a flavor with 2 CPUs and 2 GB RAM.
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3. Results
Based on the design discussed in the previous section we implemented Q8S. The resulting source

code is available at https://github.com/gwdg/pub-2025-Q8S. The prototype is implemented in
Python 3.10 and was verified using Kubernetes version 1.28.0 and Flannel version 0.25.6 on Ubuntu
22.04.4 nodes, which were stable releases at the time of the experimental validation.

3.1. Implementation

In the following we discuss the implementation details of our Q8S prototype with examples taken
from our OpenStack environment.

Networking

Depending on the configuration of a given OpenStack cloud, the default network masks may
vary. In our OpenStack environment, all hosts are part of the 10.254.1.0/24 network range and the
QEMU VMs used 192.11.3.0/24. When assigning the IPs of the QEMU VM, we configured Q8S to
automatically match the host IP, e.g., the host with 10.254.1.3 would internally run 192.11.3.3. This also
ensures that the QEMU VM IPs are unique across both networks.

Figure 3 provides an overview of a cluster created by Q8S with the 10.254.1.0/24 IP range used
for the hosts. The name of the default network interface of the hosts in the OpenStack network is ens3
but may be different in other OpenStack clouds.

Figure 3. Overview of a cluster created by Q8S.

The starting instance in the top left of Figure 3 is the node on which the user has started Q8S and
which initialized the cluster as its first control plane node. Below that are the other control plane nodes,
which do not install an additional virtualization layer. On the right are workers depicted numbered
from 1 to n. It should be noted that in Figure 3, there are two worker types, x86 and arm64.

The worker nodes deploy QEMU and connect the internal network of it via a bridge to the host
network. From the perspective of the other nodes, the additional virtualization layer provided by
QEMU is not visible on the network layer as any requests send to a worker node get forwarded by the
iptables rules to the internal VM via NAT.

The internal networking of a worker host are depicted in detail in Figure 4 with the left white
box listing out the iptables rules. These include prerouting DNAT rules to forward any traffic send to
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the host to the QEMU VM on the same port. The exception is port 22 of the host, which still provides
regular SSH access to the host node and port 2222, which is redirected to port 22 of the QEMU VM for
SSH access. For outgoing traffic SNAT is used to masquerade requests as the host node.

Figure 4. Internal view of a worker host and its networking.

The right half of Figure 4 shows the network bridge provided by libvirt labelled as virbr0, which
connects the host and QEMU VM networks. Inside the QEMU VM is the enp1s0 interface, which holds
the IP of the overall QEMU VM. Inside the VM is the local network created by Flannel, which is used
to assign IPs to the individual containers. Flannel is shown in Figure 4 to use the node’s public-ip for
inter-node communication, which is necessary for it to accept the requests forwarded via the iptables
rules.

Configuration

Q8S requires two configuration files to get started, the YAML cluster configuration file and a file
with credentials for the OpenStack cloud. The official Python OpenStack SDK used by Q8S is able to
process clouds.yaml files, which can be downloaded through the OpenStack Horizon web interface
under application credentials. With these application credentials, Q8S is able to query the OpenStack
API for the OpenStack project for which the credentials were created.

The cluster configuration file includes the user provided settings for the to be created cluster. An
example for such a file is given in Listing A1. The configuration includes the following fields, which
the user is expected to adjust to their needs:

• git_url: A URL pointing to a Q8S git repository, which is either public or accessible via embedded
access tokens. This is required for the later installation stages to download the respective setup
scripts on the new nodes.

• private_network_id: The id of the internal network in which all hosts reside and can be found
in the OpenStack Horizon web interface under networks as the id of the private subnet. This is
required for requesting new VMs via the OpenStack API.

• remote_ip_prefix: The IP mask of the OpenStack network. In our environment this is
10.254.1.0/24.

• default_image_name: The name of the OS image that should be used for the OpenStack images.
Q8S expects this to be an Ubuntu image.

• name_of_initial_instance: The name of the starting instance in OpenStack. This is required for
updating its security groups.
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• security_groups: The list of OpenStack security groups that should be added to each node. This
list has to at least contain q8s-cluster, which is the group configured for internal communication of
the Kubernetes cluster.

• required_tcp_ports: The list of TCP ports that should be opened in the q8s-cluster security group
for inter-node communication. The list given in the example in Listing A1 should be kept but
further ports may be added.

• required_udp_ports: The same as for TCP ports above but for UDP.
• worker_port_range_min: This is the lower end of the port range that is to be opened in addition

to the TCP ports specified above and used for Kubernetes container node ports.
• worker_port_range_max: The high end for the port range as specified above.
• master_node_flavor: Flavor to be used by additional control plane nodes. The flavor in OpenStack

specifies the amount of CPUs and system memory OpenStack should allocate from a project
quota to a specific VM.

• number_additional_master_nodes: The number of control plane nodes that Q8S should deploy
in addition to the starting instance. The control plane IP is always set to the IP of the node running
Q8S and does not deploy fail over mechanisms. Therefore, even if the created cluster includes
multiple control plane nodes, it is not a high-availability (HA) deployment.

• worker: The vm_types specified in the next section can be used here to indicate how many
instances of a given type should be deployed by Q8S.

The vm_types a user wishes to use should be each specified as a dictionary with the following fields:

• architecture: System architecture of the emulated CPU. Our Q8S prototype supports x86_64 and
arm_64.

• num_cpus: The number of emulated CPUs that should be available in the QEMU VM.
• cpu_model: Specific CPU model that should be emulated by QEMU, which also determines the

available CPU speed. The list of supported CPU models depends on QEMU and can be found in
its documentation.

• machine_model: Machine model requested through QEMU. This should be kept as virt.
• ram: The amount of system memory to allocate for the QEMU VM in MB.
• storage: Amount of storage to allocate for the QEMU VM in GB.
• openstack_flavor: Flavor to use in OpenStack for the host. The flavor should include at least if

not more CPUs than the emulated node.

Deployment Process

Figure 2 gives a high level overview of the Q8S workflow and the interactions between the
components. To provide a more detailed insight to the involved steps for Q8S, the following presents
the concrete operations that are executed in order:

1. Creation of the security group q8s-cluster if it does not exist and the configuration of the rules as
specified in the settings file.

2. Creation of an SSH key pair, which is uploaded to OpenStack such that the new VMs get initialized
with it and can later on be accessed.

3. Creation of the OpenStack VMs via its API for the control plane and worker nodes.
4. Waiting for all new OpenStack VMs to be reachable via SSH.
5. Installation of Kubernetes dependencies and system configurations required for Kubernetes on

the instance running Q8S.
6. Initializing the Kubernetes cluster and installing Flannel.
7. Extracting the Kubernetes token for joining of worker nodes and uploading cluster certificates,

required for joining control plane nodes.
8. Installation of Kubernetes dependencies and system configurations on the additional control

plane nodes.
9. Joining of the additional control plane nodes to the cluster.
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10. Installation of QEMU and libvirt on the worker hosts.
11. Configuring of the QEMU network to ensure the desired IP address that matches the host IP will

be assigned to the QEMU VM.
12. Downloading of the Ubuntu Cloud-Images.
13. Preparation of the user-data and meta-data files for the Cloud-Image VM.
14. Preparation of the Cloud-Image for QEMU.
15. Creation of the QEMU VM from the Cloud-Image.
16. Installation of Kubernetes and dependencies and system configurations on the QEMU VMs as

triggered by cloud-init.
17. Waiting for all worker nodes to join the Kubernetes cluster.

Once all these steps are completed, the cluster is ready to be used and Q8S is not required anymore.
In the prototype implementation of Q8S, the above steps are executed sequentially and are still open to
optimization through parallelization, for example, by letting the deployment process of the additional
control plane nodes and the emulated worker nodes run in parallel.

3.2. Evaluation
Benchmark

In this section, we discuss the measurements that were acquired according to the methods
described in Section 2.2.

Table 1 shows the bandwidth measured through the benchmark for pod-to-pod and pod-to-
service communication for emulated and non-emulated nodes via TCP and UDP. Except for UDP
being slightly slower on the emulated nodes, the performance is identical despite the additional layer
of networking that applies for the emulated nodes.

Table 1. Internal cluster network bandwidth in Mbit/s. Measured by k8s-bench-suite, 5 min per measurement.

Node Type Pod-to-Pod Pod-to-Service
TCP UDP TCP UDP

OpenStack Instance Nodes 93 94.5 93 94.5
Emulated Nodes 93 89.7 93 89.4

The difference in UDP speed could be related to the UDP packet size [27] being not optimal
for wrapping in the Flannel environment. As the difference is marginal we consider the networking
performance to be effectively identical.

The network latencies measured are given in the following:

• Worker-Node-to-Worker-Node round-trip latency: ≈ 3.1ms
• Pod-to-Pod (different nodes) round-trip latency: ≈ 4.8ms
• Pod-to-Pod (same node) round-trip latency: ≈ 1.1ms
• Worker-Node-to-Control-Plane-Node round-trip latency: ≈ 1.5ms
• Control-Plane-Node-to-Control-Plane-Node round-trip latency: ≈ 0.5ms

Between control plane nodes, no additional iptables rules are applied, between a worker node
and a control plane node, one set of iptables rules are applied and between worker nodes, the iptables
are applied both on being sent and on being received.

Going from no iptables rules to one pass adds about 1 ms of latency and adding another pass
adds another 1.6 ms. Compared to pod-to-pod on two worker nodes this becomes even slower as it
now also has to pass through the Kubernetes internal networking.

Considering the low latency for direct pings between two hosts, these latencies created by the
additional iptables and network virtualization layers seem high but are overall still relatively low and
acceptable for the majority of use cases.

The CPU usage of the nodes during the throughput benchmark as well as during idle is given in
Table 2. The benchmark consists of a client and server pairing, where the client sends requests to the server.
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Table 2. Comparison of CPU usage in %, with nodes idling and during pod-to-pod and pod-to-service communi-
cation. Measured by k8s-bench-suite, 5 min per measurement.

Node Type Idle Pod-to-Pod Pod-to-Service
TCP UDP TCP UDP

OpenStack, client node 1.52 1.98 51.43 2.21 56.93
Emulated, client node 14.33 31.66 63.99 32.74 63.22
OpenStack, server node 1.13 3.94 3.58 5.03 3.55
Emulated, server node 15.14 43.81 56.59 44.20 55.61

The CPU usage is significantly higher for the emulated nodes compared to the OpenStack nodes.
Even during the benchmark, the benchmark, the CPU usage of the OpenStack node barely goes up
except for the UDP communication where it is significantly increased for the client node but not the
server node.

The reason for the increased CPU usage most probably lies in the virtualization as for each CPU
instruction, the hypervisor has to perform additional operations to check and translate the instruction
in addition to actually performing the instruction. This overhead factor even varies between client
and server such that we can assume that sending and receiving requests requires different amounts of
overhead operations by the hypervisor.

Regarding the increased client CPU usage for UDP, when comparing the measurements to other
benchmarks created with k8s-bench-suite [28], these also show an increase in CPU usage for UDP
clients. As the test setup only features 2 CPU cores, these differences could have become even more
pronounced compared to the external example.

The memory usage of the nodes is given in Table 3 and shows no significant changes during
the benchmark. Notably, the memory usage of the emulated server is even slightly lower than the
OpenStack server. Overall the memory usage does not vary significantly such that it appears to be
well handled by the emulation layer.

Table 3. Comparison of RAM usage in MB with nodes idling and during pod-to-pod and pod-to-service commu-
nication. Measured by k8s-bench-suite, 5 min per measurement.

Node Type Idle Pod-to-Pod Pod-to-Service
TCP UDP TCP UDP

OpenStack, client node 350 387 379 388 365
Emulated, client node 429 442 438 441 433
OpenStack, server node 431 431 436 436 435
Emulated, server node 400 407 407 408 412

Requirements

In this part we discuss how the presented prototype for Q8S aligns with the functional require-
ments, which we defined in Section 2.

As we were able to perform the benchmarking on a Kubernetes cluster deployed through Q8S we
can consider FR5 as completed. The benchmarking was performed on an OpenStack cluster for which we
did not request any additional privileges, fulfilling FR1 and FR6. Specifying the node settings including
system architecture, CPU speed, core count, memory and storage size also worked, which completes FR2.
Q8S was also able to deploy the desired amount of node types and set up a working emulation for them,
which matches FR3 and FR4. Table 4 provides an overview of the status of the requirements.

However, while Q8S completes the goals we set out for it, we still see further features and
improvements that should be made. These include support for limiting bandwidth and latency along
with simulating network failure rates to emulate edge nodes. Moreover, Q8S works slow and a full
deployment can take over an hour, highlighting the need to parallelize and optimize the process.
Nevertheless, once the deployment is complete, the created cluster can be used for multiple rounds
of experiments without having to rerun Q8S, making Q8S a valuable tool for emulating instead of
simulating heterogeneous Kubernetes clusters.
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Table 4. Fulfillment of Requirements and Constraints

Requ. Description Fulfilled
FR1 Use existing OpenStack cloud for resources yes
FR2 Specify different node settings yes
FR2.1 Emulated system architecture yes, x86 and ARM
FR2.2 CPU speed and core count yes, speed via CPU model
FR2.3 Memory size yes
FR2.4 Storage size yes
FR3 Specify amount of different nodes in the cluster yes
FR4 Emulation of worker node hardware yes
FR5 Working Kubernetes cluster as defined yes
FR6 No additional privileges in OpenStack yes

4. Discussion
While Q8S fulfills its initial requirements, there are still some limitations and considerations that

should be mentioned.

4.1. Limitations

The current implementation of Q8S only supports up to 252 nodes in an emulated cluster as the
/24 subnet in OpenStack is used and some IPs are already reserved for the starting instance and the
OpenStack router. This could be expanded to a /16 subnet, however, this would require changing the
implementation on how the matching of IPs between the hosts and QEMU Vms works as having an
identical last section of the IP address does not work with subnets larger than /24.

It should also be noted that when running an emulation, the compute capabilities of the emulated
node cannot exceed those of the host node. Moreover, as the hosts also consume some CPU time and
memory in order to run their operating systems and QEMU, when setting the emulated nodes resources
to close to those of the host, some of these are not guaranteed to be available to the emulated node.

Another limitation is that due to the usage of QEMU and libvirt, only hardware that is supported
by these applications can be emulated via Q8S. The supported hardware is further restricted due to the
reliance on Ubuntu Cloud-Images, which typically builds for 64-bit x86 and ARM systems. Supporting
other architectures, such as 32-bit systems, would require building Cloud-Images with 32 bit support
or significantly adjusting the installation process of Q8S to not rely on Ubuntu Cloud-Images.

4.2. Implications

With Q8S we provide a tool for emulating heterogeneous Kubernetes clusters. This enables
researchers and developers of software for such clusters, for example, alternative scheduling systems,
to perform tests and gather more detailed data compared to using simulated clusters if access to
real heterogeneous hardware is not available. Furthermore, an emulated cluster can potentially be
used to gather data to train machine learning models or have scheduling algorithm actively learn via
reinforcement learning. Q8S, therefore, extends the selection of available tools to researchers beyond
existing simulation tools such as CloudSim, K8sSim and EMUSIM.

5. Conclusions
In this work we have identified the need for emulated heterogeneous Kubernetes clusters in order

to provide more accurate environments compared to utilizing simulation tools. To fill this need we
have designed and implemented Q8S as a tool for automatically deploying such clusters on top of
OpenStack clouds by using QEMU to emulate heterogeneous nodes, e.g., ARM nodes on top of x86
machines. Moreover, we have validated the functionality of Q8S and benchmarked the performance
overhead imposed by the emulation layer and found it to be acceptable.

We provide our prototype implementation of Q8S under an open source license to enable its
adaptation and further development.
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5.1. Future Work

The prototype of Q8S is functional but could be further improved. Many other simulations
support setting bandwidth and latency for connections, which is to be implemented in Q8S. Similarly,
support for network and node failures, which may occur more frequently for heterogeneous clusters
with components outside of a data center, are also not yet supported. Due to the multiple layers
involved when deploying a cluster via Q8S, if any of the deployment scripts get stuck and fail to
complete, it can be difficult to identify the issue or even to retrieve the logs of the failed script. For this,
Q8S requires a proper error handling system, which observes the deployment logs across the all layers
such that the user can immediately be pointed to the failing component.
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IoT Internet of Things
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VMM Virtual Machine Manager
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QEMU Quick EMUlator
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AI Artificial Intelligence
CLI Command Line Interface
YAML Yet Another Markup Language
OS Operating System
VTEP VXLAN Tunnel Endpoint
SNAT Source NAT
DNAT Destination NAT
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Appendix A

Listing A1. An Example File for a Cluster Definition. The notation using ’!’, e.g., !ClusterData and !VmType, is
used by Q8S to map the respective sections of the configuration to Python data classes.

1 ! ClusterData
2 g i t _ u r l : "https://github.com/gwdg/pub-2025-Q8S.git"
3 private_network_id : "cefe7c0a -network-ID-beb1-2d9d26b681b5"
4 remote_ip_prefix : "10.254.1.0/24"
5 default_image_name: "Ubuntu 22.04.4 Server x86_64 (ssd)"
6 name_of_ini t ia l_ instance : "q8s-master"
7 security_groups :
8 − "q8s-cluster"
9 required_tcp_ports :

10 − 22
11 − 80
12 − 443
13 − 2222
14 − 2379
15 − 2380
16 − 6443
17 − 8472
18 − 10250
19 − 10256
20 − 10257
21 − 10259
22 required_udp_ports :
23 − 8472
24 worker_port_range_min: 30000
25 worker_port_range_max: 32767
26 c l u s t e r _ d e f i n i t i o n : ! C l u s t e r D e f i n i t i o n
27 master_node_flavor : "c1.small"
28 number_additional_master_nodes : 1
29 worker:
30 x86−small : 2
31 arm−mid: 1
32 vm_types: ! VmTypes
33 types :
34 x86−small : !VmType
35 a r c h i t e c t u r e : "x86_64"
36 num_cpus: 2
37 cpu_model: "EPYC-IBPB"
38 machine_model: "virt"
39 ram: 2048
40 storage : 10
41 openstack_flavor : "c1.large"
42 qemu_args: "qemu-args"
43 arm−mid: !VmType
44 a r c h i t e c t u r e : "arm_64"
45 num_cpus: 6
46 cpu_model: "cortex-a57"
47 machine_model: "virt"
48 ram: 4096
49 storage : 20
50 openstack_flavor : "c1.large"
51
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