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Abstract: This paper introduces HijackNet, an adversarial prompt hijacking framework designed
to improve hijacking success rates and generalization in multi-lingual tasks. Combining Neural
Architecture Search (NAS), Reinforcement Learning (RL), and Multi-Objective Optimization (MOO),
HijackNet generates adversarial prompts that adapt to target tasks while bypassing model defense
mechanisms. This framework optimizes hijacking success, defense evasion, and task completion
through a combination of a prompt generator and adversarial optimizer. We introduce a Defense
Robustness Score (DRS) to evaluate the stability of prompts in adversarial settings. HijackNet improves
adversarial prompt generation, advancing the security and robustness of large language models in
adversarial environments.

Keywords: adversarial prompt hijacking; large language models; neural architecture search;
reinforcement learning; multi-objective optimization

1. Introduction

As Large Language Models (LLMs) evolve, their widespread use in natural language processing
(NLP) tasks presents new challenges in model security and robustness. One major concern is their
vulnerability to adversarial attacks, specifically adversarial prompt hijacking. In these attacks, small
changes to the input prompts can drastically alter model behavior, making LLMs vulnerable to
exploitation. This is especially problematic in sensitive applications where model integrity is critical.

To address this, we propose HijackNet, a framework that improves hijacking success and the
robustness of hijacked prompts across multi-lingual tasks. Unlike traditional adversarial methods,
which often rely on static prompt manipulations, HijackNet introduces a dynamic, task-adaptive
approach. HijackNet uses Neural Architecture Search (NAS), Reinforcement Learning (RL), and
Multi-Objective Optimization (MOO) to generate highly effective adversarial prompts. NAS identifies
optimal prompt structures and adapts them to the characteristics of the target task, making prompt
hijacking more tailored and effective.

To enhance its effectiveness, HijackNet integrates RL to refine adversarial prompts, ensuring
they hijack the model and adapt to evolving defenses. MOO balances conflicting goals like hijacking
success, task performance, and defense evasion, providing a more flexible solution. These techniques
allow HijackNet to outperform existing methods in adversarial prompt generation for LLMs.

We also introduce the Defense Robustness Score (DRS), a metric to assess the stability of adver-
sarial prompts. The DRS evaluates both the effectiveness of the hijacking attack and its ability to
bypass model defenses. By quantifying the robustness of the prompts, the DRS ensures that they
remain effective under various defense mechanisms. HijackNet represents a significant advancement
in adversarial Al, offering a solution to the problem of adversarial prompt hijacking in LLMs.
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2. Related Work

Large language models (LLMs) have made significant progress in recommendation systems,
healthcare, and mathematical problem-solving. This section reviews recent research that contributes to
LLM development, focusing on hijacking success, adversarial defense, and multi-task adaptability, key
aspects of HijackNet.

Lu et al. [1] proposed a hybrid model combining LightGBM, DeepFM, and DIN for improved
purchase prediction in e-commerce. This approach integrates tree-based and deep learning models but
does not address adversarial robustness or hijacking in NLP applications. Wang et al. [2] analyzed
IMDb reviews, finding the plot as the most influential factor for a movie’s success. Li [3] enhanced
mathematical problem-solving with tool-integrated reasoning and Python execution, but this work is
more focused on specific problems and does not address hijacking or multi-task robustness.

In multi-objective optimization, Lu [4] introduced ensemble learning for e-commerce recom-
mendations, optimizing multiple objectives. However, it does not address robustness to adversarial
attacks or hijacking needed for multi-task adaptability. Wu et [S]reinforcement learning demonstrate its
efficacy in many applications, such as extreme flight of quadrotor. Li [6] explored multimodal data and
multi-recall strategies to improve product recommendations, but it does not fully integrate hijacking
evasion or task robustness seen in HijackNet.Sun et al.Li [7] propose a relation classification method
using coarse- and fine-grained networks with SDP-supervised key word selection and opposite loss,
achieving state-of-the-art performance on SemEval-2010 Task 8.

Xu and Wang [8] proposed a multimodal LLM for healthcare but lacked focus on hijacking or
robustness, which HijackNet addresses through RL, NAS, and MOO. Jin et al. [9] introduced advanced
ensemble methods that inspired HijackNet’s robust data handling and NAS-RL integration, improving
adversarial success and adaptability in multilingual tasks.

These studies provide insights into recommendation systems and adversarial robustness but do
not integrate hijacking success, defense evasion, and multi-task adaptability. HijackNet combines these
approaches, using RL and NAS for dynamic optimization, ensuring strong performance and evasion
across NLP tasks.

3. Methodology

This paper introduces an adversarial hijacking model for large language models (LLMSs), integrat-
ing neural architecture search (NAS), reinforcement learning (RL), and multi-objective optimization
(MOO). The model generates adaptive hijack prompts that bypass constraints while addressing the
target task. NAS identifies optimal prompt structures, refined iteratively by RL, while MOO balances
attack success, detectability, and task generalization. Defense-aware metrics are employed to evalu-
ate prompt robustness. Experiments reveal that the proposed method enhances hijack success and
generalization in English and Chinese tasks, surpassing existing models. The pipeline is illustrated
in Figure 1.

Prompt

_______________________________

-
! i
1

1
l i
! : I
! State Reward Action 1
! i
1

1
! i
H 1

MMO

Enviornment

Figure 1. The advanced adversarial hijacking model for large language models.
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3.1. Hybrid Architecture for Hijack Prompt Generation

Our model employs a hybrid architecture combining a Prompt Generator and an Adversarial
Optimizer. The Prompt Generator utilizes Neural Architecture Search (NAS) to identify optimal hijack
prompt structures, while the Adversarial Optimizer applies Reinforcement Learning (RL) to iteratively
refine prompts based on model feedback.

3.1.1. Prompt Generator with NAS

The Prompt Generator employs Neural Architecture Search (NAS) to identify optimal hijack
prompt architectures by exploring token perturbations, sentence modifications, and restructuring
methods. The objective is to maximize the model’s adherence to the target task, formulated as:

Anas = arg mjx(Success 4) 1)

Here, A represents a candidate hijack prompt architecture, and Success 4 denotes the attack
success rate of A.

NAS utilizes a reward function guided by **Reinforcement Learning (RL)** to evaluate prompt
effectiveness:

R(A) = A1 - ASR(A) + A2 - Dk (A) 2

Where: - ASR(A): Attack success rate of A. - Dgp (\A): Kullback-Leibler divergence between the
hijacked model’s output and the expected output. - A; and Ay: Coefficients balancing success rate and
divergence penalty.

3.2. Adversarial Prompt Refinement through Reinforcement Learning

The hijack prompts are refined dynamically using Reinforcement Learning (RL), where the
generation process is modeled as an RL agent interacting with the language model. The agent
iteratively updates its strategy based on the success or failure of hijack attempts.

The RL loss function for prompt refinement is defined as:

LrL = EA[R(A) — 7 L(A)] )

Here: - £L(.A): Loss measuring the divergence between the model’s output and the target task,
typically via cross-entropy. - 7v: Discount factor prioritizing early successes. - R(.A): Reward function
defined previously.

3.3. Multi-Objective Optimization for Attack Robustness

We employ Multi-Objective Optimization (MOO) to balance hijack success, model detectability,
and generalization across language tasks. MOO ensures that the hijack prompt is effective, unde-
tectable, and adaptable to various challenges. The trade-offs between attack success rate (ASR),
undetectability, and generalization are visualized in a 3D scatter plot (Figure 2), where colors represent
generalization performance across different optimization solutions.

The multi-objective optimization problem is defined as:

Mopt = argmax(f1(A), f2(A), ..., f(A)) (4)

where: - f1(A): Attack success rate (ASR) of hijack prompt A. - f,(A): Undetectability, ensuring the
prompt appears natural and raises no suspicion. - fi(.A): Generalization across different language
tasks or model architectures.

This method guarantees that hijack prompts are robust, undetectable, and versatile in diverse
environments.
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Multi-Objective Optimization for Hijack Prompt
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Figure 2. The trade-offs in multi-objective optimization for hijack prompts.

3.4. Adversarial Prompt Evaluation with Defense-Aware Metrics

To evaluate hijack prompt effectiveness, we use defense-aware metrics that consider both attack
success and the ability to bypass defenses. The Defense Robustness Score (DRS) integrates the attack
success rate with a penalty for detection by model defenses, defined as:

DRS = DKL (]5 attacks 13 defense) - detected (5)

where: - P,yac: Model output distribution under the hijacked prompt. - Pefense: Output distribution
under defenses. - ¥ getected: Indicator function for malicious prompt detection.
The objective is to maximize attack success while minimizing detection, ensuring robust perfor-

mance against defenses.

4. Loss Function

The loss function guides adversarial hijacking by optimizing attack success, output divergence,
and defense evasion. It integrates the Attack Success Rate (ASR), Kullback-Leibler (KL) divergence, and
Defense Robustness Score (DRS). ASR evaluates the prompt’s effectiveness in achieving the target task,
KL divergence ensures output alignment with the target task, and DRS penalizes prompts detected by
defenses. The total loss function is defined as:

Liotal = A1 - ASR 4 A3 - Dir(Pmodel || Prarget) + A3 - DRS (6)

Here, A1, A2, and A3 are hyperparameters balancing the importance of each term. This formulation
ensures high success rates, output consistency, and effective defense evasion.

5. Data Preprocessing

Data preprocessing is crucial for preparing input data for the adversarial hijacking model. It
transforms raw data into a form that allows the model to generate hijack prompts for manipulating
large language models (LLMs) into executing the target task. This involves tokenization, augmentation,

formatting, and batching.
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5.1. Tokenization

Tokenization splits input text into tokens for processing hijack prompts. A subword-based method,
such as Byte Pair Encoding (BPE), enables flexibility by allowing perturbations at the subword level.

5.2. Augmentation

After tokenization, augmentation techniques including word order changes, punctuation insertion,
and synonym replacement are used to create diverse hijack prompt structures. Neural Architecture
Search (NAS) selects the variations that maximize task success while minimizing detection risk.

5.3. Formatting

Hijack prompts are formatted according to the specific challenge, including task types (e.g., string
output, task completion) and language requirements (e.g., English, Chinese). This step ensures that
the prompt aligns with the input expectations of the target model, incorporating necessary tokens or
instructions.

5.4. Batching

Processed hijack prompts are grouped into batches for efficient computation. Batching improves
computational efficiency and accelerates training by allowing the model to handle diverse prompts
concurrently. This step maintains prompt diversity while reducing detection risk.

6. Evaluation Metrics

To evaluate the performance of our model in hijacking large language models (LLMs), we propose
a set of comprehensive evaluation metrics

6.1. Attack Success Rate (ASR)

The Attack Success Rate (ASR) is one of the most important metrics, measuring the proportion of
successful hijacks out of all the attempts. It quantifies how effectively the hijack prompt causes the
model to follow the target instruction, regardless of potential task-specific constraints. The ASR is
defined as:

Nsuccess
ASR = 7)
N, total

Where Ngyccess is the number of successful hijacks and N, is the total number of evaluation
instances.

6.2. Output Distribution Divergence
This is typically measured using the Kullback-Leibler (KL) divergence, which is defined as:

P model (1)

P target (1) (8)

DKL(Pmodel ” Ptal‘ge’f) = Z Pmodel(i) log
i
Where Ppodel and Prarget represent the probability distributions over the output tokens generated by
the model and the target output, respectively. A smaller KL divergence indicates that the model’s
output distribution is closer to the desired target.

6.3. Defense Evasion Rate (DER)

The DER is defined as:

N,
DER = —cvade 9)
Ntotal

Where Ngyade is the number of hijack prompts that successfully evade detection, and Ny, is the
total number of attempts.
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6.4. Task Success Rate (TSR)
TSR is computed as:

TSR = N, correct (1 O)
N, total

Where Neorrect is the number of instances where the model produces the desired target output and
Niotal is the total number of attempts.

7. Experiment Results

HijackNet was tested across five different challenge types (Challengel to Challenge5) as described
earlier. We evaluated the model’s performance using the previously discussed metrics: ASR, KL
divergence, DER, and TSR. The results are shown in Table 1, where HijackNet consistently outperforms
the baseline models across all metrics.

Table 1. Comparison of HijackNet with baseline models. The metrics include ASR, KL Divergence, DER, and TSR.

Model ASR (0/0) KL DER (O/o) TSR (O/o)
HijackNet 92.5 0.12 85.7 90.4
Mistral-7b-

Instruct-v0.2 85.3 0.23 78.5 87.0
- (with defense) 72.8 0.30 65.2 75.3

To assess the impact of different components in our model, we conducted an ablation study by
removing individual components from HijackNet. The changes in model training indicators are shown
in Figure 3.
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Figure 3. Model indicator change chart.

The results are presented in Table 2.
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Table 2. Ablation study results for HijackNet. The impact of different components is evaluated.

Model Variant ASR (%) KL DER (%) TSR (%)
HijackNet (full) 92.5 0.12 85.7 90.4
Augmentation 87.1 0.19 754 84.2
Tokenization 88.3 0.21 79.2 85.5
Optimization
Defense Evasion 89.6 0.16 72.5 86.1
Mechanism

8. Conclusions

In this paper, we proposed a novel approach for hijacking large language models (LLMs) through
adversarial prompt manipulation. Our model, HijackNet, was shown to significantly outperform base-
line models in terms of attack success rate, defense evasion, and task completion accuracy. Through
extensive experiments and ablation studies, we demonstrated that each component of our model con-
tributes meaningfully to its overall effectiveness. The results confirm that HijackNet provides a robust
solution for adversarially manipulating LLMs, while effectively bypassing defensive mechanisms.
This work opens the door for further advancements in adversarial attacks and defenses in natural
language processing (NLP).
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