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Abstract

To minimize cybersecurity risks in weapon systems, the implementation of the Korean Risk
Management Framework (K-RMF) has become essential. However, a significant 'strategic gap' exists
between high-level RMF controls and technical MITRE ATT&CK techniques, rendering manual
mapping labor-intensive. This study proposes an automated mitigation-driven pipeline that
integrates Sentence-BERT (SBERT) with the structural defense relationships of the ATT&CK
knowledge graph. To address the data coverage limitations of the CTID silver standard, we introduce
Recall@restricted as a calibrated performance metric. Experimental evaluation demonstrated that the
proposed ensemble framework achieves a Recall@restricted of 0.74, significantly outperforming
baseline SBERT-only models. These findings suggest that deterministic mitigation relationships
effectively complement semantic representations, providing a robust framework for aligning RMF
controls with adversarial behaviors.

Keywords: RMF controls; ATT&CK; sentence-BERT; semantic mapping; mitigation expansion

1. Introduction

Ministry of National Defense (MND) has prioritized the implementation of the Korean Risk
Management Framework (K-RMF) since April 2024. Within this framework, RMF control items
exhibit a dependency across connectivity spanning vulnerabilities, software weaknesses, attack
techniques, and defensive measures. The modern cybersecurity landscape has shifted toward
sophisticated threats that can no longer be defended against by mere regulatory compliance. While
organizational security investments and operations are still planned and audited based on control
frameworks such as NIST SP 800-53 [1], threat intelligence and incident response are increasingly
executed through adversarial behavior models like MITRE ATT&CK [2]. Consequently, there is a
critical need for organizations to transition from a compliance-driven defense to a proactive posture
that can respond rapidly to evolving adversarial tactics and techniques. In this environment,
establishing an organic linkage between the static NIST SP 800-53 and the dynamic MITRE ATT&CK
is essential for strengthening an organization's security posture. Without this connection, the security
controls managed by Governance, Risk, and Compliance (GRC) teams fail to translate into detection
and response activities for the Security Operations Center (SOC) [1-3]. Conversely, it becomes
difficult to systematically explain which control weaknesses are exploited by the attack techniques
observed by the SOC. The fundamental challenge in resolving this issue is "mapping" —deriving the
relational links that define which NIST controls prevent, detect, or suppress specific ATT&CK
techniques. However, direct mapping (Control — Technique) is difficult to automate due to a
profound semantic gap [3].
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While NIST SP 800-53 Revision 5 defines "Requirements" for security and privacy controls for
federal and critical infrastructure systems, MITRE ATT&CK categorizes and describes observed
adversarial "Behaviors" into Tactics and Techniques [1,2]. NIST controls are composed of policy- and
procedure-oriented sentences focused on "what to do," whereas ATT&CK techniques utilize action-
and process-oriented descriptions of "how they do it." Even when addressing the same defensive
objective, the vocabulary, sentence structure, and level of abstraction differ significantly, causing
simple keyword-based matching to trigger excessive false positives. Furthermore, manual mapping
by experts inevitably faces challenges related to cost, time, and subjectivity.

To bridge this gap, this study proposes an automated mapping pipeline that combines semantic
embedding using Sentence-BERT (SBERT) with the reasoning capabilities of Large Language Models
(LLMs) enhanced by Mitigation parameters [4]. The core innovation lies in avoiding the direct
connection between controls and techniques. Instead, we utilize the "Mitigation" (Course-of-Action)
objects within ATT&CK as an intermediary layer. In this structure, the Control — Mitigation link is
established through semantic similarity (Probabilistic Link), while the Mitigation — Technique link
leverages the deterministic "mitigates" relationship defined in the STIX knowledge graph
(Deterministic) [5,14]. By restricting the scope of natural language inference —which carries inherent
uncertainty —to the Control — Mitigation segment and utilizing deterministic relationships for the
remainder, the overall reliability of the mapping is significantly enhanced. This study is based on the
following core hypothesis:

e  The semantic similarity between NIST controls and ATT&CK mitigations is clearer and more
robust than the direct similarity between controls and techniques; therefore, leveraging the hard-
coded relationships between mitigations and techniques will drastically improve mapping
accuracy.

The remainder of this paper is organized as follows. Section 2 provides a structural overview of
NIST SP 800-53 and MITRE ATT&CK, alongside an analysis of SBERT and Mitigation parameters.
Section 3 details the dataset composition, preprocessing methods, and the proposed mapping
pipeline architecture. Section 4 presents the experimental results of the proposed pipeline. Finally,
Section 5 concludes the paper by synthesizing the findings and suggesting directions for future
research.

2. Related Works

In the modern cybersecurity domain, text-based automated mapping technologies are evolving
from simple keyword matching to deep-learning-based semantic similarity analysis. This section
analyzes four pivotal previous studies that influenced the design of our proposed mapping pipeline.

2.1. Embedding-based Semantic Mapping Pipelines

Recent approaches have increasingly utilized BERT-family language models to perform
matching between documents or sentences based on semantic similarity. Sentence-BERT (SBERT), in
particular, is advantageous for large-scale comparisons as it independently embeds sentences using
a Siamese architecture and then calculates cosine similarity [6-8]. However, it remains challenging to
establish a definitive causal relationship —such as "Control X mitigates Technique Y" based solely on
semantic similarity, and results vary significantly depending on threshold settings. While embedding
models excel at proposing broad candidates, confirming final relationships requires external
knowledge such as rules, graphs, or expert validation. In this study, we utilize the SBERT architecture
to calculate Sim(c, m). Unlike traditional BERT models that require N x K heavy computations to
compare N times controls and K times mitigations, SBERT transforms each sentence into an
independent high-dimensional vector, allowing for superior computational efficiency and accuracy
by calculating only the cosine similarity between vectors [6].

Wudali et al. [6] proposed the RAM framework, which maps Security Information and Event
Management (SIEM) rules to ATT&CK techniques using LLM prompt chaining and context injection.
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This study achieved encouraging performance—Recall 0.75, Precision 0.52, and F1 0.62—without a
separate training process. Wudali demonstrated that natural language conversion and evidence-
based refinement are key to performance enhancement. However, heavy reliance on text similarity
led to hallucinations and semantic confusion between similar techniques. Drawing on this multi-
stage pipeline structure, our study incorporates a "Normalization—-Embedding Candidate
Generation-LLM Re-ranking" process tailored for the RMF domain.

Abderehman et al. [7] introduced VMTT&RP, which combines Mini LM embeddings, cosine
similarity, and multi-layer perceptrons (MLP) to predict ATT&CK techniques from CVE descriptions.
While it proved the possibility of automated linkage between vulnerabilities and attack techniques
with a Micro-F1 of 0.68, Abderehman highlighted the difficulty in distinguishing subtle differences
between similar ATT&CK techniques. Incorporating these findings, our study reflects a precision-
recall balance logic by adjusting thresholds during the candidate generation phase for RMF control
items.

Zhang et al. [8] proposed the VTT-LLM architecture, which injects Common Weakness
Enumeration (CWE) and Common Attack Pattern Enumeration and Classification (CAPEC)
knowledge through LLM fine-tuning. This approach improved tactic prediction accuracy to 85.18%,
demonstrating that a chain-based knowledge injection method —linking Control — (Mitigation/Data
Source) — Technique—resulted in an average performance increase of 9.24 percentage points.
Although Zhang raised concerns regarding potential overlaps between evaluation and training sets,
this logic provides critical insights for designing inference paths that connect RMF control items to
ATT&CK techniques via mitigation strategies. Our research adopts this logical chain, utilizing RMF
mitigation signals as a core element for LLM re-ranking.

Rafiey et al. [9] showed that few-shot prompting using state-of-the-art models like GPT-40 and
OpenAl ol outperformed BERT-based models, reaching a peak Fl-score of 59%. Conversely, Rafiey
observed that performance degrades when vulnerability descriptions are ambiguous or
terminologies are inconsistent due to the limitations of keyword-based matching. To overcome these
hurdles, our study integrates a closed-loop Retrieval-Augmented Generation (RAG) structure, hybrid
re-ranking, and evidence span citation techniques to enhance mapping consistency. A comparative
summary of existing research on automated mapping across various knowledge bases is presented
in Table 1.

Table 1. Comparative analysis of automated mapping studies across various security knowledge bases.

Mapping Method Mapping Target Mapping Approach
MITRE CTID Mapping RMF <> ATT&CK ng;ﬂgommunity'based large-scale
Wudali [6] NIST 800-160 v2 <» ATT&CK  NIST 800-160 v2 — ATT&CK gﬁgf;g;based mapping utilizing PETE
ﬁg?\zr(%ﬁ?ea&[%% &CK Mapper) SIEM Rules — ATT&CK LLM prompt chaining-based automation
CVE < ATT&CK][8] CVE Descriptions — ATT&CK Tactics Transformer-based classification models
reATT Tool[8] Report Text — ATT&CK NLP classifier-based automated
extraction

2.2. NIST SP 800-53 and MITRE ATT&CK

Mapping between NIST 800-53 and ATT&CK has been pursued by various organizations and
research communities. Most notably, the Center for Threat-Informed Defense (CTID) developed
and released a mapping between NIST 800-53 controls and ATT&CK techniques based on expert
consensus [3]. While these ground-truth datasets are highly practical, they possess certain limitations:
(i) the cost of manual construction is substantial; (ii) the update cycle may lag behind the rapid
evolution of adversarial techniques; and (iii) the mapping scope can vary depending on specific
perspectives (e.g., technology-centric vs. control-centric). Academically, keyword-based or rule-
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based mapping has long been utilized. However, because control statements are primarily policy-
and procedure-oriented, frequent False Positives occur—where the model identifies a relationship
due to similar terminology despite the absence of an actual defensive correspondence. Conversely,
False Negatives occur when the model fails to identify a relevant link because of differing
terminology. This is commonly referred to in Natural Language Processing (NLP) as the "lexical
mismatch" problem.

NIST 800-53 focuses on "What to do." For instance, the AC-2 (Account Management) control
stipulates that an organization must create, disable, and monitor accounts [1]. This resides within the
domains of "Policy" and "Procedure," often without specifying the exact technical tools or the specific
attacks to be thwarted. In terms of data structure, the Control Identifier (ID), Control Statement
(Text), and Discussion serve as core fields. For effective NLP, extracting the semantic context from
these text fields is crucial.

MITRE ATT&CK describes "How they do it" [2]. For example, the Valid Accounts (T1078)
technique explains how an attacker uses compromised accounts to access a system. This resides
within the domain of specific "Actions.” From a defensive standpoint, ATT&CK includes the concept
of Mitigations, which refers to technical measures (e.g., M1036 Account Use Policies) designed to
deter specific attack techniques [10].

2.3. Knowledge Graph-based Mapping and Mitigation Parameters

The MITRE ATT&CK framework, structured according to the Structured Threat Information
Expression (STIX™) 2.1 standard, provides more than a simple taxonomy; it offers a relational
database of adversarial behavior [5,14,19,20]. Within this schema, the relationship between a
Mitigation (course-of-action) and a Technique (attack-pattern) is explicitly defined through the
"mitigates” relationship type [10]. These relationships are not merely probabilistic but are
"deterministic links" curated by domain experts to represent verified defensive measures against
specific TTPs.

Recent research in Knowledge Graph (KG) applications for cybersecurity emphasizes that such
structured relationships can significantly reduce the semantic ambiguity inherent in natural language
descriptions [12, 17]. According to [17], representing security controls as nodes and their functional
overlaps as edges allows for a multidimensional analysis of defense coverage. In this study, we
leverage these deterministic STIX-defined links to construct a robust mapping pipeline. Unlike
traditional approaches that rely solely on surface-level text similarity, which often suffers from the
"polysemy problem" (where the same technical term carries different weights in policy versus
implementation), our methodology separates the mapping process into two distinct layers: uncertain
relationships (inferred via SBERT-based natural language similarity) and deterministic relationships
(extracted from the ATT&CK/STIX graph)[16]. The integration of Mitigation parameters serves as a
bridging mechanism [10]. For instance, when an RMF control (e.g., AC-2 Account Management) is
evaluated, its functional objectives are decomposed into mitigation-level actions. By identifying
which ATT&CK Mitigations (e.g., M1018: User Account Management) correspond to these RMF
objectives, the pipeline can traverse the KG to reach the associated Techniques (e.g., T1078: Valid
Accounts) with high precision. This "hybridization" of neural embeddings and graph-based logic
ensures both the explainability of the mapping—by providing a clear defensive lineage—and the
stability of the overall system against the noise typical of high-level policy text. Furthermore, the use
of "Data Sources" and "Data Components" within the ATT&CK 10.0+ versions allows for a "Gating
Technique" that validates whether a specific control actually produces the telemetry required to
detect a technique. The lack of structural consistency between what a control claims to do and what
a detection mechanism requires is a primary cause of false positives in automated mapping. By
constraining the search space using these structural parameters, our pipeline achieves a more
granular alignment than previous models that treated RMF and ATT&CK as isolated silos. This
approach aligns with the "Threat-Informed Defense" philosophy, transforming static compliance
checklists into dynamic, actionable intelligence.
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3. Proposed Method
Mapping Pipeline for RMF and MITRE ATT&CK via SBERT and Mitigation Parameters.
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Figure 1. Architecture of the mapping pipeline for RMF and ATT&CK using SBERT and Mitigation

parameters.

The RMF-to-ATT&CK mapping architecture proposed in this study consists of four primary
stages: (i) Data Integration, (ii) Embedding and Candidate Generation, (iii) Mapping Decision via
Mitigation Parameters, and (iv) Validation.

3.1. Problem Definition and Performance Metric Refinement

The primary objective of this study is to automatically derive the Top-K (where K=5 in this
experiment) most relevant ATT&CK techniques T« for each security control Ci. In other words, the
goal is to recommend a prioritized list of attack techniques that a specific control can effectively
mitigate or counteract.

To evaluate the model, we first define the ground-truth dataset. This study utilizes the control-
to-technique mapping pairs provided by the Center for Threat-Informed Defense (CTID), which were
established through expert consensus, as the reference set. We denote this ground-truth set as G,
which is a subset of the Cartesian product of the control set C and the technique set T, containing
only the pairs where a valid mapping exists. The set of results predicted by our model is denoted as
G. This represents the collection of control-technique pairs that the model identifies as "relevant." A
True Positive (TP) occurs when the model's prediction aligns with the ground truth. Mathematically,
this is defined as the intersection of the predicted set and the ground-truth set : TP = G"n G

In essence, TP counts the number of pairs that the model correctly identified as valid mappings.
The performance metrics used to evaluate this process are defined in table 2.

Table 2. Performance Metric.

Metric Definition
Precision Precision represents the proportion of valid linkages within the Top-K mappings proposed by the model; achieving high
precision is essential to mitigating the cognitive burden and alert fatigue of security operators.
Recall represents the proportion of valid ground-truth mappings that the model successfully identifies within its Top-K
Recall candidates. This metric is critical for identifying potential security gaps, as it measures the model's ability to ensure that no
essential defensive links are overlooked.
By calculating the harmonic mean of Precision and Recall, the F1-score provides a singular, balanced indicator of a model’s
F1-score mapping accuracy and retrieval capability. This ensures a rigorous assessment of the model's effectiveness in aligning RMF

controls with ATT&CK techniques under identical experimental conditions.

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.
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The primary objective of this study is to automatically derive the Top-K (where K=5) most
relevant ATT&CK techniques T« for each security control Ci. To evaluate this process, we first define
the standard metrics—DPrecision, Recall, and F1-score—as outlined in Table 3. However, a critical
challenge arises: the CTID ground-truth dataset (G) does not achieve 100% coverage of all NIST
controls. In such cases, treating a model's lack of prediction as a False Negative (FN) would artificially
deflate the standard recall metric due to data coverage limitations rather than model performance.
To ensure a mathematically rigorous assessment, we introduce Recall@restricted as a calibrated
performance metric. We define C' as the subset of controls where the model generated active
predictions, and G' as the restricted ground-truth set containing only pairs for controls in C'. The
metric is formulated as follows:

IGNG|

1
@ W

Recall@restricted =

This refinement allows for a more accurate reflection of the model’s semantic alignment
performance by mitigating the penalty for controls that lack a baseline for comparison in the silver
standard.

Given a set of security controls C(=NIST 800-53) and a set of techniques T (ATT&CK Enterprise),
the objective is to predict the relationship R(c, t), where control ¢ € C mitigates, suppresses, or
prevents technique t € T. While direct mapping is typically modeled as R(c, t) = g(c, t)—where g
represents SBERT similarity or a classification model —the inherent discrepancy in sentence style and
abstraction levels between c and t often leads to significant estimation errors. A critical challenge
arises from the fact that the CTID ground-truth dataset does not fully encompass all NIST controls;
for certain controls, no mapping information exists. In such cases, if the model generates no
predictions, treating these as False Negatives (FN) would result in an analytical error, as there is no
baseline for comparison. To resolve this, we define a subset of controls for which the model actually
generated predictions, denoted as C'. C' represents the set of controls from C for which the model
yielded at least one technique. Consequently, we restrict the ground-truth set to the same scope. If
the original total ground-truth set is G, the restricted ground-truth set G' is defined as the subset of
G containing only pairs corresponding to the controls in C'. Thus, we define Recall@restricted as
follows: Recall@restricted= | GnG' | / | G' |

e  Numerator: The number of control-technique pairs correctly predicted by the model.
¢  Denominator: The total number of existing ground-truth pairs for the controls where predictions
were generated.

The significance of this metric lies in evaluating the model's retrieval capability specifically for
controls where a valid answer exists. For instance, if 30 controls have no mapping in CTID and the
model correctly yields no predictions for them, a conventional approach might treat these as FNs,
artificially deflating the recall due to data coverage limitations rather than model performance.
Therefore, Recall@restricted serves as a calibration mechanism to mitigate distortions caused by
incomplete data coverage, which is essential when using expert-curated mappings like CTID as a
gold standard.

In summary:

The CTID ground-truth does not achieve 100% coverage of all controls.

Calculating FNs for controls without established answers distorts the recall metric. The ground-
truth is filtered into G' based on the set C' where predictions were active. The hybrid approach utilizes
a Top-K selection (K=5) followed by the application of the Mitigation parameter (t = 0.45) to prevent
recall loss while optimizing the search space.

3.2. Data Preprocessing and Embedding Design

The input data for the pipeline consists of three primary components (1) NIST SP 800-53 Rev. 5
Controls: Extracted from TSV files, including Control Identifiers, Control Texts, and Discussions. (2)
CTID Ground Truth Mapping: An XLSX file containing expert-validated (Control ID, Technique ID)

© 2026 by the author(s). Distributed under a Creative Commons CC BY license.
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pairs. (3) MITRE ATT&CK Enterprise STIX (JSON): Contains Techniques (attack-pattern), Mitigations
(course-of-action), and the "mitigates” relationships between them. During preprocessing, control
texts undergo normalization (removal of whitespace/special characters) and missing value handling.
To enhance embedding quality, we construct a composite embed_text using the format: 'ID | Name
| Control Text | Discussion'. This structure is chosen because the ID provides semantic cues, the
Name offers a summary, and the Discussion provides necessary context. For ATT&CK, deprecated
or revoked objects are excluded, and identifiers (e.g., Txxxx, M10xx) are standardized. ATT&CK
Mitigations are embedded by combining their names and descriptions, while a separate dictionary
for Techniques is built for validation and future expansion stages((4)).

3.3. Model Pipeline Architecture

All four models evaluated in this study follow a common architectural workflow: (i) candidate
generation, (ii) scoring and sorting, (iii) Top-5 extraction per control, (iv) comparison with CTID
ground truth, and (v) result storage.

To ensure the scalability of the mapping pipeline and its applicability to large-scale datasets, the
following technical optimizations were implemented:

. Efficient Vector Search via Faiss: For Model 1 and Model 3, which involve extensive semantic
similarity calculations between RMF controls ($N=1,189$) and ATT&CK mitigations ($K=443%),
we utilized the Faiss (Facebook Al Similarity Search) library. By indexing the SBERT-generated
dense vectors into a FlatL2 or Inner Product index, we achieved near-instantaneous cosine
similarity retrieval, significantly reducing the computational overhead as noted in Table 6.

e  Deterministic Knowledge Graph Parsing: The structural linkages between mitigations and
techniques were extracted using the stix2 Python library. This allowed for precise traversal of
the "mitigates” relationship types within the STIX 2.1 formatted enterprise-attack.json. By
automating the parsing of the STIX knowledge graph, we ensured that the deterministic
mapping segment ($M \ to T$) maintains high fidelity and technical reproducibility.

Algorithm 1 illustrates the overall workflow of the proposed mapping pipeline, which integrates
Sentence-BERT (SBERT) embeddings with Faiss-based efficient vector search and utilizes STIX-
derived deterministic relationships to perform automated alignment between RMF controls and

ATT&CK techniques.
Model 3: SBERT Direct Model 3: Cross-Encoder Model 3: Mitigation Mapping Model 4: Ensemble Mapping
Input Input Input Input Input Input
Control{Text} technique(Text) Control(Text) Mitigation(Text) Control(Text) technique(Text)
Control Mitigation
Control ][ Technique } [ . ] [ BaC }
Embedding Embedding [ o J [ -
Embeddin; M 1: Score M3: Score
[ Embeddmg m e & ([ Paix(C, T) Embedding |
Control Techmque [ SBERT Encoder(Bi-Encoder) ]
Vectotrization Vectorization v v
SBERT Encoder [ Cosine Similarity

\_l_l

[ SBERT Encoder(Bi-Encoder) ]

l

{ Cosine Similarity ]

(Cross Encoder)

Weighted Sum Ensemble

v
Mitigation Candidate
Generation

Cross Encoder

Determine
re-Rank

Link Lockup
TIX relationship

|

Output: Top-K pair (C, T)

Output: Top-K pair (C, T) Output: Top-K pair (C, T) Output: Top-K pair (C, T)

Figure 2. RMF-ATT&CK 4 Model Architecture Cases.
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Algorithm 1: Hybrid RMF-to-ATT&CK Mapping via Mitigation Chain

Input: RMF Controls C, ATT&CK Mitigations M, STIX Knowledge Graph Gsrix
Output: Top-K Mapped Techniques Tropx for each ¢ € C

1: procedure GENERATE_MAPPING (C, M, Gsx)

2: Ec=SBERT_Encode(C) // Generate 384-dim dense vectors

3: Em=SBERT_Encode(M) //

4: Index = Faiss_IndexFlatIP(384) // Initialize Inner Product index

5: Index.add(Ewm) // Index mitigation vectors for efficient search

6: for each cin C do

7 Scores, Indices = Index.search(E, top_n) // Rapid retrieval

8: Moeandidgates = {m € M | similarity(c, m) > t // Apply mitigation parameter 7=0.45
9: Teandidates = @

10: for each m in Mcndidates do

11: Tnapped = Gstix.ger_mitigates(m) // Deterministic lookup via stix2 library
12: Teandidates = Tcandidates + Tmapped

13: end for

14: Tropx = Rank_and_Filter(Tecandidates, top=5) //

15: end for

16: return All Tropx
17: end procedure

3.4. Model Architectures

Model 1 utilizes a Bi-Encoder architecture based on Sentence-BERT (SBERT). In this structure,
the security control sentences and attack technique descriptions are embedded into high-dimensional
vectors independently. The relevance is then determined by the cosine similarity between the two
vectors.

Mathematically, let the embedding vector for control Ci be ci = f(Ci) and the embedding vector
for technique T« be t« = f(Tx). The direct similarity score, S(i, k), is defined as:  S(i, k) = cos(c; tx).

a=f(C) )
te = f(Ti) 3)
S(i, k) = cos(c;, ty) 4)

The primary advantage of this approach is its computational efficiency. By pre-calculating and
indexing all vectors, the system can rapidly retrieve the Top-K candidates even across large-scale
technique datasets. However, a significant limitation arises from the nature of the text : NIST controls

"o

often utilize high-level terminology such as "policy establishment," "procedural documentation," and
"management framework," which rarely overlap with the specific behavioral descriptions found in
attack technique documentation. Consequently, this model may prioritize general or abstract
techniques, or include candidates that lack actual defensive correspondence, illustrating a trade-off
between speed and semantic precision.

Model 2 employs a Cross-Encoder re-ranking architecture designed to refine the initial results.
First, Model 1 is used to rapidly extract the top-M initial candidates. These control-technique pairs
are then concatenated as a single input and fed into a Cross-Encoder to re-calculate a more granular

relevance score. The final hybrid score is defined as : 5(i, k) = A S_embed(i, k) + (1-A) S_CE(, k)
S(i, k) = AS_embed (i, k) + (1 — A)S_CE(i, k) 4)

where S_embed is the initial Bi-Encoder similarity, S_CE is the score assigned by the Cross-Encoder,
and A represents the weighting factor between the two signals.
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By encoding both sentences simultaneously and calculating self-attention between tokens, the
Cross-Encoder can capture subtle correspondences—for example, the functional link between a
control describing "account creation, deletion, and management" and an attack technique involving
"valid account exploitation." However, this precision comes at a high computational cost, as inference
must be performed for every candidate pair. Furthermore, the model's performance is strictly
bounded by the quality of the initial candidate set; if the correct mapping is not captured in the first
stage, the re-ranking process cannot discover it anew.

Model 1: SBERT Direct Model 2: Cross-Encoder
- »!
iE}E i=3 —
Upload RMF R5 ATT&CK Upload RMF R5 ATT&CK
Data Data Online Data Data Online

| | |

Text Embeddings Text Embeddings

I’

c; = f{C)) t, = £(T}) Top-M Mapping Results
I | l
v
Semantic Similartiy Search Cross-Encoder re-Ranking
S5(1,k) = cos(c; t;.) . J

; }
Cross-Encoder re-Rank

Top-K Mapping Results S(i, k) = AS_embed(i, k) + (1- 1) S_CE(i, k)

Figure 3. RMF-ATT&CK Mapping Model 1 & Model 2.

Model 3 introduces an intermediate semantic layer by utilizing ATT&CK Mitigations, rather
than performing a direct comparison between controls and techniques. This model operates on the
premise that the semantic distance between controls and mitigations is shorter than that between
controls and techniques, as both describe defensive measures. The process begins by calculating the
similarity between control Ci and mitigation M;. Let the mitigation embedding be mj = f(M;); the
control-mitigation similarity is defined as S_CM(j, j) = cos(f(Ci), {(M;)). A set of candidate mitigations
Mi is then selected based on whether their similarity exceeds a threshold t or falls within the Top-K
candidates. Subsequently, the model expands these to a technique candidate set Ti through the
"mitigates” relationship G(M;) defined in the STIX knowledge graph. The final score for a specific
technique Tk is determined by propagating the highest similarity score from its associated mitigates:
S_CT(i, k) = max S_CM(j, j).

m; = f(M;) (6)
S_CM(i, ) = cos (f(C, f(M))) (7)
T; = G (M;) 8)

S_CT(i, k) = maxS_CM (i, )) 9)

This architecture offers two primary advantages: Semantic Proximity: Since both NIST control
statements and ATT&CK mitigation descriptions focus on defensive and administrative actions, they
share a closer linguistic alignment. Explainability: The mapping is supported by the pre-defined
structural relationships in the ATT&CK knowledge graph, providing a clear rationale for why a
specific technique is linked to a control. However, this model is susceptible to "over-expansion" in
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many-to-many relationship structures. Universal mitigations, such as network segmentation or
access control strengthening, are linked to a vast array of techniques. Consequently, a high control-
mitigation similarity can lead to a structural False Positive (FP), where a large volume of techniques
is incorrectly included as candidates.

Model 4 implements an ensemble strategy to mitigate the individual weaknesses of Model 1 and
Model 3 by combining direct semantic similarity with structure-based scoring. The chain logic at the
core of this study is based on set theory and graph theory.

) C: The set of NIST Security Controls;
e M: The set of ATT&CK Mitigations;
e  T:The set of ATT&CK Techniques;

Our objective is to derive the relationship R(c, t), where control ¢ € C mitigates technique t € T.
Conventional direct mapping approaches estimate R(c, t) = fNLP(c, t) using an model fNLP. However,
due to the significant lexical distance between c and t, the error margin is high.

R(c,t) = fNLP(c,t) (10)
The mapping pipeline logic decomposes this as follows:
R(c,t) ©3dm € M st.Sim(c,m) > )A(m — t) (11)

Where:

1. Sim(c, m) is the cosine similarity between a control and a mitigation calculated using
Sentence-BERT (SBERT) [6].
0 is the Threshold (Mitigation Parameter).
m — t is the Deterministic Relationship defined in the STIX dataset.[0]

This model enhances the reliability of the overall mapping by narrowing the scope of high-
uncertainty NLP inference to the C — M segment and relying on the expert-built Knowledge Graph
for the M — T relationship.

The final score is calculated as:S_final(i, k) = o S_direct(i, k) + B S_CT(i, k) where a represents the
weight of the direct semantic signal, and B denotes the weight of the structural signal from the
mitigation chain.

S final(i, k) = aS_direct(i, k) + BS_CT(i, k)

where a and f represent optimized weights determined through (12)
validation subset tuning, ensuring a + f =1 to maintain scoring
consistency.

In practical environments, single models are often vulnerable to specific error types Bi-Encoders
to FP from general terminology overlap, and Mitigation Chains to structural over-expansion FP.
Combining these disparate signals enhances the overall stability of the system. For this
implementation, a, B were optimized through a simple weight search using a validation subset from
the CTID dataset.
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Figure 4. RMF-ATT&CK Mapping Model 3 & Model 4.

4. Experiments

This section delineates the systematic approach employed to evaluate the mapping efficacy
between the NIST Risk Management Framework (RMF) security controls and the MITRE ATT&CK
techniques. The experimental workflow is structured into four primary phases: data ingestion,
preprocessing, algorithmic execution through various mapping pipelines, and performance
evaluation.

4.1. Experimental Workflow Overview

The experimental procedure follows a rigorous pipeline designed to ensure data integrity and
comparative accuracy, as illustrated in Figure 5. The process is detailed as follows:

e  Data Input and Acquisition: The cycle begins with the ingestion of heterogeneous datasets. This
includes the manual upload of RMF mapping data (NIST SP 800-53 controls) and the CTID
(Center for Threat-Informed Defense) mapping data, which serves as the ground truth.
Additionally, the latest ATT&CK datasets are fetched via online repositories to ensure the
experimental environment reflects the current threat landscape.

e  Preprocessing: To harmonize the disparate data formats, a preprocessing layer is implemented.
This involves Data Cleaning to remove noise, Normalization to standardize textual
representations, and Alignment Prep to structure the control-technique pairs for vectorization.

e  Mapping Pipelines: The core of the experiment utilizes four distinct methodological approaches
to determine the relationship between security controls and adversarial techniques:

1. Model 1 (SBERT Direct): Utilizes a Bi-Encoder architecture based on Sentence-BERT (SBERT)
to independently embed RMF control descriptions and ATT&CK technique summaries into high-
dimensional vectors, determining relevance through cosine similarity calculations.

2. Model 2 (Cross-Encoder): Employs a Cross-Encoder re-ranking architecture that processes
concatenated control-technique pairs to capture token-level interactions, refining the initial Top-
M candidates generated by Model 1 for improved semantic precision.

3. Model 3 (Mitigation Mapping): Leverages a structural layered mapping approach that uses
ATT&CK Mitigations as an intermediate semantic bridge; it calculates similarity between
controls and mitigations and then expands to techniques via deterministic "mitigates”
relationships in the STIX knowledge graph.
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4. Model 4 (Ensemble Mapping): Implements a hybrid ensemble strategy that integrates
probabilistic semantic signals from Model 1 with structural mapping signals from Model 3 using
weighted sum ensemble and gating mechanisms to optimize overall mapping stability.

e  Evaluation and Output: In the final phase, the generated mappings are validated by comparing
them against the CTID Gold Standard. An Accuracy Analysis is performed using metrics such
as Precision, Recall, and F1-Score. The validated results are then exported into structured CSV
and XLSX formats for further forensic analysis and visualization.

Data Input
—
Upload RMF R5 Upload CTID ATT&CK
Data Mapping Date Data Online
I | |
v
Preprocessing,

DataCleaning ————  Normalization —————> AlignmentPrep. |

Mapping Pipelines

Model 1 Model 2 Model 3 Model 4

SBERT Direct Mitigation Mapping Ensemble Mapping

| | |
v

Evaluation & Output

Compare with CTID .
G(fld Standard "—b Accuracy Analysis ,—b-

Figure 5. Procedure of Experiments.

4.2. Datasets

To evaluate the proposed mapping pipeline, this study integrates three primary data sources :
(i) NIST SP 800-53 Rev. 5 Controls: The dataset utilizes the Control Identifier (ID), Control Name,
Control Statement, and Supplemental Discussion fields from the official NIST 800-53 Rev. 5 TSV file,
which contains a total of 1,189 control and enhancement items. (ii) MITRE ATT&CK Enterprise
Framework: Data was parsed from the MITRE ATT&CK Enterprise STIX JSON file (enterprise-
attack.json). The extraction focused on course-of-action (mitigation) objects, attack-pattern (technique)
objects, and their relationship objects (filtered by relationship_type='mitigates'). To ensure data
integrity, revoked or deprecated objects were excluded, resulting in a finalized set of 44 valid
mitigations. (iii) CTID Ground Truth: The official NIST 800-53-to-ATT&CK mapping file (nist800-53-
r5-mappings.xlsx), developed through expert consensus by the Center for Threat-Informed Defense
(CTID), was employed as the ground-truth dataset.

4.3. Experimental Environment

The experiments were conducted in a Python-based environment leveraging Google Colab. For
core NLP tasks such as sentence embedding and re-ranking, we utilized the sentence-transformers
library ecosystem. Data Acquisition: Input files for NIST controls (nist800-53-r5-controls.tsv) and the
CTID ground truth (nist800-53-r5-mappings.xlsx) are uploaded at runtime, while the MITRE
ATT&CK STIX data is retrieved and parsed in real-time from its official repository. Methodological
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Fairness: To ensure a fair comparison, all evaluated models shared an identical preprocessing policy
and a consistent candidate generation strategy, specifically outputting the top-5 candidate techniques
per control. Result Management and Analysis: The outputs from each model were exported in CSV
and XLSX formats. Furthermore, specific subsets containing common matches across models and
high-score mismatches were generated as separate files to facilitate qualitative analysis and identify
potential gaps in the current ground truth.

Table 3. Experimental Environment and Specifications.

Category Details
Base Environment Google Colab Pro+ (Python 3.12)
Type of Runtime (HW) T4 / A100 GPU

NumPy 2.2.1, Pandas 2.2.2, Scikit-learn 1.5.2, Sentence-transformers 3.0.1, Faiss-cpu 1.9.0,
Matplotlib 3.8.4
Baseline/M2: Sentence-BERT (SBERT) family embedding (all-MiniLM-L6-v2)

Core Libraries

Model Confi ti
odel -ontiguration Re-ranking: Cross-Encoder architecture
Gating Mechanism RMF family — Tacticl gating (set of allowed tactics)
Keyword overlap filter (DS/MIT)
Indexing/Search Cosine Similarity (Normalized Inner Product) + Top-M candidate generation
CTID: attack-control-framework-mappings
ATT&CK: enterprise-attack-v14.1.json
Dataset

RMEF R5: nist800-53-r5-controls.tsv
Gold Standard: attack-10-1-to-nist800-53-r5-mappings.tsv

4.4. Evaluation Procedure

The evaluation in this study extends beyond mere scoring; it is structured as a multi-stage
procedure to verify the alignment between predictions and ground truth while identifying specific
error patterns. Since a Top-5 recommendation structure was adopted, the core of this evaluation lies
in measuring performance at both the "pair level" and the "control level." The procedure followed the
six steps illustrated in Figure 7: Stage 1: Candidate Generation: Each model generates the top 5
relevant techniques for every security control. This results in five candidate techniques per control,
forming the primary prediction output. The evaluation is framed as a recommendation problem—
focusing on whether the correct answer is included within the prioritized list—rather than a simple
binary classification task. Stage 2: Prediction Set Formation: All generated control-technique pairs
are aggregated into a single prediction set, denoted as G. For instance, with 100 controls, the
maximum size of this set is 500 (100 controls x Top-5 candidates). Stage 3: Comparative Analysis: The
prediction set G is compared against the CTID ground-truth set G. True Positives (TP) are defined as
the intersection of these two sets G n G), representing cases where the model correctly identified a
valid mapping. Pairs included in the prediction but absent from the ground truth are categorized as
False Positives (FP), while mappings present in the ground truth but missed by the model are marked
as False Negatives (FN). This stage constitutes the quantitative evaluation at the pair level. Stage 4:
Quantitative Metric Calculation: Based on the TP, FP, and FN values, we calculate the Precision,
Recall, and F1-score. Precision measures the accuracy of the model's predictions, while Recall
measures the model's ability to capture existing ground-truth mappings. The Fl-score provides a
balanced harmonic mean of these two values, reflecting the overall mapping accuracy and retrieval
capability. Stage 5: Control-Level Performance (Hit@5): To assess the practical utility of the
recommendation, the Hit@5 metric is calculated. A "Hit" is recorded for a control if at least one correct
technique is included within its Top-5 candidates. The final metric represents the ratio of successful
hits across the total number of controls. This is a critical quality indicator for practical application, as
human experts typically review only the top-ranked candidates in operational environments. Stage
6: Qualitative Analysis and Validation: To complement the quantitative metrics, a qualitative analysis
is performed in two parts: Potential New Mappings: Extracting cases where the model assigned a
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high score to a mapping is not present in the CTID ground truth. These are flagged for expert review
as potential candidates for dataset expansion. Model Consensus: Identifying cases where all four
models consistently predicted the same mapping. Consensus among structurally disparate models
suggests a higher degree of architectural reliability. This stage ensures the explainability and real-
world applicability of the models.

( 1. Top-5 Candidate 2. Prediction Set 3.TP/FP /FN

Generation. Construction Calculation
Top 5 ATT&CK Techniques Constructing the universal Comparing predictions
Recornmended for ey St Of predicted pairs, G= —pp| with the ground truth set &
Each Security Control {(Cy, Ty), (C1, T3), ===} to derive True Positives(TP),

= False Positives(FP), and

He— {C..T), (C,T»), False Negatives(FIN).
: -t

6. Qualitative Analysis 5. Hit@5 Calculation 4. Precision /Recall /
Fl-score Calculation
Conducting an in-depth Calculating the ratio of Evaluating the exact
analysis of high-scoring and | controls where the ground | matching performance
commeon mappings.. truth is included within the
alm top 5 recommendations.
g Q) o
) =(Q)
\ J J \ J

Figure 6. Evaluation Procedure for Model Performance and Error Analysis.

The experimental results revealed distinct performance characteristics and error modes across
the four models, primarily driven by the semantic and structural differences between NIST controls
and ATT&CK techniques.

4.5. Experimental Results and Discussion

4.5.1. Direct Matching Models (Models 1 and 2)

In direct matching architectures, the primary source of error is the "abstraction gap" between
control and technique statements. While NIST controls emphasize accountability and documentation
(e.g., "establish policy," "maintain procedures"), ATT&CK techniques describe specific adversarial
behaviors. Consequently, valid functional links often suffer from low similarity scores due to
differing surface-level expressions. Conversely, the frequent overlap of generic security terms such
as "access" or "authentication” can inflate similarity scores for pairs that lack a substantive defensive
relationship.

While the Cross-Encoder (Model 2) has the potential to improve precision by capturing token-
level interactions within sentence pairs, its effectiveness is inherently limited by the quality of the
initial candidate generation stage. If the ground-truth mapping is not captured within the top-M
initial candidates, the re-ranking process cannot rectify the omission. Therefore, Model 2 is expected
to yield significant performance gains only when (i) the candidate generation window M is widened
or (ii) it is integrated with domain-specific embeddings fine-tuned on cybersecurity corpora.

4.5.2. Mitigation Chain Model (Model 3)

The Mitigation Chain (Model 3) aligns with a threat-informed defense philosophy by
performing text matching from a defensive perspective—leveraging the semantic proximity between
controls and mitigations—and o« expanding to techniques via the knowledge graph. This approach
is highly advantageous for practical applications as it provides an explainable inference path,
identifying exactly which mitigation serves as the bridge between a policy control and a technical
attack.
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However, universal mitigations can trigger structural False Positives (FP) due to their broad
connectivity within the knowledge graph. This vulnerability can be mitigated through a two-stage
refinement process: (i) limiting the number of candidate mitigations or (ii) introducing a secondary
re-ranking stage for the expanded set of techniques.

4.5.3. Ensemble Model (Model 4)

The Ensemble Model (Model 4) represents a pragmatic approach to compensating for the
disparate error modes of single-architecture models. By balancing direct semantic signals with
structural mapping signals, the ensemble increases True Positives (TP) while suppressing the growth
of FPs. Furthermore, by partitioning the CTID dataset into training and validation subsets for weight
tuning, we implemented a lightweight cross-validation mechanism that automatically identifies the
optimal coupling ratio tailored to the specific characteristics of the ground-truth dataset.

Table 4. Performance evaluation results for mapping models.

Model Expect Controls(C) Active , Hit@5 Count Standard Recall Recall@restricted
Controls(C’)
M1: SBERT Direct 1,189 1,189 428 0.0174 0.36
M2: Cross-Encoder 1,189 1,189 451 0.0181 0.38
M3: Mitigation Chaing 1,189 419 247 0.0097 0.59
M4: Proposed Ensemble 1,189 1,189 880 0.0211 0.74

4.6. Analysis of Model Performance and Error Modes

The experimental analysis revealed that the "abstraction gap" between policy language and
technical behavioral descriptions is the primary determinant of mapping accuracy. The specific
findings for each model architecture are as follows: 4.4.1. Direct Matching Models (Models 1 and 2)
Direct matching architectures (Models 1 and 2) perform comparisons within the same semantic space,
making them highly susceptible to errors caused by differing levels of textual abstraction. For
instance, NIST controls emphasize administrative responsibilities and documentation (e.g., "establish
policy,
behaviors. Consequently, valid functional mappings often suffer from low similarity scores due to

"non

maintain procedures"), whereas ATT&CK techniques describe operational adversarial

disparate surface-level expressions. Conversely, the overlap of ubiquitous terms such as "access" or
"authentication" can inflate similarity scores for pairs that lack a substantive defensive relationship,
leading to increased False Positives (FPs).While the Cross-Encoder (Model 2) incorporates token-level
interactions to improve precision, its effectiveness in practice is constrained by the "candidate
generation bottleneck.” Since it operates as a re-ranking stage, it cannot rectify instances where the
correct mapping was excluded during the initial retrieval phase. To enhance the performance of
Model 2, it is necessary to either (i) expand the initial candidate window M or (ii) integrate domain-
specific embeddings fine-tuned on cybersecurity-specific corpora. 4.4.2. Mitigation Chain Model
(Model 3) The Mitigation Chain (Model 3) aligns with the threat-informed defense philosophy by
leveraging the semantic proximity between controls and mitigations—both of which describe
defensive measures—and expanding to techniques via the knowledge graph. This model is
particularly advantageous for operational deployment because it provides an explainable inference
path, detailing which specific mitigation serves as the bridge between a regulatory control and a
technical technique. However, universal mitigations (e.g., "Account Management") can trigger
structural False Positives due to their dense connectivity within the knowledge graph. This risk can
be mitigated by (i) imposing stricter constraints on the number of candidate mitigations or (ii)
introducing a secondary re-ranking stage for the expanded technique set.

The Ensemble Model (Model 4) represents a pragmatic approach to neutralizing the disparate
error modes inherent in single-model architecture. By balancing direct semantic signals (which favor
Recall) with structural mapping signals (which favor precision and explainability), the ensemble
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increases True Positives (TP) while effectively suppressing FP growth. Furthermore, by partitioning
the CTID dataset into training and validation subsets for weight optimization, we demonstrated a
"lightweight cross-validation" approach that automatically identifies the optimal coupling ratio
tailored to the specific characteristics of the ground-truth dataset.
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Figure 7. Performance Evaluation of Four Mapping Architectures.

4.7. Validation of Mappings Outside the CTID Ground Truth

While the CTID Ground Truth serves as a highly practical benchmark for expert-validated
mappings, its nature is closer to a "curated set of representative mappings" rather than a
"comprehensive encyclopedia of all possible valid linkages". Consequently, categorizing all
mappings absent from the CTID dataset as False Positives (FP) risks.

overlooking the potential value of novel candidate mappings proposed by the automated
models. To address this, we analyzed high-scoring mappings that exist outside the CTID ground
truth by categorizing them into the following three taxonomies:

(A) Valid Candidates Outside the Ground Truth: These are mappings that demonstrate valid
defensive relationships depending on specific control implementation environments or operational
scenarios.

(B) Structural Over-expansion FPs: These occur when unnecessary techniques are included due
to the complex many-to-many connectivity within the mitigation-based knowledge graph.

(C) Surface-level Terminology Overlap FPs: These represent cases where generic security terms
overlap, yet the semantic or scenario-based justification for a mapping remains weak.

This qualitative classification allows for a more nuanced evaluation of the model's performance,
suggesting that some "errors" defined by the ground truth may actually be valuable discoveries for
future dataset expansion.

Table 5. High-scoring mapping samples absent from the CTID ground-truth dataset.

Control ID Technique ID Score Rank
SI-7(10) T1542 0.7081 1
SI-7(10) T1495 0.7060 2
SI-7(10) T1542.001 0.7020 3
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SI-7(10) T1542.003 0.6939
SI-7(9) T1542 0.6641 1

The cases presented in Table 5 represent candidates where the model identified a strong
correlation despite their absence from the ground-truth dataset. These instances primarily occur
when (i) a mitigation is sufficiently generic to trigger broad structural expansion, or (ii) the control
text exhibits a high degree of lexical overlap with specific technique descriptions. For practical
deployment, each case requires a scenario-based review —specifically assessing whether the control
implementation effectively mitigates the technique in a real-world attack path—or manual labeling
(e.g., Valid, Invalid, or Conditionally Valid) via expert review.

The comprehensive performance and architectural characteristics of the four proposed pipelines
are summarized in Table 6.

Table 6. Comparative Analysis of the Four Mapping Pipeline Models.

Feature Model 1 (M1) Model 2 (M2) Model 3 (M3) Model 4 (M4)
Pairwise Sentence Re-
Description Direct Semantic Mapping . Structural Layered Mapping  Hybrid Ensemble Mapping
scoring
. . Control ©Technique (Top-  Control ©# Mitigation M1 (Semantic) + M3
Comparison Path Control~ Technique .
M) Technique (Structural)

Architecture SBERT Bi-Encoder SBERT + Cross-Encoder SBERT + STIX Graph Weighted Ensemble + Gating

Scoring Method Cosine Similarity A Sembed + (1-A) Sce Scr = max(Scm) aSm1 + BSms
Explainability Medium Low (Black-box CE) Very High (Path-based) High (Reasoning-based)
Computational Cost Low High Medium Medium

Key Advantage High speed & Scalability Improved Precision Semantic gap reduction Structural consistency

Limitations High False Positives  Limited by Candidate pool Mitigation link dependent = Weight optimization required

5. Conclusions

This study demonstrates that integrating deterministic mitigation linkages with semantic
embedding techniques substantially improves RMF-ATT&CK mapping accuracy. Unlike purely
similarity-based approaches, the proposed framework captures structural defense relationships
inherent in cybersecurity knowledge graphs. To achieve this, we implemented four automated
mapping pipelines combining SBERT-based semantic matching and Mitigation parameter-driven
structural expansion to bridge the gap between NIST SP 800-53 (RMF) controls and MITRE ATT&CK
techniques. Quantitative and qualitative evaluations were performed using the CTID Ground Truth
as the gold-standard benchmark. The experimental results indicate that while direct matching models
offer high scalability, they are prone to increased False Positives (FPs) due to the semantic abstraction
gap and generic terminology overlap. The Cross-Encoder re-ranking model improves precision but
remains dependent on the initial candidate pool and incurs higher computational costs. The
Mitigation Chain model provides a robust, threat-informed structural rationale and high
explainability; however, it faces challenges with structural FPs caused by the over-expansion of
universal mitigations. Finally, Model 4 (Ensemble) proved to be a pragmatic compromise, effectively
expanding True Positives (TPs) by integrating disparate semantic and structural signals.

Furthermore, this study provides a foundational methodology for addressing the complex
mapping challenges between RMF security controls and diverse cybersecurity datasets, including
Common Vulnerabilities and Exposures (CVE), Common Weakness Enumeration (CWE), MITRE
ATT&CK, and D3FEND. By establishing a reliable linkage between these disparate domains, the
proposed pipeline facilitates the integration of static compliance standards with dynamic defensive
tactics. Consequently, these findings are expected to significantly contribute to future research aimed
at automating response procedures within cybersecurity operations centers (SOCs) and enhancing
the efficiency of threat-informed risk management systems. Moreover, future research may explore
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graph neural network (GNN) architectures or ontology-aware embedding techniques to further
refine cross-framework alignment performance by unifying semantic and structural features.

For future work, we plan to conduct systematic experiments to refine these architectures,
including: Two-stage Refinement: Implementing a "Chain — Technique Re-rank" structure to filter
the expanded results of Model 3. Dataset Expansion: Establishing an augmented ground-truth set
through expert validation of high-scoring candidates outside the CTID set. Graph-based Integration:
Utilizing Knowledge Graph Embeddings (KGE) and Graph Neural Networks (GNN) to unify
semantic and structural features. Domain Constraints: Applying systematic gating mechanisms
based on Control Families and ATT&CK Tactics to further prune irrelevant mappings.

Contributions

The primary contributions of this study are summarized as follows: First, formalization of the
Mitigation Chain: We extracted "course-of-action" and "mitigates" relationships from ATT&CK STIX
to construct a Knowledge Graph-based link (Control Mitigation Technique) and formalized this
process using "Mitigation parameters". Second, comparative Framework for Mapping Pipelines: We
implemented and benchmarked four distinct models—SBERT Direct, Cross-Encoder Re-rank,
Mitigation Chain, and Ensemble —using a standardized input dataset (Control TSV, CTID XLSX, and
ATT&CK STIX) to ensure reproducibility. Third, calibration of Evaluation Metrics: Recognizing the
practical limitation that the CTID ground truth does not cover all controls, we introduced dual
metrics—Standard Recall and Recall@restricted —to enhance the validity of the performance
interpretation. Fourth, qualitative Taxonomy of Mappings: Through qualitative analysis of high-
scoring mappings absent from the ground truth, we demonstrated the necessity of distinguishing
between "Invalid FPs" and "Valid Candidates outside the ground truth," suggesting a path for
systematic optimization in future studies. Moving forward, we aim to advance this proposed
architecture to a production-ready level by (i) fine-tuning sentence embeddings specifically for the
cybersecurity domain, (ii) implementing graph-based candidate pruning, and (iii) performing cross-
validation at the control level to ensure generalization.
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