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Abstract

Artificial Intelligence (AI) refers to systems designed to mimic human intelligence, enabling machines 
to perform tasks that typically require reasoning, learning, and decision-making. Today, AI is inte-
grated into everyday life through technologies such as virtual assistants (e.g., Siri, Alexa, and Google 
Assistant), autonomous transportation systems, aviation technologies, gaming, and digital platforms. 
While AI has transformed multiple industries, healthcare has emerged as one of its most impactful 
domains, significantly enhancing medical imaging, disease diagnosis, treatment planning, and patient 
management. However, the clinical adoption of AI has been constrained by several persistent barri-
ers, including limited computational resources, scarcity of high-quality annotated datasets, lack of 
interpretability, privacy concerns, regulatory ambiguity, and integration challenges within existing 
healthcare infrastructures. The emergence and rapid advancement of modern Deep Learning (DL) 
techniques helped address many of these challenges by enabling AI systems to analyze complex 
and high-dimensional healthcare data more effectively. Consequently, AI is increasingly leveraged 
to overcome traditional healthcare system constraints, improving diagnostic precision, workflow 
efficiency, and patient outcomes. Despite significant progress, unresolved technical, ethical,regulatory 
and organizational challenges necessitate a comprehensive evaluation of AI’s role in healthcare. This 
review discusses the evolution and applications of AI in healthcare, examines the limitations of tradi-
tional healthcare systems, explores how AI addresses these challenges, identifies current limitations of 
AI based approaches, and presents potential solutions to guide future advancements in AI applications 
within healthcare systems.

Keywords: artificial intelligence; healthcare system; challenges in healthcare; federated learning; 
blockchain

1. Introduction
Artificial Intelligence (AI) has its roots in the early work of Alan Turing in 1950[1–3]. Since then,

AI has evolved with advances in computing power, enabling machines to learn from data and perform
complex tasks. In the context of healthcare, AI offers a transformative extension of two fundamental
principles in clinical practice: knowledge and experience. Traditionally, physicians acquire expertise
gradually through years of patient care, education, and exposure to a broad spectrum of clinical
scenarios. However, AI systems can accelerate this process by analyzing large volumes of medical
data, such as clinical notes, imaging studies, lab reports, and evidence-based literature. Nevertheless,
the modern era of digital healthcare has introduced a transformative parallel: AI offers an accelerated
and scalable approach to accumulating and applying clinical experience and knowledge [4–6].

Healthcare systems worldwide are confronting significant and persistent challenges. These include
limited access to quality medical care, escalating treatment costs, inefficient use of resources, and an
expanding elderly population that requires continuous support. Events like the COVID-19 [7,8]pandemic
have made these issues worse. During such times, many hospitals struggled with shortages of protective
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equipment, limited or inaccurate testing, overworked healthcare professionals, and poor communication
between healthcare centers, which delayed proper care and response. In addition to these issues, healthcare
systems face numerous other challenges that strain both resources and personnel. The growing volume of
medical data, fragmented health records, and limited interoperability between healthcare systems hinder
efficient decision-making. Many regions continue to experience shortages of skilled professionals and
unequal access to quality care, particularly in rural and low-resource settings. Diagnostic inaccuracies,
administrative inefficiencies, and concerns over data privacy further complicate service delivery. Together,
these factors highlight the urgent need for innovative solutions that can enhance efficiency, accuracy, and
accessibility within the healthcare ecosystem.

To address these growing challenges, AI is being increasingly adopted across the healthcare
sector for its potential to improve efficiency, accuracy, and decision-making. AI systems analyze
vast and diverse medical datasets, including clinical histories, diagnostic reports, imaging modalities,
and evidence-based studies, to extract meaningful insights. By identifying complex patterns within
this data, AI supports healthcare professionals in making timely and informed decisions. While
healthcare professionals accumulate expertise over years of practice, AI can learn from millions of
cases in very limited time, enabling faster knowledge translation and improved patient outcomes. For
example, a radiologist might look at thousands of scans in their career, but AI can review millions in a
short time and keep getting better by learning from patterns and results. AI’s strength in healthcare
lies in its ability to learn from large datasets, identify patterns, and generate actionable insights. It
encompasses various domains such as Machine Learning (ML), Artificial Neural Networks (ANNs),
Deep Learning (DL), and Convolutional Neural Networks (CNNs), each contributing uniquely to
medical advancements. With the help of ML and DL, AI can detect critical features in medical images
and adapt to new information, enabling faster and more accurate diagnoses. Technologies like image
processing, Computer Vision (CV), and ANNs play a vital role in this progress. Table 1 summarizes
the different AI techniques applied for medical diagnosis. These tools enable machines to interpret
medical data, learn from experience, and produce reliable diagnostic results, particularly DL models
like CNNs, which are highly effective in analyzing intricate image features for disease detection.

Table 1. Subfields of Artificial Intelligence.

Major Domains within AI
ML Learns from data to improve decisions over time.
DL Multi-layered neural networks that automatically learn complex data

features.
CNN Deep learning model for extracting spatial features from image data.
CV Technique to interpret and analyze visual information from images

or videos.

Despite these promising developments, the widespread adoption of AI in healthcare still faces
numerous barriers. Key challenges include data privacy and security concerns, lack of interoperability,
model and data bias, limited availability of high-quality and annotated datasets, ethical and legal
issues, and resistance to adopting new technologies in clinical practice. To overcome these obstacles,
researchers and policymakers are exploring several solutions, such as establishing standardized data-
sharing frameworks using Federated Learning (FL), ensuring algorithmic transparency, employing
blockchain for data security, developing explainable AI models, and implementing robust governance
policies for data protection. Furthermore, collaborative efforts among healthcare institutions, tech-
nology developers, and regulatory bodies are essential to build trust, enhance system integration,
and promote the responsible use of AI in healthcare. AI serves as a powerful complement to clinical
expertise, not a replacement. It enhances decision-making by providing speed, consistency, and
insights derived from large-scale data. As healthcare becomes increasingly digital, AI is expected to
play a vital role in diagnosis, prognosis, treatment planning, and personalized medicine, moving the
field closer to data-driven, high-quality healthcare.
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Therefore, this review aims to provide a comprehensive overview of how AI is transforming
healthcare, the key challenges hindering its adoption, and the emerging strategies designed to address
these barriers. By highlighting both limitations and potential solutions, the review seeks to present a
balanced perspective on achieving effective, ethical, and sustainable AI driven healthcare systems.

2. Research Methodology
To conduct this review, a systematic approach is adopted to identify, select, and analyze relevant

literature from multiple scholarly databases. The initial phase involves defining the scope of the
review, which encompasses several key aspects, including the application of AI in healthcare, medical
imaging and diagnostics, associated challenges, proposed solutions, emerging strategies, and future
implications. Subsequently, a structured methodology is followed to screen, evaluate, and select the
most relevant studies based on predefined selection criteria.

2.1. Scope of the Review

This review aims to provide a comprehensive understanding of the integration of AI into health-
care systems by addressing several key research questions. The central questions explored in this
review are as follows:

Q1. What is the current role and significance of AI in modern healthcare systems?
Q2. How are different AI techniques applied across healthcare applications?
Q3. What are the major challenges and limitations of AI based healthcare systems?
Q4. What strategies and solutions are emerging to overcome the challenges?
Q5. What are the currently operational AI based products and their applications in healthcare?
Q6. How does this review differ from existing literature?
Q7. What future directions can accelerate AI driven healthcare innovations?

2.2. Article Selection Criteria

In this comprehensive review, the aim is to identify, evaluate, and analyze various studies focused
on the integration of AI in healthcare, including its applications, techniques, challenges, solutions, and
emerging trends. Figure 1 illustrates the keywords and search strategies used to retrieve the papers
included in this review.

Figure 1. Description of the search terms used for the inclusion and exclusion of research papers considered in
this review.

The search began with core terms such as “AI in healthcare,” “AI-based diagnostics,” and “AI-
driven medical imaging.” These were then combined with additional domain-specific keywords to
create multiple search strings, as shown below:
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• “AI” + “medical imaging” + “diagnostics”
• “AI” + “disease prediction” + “deep learning”
• “AI” + “healthcare applications” + “clinical decision support”
• “AI” + “challenges” + “solutions”
• “AI” + “electronic health records” + “NLP”
• “XAI” + “blockchain” + “secure healthcare systems”
• “XAI” + “federated learning” + “privacy-preserving healthcare”
• “AI” + “emerging trends” + “future directions”

The literature was collected from credible scholarly databases, including Springer, Elsevier, Wiley,
IEEE Xplore, ScienceDirect, PubMed, and ACM Digital Library.

The inclusion criteria focused on selecting studies published between 2016 and 2026 that specifi-
cally address the use of AI techniques in healthcare applications. The final collection consists of journal
papers, conference proceedings, review articles, and book chapters directly relevant to the topic.

Several articles were excluded for the following reasons:

• Duplicates found across multiple databases
• Studies unrelated to healthcare or focusing purely on medical science without AI integration
• Non-English publications
• Papers with only abstracts available
• Articles discussing technologies outside the scope of AI-based healthcare systems

Additionally, the year-wise distribution of the selected research papers on AI in healthcare has
been presented through a graphical representation in Figure 2.

Figure 2. Year wise distribution of selected research papers.

3. History of AI in Healthcare
The integration of AI into healthcare began in the 1970s [9], with the introduction of MYCIN[10]

one of the earliest expert systems. MYCIN utilized a rule-based knowledge base to assist in identifying
bacteria responsible for infectious diseases. However, such systems were limited by their dependence
on manually crafted rules. In the 1980s, ML[11] approaches were introduced to address this limitation.
Unlike rule-based systems, ML algorithms learn patterns and relationships directly from historical
data, allowing for more adaptive and data-driven clinical decision support. While traditional ML
techniques were effective in learning patterns from structured data, they had several limitations. ML
models typically relied on handcrafted features and performed poorly when dealing with unstructured
and high-dimensional data such as medical images, and often failed to generalize well across different
datasets. To address these challenges, neural networks[12] gained prominence around 1995, offering a
layered architecture capable of learning complex, non-linear patterns directly from raw data, reducing
the need for manual feature engineering. Neural networks laid the groundwork for more powerful,
data-driven approaches in healthcare. In the early 2000s,[13] the field advanced with the emergence of
CNNs, a specialized class of deep learning models designed for image analysis. CNNs demonstrated
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remarkable success in medical imaging tasks by automatically extracting spatial features and learning
hierarchical representations. However, training CNNs from scratch required large annotated datasets,
high computational cost, and involved challenges such as unstable performance due to randomly
initialized weights. To mitigate these issues, the period between 2010 and 2016 witnessed the rise of
transfer learning[14] in healthcare AI. This technique involves reusing pretrained models typically
trained on large-scale datasets like ImageNet and fine-tuning them on medical datasets. Transfer
learning significantly improved performance, especially in scenarios with limited data, while reducing
training time and computational burden. Despite their success, DL models are often criticized for
being “black boxes”, meaning their decision-making processes are not easily interpretable. This
lack of transparency creates challenges in critical domains like healthcare, where understanding the
rationale behind a model’s prediction is essential for clinical trust, validation, and regulatory approval.
As a result, relying solely on performance is insufficient-explainability became a key concern. To
address these concerns, the development of XAI [15] gained significant attention. Although the idea
of explainability had been discussed earlier, specific efforts to interpret CNNs began to take shape in
late 2016, especially in the context of medical imaging. These approaches aimed to make deep models
more transparent, interpretable, and acceptable in clinical practice. While XAI improved trust and
interpretability[16], the need to maintain data privacy in sensitive domains like healthcare gave rise to
FL[17] in 2018, enabling collaborative model training without centralizing patient data.[18,19] However,
FL presented its own challenges, such as data heterogeneity and lack of trust among institutions[20]. To
address these issues, Blockchain-assisted FL[21] was introduced in 2021, offering a secure, decentralized
framework with enhanced transparency, traceability, and tamper-resistance—marking the next step in
trustworthy AI for healthcare[22–24]. A historical overview of AI technologies transforming healthcare
over time is illustrated in Figure 3.

Figure 3. Timeline illustrating the evolution of AI techniques in healthcare applications.

4. Role of AI in Modern Healthcare
In order to comprehensively understand the impact and limitations of AI in this field, the appli-

cations have been categorized into key functional areas based on their roles in patient care, system
optimization, and research development. These include medical imaging and diagnostics, predictive
analytics, drug discovery, virtual health assistants, personalized treatment planning, remote monitor-
ing, hospital workflow optimization, and public health surveillance. Each of these domains reflects
how AI is uniquely applied to solve specific challenges. The following subsections explore these
categories in detail. Figure 4. presents a visual representation of AI applications in the healthcare
domain.
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Figure 4. Application of AI in healthcare.

4.1. Medical Imaging and Diagnostics

AI, particularly DL techniques such as CNNs, has significantly transformed medical imaging by
enhancing the detection, segmentation, and classification of diseases across various imaging modali-
ties, including X-rays, MRI, CT, and ultrasound [25,26]. The models assist radiologists in identifying
abnormalities with greater speed, accuracy, and consistency, often detecting subtle patterns that may
be missed by the human eye. Notable applications include the detection of rectal cancer using high-
resolution MRI with Faster R-CNN [27], lung nodules in chest CT scans [28], and small liver cancers in
multimodal ultrasound images [29]. Tools like EyeArt have accurately identified vision-threatening
diabetic retinopathy without dilation [30], while the GRAIDS system has shown expert-level perfor-
mance in diagnosing gastrointestinal cancers from endoscopy images [31]. AI has also been used to
evaluate breast lesions on dynamic contrast-enhanced MRI and cervical spine radiographs for cervical
spondylotic myelopathy. [32] Beyond improving diagnostic accuracy, AI reduces radiologist workload
by automating repetitive tasks and helps minimize human errors. It also enables standardized image
interpretation, reducing inter-observer variability and supporting more reliable clinical decision-making.
Furthermore, AI contributes to reducing human error, standardizing interpretations, and automating
repetitive tasks, thus enhancing overall reliability in clinical imaging workflows.

4.2. Predictive Analytics and Risk Stratification

Predictive analytics and risk stratification have become critical AI driven applications in modern
healthcare for identifying high-risk patients and enabling early intervention. By leveraging historical
clinical data, EHRs, imaging, and genomics, ML models can forecast disease progression, hospital
readmission, adverse outcomes, or treatment response. For instance,[33] developed an XGBoost-based
model to predict in-hospital mortality among ICU heart failure patients using the MIMIC-III and eICU
datasets. Similarly, [34] demonstrated DL models that outperformed conventional scoring systems in
predicting inpatient mortality, unplanned readmissions, and prolonged length of stay using large-scale
EHRs. In oncology, ML models have enabled patient stratification based on genomic profiles and tumor
heterogeneity, thereby facilitating precision treatment strategies [35]. Moreover, risk stratification tools
powered by AI assist clinicians in resource prioritization, particularly in critical care settings, as shown
by predictive tools developed for sepsis onset[36] and acute kidney injury[37]. Additionally, These
enables proactive intervention, improving patient outcomes and reducing hospitalizations. Supports
population health management and personalized preventive care. Can integrate heterogeneous data
types for comprehensive risk modeling.
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4.3. Drug Discovery and Development

AI is revolutionizing drug discovery and development by significantly accelerating and optimiz-
ing various stages of the pipeline, including target identification, lead compound generation, toxicity
prediction, and clinical trial design. Traditional drug development is often costly and time-consuming,
with a high failure rate in later stages. AI models, have shown the potential to reduce these challenges
by learning complex patterns from large biological and chemical datasets.[38] demonstrated the effec-
tiveness of graph-based ML techniques in molecular property prediction, virtual screening, and de
novo drug generation. [39] conducted a comprehensive survey on generative AI models such as GANs
and VAEs, which are increasingly used for designing novel molecules with desired pharmacological
properties. Additionally, explainable AI frameworks are emerging to ensure transparency in AI-driven
drug discovery. [40] emphasized the importance of model interpretability for regulatory compliance
and clinical trust, particularly in high-stakes domains like pharmacokinetics and toxicity assessment.
Furthermore, recent studies have highlighted AI’s contribution to streamlining early-stage develop-
ment and preclinical validation. For instance, a review published in Discover Pharmaceutical Sciences
[41] discussed how AI is transforming traditional workflows by integrating heterogeneous biomedical
data to predict target-drug interactions and optimize clinical trial outcomes. Likewise, a study from
Biomarker Research [42] explored AI applications in patient stratification and biomarker-driven drug
design, underscoring the role of AI in personalized medicine.

4.4. Virtual Health Assistants and Chatbots

AI-powered Virtual Health Assistants (VHA) and chatbots are increasingly deployed in healthcare
settings to improve accessibility, patient engagement, and operational efficiency. These systems
leverage Natural Language Processing (NLP) and ML to simulate human-like conversations, assist
with symptom assessment, medication reminders and mental health support. Notably, tools like
Babylon Health [43] and Ada Health use AI-driven chat interfaces to provide preliminary diagnostic
support and guide patients toward appropriate care. These applications are particularly beneficial
in under-resourced or remote areas with limited access to healthcare professionals, offering 24/7
assistance and reducing the burden on healthcare systems. Chatbots have also been successfully
deployed for risk assessment in conditions such as cancer, depression, and chronic diseases [44]. The
integration of large language models (LLMs) such as GPT-4 and Med-PaLM 2 has further enhanced the
quality, safety, and clinical relevance of these conversational agents [45,46]. Beyond diagnostics, VHAs
are being increasingly used for delivering personalized health education and promoting behavioral
change. Applications include providing post-operative care instructions, chronic disease coaching, and
real-time mental health support. Systematic reviews have shown that such interventions contribute
to better patient knowledge retention, improved medication adherence, and increased follow-up
compliance [47].

4.5. Remote Monitoring and Wearable Devices

AI plays a crucial role in enhancing remote patient monitoring through the integration of wearable
devices. By analyzing continuous data from wearable sensors, AI algorithms can monitor vital
signs, detect physiological anomalies, and assist in the remote management of chronic diseases such
as diabetes, hypertension, and heart conditions[48,49]. These capabilities enable continuous, real-
time health monitoring, which facilitates early detection of health deterioration and timely medical
intervention[50,51]. AI-powered wearable systems also empower individuals to take an active role
in managing their health by providing personalized feedback on activity levels, sleep quality, and
other lifestyle parameters. This promotes self-management, encourages healthy behavior changes, and
supports long-term disease prevention and control [52]. Moreover, remote monitoring solutions help
reduce hospital readmissions, lower healthcare costs, and ease the burden on healthcare systems by
minimizing unnecessary in-person visits.
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4.6. AI in Hospital Operations and Workflow Optimization

AI technologies have emerged as powerful tools for optimizing hospital operations and clinical
workflows. These systems address inefficiencies in scheduling, resource allocation, patient flow, and
documentation, thereby enhancing care delivery and overall operational performance. One of the core
applications is AI-driven patient flow optimization[53], where predictive models forecast admission
rates, discharge timings, and bed occupancy trends, enabling real-time resource management and
reducing emergency department crowding [54,55]. Operational scheduling has also been enhanced
through AI algorithms that automate and optimize surgical case scheduling, staff rosters, and diag-
nostic appointments. Reinforcement learning and constraint-based optimization approaches have
shown significant success in minimizing wait times and maximizing utilization of operation theaters
and imaging equipment[56,57]. AI further supports hospital supply chain and inventory management
by predicting usage patterns and optimizing procurement cycles[58]. Techniques such as time-series
forecasting and clustering are employed to ensure the availability of essential medical supplies while
minimizing waste and storage costs [59]. These applications not only improve operational efficiency
but also contribute to cost reduction, staff satisfaction, and enhanced patient experience key indicators
of a high-performing healthcare system.

5. Key Challenges
Despite the remarkable progress and potential of AI in healthcare, its widespread adoption still

faces several critical obstacles. These challenges span across data management, ethical and legal
frameworks, technical robustness, operational integration, and the trustworthiness of AI systems. Each
of these challenges is discussed in detail below.

5.1. Data Related Challenges

Healthcare data is highly sensitive because it includes most intimate information conceivable
about an individual. Unauthorized access or misuse[60,61] of information can lead to identity theft,
insurance fraud, and reputational damage for healthcare institutions. There are ethical and legal[62]
obligations for health care providers to preserve the privacy and confidentiality of patient informa-
tion. However, AI models require access to detailed patient records to detect complex patterns, but
regulations like the Health Insurance Portability and Accountability Act (HIPAA)[63] in the U.S. and
National Digital Health Authority (NDHA) impose strict rules on how patient data can be collected,
stored, processed, and shared. This limits the ability of researchers and developers to freely access and
share real-world data.

Additionally, quality [64] of data is directly related to the accuracy, consistency, and timeliness of
data. And data is often collected from a wide variety of sources, such as electronic records, imaging
systems, lab reports, wearable sensors, and handwritten notes each with its own format and reliability
level. AI models are highly sensitive to poor-quality[65] or unstructured data. Issues like missing
values, inconsistent coding standards, duplicate entries, or outdated records can significantly degrade
model performance. Moreover, semantic differences across institutions make it difficult to aggregate
and harmonize data. Moreover, AI research, requires large volumes of accurately labeled data. The
labels are often clinical annotations made by domain experts (e.g., radiologists or pathologists), which
are time-consuming and expensive to produce. Lack of labeled data[66,67] slows down model training,
testing, and validation. For rare diseases, even gathering sufficient samples is difficult. Additionally,
labeling inconsistencies or inter-observer variability can introduce noise into datasets.

5.2. Ethical and Legal Challenges

AI in healthcare introduces numerous ethical and legal concerns due to its potential impact on
life or death decisions. The key challenges include bias[68], accountability, and the transparency of
AI models. A biased model indicates that its predictions disproportionately favor certain groups or
classes, often as a result of imbalanced training data. Since these models are trained on historical
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data, any existing biases or unfair patterns in the data may be reproduced or even amplified during
decision making. In the healthcare domain, such bias[69] can lead to misclassifications in diagnosis and
treatment, potentially exacerbating health disparities and undermining trust in AI systems. Moreover,
most DL models, particularly those using neural networks, are black box[70] and difficult to interpret.
This lack of explainability hinders trust[71,72], limits clinical adoption, and complicates legal liability
when AI-based decisions are challenged. Typically, highly accurate models like DL are often difficult
to interpret, whereas models that are easier to understand, such as decision trees, usually offer lower
accuracy, as shown in Figure 5. However, medical experts need clear justifications for decisions,
especially in high-stakes environments like diagnosis or treatment planning. Additionally, regulatory
bodies require traceable decision-making processes to ensure safety and ethical responsibility. Recently,
a major concern arose in 2017[73] when the Royal Free NHS Trust shared 1.6 million patient records
with Google DeepMind without informing the patients. This incident raised serious concerns about
transparency and trust. Patients must be informed about how their data is used, or they may resist
AI adoption. Ensuring privacy and building trust through ethical data handling remains a critical
challenge.

Figure 5. Illustration of model accuracy and interpretability across common AI techniques.

5.3. Technical Challenges

AI in healthcare has offered strong capabilities in various fields including disease prediction,
drug discovery and personalized medicine. However, developing AI based healthcare systems faces
some critical challenges including model interpretability, integration with existing healthcare systems,
Algorithmic bias, Optimization, real-time processing and scalability. These challenges adversely affect
the performance of the system which leads to an inaccurate system.

5.3.1. Model Interpretability

A major barrier to AI adoption in healthcare is the lack of interpretability of many high performing
models, particularly deep learning architectures such as Convolutional Neural Networks (CNNs) and
Transformer-based models. While these models achieve exceptional accuracy in tasks like classification
or clinical note summarization; however, they often perform the task without offering any insight
into how decisions are made. This black box nature undermines clinical trust and complicates legal
and ethical accountability[74,75]. Medical experts require explanations for AI generated decisions,
especially in case of severe diseases like cancer diagnosis, critical environment like ICU care, or
surgical planning. Current solutions, such as Local Interpretable Model-Agnostic Explanations (LIME),
Shapley Additive Explanations (SHAP), and counterfactual explanations, attempt to provide human
understandable outputs. However, these are often post-hoc and not completely reliable or do not
reflect the internal logic of the model [76]. They can be misleading, especially when applied to biased
models. Furthermore, the need for explainability varies across different medical specializations. For
example, a radiologist might accept feature heatmaps for image diagnosis, while a general practitioner
may require clear verbal reasoning tied to patient history. Without consistent and standardized
interpretability protocols, AI may remain confined to research settings without its proper implication
in real world clinical setup.
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5.3.2. Model Biasness

The problem of fairness in AI is closely linked to how well these systems work for everyone. ML
models can sometimes reflect unfair patterns from society, leading to poor results for certain minority
groups, especially if the training data is biased [77]. Research shows that AI systems can often cause
more harm to people who are already disadvantaged because of their race, gender, or economic status
[78]. In healthcare, for example, some hospital mortality prediction tools work better for certain ethnic
groups than others [79]. There are also skin cancer detection systems that perform as well as expert
dermatologists [80,81], but they don’t work as well on darker skin because most of the training images
are of lighter-skinned people. This is a serious concern, as people with darker skin often have more
advanced skin conditions when diagnosed and lower survival rates[82]. Algorithmic unfairness can be
understood in three main parts: model bias, where the model mainly works well for the majority group
but not for those underrepresented; model variance, which happens when there isn’t enough data from
minority groups; and outcome noise, which refers to unknown factors that can affect predictions, but
could be reduced by identifying specific subgroups and collecting more detailed data [79]. To reduce
these problems, it’s important to raise awareness and involve healthcare professionals in the design
and development of AI systems. Their input can help researchers take the right steps to measure and
address bias before using these models in real settings. AI tools should be built with global use in
mind and tested on diverse populations that reflect the people they are meant to help. It’s important to
carefully check how an AI system performs across different groups, such as by age, ethnicity, gender,
social background, and location. This helps ensure it works fairly for everyone. It’s also crucial to study
how the algorithm might change what kinds of diseases are detected. If the AI system finds different
types or stages of disease compared to what doctors usually catch, then both the possible benefits and
risks of this shift must be examined. For example, in mammography, AI might detect milder forms of
ductal carcinoma in situ, which could lead to more treatments without much improvement in health
outcomes. To spot any issues before full-scale use, small trial runs of the AI system should be done
within healthcare settings to better understand how it works in practice and to identify any potential
problems.

5.3.3. Security Challenges of AI models

AI algorithms have demonstrated vulnerability to adversarial attacks, where deliberately modified
inputs can mislead models that would otherwise perform accurately[83,84]. Although such scenarios
remain largely theoretical in clinical practice, they highlight important risks. For instance, research
has shown that subtle changes like adding noise or rotating an image can cause a model to incorrectly
classify benign skin lesions as malignant [85].AI systems in healthcare encounter numerous security
threats at various stages, including data acquisition, preprocessing, model training, and inference, as
illustrated in Figure 6. During the data collection phase, devices such as sensors can be exposed to
spoofing attacks[86,87]. The preprocessing stage may also face risks like scaling attacks. Given the
highly sensitive nature of medical information, it becomes a frequent target for cyber threats. Moreover,
AI models can be exploited through adversarial attacks, where slight, often imperceptible, alterations to
input data can mislead the model into making incorrect predictions or unintentionally revealing private
patient data [88]. These vulnerabilities underscore the importance of implementing stringent security
practices across all stages. Securing data collection mechanisms against manipulation and building
models resilient to adversarial inputs during training and deployment are essential steps toward
safeguarding healthcare AI applications. Such practices are critical for maintaining the trustworthiness
and reliability of AI in medical environments.
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Figure 6. Illustration of possible attackes in different stages.

5.3.4. Efficient and Effective AI System

One of the most pressing technical challenges in integrating AI into healthcare systems is ensuring
the efficiency of AI models and infrastructure across various clinical settings. Unlike general purpose
AI applications that often operate in cloudrich environments, healthcare imposes unique constraints
that demand AI systems to be computationally efficient, energy conscious, latency minimizing, and
capable of delivering real-time performance without compromising on diagnostic accuracy. Deep
learning models such as convolutional neural networks (CNNs) and transformers, which, while
highly effective in tasks like medical image classification, disease prediction, and natural language
processing in clinical notes, are resource-hungry and often infeasible to deploy in low resource or time
sensitive settings without significant optimization. Developing optimized AI models for healthcare
involves more than achieving high accuracy; it demands solutions that are computationally efficient,
scalable, robust, and clinically deployable. Despite significant advances, various challenges hinder
the optimization of AI systems for real-world healthcare applications. A fundamental challenge lies
in balancing model complexity with computational efficiency. State-of-the-art deep learning architec-
tures, such as convolutional neural networks (CNNs) and transformers, are often computationally
intensive and memory-hungry [89]. Training and deploying these models in real-time clinical envi-
ronments, especially where hardware resources are constrained (e.g., in rural or developing regions),
becomes impractical. Optimizing for lightweight inference while retaining diagnostic performance is
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an ongoing area of research [90]. Another significant obstacle is optimizing for generalizability and
robustness. Many AI models that perform well on training datasets fail to maintain accuracy across
different clinical environments due to covariate shifts, differences in imaging devices, or population
diversity [91]. Ensuring model robustness across hospitals, regions, and demographic groups requires
advanced techniques such as domain adaptation and FL[92]. However, these methods themselves are
computationally demanding and difficult to implement at scale. Explainability is essential for clinical
integration. Optimized models must not only perform well but also offer interpretable insights to earn
trust from clinicians. However, optimization for explainability often comes at the cost of predictive
power [93]. Methods like SHAP and LIME offer local interpretations, but they add computational
overhead and may not scale efficiently for real-time decision-making. Furthermore, optimizing AI
for clinical use necessitates rigorous validation, regulatory approval, and seamless integration into
existing healthcare workflows. Most models are optimized under idealized conditions that do not
account for real-world clinical noise, workflow interruptions, or human-in-the-loop constraints [94].
Clinical optimization thus involves an additional layer of systems engineering that goes beyond algo-
rithmic performance. Real-time AI deployment also poses unique challenges in latency, throughput,
and fault tolerance. For time-sensitive applications such as emergency diagnosis or ICU monitoring,
models must deliver results within milliseconds while ensuring consistent reliability [95]. Traditional
cloud-based solutions may introduce unacceptable delays; edge AI approaches can mitigate latency
but require further model compression and optimization, often degrading accuracy [96]. Finally,
optimization must consider energy efficiency and environmental impact. As healthcare systems scale
their AI infrastructure, the energy demands of training and running large models become significant.
Green AI initiatives advocate for resource aware model development, which is still in its early stages
in the healthcare domain [97]. In conclusion, optimizing AI models for healthcare involves a complex
trade-off between accuracy, efficiency, interpretability, scalability, and trustworthiness. Addressing
these challenges requires interdisciplinary collaboration and innovative methods in data engineering,
model design, system integration, and clinical validation to ensure AI solutions are not only powerful
but also practical and sustainable.

5.3.5. Real-Time Processing and Scalability

Real-time processing and scalability are critical requirements for deploying AI systems in health-
care, particularly in applications such as emergency care, continuous monitoring, medical imaging
analysis, and robotic surgery. These use cases demand immediate or near-instantaneous processing of
complex data streams, while also maintaining accuracy, safety, and reliability. However, achieving both
low-latency performance and scalability in dynamic clinical environments poses several formidable
challenges. One of the primary challenges in real-time healthcare AI is managing the computational
burden associated with complex models. Many AI systems, especially deep neural networks used for
imaging and sensor data analysis, require significant processing power [89]. When these models are
deployed in real-time scenarios such as: detecting cardiac arrhythmias from ECG signals or identifying
anomalies in radiological scans—the latency introduced by heavy computations can delay decision-
making, risking patient safety [98]. Reducing inference time while maintaining diagnostic performance
is non-trivial and often requires model compression techniques such as quantization, pruning, and
knowledge distillation [90], each of which introduces trade-offs in accuracy or interpretability. Scala-
bility issues further complicate real-time performance. As healthcare systems increasingly integrate
digital diagnostics and wearable devices, the volume and velocity of incoming data continue to rise.
Traditional on-premise infrastructures often lack the capacity to handle such data at scale, particularly
when multiple concurrent AI inferences are required across different departments or facilities [99].
Cloud-based solutions offer elasticity, but they introduce latency due to network communication and
may not be viable for time-sensitive or privacy-critical applications [96]. Edge computing is gaining
popularity as a way to meet real-time demands by processing data closer to its source. However,
deploying AI models on edge devices introduces new challenges in terms of memory limitations,
energy constraints, and maintenance complexity [100]. In healthcare, where devices may need to run
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continuously in resource-limited environments (e.g., ambulances, rural clinics, or wearable health
monitors), optimizing AI models for edge compatibility is essential but difficult. Such models must
be robust, lightweight, and updateable without human intervention, which demands advances in
both hardware and software engineering. Another pressing issue is ensuring real-time performance
across diverse patient populations and clinical settings. Models optimized for one hospital or dataset
often degrade in performance when applied elsewhere due to data distribution shifts [91]. Achieving
real-time robustness under variable clinical contexts requires scalable training pipelines, continual
learning mechanisms, and adaptive deployment strategies—all of which are still in experimental
stages [101]. Systems integration is a non-trivial component of real-time scalability. AI systems must
interface seamlessly with EHRs, hospital information systems, and clinical decision support systems
(CDSS). The latency and compatibility issues introduced during integration can negate the gains made
in AI model optimization [94]. Moreover, regulatory requirements such as HIPAA and GDPR restrict
how data is processed and stored, complicating scalable deployments across institutions and regions
[93]. Finally, real-time scalability must include mechanisms for fault tolerance, failover, and safety
assurance. Healthcare environments cannot afford system crashes or incorrect outputs during critical
operations. Scalable AI architectures must include redundancy, performance monitoring, and alert
systems, which require sophisticated engineering beyond traditional AI research [95].

6. Solution and Emerging Strategies
As highlighted in the preceding section on challenges, this section discusses feasible solutions

to key issues associated with the implementation of AI in healthcare, based on recent studies that
examine various strategies and methodologies to address these concerns. Table 2 provides a concise
overview of several key challenges, including data privacy, security, ethical and legal, and technical
limitations, along with the approaches proposed in the literature to address them.

Table 2. Defense methods against adversarial attacks in medical imaging.

Ref Method Attack Dataset Architecture Task
[151] Adversarial Training FGSM, JSMA CT, MRI UNet + RPN Classification
[152] PDT + adv_train FGSM, PGD,

MIFGSM, DAA
X-ray DenseNet, ResNet,

VGG, Inception V3
Classification

[153] NLCE FGSM Lung, Skin Lesion SLSDeep, WNCN,
UNet, InvertNet

Segmentation

[154] KD & LID FGSM, PGD, BIM DR, X-ray ResNet Classification
[155] Unsupervised

Anomaly Detec-
tion

FGSM, BIM, MIM,
PGD

X-ray DenseNet, ResNet Classification

[156] SSAT & UAD FGSM, PGD, C&W DR (OCT) ResNet Classification

6.1. Solution for Data Related Challenges

Data related challenges primarily revolve around issues of data privacy and security, which are
critical due to the sensitive nature of patient information. To address these concerns, researchers have
proposed advanced techniques such as FL and Blockchain. The following sections provide detailed
discussions on these approaches.

6.1.1. FL Based Solution for Data Privacy

The authors have addressed the problem of early detection of Alzheimer by using voice data
collected from smart speakers (like Alexa or Google Home), eliminating the need for costly medical
equipment while preserving users’ private health information. They have [102] used FL, in which the
model is trained locally on users’ devices using their voice data, ensuring that raw data never leaves the
device. To further enhance privacy, differential privacy is incorporated by adding random noise to the
extracted features before transmission, thereby reducing the risk of tracing the data back to individual
users. Additionally, a cryptographic aggregation technique based on secret sharing is implemented to
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securely combine model updates from multiple clients, ensuring that user data remains protected and
unreadable during the training process. However, a slight reduction in prediction accuracy is observed
as a trade-off for enhanced privacy protection.

In [103] the authors have addressed the issue of low-quality data contributions (e.g., noisy or
inaccurate data). Instead of discarding such data, the proposed framework ensures robust model
performance while preserving data privacy and system security. The authors have employed FL,
where model training is performed locally on users’ devices, ensuring that raw data are not shared. To
enhance security during training, Distributed Paillier Homomorphic Encryption is applied, allowing
computations to be performed on encrypted data without exposing the underlying information.
Furthermore, a Data Composite Evaluation Method (DCEM) is introduced to assess the quality of each
participant’s data and assign lower weights to unreliable contributions rather than excluding them
entirely. In addition, a special protocol termed SAP (Secure and Accelerate Partnership) is designed to
securely aggregate encrypted updates without information leakage. This framework enables inclusive
participation, preserves privacy, and mitigates the negative impact of low-quality data. However, the
effectiveness of the system depends on the assumption that the majority of participants are trustworthy.

In both [104] and [105], COVID-19 detection from chest X-ray (CXR) images is investigated.
The first study addresses the cross-client variation problem using Federated Averaging; however, it
lacks personalized FL mechanisms and assumes uniform data distribution across clients, which is
unrealistic in medical practice. The second study effectively handles Non-Independent and Identically
Distributed (non-IID) and unbalanced data distributions across clients but does not incorporate model
personalization strategies, such as client-specific fine-tuning or adaptive updates.

The authors [106] address the problem of cross-client variation in decentralized medical image
data. To mitigate this issue, a framework termed Variation-Aware FL is proposed, wherein each client
maps its medical images into a shared image space using a modified CycleGAN. By aligning data
distributions across clients, the framework aims to reduce inter-client variability during federated
training. However, the image transformation process may introduce distortions in critical regions,
such as cancerous areas, which could potentially compromise diagnostic accuracy.

The paper [107] addresses the challenge of inter-client variation for medical image. To address
this issue, the authors propose a novel framework termed Customized FL (CusFL), wherein each client
is allowed to train a personalized model to improve local performance. Although CusFL improves
client-specific accuracy, it exhibits inferior performance on global evaluation compared to approaches
such as MOON.

The paper [108] addresses the challenge of performance degradation caused by non-IID medical
imaging data. To tackle this issue, the authors propose SplitAVG, a framework that partitions the
neural network into client-side and server-side sub-networks, thereby enabling learning from diverse
data distributions while preserving privacy. However, the study primarily focuses on statistical
heterogeneity and does not consider other practical sources of variability, such as device or behavioral
heterogeneity.

Overall, FL provides an effective and privacy-preserving framework for collaborative healthcare
data analysis by enabling decentralized training without sharing sensitive patient data.The general
workflow and structural categorization of FL approaches are depicted in Figure 7 and Figure 8,
respectively.
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Figure 7. Workflow of Federated Learning.

Figure 8. Categorization of Federated Learning.

6.1.2. Standardization Methods for Data Quality Improvement

Standardization of healthcare data is a critical prerequisite for the development and deployment
of AI models in clinical environments, especially due to the heterogeneity of data derived from
electronic health records (EHRs), medical imaging, and biosensor streams. Statistical standardization
methods such as z-score normalization, min–max scaling, and interquartile range-based robust scaling
are routinely used to normalize structured medical data, reduce distributional discrepancies, and
facilitate stable model training and convergence. By aligning feature scales and mitigating variability
across datasets, these techniques improve model generalization and reproducibility. For instance,
normalization approaches have been reported to enhance predictive performance in ICU mortality
prediction models and brain tumor MRI segmentation tasks by harmonizing feature distributions
across datasets[109,110] .

In medical imaging, intensity normalization strategies such as histogram equalization and z-score
mapping help reduce inter-institutional variability and have shown measurable improvements in
radiomic feature extraction across multicenter CT lung datasets [111]. On the semantic side, coding
systems such as SNOMED CT and ICD-10 are indispensable for integrating EHR data across hospitals,
while data models like OMOP and FHIR support scalable, interoperable AI solutions [112]. Clinical
NLP benefits from lexical and syntactic normalization techniques, including tokenization and UMLS
mapping, which enhance named entity recognition and downstream classification performance [113].
In FL settings where data remain distributed, feature distribution alignment techniques such as batch
normalization and adaptive normalization are essential for ensuring statistical consistency across
training sites without data sharing [114].

Despite significant progress, over-standardization may obscure biologically relevant signals,
highlighting the need for balance between harmonization and clinical interpretability.
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6.1.3. Blockchain-Based Solution for Data Security

To address data security challenges, blockchain technology has emerged as a robust approach
due to its decentralized, tamper-proof, and transparent nature. The solutions can be broadly divided
into two categories: Pure blockchain-based solutions and FL- assisted blockchain solutions. Below is a
brief overview of key works in both categories, highlighting their approaches and contributions.

• Blockchain-Based Solutions
[115] addressed security risks associated with centralized storage and unauthorized access to sensi-
tive health data by proposing a decentralized blockchain-based authentication framework for patient
verification across interconnected hospital networks. The system enhances identity integrity and
reduces reliance on centralized authorities. However, the proposed approach lacks inclusiveness,
potentially excluding individuals without adequate digital access or technical literacy.
[116] The authors created a system that gives patients full control over their medical records,
which are often scattered across different hospitals and hard to access or share. The framework
uses blockchain-based storage to ensure the integrity, traceability, and secure access of medical
records while enabling controlled data sharing across institutions. Reliance on off-chain cloud
storage may expose the system to external risks and limit end-to-end data security. [117] designed
a decentralized medical data sharing framework to address the issue of unauthorized exposure
and inefficient synchronization of medical records. To achieve this, they proposed a technique
that partitions a full medical record into fine-grained data views, each shared selectively with
different stakeholders such as patients, doctors, and researchers. Additionally, they employed
blockchain-based smart contracts to enforce attribute-level access control, ensuring that only
authorized users could update or access specific fields within the shared data. However, the
system does not effectively handle concurrent updates across overlapping data views, relying
instead on basic serialization mechanisms.
[118]The authors developed a permissioned blockchain platform to ensure secure, consistent, and
patient-controlled management of Electronic Medical Records (EMRs) within hospitals. They
addressed issues such as data fragmentation, lack of transparency, and weak access control by
integrating smart contracts for role-based permissions and using immutable transaction logs.
There is no discussion of interoperability with existing hospital EMR systems, limiting real-world
integration feasibility.
[119] The authors developed a blockchain-based system to securely manage and verify COVID-19
digital medical passports and immunity certificates. The framework addresses challenges related
to delayed, inaccurate, and unreliable health reporting. However, the system relies heavily on
user-controlled private keys and advanced digital infrastructure, which may limit accessibility
and introduce risks associated with key loss, particularly in resource-constrained settings.
[120] The authors developed an Ethereum-based blockchain solution for the resale, leasing,
and auctioning of pre-owned medical equipment. The system leverages smart contracts to
automate equipment registration, ownership transfer, certification validation, and stakeholder
reputation tracking, ensuring transparency and traceability. However, the solution requires
universal blockchain adoption among participants, which may limit scalability and practical
deployment in resource-constrained healthcare environments.
[121] The authors employed Ethereum smart contracts, timer oracles, and IPFS to manage the pre-
ventive maintenance of diagnostic medical imaging equipment, including MRI and CT machines.
However, the framework requires compliance with stringent healthcare regulations governing
data privacy and security.

• Blockchain Assisted FL Solutions
Blockchain-assisted FL solutions integrate blockchain with FL to enable secure, verifiable, and de-
centralized coordination of distributed model training across multiple healthcare institutions. This
integration enhances privacy, data integrity, and trust during collaborative learning. However,
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such frameworks often depend on user-controlled private keys and advanced digital infrastruc-
ture, which may limit accessibility and scalability in resource-constrained environments.
[122] The authors demonstrated a blockchain-enabled FL framework to securely train AI models
for diagnosing 15 lung diseases from chest X-ray images without sharing patient data. Although
the framework avoids storing raw medical data on-chain, its reliance on a permissionless and
transparent blockchain architecture introduces potential privacy exposure risks.
[123] The authors proposed FDBC-SKS, a blockchain-enabled federated learning framework that
integrates knowledge distillation to facilitate secure and efficient knowledge sharing among
medical institutions. The framework reduces communication overhead and enhances fairness in
model update aggregation and verification. However, the knowledge distillation process may
introduce privacy leakage risks, particularly if shared logits are not adequately protected.
[124] The authors developed a privacy-preserving framework that integrates FL with a per-
missioned blockchain to enable collaborative brain tumor detection from MRI images across
multiple hospitals. The proposed system addresses data-sharing restrictions and security vulner-
abilities associated with centralized learning architectures. However, the system requires high
computational resources and takes longer to train.
Blockchain-driven approaches have demonstrated potential in enhancing data security, trans-
parency, and controlled access within healthcare ecosystems. When integrated with FL, blockchain
facilitates trusted and decentralized coordination of collaborative model training across medical
institutions without exposing sensitive patient data. The blockchain-assisted FL workflow is
illustrated in Figure 9.

Figure 9. Blockchain assisted Federated Learning workflow.

6.2. Ethical and Legal

The authors [125] examined non-technical challenges in AI adoption, including gaps in legal
frameworks for AI decision-making and ethical concerns related to consent, fairness, bias, and work-
force impact. They [126] proposed solutions emphasizing the importance of robust regulatory policies,
algorithmic transparency, and effective data governance. However, it lacks a concrete implementation
framework to operationalize these principles in real world healthcare settings.

The authors [127] proposed a three-stage framework for ethically validating ML-based healthcare
applications, addressing issues like data bias, algorithmic opacity, and lack of transparency. The
framework highlights AI applications in EHR analysis and drug discovery, emphasizes explainability
and auditing, and argues that clinicians should retain decision-making responsibility. A key drawback
highlighted by the authors is the black-box nature of AI systems, which limits interpretability and
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makes it difficult for clinicians to understand or justify AI driven decisions, potentially compromising
accountability and patient safety.

The authors [128] critically examined the ethical and legal challenges associated with the integra-
tion of AI in healthcare. They have addressed these issues by proposing flexible legal frameworks,
enhancing data privacy protections, and introducing ethical design principles to ensure transparency,
fairness, and human oversight. A key drawback they have highlighted is the lack of clear accountability
when AI systems fail.

The authors [129] conducted a focus group discussion with experts from legal, medical, and
technical backgrounds to explore real world challenges. They identified major issues such as unclear
legal frameworks, data privacy concerns, and lack of ethical training. To resolve this, the authors em-
phasized the need for strong AI-specific laws, mandatory ethics training, and transparent, accountable
AI systems. However,lack concrete policy models. Implementation strategies specific to the Jordanian
legal system are not addressed.

The authors [130] took a global perspective to examine how the ethical and legal implications of
AI in healthcare vary across countries and cultures. By analyzing cases from the U.S., EU, and China,
they highlights inconsistencies in regulations related to data privacy, algorithmic bias, and liability.
The paper identifies the fragmented nature of global AI governance as a core challenge. To address
this issue, the authors recommend international policy harmonization, transparent AI design, and
cross-border regulatory collaboration. However, the study provides broad discussions on ethical and
legal concerns without presenting concrete solutions or practical implementation pathways.

6.3. Solution for Technical Challenges

Medical imaging data exhibit significant variability due to different devices, protocols, and patient
populations, impacting model robustness. Consequently, models trained on specific datasets often fail
to perform well across institutions. In addition, the black-box nature of many AI models limits clinical
trust, as radiologists require transparent explanations to understand and validate AI-driven decisions.
Furthermore, regulatory approval processes for AI-based diagnostic systems remain complex and
continuously evolving. Ethical concerns also persist, particularly regarding misdiagnosis risks and
unresolved liability issues.

6.3.1. Model Interpretability

To address the interpretability limitations of AI models in healthcare, one of the most actively
pursued solutions is the advancement of Explainable Artificial Intelligence (XAI)[131,132]. XAI refers
to a collection of methods and frameworks aimed at making AI model decisions transparent and
understandable to human users. Early foundational methods laid the groundwork for discussions on
explainability in AI. Among the widely adopted model-agnostic approaches are Local Interpretable
Model-Agnostic Explanations (LIME)[133] and SHapley Additive exPlanations (SHAP)[134], which
approximate complex models locally to explain individual predictions. These methods have been
successfully applied to various clinical tasks, including sepsis prediction, breast cancer detection,
and hospital readmission forecasting. Recent efforts have further extended these tools to better suit
the healthcare domain; for example,[135] adapted SHAP for explaining DL based cancer detection,
while [136] applied Grad-CAM to interpret model decisions in COVID-19 diagnosis. In imaging,
attention-based XAI has gained traction for localizing pathology-relevant features, especially in
histopathology[137] and chest X-rays[138]. In addition to these techniques, Concept Bottleneck Models
(CBMs) [139] have been introduced, where models are trained to predict human-understandable
intermediate concepts (e.g., tumor size, lesion type) before making final predictions. This structured
approach offers stepwise reasoning that clinicians can verify. Furthermore, uncertainty aware models
are being proposed that accompany each prediction with a confidence score, enabling clinicians to
assess the reliability of AI outputs under ambiguous conditions[140]. These advancements reflect a
transition from general post-hoc explanations to interpretability approaches that are more aligned with
clinical contexts, improving reliability and user relevance for integration into healthcare domain.
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6.3.2. Model Biasness

To address model bias in healthcare AI, a key step is the development of diverse and represen-
tative datasets. Large scale, multi-institutional collaborations are essential to ensure that training
data includes sufficient samples across ethnicity, gender, age, and socioeconomic groups, thereby
minimizing underrepresentation[141,142]. At the algorithmic level, fairness-aware learning strategies
have been introduced to reduce systematic disparities. Methods such as adversarial debiasing, re-
weighting of underrepresented samples, and constraint-based optimization explicitly enforce fairness
during training [143]. FL also offers a promising direction by enabling models to learn from globally
distributed and demographically diverse data sources without compromising patient privacy[144,145].
Equally important is bias evaluation and transparent reporting. Beyond overall accuracy, models
should be assessed using fairness metrics such as subgroup sensitivity, equalized odds, or calibration
error across demographic cohorts[146].Standardized reporting frameworks, such as Model Cards for
Healthcare AI, have been proposed to disclose performance across diverse subgroups, improving
accountability and regulatory compliance[147,148]. Overall, AI in healthcare should work together
with clinical experts, not replace them. Decision support tools need to show warnings about possible
bias so that experts can be careful, especially for underrepresented populations[149]. Additionally,
small-scale pilot deployments within diverse healthcare settings can further expose hidden biases
before large-scale clinical adoption. Aligning technical advancements with ethical responsibility is
essential for mitigating model bias, thereby paving the way for the safe, equitable, and effective
adoption of AI in clinical practice.

6.3.3. Security Challenge

Addressing the security vulnerabilities of AI in healthcare requires a comprehensive, multi-layered
defense strategy that safeguards all stages of the AI pipeline. At the data acquisition level, secure
communication protocols, device authentication mechanisms, and encryption techniques should
be employed to protect sensitive medical information from spoofing or tampering and prone to
adversarial attacks. In past many solutions are provided for preventing AI models from adversarial
attacks such as: Integrated AT techniques, Explainability driven image defense methods, Dynamic FL
protections, Privacy preserving FL frameworks and Semantic-aware adversarial training [150].

To illustrate these approaches, Table 3 summarizes some of the key defense methods used in
medical imaging, the types of adversarial attacks they target, the datasets and model architectures
applied, and their specific purposes. This table demonstrates how different strategies are implemented
to enhance the robustness of AI systems against adversarial threats.

Table 3. Summary of key studies highlighting AI challenges and solutions in healthcare.

Challenges Study Core Issue Solution Drawback

[102] Secure data sharing Federated learning Synchronization
[103] Low Data Quality Privacy-preserving FL cryptographic complexity
[104] Non-IID data distribution Collaborative model training Reduced speed

Data Privacy [105] unbalanced data distribution Federated Learning IID assumption
[106] heterogeneity) VAFL framework transformation complexity
[107] Client heterogeneity CusFL Training complexity
[108] Data heterogeneity SplitAVG Architectural complexity
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Table 3. Cont.

Challenges Study Core Issue Solution Drawback

[115] Re-authentication Decentralized Authentication Inaccessibility
[116] Data silos Blockchain-enabled sharing Off-chain vulnerability
[117] Synchronization Fine-grained data sharing Lack of concurrency support
[118] EMR Integrity Permissioned Blockchain Lack of Interoperability
[119] Trusted Verification Secure Health Passports Key Management Risk

Data Security [120] Improper disposal
of functional devices Decentralized Trading Adoption Barrier

[121] Risk of equipment
failure Blockchain Maintenance Regulatory Challenge

[122] Trust and Privacy Blockchain FL Metadata Exposure
[123] Consensus Inefficiency Blockchain Distillation Privacy Leakage Risk
[124] Trust and Privacy Blockchain Aggregation High Overhead

[125] Ethical Oversight Ethical Governance Implementation Gap

[127] Accountability Ethical Validation
Framework Algorithmic Opacity

Ethical & Legal [128] Legal Uncertainty Policy Reform Blurred Responsibility
[129] Regulatory Gaps Governance Reform Overgeneralized
[130] Fragmentation Harmonization Theoretical

[133] Interpretability LIME Local approximation
[134] Explainability SHAP Computationally expensive
[135] Multiclass efficiency LPDCNN, Ridge-ELM Limited generalization

Technical [144] Dataset bias Federated learning Heterogeneity
[146] Algorithmic bias Fairness-aware learning Tradeoffs
[157] Latency,scalability CNN–LSTM Network dependency
[161] Decentralized Blockchain +IOT Interoperability

[162] High cost Pruning, quantization Accuracy drop risk
[164] Latency Cloud–Edge allocation Network limits

Deployment [165] Clinical trust Grad-CAM Computation cost
[166] Safe Deploy Rehab AI Hardware cost
[168] Hardware cost Green AI Precision loss

6.3.4. Scalability

The increasing adoption of AI in healthcare has introduced new challenges related to scalability,
particularly in environments where Internet of Things (IoT) devices, edge nodes, and cloud infras-
tructures must collectively handle vast amounts of real-time clinical data. Several recent studies
have presented architectural and algorithmic solutions to address these challenges, each emphasizing
different dimensions of scalability, including computational efficiency, trust management, interoper-
ability, and latency optimization. For instance, the work in [157] presents a comprehensive framework
for optimizing IoT-based healthcare systems through cloud backed platforms by emphasizing cloud
elasticity and distributed storage can mitigate bottlenecks inherent in onpremise infrastructures. The
study provides elastic scalability for healthcare applications by handling the dynamic workload gener-
ated by medical IoT (MIoT) devices which allows the seamless scaling of analytics pipelines without
degradation of performance. By leveraging cloud native services, the proposed system demonstrated
improved throughput and reliability in processing heterogeneous medical data streams. The ability of
cloud backed systems to not only reduce latency but also optimize training and inference workloads
for diverse AI models. Similarly, the study in [158] reinforces this perspective by experimentally evalu-
ating a cloud IoT healthcare integration which shows that their prototype maintained response times of
1.5–3 seconds for up to 5,000 devices and approximately 12 seconds even under loads of 20,000 devices,
which illustrates the practical headroom and limitations of current cloud centric scalability strategies.
Importantly, this work compared the performance of CNNs and Long Short-Term Memory (LSTM)
models in clinical prediction tasks, reporting accuracies of about 96% and 93% respectively, thereby
demonstrating not only the feasibility of scalable architectures but also the capability of such systems
to maintain clinical grade accuracy under high data volume and velocity. Beyond computational
throughput, scalability also encompasses security, and interoperability. Employing permissioned
blockchain frameworks with smart contracts and off chain storage, healthcare organization can achieve
tamper evident audit trails, decentralized consent management, and data access that ensuring system
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scalability not only in terms of computational performance but also in terms of governance and compli-
ance across multiple stakeholders [159]. Moreover, blockchain’s inherent throughput limitations can be
mitigated through lightweight consensus mechanisms and integration with FL, which highlights that
scalability in healthcare is as much about the secure coordination of institutions as it is about technical
scaling of compute resources. The study in [160] presents a blockchain-powered healthcare framework
that integrates hybrid deep learning, permissioned blockchain, and edge computing to enhance se-
curity and scalability, while federated learning enables collaborative model training without sharing
sensitive data. Furthermore, [161] highlights scalability as a central challenge in blockchain-enable
healthcare systems, where large volumes of medical data strain traditional infrastructures. To address
this, the authors propose a hybrid deep learning framework integrated with a permissioned blockchain
that decentralizes storage and access control. This design improves scalability by distributing work-
loads across nodes, reducing data retrieval latency, and supporting high transaction throughput.
Furthermore, the integration of FL and homomorphic encryption enables privacy-preserving com-
putation while maintaining efficiency, ensuring scalability in real-world multi-institution healthcare
environments.

6.4. Solution for Efficient and Effective AI System

Optimizing AI for healthcare requires balancing accuracy, efficiency, robustness, explainability,
and sustainability across diverse clinical settings. Recent surveys highlight lightweight architectures,
pruning, quantization, and knowledge distillation as critical for deploying CNNs and transformers
under real-world compute and latency constraints [162]. To address data scarcity and class imbalance,
generative augmentation coupled with optimized detectors (e.g., DCGAN with EfficientDet) enables
sensitive yet resource-aware tumor detection suitable for IoT and edge deployments in Industry 5.0
healthcare [163]. Hybrid cloud–edge frameworks further reduce latency by allocating lightweight
triage tasks to edge nodes while offloading heavy analytics to elastic cloud resources [164]. Explain-
ability remains central for trust, with optimized pipelines integrating Grad-CAM-style visualizations
while balancing computational overhead [165]. At the systems level, real-time rehabilitation devices
exemplify safe AI integration by combining adaptive control, intention recognition, and fault-tolerant
design, validating deployment in patient-facing scenarios [166]. In addition, standardized evaluation
protocols, clinical workflow redesign, governance frameworks, and clinician training accelerate de-
ployment, ensure trust, and reduce production delays [167]. Finally, energy efficiency and Green AI
principles are emerging as essential considerations, advocating low-precision training, carbon-aware
scheduling, and lightweight inference to mitigate the environmental cost of scaling healthcare AI [168].
Collectively, these solutions emphasize that practical deployment demands interdisciplinary strate-
gies spanning efficient model design, robust training, interpretable outputs, hybrid infrastructures,
validated clinical systems, and sustainable operations.

7. AI-Based Existing Technologies and Their Impact on Public Health
7.1. Disease Surveillance and Outbreak Prediction

BlueDot: BlueDot is a Canadian health surveillance company that uses AI, NLP, and big data
analytics to detect, track, and predict the spread of infectious diseases globally. Founded in 2013,
BlueDot gained prominence for its early detection of the COVID-19 outbreak in Wuhan, China, before
it was officially reported by the World Health Organization [169]. The platform works by aggregating
and analyzing vast datasets including global airline ticketing data, official public health reports, digital
news sources in over 65 languages, and data from animal disease outbreaks. Using ML algorithms,
BlueDot processes this data to identify unusual patterns indicative of potential outbreaks and issues
early warnings to public health officials and organizations. The system’s ability to integrate disparate
data sources and deliver real time insights demonstrates the potential of AI and big data in enhancing
global epidemic intelligence [170]. BlueDot’s approach represents a significant advancement in digital
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epidemiology, aligning with the increasing need for proactive, data driven public health surveillance
systems in a globally connected world.

Impact:BlueDot’s early identification of the COVID-19 outbreak highlights the potential of ad-
vanced AI-driven tools in global health surveillance. By providing early alerts, the platform enables
public health authorities to initiate timely containment strategies based on reported symptoms and
other data inputs. A key advantage of BlueDot lies in its real-time disease monitoring and forecasting
capabilities, which can significantly enhance societal readiness for future epidemics and health crises
[171,172].

HealthMap:HealthMap is an advanced digital surveillance platform that uses artificial intelli-
gence, natural language processing, and web-based data mining to monitor and visualize global disease
outbreaks in near real-time. Developed by researchers at Boston Children’s Hospital, HealthMap
gathers data from diverse online sources such as news media, official public health reports, and social
media to provide timely insights into emerging public health threats. The system automatically pro-
cesses this information to detect unusual patterns and generate geographic maps and alerts, helping
public health officials respond more rapidly to potential epidemics. By integrating informal and formal
data sources, HealthMap has demonstrated the effectiveness of AI-supported surveillance tools in
enhancing situational awareness and response strategies for infectious disease outbreaks [173,174].

Impact:HealthMap played a crucial role in monitoring the 2014 Ebola outbreak by aggregating
data from various sources and offering real-time visualization of disease patterns. This support enabled
public health agencies and humanitarian groups to access up-to-date information, enhancing their
ability to track the spread of the virus and make informed decisions during the crisis [175,176].

Nextstrain:Nextstrain is an open-source platform designed to track the real time evolution
of pathogens by integrating genomic sequencing data with advanced phylogenetic analysis and
interactive visualizations. Developed to support global infectious disease surveillance, it continuously
collects and analyzes viral genome data from public repositories such as GISAID. By applying tools
such as maximum-likelihood phylogenetics and temporal reconstruction, Nextstrain enables users
to monitor viral mutations, geographic spread, and transmission dynamics. This real-time genomic
tracking has proven particularly valuable in pandemics like COVID-19, where understanding viral
evolution and lineage spread was crucial for guiding public health responses and vaccine strategies
[177,178].

Impact:Nextstrain played a pivotal role in tracking the genetic evolution of SARS-CoV-2, the
virus responsible for COVID-19. By enabling real-time monitoring of viral mutations, it provided
critical insights into how the virus was adapting over time, thereby informing vaccine development
and supporting efforts to respond to emerging variants effectively [179].

7.2. Predictive Analytics

Artificial intelligence plays a vital role in public health, particularly through predictive analytics,
where intelligent systems analyze extensive datasets to forecast trends, guide resource allocation, and
support more effective decision making, ultimately contributing to improved healthcare outcomes.
Various real-world examples show how healthcare organizations have adopted AI-driven predictive
tools to enhance their responses to public health challenges. The following case studies illustrate how
these technologies are being applied to address diverse issues within the healthcare domain.

HCCI:The Health Care Cost Institute (HCCI) leverages advanced analytics and large-scale health
data to deliver insights into healthcare utilization, spending, and outcomes across the United States. By
applying data science techniques to vast insurance claims datasets, HCCI supports efforts to evaluate
healthcare cost drivers, identify disparities, and inform public health policies. Its analytical tools help
policymakers, researchers, and providers understand patterns in healthcare access and expenditures,
facilitating data-driven decisions aimed at improving efficiency and equity in healthcare delivery
[180,181].

Health Catalyst: is a prominent player in the field of anticipatory analytics, utilizing integrated
data to enhance healthcare delivery and system performance. By combining multiple data sources
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such as: electronic health records, insurance claims, and clinical registries the platform creates a com-
prehensive view of individual patient health. One of its practical applications includes leveraging AI
algorithms to identify patients at high risk of hospital readmission. These insights inform personalized
follow-up care and medication adjustments, which have contributed to reduced readmission rates,
improved patient outcomes, and lower overall healthcare costs. Health Catalyst demonstrates how
preventive, data-driven strategies can lead to more efficient and fundamentally optimized healthcare
systems[182,183].

7.3. Telemedicine and Virtual Health Assistants

Woebot Health: is an innovative digital mental health platform that employs conversational
AI to deliver evidence-based therapeutic support. Functioning as a chatbot, Woebot engages users
in real-time conversations grounded in principles from cognitive behavioral therapy (CBT), offering
emotional support and psychological interventions through natural language processing. It is designed
to provide accessible, scalable mental health care, particularly useful in situations where traditional
services are limited or unavailable. Studies have shown that Woebot can effectively reduce symptoms
of depression and anxiety by facilitating self-awareness and promoting coping strategies through
consistent, structured dialogue [184].

Impact:Numerous AI-powered chatbots and telehealth applications are now being used to support
the monitoring and management of chronic conditions such as diabetes, hypertension, mental health
disorders, chronic pain, and various forms of cancer. Platforms like Ginger offer text-based mental
health coaching, while Ada Health leverages ML to analyze user-reported symptoms and suggest
lifestyle adjustments [185]. These tools enable continuous remote monitoring, allowing patients to
receive timely alerts and guidance without the need for frequent hospital visits. This capability proved
especially valuable during the COVID-19 pandemic, when restrictions on movement made traditional
in-person consultations challenging, highlighting the potential of AI to facilitate ongoing care and
personalized recommendations for individuals with long-term health conditions.

7.4. Diagnostic Support

Two notable companies leveraging artificial intelligence to enhance cancer diagnostics are IBM
Watson Health and PathAI, both contributing significantly to early disease detection. IBM Watson
Health applies ML to analyze a combination of clinical trial results, medical literature, and patient
records, thereby supporting healthcare professionals in diagnosing rare cancers and managing chronic
conditions. In contrast, PathAI focuses on interpreting pathology images, assisting pathologists in
refining diagnostic accuracy and guiding treatment strategies. These tools have proven particularly
effective in identifying uncommon cancer types that may be overlooked by conventional methods,
demonstrating AI’s potential to improve diagnostic precision and accelerate therapeutic interventions.
Similarly, Aidoc offers AI-driven radiology support by analyzing medical imaging in real time to
detect urgent and potentially life-threatening conditions such as strokes, pulmonary embolisms, and
intracranial hemorrhages. By promptly highlighting critical findings, Aidoc enhances diagnostic speed
and accuracy, ultimately improving patient outcomes and reducing the risk of complications.

Impact: Platforms like IBM Watson Health and PathAI enhance diagnostic accuracy, especially
for complex or rare diseases, while tools such as Aidoc assist radiologists by rapidly identifying critical
conditions in medical imaging. AI also powers chatbots and telehealth solutions, offering continuous
support for chronic disease management and mental health care. These technologies improve health
outcomes by enabling timely interventions and reducing healthcare system burdens. As demonstrated
in recent studies, AI’s integration into public health has become essential for predictive analytics and
personalized healthcare delivery [186].

8. Comparison with existing works
From previous published papers, it has been observed that several studies have discussed AI

in healthcare, most works remain narrow in focus and do not provide a unified, comprehensive
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perspective. Rong et al. [187] have reviewed AI applications only in biomedicine, mainly focusing on
diagnostics, data processing, and two case studies, but did not cover history, challenges, solutions,
ethical issues, governance, or AI products. Shaheen[188] has mainly focused on explaining the
basic applications of AI in healthcare, including AI-supported drug discovery, AI-assisted clinical
trials, and patient care systems. Aung et al. [189] have reviewed the current applications of AI
in healthcare, highlighting its benefits in supporting physician workflow, reducing administrative
burden, and enhancing clinical knowledge. The article also discusses the challenges of training
ML systems, concerns around accountability, and the need for proper governance and physician
understanding. Sadeghi et al. [190] focused exclusively on XAI in healthcare. The review highlights
the importance of explainability for trustworthy, transparent AI deployment in safety-critical medical
settings and discusses challenges in implementing XAI in real clinical environments. Wubineh et al.
[191] have primarily emphasizes challenges and opportunities of implementing artificial intelligence in
healthcare. Aminizadeh et al. [192] have systematically reviewed how ML, DL, and distributed systems
improve healthcare QoS by analyzing their applications, platforms, and algorithmic trends. The
author[193]consolidates existing studies and highlights the need for collaboration among healthcare
and technical communities. In contrast to the above works, the proposed survey offers a broader and
more integrated overview of AI in healthcare. It fills the gaps left by previous reviews by covering
the historical evolution of AI, core applications, underlying techniques, key challenges, practical
solutions, ethical and governance aspects, existing AI healthcare products, and future implications.
By bringing all these dimensions together, the proposed work delivers a more comprehensive and
cohesive perspective than existing literature.

Table 4. Comparison of proposed survey with existing surveys.

Author Prospects
1 2 3 4 5 6 7 8 9

Rong et al. [187] ✓ ✗ ✓ ✓ ✗ ✗ ✗ ✓ ✗
Shaheen[188] ✓ ✗ ✓ ✗ ✓ ✗ ✗ ✗ ✗
Aung et al. [189] ✓ ✗ ✓ ✓ ✓ ✗ ✓ ✗ ✗
Sadeghi et al.[190] ✓ ✗ ✓ ✓ ✓ ✓ ✓ ✗ ✓
Wubineh et al.[191] ✓ ✗ ✓ ✗ ✓ ✗ ✓ ✗ ✓
Aminizadeh et al.[192] ✓ ✗ ✓ ✓ ✓ ✓ ✓ ✗ ✓
Kasula[193] ✓ ✗ ✓ ✓ ✓ ✗ ✓ ✗ ✓
Proposed survey ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓ ✓

Note: 1-AI significance, 2- History, 3- Applications, 4-Techniques, 5-Challenges, 6- Solutions, 7-Ethical & Governance Aspects,
8-AI Products, 9- Future Implications.

9. Future Implications
With the continuous advancement of AI in healthcare, the coming years might witness significant

advancements in diagnostic systems, clinical decision support, and patient management. Although
current solutions address many technical, ethical, and privacy challenges in healthcare AI, several
open questions and limitations remain. Understanding these gaps is crucial for guiding future research
and enabling safe, effective, and equitable AI adoption across diverse clinical settings. Based on
the reviewed studies from 2016 to 2026, several possible research directions and implications can be
outlined:

• Cloud and Edge Based AI Deployment: Future healthcare systems are anticipated to adopt
integrated cloud edge computing frameworks to support real-time diagnostics, low-latency data
processing, and secure decision-making. Such architectures will optimize computational efficiency
while maintaining data privacy at distributed clinical nodes.

• Expansion of AI-Enabled Wearable Technologies: The proliferation of AI-integrated wearable
devices will enable continuous physiological monitoring, early anomaly detection, and proactive
healthcare interventions. These systems are expected to play a central role in preventive medicine
and personalized health analytics.
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• AI-Driven Remote Patient Monitoring(RPM): Remote monitoring platforms powered by AI
will become fundamental to telemedicine ecosystems. Future frameworks are expected to in-
tegrate wearable sensors, fog/cloud computing infrastructures, and blockchain-enabled audit
mechanisms to ensure secure, scalable, and reliable healthcare delivery.

• Personalized FL for Non-IID Medical Data: A significant research direction involves the devel-
opment of personalized FL models capable of handling non-IID medical datasets. Client-specific
fine-tuning and adaptive aggregation strategies will improve generalization across heterogeneous
hospitals, imaging modalities, and demographic populations while preserving patient privacy.

• Secure Gradient Transmission Mechanisms: Although federated learning eliminates raw data
sharing, exchanged gradients may still expose sensitive patient information through inference
attacks. Future research should therefore prioritize robust and computationally efficient gradient
protection mechanisms. Promising directions include differential privacy techniques tailored for
medical imaging, gradient pruning and sparsification to minimize leakage risk, homomorphic
encryption optimized for low-latency clinical environments, and secure multi-party computation
with reduced overhead. Strengthening gradient security will be essential for ensuring trustworthy
and regulation-compliant deployment of federated healthcare systems.

• Lightweight Blockchain Architectures for Secure FL Coordination: Another promising avenue
lies in designing lightweight permissioned blockchain architectures for FL that reduce computa-
tional overhead and communication latency while ensuring secure and verifiable model update
exchange among multiple healthcare institutions.

• Robustness Against Adversarial and Poisoning Attacks: Robustness against adversarial and
poisoning attacks remains underexplored in federated healthcare systems. Future research should
simulate realistic attack scenarios, develop anomaly detection for malicious client updates, and
implement trust-aware and Byzantine-resilient aggregation mechanisms. Security validation
must become a standard requirement to ensure safe and reliable deployment of federated AI in
clinical environments.

• Digital Twins and Immersive Healthcare Technologies: Emerging innovations, including digital
twin technologies, augmented reality (AR), and virtual reality (VR), will enable highly personal-
ized patient care, advanced medical simulations, and immersive diagnostic experiences.

• AI Scribes and Clinical Automation: To reduce the administrative burden on clinicians, AI-
powered medical scribes are anticipated to become an integral part of healthcare systems, allowing
practitioners to focus more on patient-centric care and reducing burnout.

• Personalized and Preventive Medicine: The future of healthcare is shifting toward precision
medicine, where AI-based models will analyze multimodal data—including medical imaging,
genomics, electronic health records, and sensor data to enable patient-specific diagnosis, risk
prediction, and treatment planning.

10. Conclusion
AI has emerged as a transformative force in modern healthcare, offering unprecedented opportu-

nities to enhance diagnostic accuracy, operational efficiency, and patient-centered care. This review
has examined the evolution of AI in healthcare, key application domains, and the major challenges
that continue to restrict its broader clinical adoption. While AI-based techniques have demonstrated
promising results in areas such as medical imaging, predictive analytics, remote monitoring, and
healthcare operations, several limitations related to data privacy, data quality, interpretability, bias,
security, and scalability remain significant. The findings of this review indicate that emerging strategies,
including FL, blockchain-based frameworks, explainable AI, and data standardization approaches,
provide viable directions for addressing these challenges. However, their effectiveness depends on
careful system design, regulatory compliance, and alignment with clinical workflows. High model
performance alone is insufficient for real-world deployment without transparency, robustness, and
ethical accountability. Moreover, this study critically evaluates and compares existing methodologies,
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highlighting their strengths, limitations, and research gaps across diverse healthcare applications.
Beyond summarizing current progress, this review systematically identifies critical future research
directions that can shape the next phase of AI development in healthcare.

Overall, this review highlights that AI should be viewed as a complementary tool to clinical
expertise rather than a replacement. Sustainable progress will require interdisciplinary collaboration
among clinicians, researchers, engineers, and policymakers to ensure safe, equitable, and clinically
validated integration of AI technologies across healthcare systems.

Data Availability Statement: No datasets were generated or analyzed during the current study; therefore, data
sharing is not applicable to this article.

Conflicts of Interest: The authors have no relevant financial or non-financial interests to disclose.
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