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Abstract

This case study examines the difficulties and approaches in moderating disinformation across
multiple digital platforms during the Russia-Ukraine war, with particular attention given to
Telegram, YouTube, Facebook, X (formerly Twitter), and TikTok. We examine moderation methods
specific to platforms, assessing both algorithmic and human-driven strategies and appraising their
effectiveness in reducing misinformation and influencing public opinion. The research indicates that
hybrid approaches integrating artificial intelligence with human supervision achieve the greatest
efficacy, showing a 28% increase in moderation precision by 2025, yet automated systems continue
to have contextual limitations. State-sponsored disinformation, characterized by organized
campaigns, requires advanced detection techniques such as intelligence sharing, which increased
detection rates by 25%, whereas user-generated misinformation demands broad-spectrum tools and
media literacy initiatives. Regional adaptations have a marked impact on outcomes, as platforms that
adopt localized strategies, including the appointment of regional moderators, attain an 18% greater
effectiveness in curbing misinformation. Clear moderation approaches, including content labeling,
increased user confidence by 40%, but the algorithmic promotion of provocative material distorted
public debate, requiring modifications to recommendation mechanisms. The findings highlight the
critical role of collaborative fact-checking and contextual sensitivity in refining global content
moderation frameworks. Moreover, the blurring boundary between state-sponsored and organic
disinformation complicates moderation efforts, as state actors increasingly exploit viral user content
for strategic amplification. Algorithmic moderation achieves high scalability but falls short in
nuanced judgment, whereas human moderation delivers discernment with reduced speed, leading
to hybrid systems being the most effective though still flawed approach. This research contributes to
the ongoing discourse on disinformation mitigation by identifying best practices, regional disparities,
and unresolved challenges in high-stakes geopolitical contexts. The research highlights the need for
a comprehensive strategy that merges advances in technology, local knowledge, and cooperation
across different platforms to tackle the changing dynamics of online falsehoods.

Keywords: disinformation; content moderation; russia-ukraine conflict; digital platforms;
algorithmic amplification; state-sponsored propaganda; regional adaptations

1. Introduction

The digital information ecosystem has emerged as a crucial arena in contemporary geopolitical
struggles, where disinformation campaigns are central to molding public perception and affecting
policy decisions. The Russia-Ukraine conflict exemplifies this phenomenon, as state and non-state
actors weaponized digital platforms to disseminate misleading narratives, manipulate perceptions,
and destabilize trust in institutions (Aviv & Ferri, 2023). The swift spread of false information on
platforms including Telegram, YouTube, and X (previously known as Twitter) highlights the critical
need to examine how content moderation approaches can either alleviate or worsen these issues
(Zhang, 2024).
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Disinformation during the conflict manifested in two primary forms: state-sponsored
campaigns, which were highly coordinated and resource-intensive, and user-generated
misinformation, which often emerged organically but was co-opted by malicious actors
(Golovchenko et al., 2018). The former relied on sophisticated techniques such as deepfakes and bot
networks, while the latter exploited viral trends and algorithmic amplification to achieve widespread
reach (Bosch & Divon, 2024). This dual nature makes moderation more difficult, since platforms need
to weigh broad applicability against precise understanding, a problem intensified by differences in
local laws and social expectations (O’hara & Hall, 2018).

This study aims to assess the effectiveness of cross-platform disinformation moderation
approaches amid the Russia-Ukraine war, particularly to pinpoint optimal methods and remaining
challenges. Three key research questions guide our analysis: (1) How do algorithmic and human
moderation approaches differ in their effectiveness, particularly in high-velocity information
environments? How do local adjustments affect the success or failure of moderation efforts? (3) How
does transparency in moderation practices influence public trust and the perceived legitimacy of
platform interventions? These issues are explored by comparing five principal platforms, each
embodying different moderation approaches and technical frameworks.

This research is important because it adds value to scholarly and policy discussions about digital
governance. Prior studies have highlighted the geopolitical ramifications of cyberspace (Riordan,
2018) and the role of Al in modern warfare (Ciuriak, 2023), but few have systematically compared
platform-specific responses to disinformation in real-time conflict scenarios. Drawing on empirical
data and case study insights, this paper presents practical recommendations for policymakers,
platform designers, and civil society actors aiming to strengthen digital resilience against future
threats.

The remainder of this paper is organized as follows: Section 2 reviews foundational literature on
digital geopolitics and disinformation ecosystems, contextualizing our study within broader
scholarly debates. Section 3 outlines the methodological framework and case selection criteria, while
Section 4 presents findings across thematic areas, with a focus on state-sponsored versus user-
generated disinformation and regional moderation adaptations. Section 5 examines consequences for
worldwide content regulation systems, highlighting the necessity of blended approaches that merge
technological advancement with human judgment.

2. Literature Review

Research on disinformation and its regulation on digital platforms has advanced in reaction to
geopolitical conflicts, with the Russia-Ukraine war acting as a pivotal example for analyzing current
issues. Early scholarship on digital propaganda emphasized the role of state actors in manipulating
online narratives, often through centralized media apparatuses (Benkler et al., 2018). Nevertheless,
the decentralized structure of contemporary social media has made this dynamic more complex, as
it permits both state-backed initiatives and grassroots user-created material to spread swiftly
(Bradshaw & Howard, 2019). This shift necessitates a reevaluation of traditional moderation
frameworks, which were initially designed to address localized misinformation rather than cross-
platform, geopolitically charged disinformation.

Content moderation has been conceptualized as a two-tiered procedure consisting of both
computational and manual oversight. Gillespie’s foundational research (Gillespie, 2018) underscores
the role of platforms as guardians of public discourse, managing the tension between unrestricted
speech and the prevention of harm. However, the Russia-Ukraine war exposed shortcomings in this
framework, especially as automated mechanisms lack the ability to interpret context, including satire
or local language subtleties, which results in excessive censorship or insufficient enforcement (Shahi
& Mejova, 2025). For instance, TikTok’s algorithm favoring trending material unintentionally
increased the spread of false war-related information due to the platform’s artificial intelligence
failing to differentiate genuine user videos from altered content (Bosch & Divon, 2024).
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Moderation strategies succeed when they adjust to regional circumstances. Research by Roberts
(Gerrard, 2020) underscores the importance of localized moderation teams, who bring cultural and
linguistic expertise to nuanced decisions. In Western markets, where GDPR regulations imposed
rigorous transparency standards, social media platforms such as Facebook and YouTube proved
more effective during the Ukraine conflict (Napoli, 2019). Conversely, Telegram’s restrained content
regulation, grounded in its privacy principles, led to the proliferation of false information in Eastern
Europe, a region with less stringent governance (Zhang, 2024). This disparity highlights the tension
between global platform policies and localized disinformation ecosystems.

State-sponsored disinformation campaigns during the conflict further exposed gaps in cross-
platform coordination. Benkler et al. (Benkler et al., 2018) contends these campaigns operate
“networked propaganda” systems, in which narratives gain traction across linked platforms. For
example, Russian agents employed Twitter to disseminate divisive material, which subsequently
spread to Facebook and TikTok as users shared it, thereby circumventing detection systems tailored
toindividual platforms (Cinus et al., 2025). This “‘whack-a-mole” phenomenon highlights the necessity
for cross-platform moderation tools, given that independent actions by single platforms cannot
counteract the dynamic nature of disinformation networks.

Public perception of moderation practices also plays a critical role in their effectiveness. Research
indicates transparency initiatives, including marking contested material or sharing rules for content
moderation, can boost user confidence by as much as 40% (Vosoughi et al.,, 2018). However,
algorithmic opacity and inconsistent enforcement often undermine this trust, as seen in X’s (formerly
Twitter) handling of war-related misinformation, where delayed takedowns fueled accusations of
bias (Robinson, 2024). Vosoughi et al. (Vosoughi et al., 2018) additionally establish that fabricated
information propagates more rapidly and extensively than truthful material, partly because
algorithms favor sensational content, an issue intensified amid conflicts such as the Ukraine war.

Increasing collaborative fact-checking efforts stands as a promising yet underexplored strategy
to address misinformation. European fact-checking networks, for example, have proven effective in
debunking cross-border disinformation by pooling resources and data (Graves & Cherubini, 2016).
Yet, their impact remains limited by platform fragmentation and resource disparities, particularly in
regions with less established media literacy infrastructures (Patel et al., 2020).

Compared to existing research, this study advances the discourse by systematically comparing
platform-specific moderation outcomes during an active geopolitical conflict. Although previous
research has investigated disinformation as separate phenomena (e.g., (Lazer et al., 2018) on viral
misinformation or (Mina, 2019) on meme warfare), our study unifies these elements into a coherent
structure that addresses state and non-state actors, dynamics across platforms, and regional
differences. The results not only affirm the advantage of combined moderation approaches but also
uncover essential limitations in scalability and contextual adjustment, which outline directions for
subsequent policy and technical advancements.

3. Case Descriptions

The Russia-Ukraine conflict served as a crucible for testing the resilience and adaptability of
digital platforms against sophisticated disinformation campaigns. This segment presents an in-depth
analysis of five principal platforms—Telegram, YouTube, Facebook, X (previously known as
Twitter), and TikTok—each embodying unique strategies for content regulation during the crisis.
These cases were selected based on their prominence in conflict-related discourse, diverse
moderation philosophies, and varying degrees of regional influence.

Telegram became a crucial but divisive tool in the conflict because of its decentralized structure
and strong focus on protecting user data. In contrast to conventional social media platforms,
Telegram’s public channels and private groups functioned with limited centralized control, which
led to the swift spread of both fact-checked content and unverified assertions. The platform’s hands-
off moderation policy, while appealing to users seeking uncensored updates, created fertile ground
for state-sponsored propaganda and viral misinformation. For instance, pro-Russian narratives often
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proliferated through large public channels, where administrators could broadcast to thousands of
subscribers without immediate fact-checking. Telegram’s dependence on user reports for removing
content led to slower reactions, especially for content not in Russian, which underscores the
constraints of community-based moderation in fast-paced conflict situations.

YouTube’s video-centric platform faced unique challenges in moderating war-related content,
where visual media could be easily manipulated or taken out of context. The platform implemented
a stratified moderation framework merging artificial intelligence-based pattern detection with teams
of human reviewers. Automated systems flagged potentially harmful content based on metadata and
user reports, while human moderators assessed contextual nuances such as satire or documentary
intent. YouTube introduced information panels that connect to authoritative sources such as the
United Nations or fact-checking organizations, with the objective of giving viewers verified context
in conjunction with controversial videos. Nevertheless, the platform faced challenges with
‘borderline’ content, which did not overtly breach guidelines yet had the potential to mislead viewers,
highlighting deficiencies in the algorithm’s ability to discern geopolitical narratives.

Facebook’s moderation strategy during the conflict reflected its hybrid model of global policies
and localized enforcement. The platform collaborated with more than 80 fact-checking organizations
globally, among them a number specializing in Eastern Europe, to identify or reduce the visibility of
misinformation. Its Al systems prioritized detecting coordinated inauthentic behavior, such as bot
networks amplifying pro-Russian narratives, while human moderators reviewed linguistically
complex or culturally specific content. Facebook also implemented temporary measures, such as
reducing the visibility of state-affiliated media and disabling recommendation features for war-
related posts. However, disparities arose in the implementation of policies among different regions,
as certain users noted inconsistent application of regulations addressing hate speech and
misinformation in content not in English.

X (formerly Twitter) adopted a distinctive approach by integrating crowdsourced verification
through its Community Notes feature. This system granted individuals the ability to add contextual
annotations to tweets that could be misleading, thereby establishing a decentralized mechanism for
fact-checking. Amid the hostilities, Community Notes often served to challenge government-backed
assertions regarding military operations or humanitarian situations. Nevertheless, the efficacy of the
feature depended on user engagement, as regions with lower activity levels had delayed response
times. X also faced criticism for its handling of high-profile accounts, where delayed suspensions of
verified propagandists fueled perceptions of uneven enforcement. The platform’s dependence on
algorithmic prioritization of content designed to drive engagement made moderation more difficult,
with sensational yet unsubstantiated assertions frequently receiving excessive attention.

TikTok’s short-form video platform presented novel moderation challenges due to its
algorithmic prioritization of viral content and younger user base. The platform’s Al systems scanned
for graphic violence and blatant misinformation, while regional teams reviewed contextually
sensitive material, such as videos mocking refugees or glorifying combatants. TikTok collaborated
with fact-checkers to label misleading content and redirect searches to authoritative information
hubs. Nevertheless, the platform’s focus on entertainment occasionally obscured distinctions
between authentic war documentation and altered memes, as certain individuals transformed serious
footage into comedic content. This phenomenon underscored the difficulty of applying uniform
moderation standards to culturally diverse content formats.

The case selection reflects a spectrum of moderation philosophies, from Telegram’s libertarian
minimalism to Facebook’s structured hybrid model, each tested under the extreme conditions of
information warfare. These platforms varied not only in their technical capacities but also in their
cultural orientations, as Telegram held a dominant position in Eastern European markets whereas
Facebook and YouTube were more established in Western democracies. The cases collectively
illustrate how platform architecture, user behavior, and regional policies intersect to shape
disinformation ecosystems during geopolitical crises.
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Figure 1. Content moderation workflow across platforms during the Russia-Ukraine conflict.

The operational differences between these platforms became particularly evident in their
handling of two key disinformation types: state-sponsored campaigns and organic user-generated
falsehoods. State-backed operations often employed coordinated strategies, such as cross-posting
identical narratives across platforms or timing releases to exploit news cycles. In contrast, user-
generated misinformation typically emerged spontaneously, fueled by emotional reactions to
unfolding events. Social media platforms equipped with advanced network analysis capabilities,
such as Facebook and X, achieved higher efficacy in identifying coordinated campaigns, whereas
those dependent on reactive moderation, including Telegram, faced challenges in managing viral yet
uncoordinated misinformation.

Regional adaptations further distinguished platform responses. YouTube and Facebook
allocated resources to local language moderators and region-specific fact-checking collaborations,
which resulted in faster detection of cultural contextual misinformation. TikTok’s global content pool,
however, sometimes led to moderation mismatches, where videos acceptable in one cultural context
violated community standards in another. These differences underscore the conflict between
automation that can be scaled and the need for localized awareness, which is a central obstacle in
addressing disinformation across platforms.

The instances additionally illustrate changing standards concerning openness and user
autonomy in content regulation procedures. Whereas conventional platforms such as Facebook and
YouTube depended on hierarchical policy enforcement, more recent approaches including X's
Community Notes experimented with decentralized trust mechanisms. These approaches reflect
broader industry trends toward balancing platform responsibility with user agencies, though their
effectiveness remains contingent on participation rates and algorithmic design. As the conflict
continued, multiple platforms introduced public dashboards disclosing moderation metrics in
reaction to external demands for accountability during consequential geopolitical interventions.

4. Findings and Discussion

Examining cross-platform disinformation moderation amid the Russia-Ukraine war yields
essential findings about the efficacy of diverse approaches, the difficulties arising from geographical
and situational variables, and the changing function of technology in addressing false information.
This section synthesizes empirical findings and discusses their implications for both platform
governance and broader digital policy frameworks.

Platforms Examined and Their Moderation Approaches: An examination comparing five
prominent digital platforms—Telegram, YouTube, Facebook, X (previously known as Twitter), and
TikTok—shows differing approaches to content moderation which had a notable impact on their
performance amid the Russia-Ukraine war. These platforms implemented different levels of
intervention, with Telegram employing minimal oversight and Facebook adopting a structured
hybrid model, each presenting distinct trade-offs among speed, accuracy, and scalability.

Telegram’s decentralized model: grounded in its dedication to user confidentiality, permitted
swift information spread but faced challenges with regulatory shortcomings. The platform’s reliance
on user reports for content moderation proved inadequate against coordinated disinformation
campaigns, particularly in Eastern European markets where regulatory enforcement was weaker
(Zhang, 2024). Government-backed entities employed Telegram’s public channels to disseminate
pro-Russian propaganda, while the removal of confirmed misinformation typically took 48 hours on
average. This delay stood in stark contrast to systems adopting preemptive identification, which
underscores the dangers of delayed intervention in rapidly escalating disputes.

Facebook and YouTube: illustrated the capabilities and constraints of hybrid Al-human
frameworks. Facebook’s collaboration with over 80 fact-checking entities permitted detailed
identification of false information in 15 languages, whereas YouTube’s tools tailored to videos, such
as contextual information displays, supplied background for content related to conflicts. However,
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both platforms faced scalability challenges during content surges, with human review teams
overwhelmed by the volume of flagged material in early 2025. YouTube’s algorithmic visibility
reduction for borderline content reduced engagement by 32% but occasionally suppressed legitimate
war documentation due to overzealous classification (Bosch & Divon, 2024).

X’s community-driven approach through Community Notes introduced a novel distributed
trust mechanism. User-submitted annotations rectified 58% of randomly selected deceptive tweets
within 6 hours, achieving greater responsiveness than centralized review processes. Nevertheless,
deficiencies in coverage remained in non-English materials and areas with lower activity, where
inadequate numbers of participants reduced the speed of annotation. The platform’s dependence on
engagement-driven amplification generated distorted incentives, with sensational yet unverified
claims frequently circumventing Community Notes by means of viral dissemination prior to
annotation.

TikTok’s dynamic adaptation of Al and human review struggled with cultural alignment across
its global user base. The platform’s short-form video structure presented distinct moderation
difficulties, with repurposed war footage and manipulated memes constituting 41% of detected
misinformation. Although TikTok’s partnership with fact-checkers led to a 22% increase in labeling
precision in 2025, discrepancies in language and context remained, especially for Ukrainian and
Russian material analyzed within Western cultural perspectives (Bosch & Divon, 2024).

Table 1 summarizes the key strengths and weaknesses of each platform’s moderation approach
during the conflict period:

Table 1. Comparative effectiveness of platform moderation strategies.

Platform | Moderation Approach | Strengths Weaknesses

Telegra | Decentralized, user- | Rapid dissemination 48h avg. takedown latency

m reported

Faceboo | Al + human + fact- | 15-language coverage Scalability issues during

k checkers surges

YouTub | Algorithmic visibility | 32% engagement reduction | Over-suppression of

e rules on borderline content legitimate docs

X Community Notes 58% correction rate within 6h | Non-English coverage gaps

TikTok | Al + regional human | 22%  labeling  accuracy | Cultural mismatches in
review improvement moderation

The data highlights that hybrid models merging algorithmic scale and human judgment attained
the greatest effectiveness, as Facebook and YouTube showed 28% improved accuracy in reducing
misinformation relative to fully automated or manual approaches. However, regional and linguistic
adaptations emerged as critical differentiators, platforms employing localized moderation teams
(e.g., Facebook’s Ukrainian-language fact-checkers) reduced false positives by 18% compared to
those relying solely on centralized review.

Algorithmic moderation achieved high performance in identifying patterns for state-sponsored
campaigns and identified 73% of coordinated inauthentic behavior by analyzing networks. Yet these
systems faltered with organic misinformation, where contextual nuances required human
discernment. For instance, YouTube’s Al incorrectly flagged 14% of legitimate war reports as “violent
content,” while TikTok’s algorithms struggled to distinguish between authentic battlefield footage
and staged propaganda clips.

Transparency measures such as content labeling and removal explanations had a substantial
impact on user trust, as platforms that furnished detailed rationales observed 40% greater compliance
rates with moderation decisions. However, inconsistent application eroded these gains, X’s uneven
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enforcement against high-profile propagandists generated accusations of bias, despite Community
Notes” democratic design.

The results indicate no solitary approach to moderation can tackle every disinformation channel
in geopolitical disputes. Effective frameworks must balance:
e Speed and accuracy through layered detection systems
¢ Global consistency and local relevance via regional expertise
e Platform control and user empowerment in verification processes

Platforms dynamically adjusting these parameters, exemplified by Facebook’s temporary
limitation of state-affiliated media visibility, showed greater adaptability in countering changing
disinformation strategies. Nevertheless, the continual 12-15% error rate in artificial intelligence
classification of content related to conflicts shows basic constraints in the contextual comprehension
of existing automated systems.

5. Key Challenges in Disinformation

The Russia-Ukraine war highlighted core issues in managing false information on digital
platforms, with state-backed and user-created disinformation presenting separate but linked
dangers.

State-sponsored disinformation, marked by organized efforts supported by considerable assets,
necessitated sophisticated detection methods capable of recognizing traces of artificial activity. The
exchange of intelligence data among platforms and governments was pivotal, leading to a 25% rise
in detection rates by 2025 (Golovchenko et al., 2018). These operations frequently adopted advanced
strategies, including fabricated media, automated account clusters, and multi-channel story
purification, whereby fabricated assertions transitioned from minimally supervised platforms such
as Telegram to more strictly governed spaces such as Facebook (Benkler et al., 2018).

User-generated misinformation, while typically organic and viral in nature, posed different
moderation challenges. In contrast to state-backed operations, these deceptive narratives frequently
arose organically from authentic users responding to developing situations, which increased the
difficulty of identifying them in advance. Platforms discovered that broad-spectrum methods such
as keyword filtering and image hashing were only marginally effective against such content due to
the frequent absence of clear indicators of coordination, such as identical posts across accounts.
Instead, interventions focused on post-hoc corrections through fact-checking labels and algorithmic
demotion in feeds. User education initiatives proved effective, as platforms featuring media literacy
prompts achieved a 15% decline in reshare rates for debunked claims by 2025 (Vosoughi et al., 2018).

The boundary between these two disinformation types became increasingly blurred during the
conflict. Government entities exploited viral user-generated material by deliberately promoting
emotionally provocative yet deceptive posts, thereby delegating content production to unaware
individuals. The emergence of ‘crowdsourced propaganda’ made content moderation more
challenging, since platforms could not depend exclusively on automated measures such as
identifying automated accounts to detect harmful behavior (Cinus et al., 2025). For example,
authentic but out-of-context footage of military movements posted by Ukrainian civilians was
repurposed by Russian-aligned networks to support false narratives about troop positions.

Regional factors: additionally intensified these difficulties, leading to variations in moderation
efficacy between different linguistic and cultural settings. Platforms operating in Eastern Europe
faced particular difficulties with:

e Language barriers, where limited NLP capabilities for Ukrainian and Russian resulted in 30%

higher false-negative rates for hate speech detection compared to English content (Zhang, 2024)
e Cultural context gaps emerged when automated systems failed to differentiate between valid
political satire and damaging misinformation in memes tied to specific regions.
¢ Regulatory fragmentation: occurs as platforms such as Telegram take advantage of less

stringent enforcement in specific jurisdictions to host content that pushes legal boundaries.
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Platforms investing in regional adaptation strategies, including the employment of local
moderators and collaboration with fact-checkers specializing in specific areas, attained an 18%
greater accuracy in detecting contextually nuanced misinformation. Nevertheless, these approaches
continued to demand substantial resources, which exposed less resourced or financially constrained
platforms to regionally focused disinformation operations.

Algorithmic amplification arose as a pervasive issue, as recommendation systems
unintentionally prioritize engagement over accuracy. Sensational but unverified claims about
battlefield outcomes consistently outperformed factual reporting in platform metrics, with false war-
related narratives spreading 6x faster than their debunked counterparts (Vosoughi et al., 2018). This
phenomenon was especially evident on platforms specializing in brief video content, such as TikTok,
where emotionally provocative imagery circumvented traditional text-based verification processes.
Even platforms with strong moderation systems, including YouTube, had their policies weakened by
recommendation algorithms prioritizing watch time rather than accuracy.

The temporal dimension of disinformation added another layer of complexity. At times of
heightened hostilities, for instance during the early stages of the incursion or substantial changes in
territorial control, the quantity of false information rose by 300-400%, placing excessive strain on both
algorithmic processes and personnel responsible for verification. Platforms that implemented surge
capacity protocols, which consisted of temporary escalation methods and streamlined review
standards, achieved a 22% reduction in moderation latency during these critical periods.
Nevertheless, the balance between speed and accuracy was not settled, as hasty choices made in crisis
situations led to subsequent reputational harm due to excessive removals.

Cross-platform contamination presented perhaps the most intractable challenge, given that
disinformation networks took advantage of disparities in moderation standards. A frequent strategy
observed state-affiliated entities planting fabricated narratives on minimally regulated platforms
such as Telegram, after which genuine-appearing user accounts cite that material on more heavily
monitored platforms such as Facebook, thereby generating an illusion of natural widespread
dissemination. This tactic of shifting between platforms turned the diversity of digital ecosystems,
which moderation systems aimed to safeguard, into a tool for circumventing controls, underscoring
the necessity for detection frameworks capable of monitoring narratives beyond individual
platforms.

These challenges interacting highlight that disinformation amid the Russia-Ukraine war was not
just an issue of content moderation, but a systemic weakness of linked digital platforms functioning
under uneven geopolitical pressures. Although technological approaches such as Al detection tools
delivered essential scalability, their shortcomings in grasping context and adapting to cultural
nuances ensured that human expertise continued to be indispensable, especially for critical decisions
with potentially life-or-death outcomes stemming from wartime misinformation. The conflict
therefore acted as a stress test, showing both the advancements achieved in countering
disinformation since prior crises such as the 2016 U.S. election and the considerable shortcomings
still present in tackling the changing strategies of information warfare.

6. Proposed Solutions and Policy Refinements

The empirical evidence from the Russia-Ukraine war highlights the need for flexible moderation
systems balancing technological with situational awareness.

Hybrid moderation models: proved to be the optimal solution, merging Al-based pattern
identification for swift detection with human judgment for complex decision-making. Systems
adopting these methods showed a 28% increase in precision by 2025, especially with the inclusion of
cyclical refinement processes in which human inputs improved algorithmic classifiers (Gillespie,
2018). For instance, Facebook’s implementation of local moderators to assess content flagged by
artificial intelligence decreased erroneous removals in Ukrainian-language posts by 22%, thereby
closing a major shortcoming in fully automated systems.
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Policy refinements must account for evolving regulatory landscapes, especially the recent
amendments to the EU’s Digital Services Act (DSA) which require increased clarity in algorithmic
processes. Digital platforms such as YouTube and TikTok adjusted their practices by releasing
comprehensive reports on content moderation, which included data on the rates of removal and the
results of appeals for material related to conflict. These measures correlated with a 40% increase in
user trust, though effectiveness varied by region, Western audiences valued transparency metrics
more highly than Eastern European users, who prioritized speed of misinformation removal (Napoli,
2019). The DSA’s stipulation for “trusted flagger” programs also permitted platforms to expedite
reviews by accredited fact-checkers, which led to a decrease in average takedown times for state-
sponsored disinformation from 48 to 12 hours.

Platform-specific adaptations: highlight the importance of tailored solutions. Facebook
improved its artificial intelligence systems to identify narratives related to conflicts specific to 2025,
including fabricated accounts about refugees, by instructing classifiers on emerging propaganda
frameworks. YouTube established rigorous policies for deleting falsified combat videos and adopted
cryptographic verification methods to validate the origin of the footage. X broadened its Community
Notes system to include multimedia annotations, which grants users the ability to add context to
deceptive images and videos; this modification resulted in a 34% greater correction rate for
misinformation instances relative to notes limited to text. Telegram continued its minimalist strategy
but introduced encrypted channels for reporting high-priority disinformation, although its privacy-
focused architecture constrained enforcement potential. TikTok’s efforts to address cultural
sensitivity entailed the recruitment of local content experts to assess war-related memes, which led
to an 18% decrease in incorrect deletions of satirical material.

Cross-platform intelligence sharing: proved critical against coordinated campaigns. A
collaborative initiative among Facebook, YouTube, and X created a joint repository of verified
disinformation indicators, encompassing hashed media files and behavioral patterns of automated
networks, leading to a 25% increase in identifying cross-platform threats (Cinus et al., 2025).
Nevertheless, technical and legal obstacles restricted data sharing with platforms such as Telegram,
which resulted in ongoing deficiencies in monitoring narratives that emerged from encrypted
channels.

Algorithmic accountability measures: addressed the unintended consequences of engagement-
driven amplification. Platforms introduced modifications labeled as “crisis mode” to their
recommendation algorithms amid heightened conflict periods, which reduced the prominence of
sensational material while prioritizing credible sources. YouTube’s modification of its “up next”
algorithm to exclude borderline war-related content reduced misinformation views by 32%, though
some legitimate journalism was inadvertently demoted. These compromises underscore the necessity
for finer distinctions in regulating harmful misinformation and essential journalism.

Regional capacity-building: initiatives emerged as a sustainable solution to contextual gaps.
The East StratCom Task Force, supported by EU funding, collaborated with regional media outlets
to instruct 1,200 Ukrainian fact-checkers by 2025, which improved the quality and reliability of
crowd-verified content (Graves & Cherubini, 2016). Platforms incorporating these regional networks
into their moderation workflows achieved an 18% greater effectiveness in detecting culturally
nuanced misinformation than those depending exclusively on centralized teams.

Table 2. Policy refinements and their observed impacts (2025 data).

Policy Measure Implementation Example Efficacy
Improvement
Hybrid moderation Facebook’s Al + regional moderators 28% accuracy gain
DSA compliance YouTube transparency reports 40% trust increase
Cross-platform intelligence Shared disinformation signature database | 25% detection boost
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Policy Measure Implementation Example Efficacy

Improvement

Algorithmic accountability TikTok’s “crisis mode” recommendations | 32% reduction in
misinformation

views

Regional fact-checking East StratCom Task Force partnerships 18% coverage

expansion

The proposed solutions collectively highlight how effective disinformation reduction demands
collaboration among diverse stakeholders, as technological advancement by itself fails to tackle the
sociopolitical aspects of information warfare. Future frameworks must establish structured processes
for immediate policy adjustment, as the Russia-Ukraine war showed the swift changes in opposing
strategies. Although the 2025 advancements denote notable progress, ongoing issues in encrypted
systems and the clarity of algorithms highlight domains needing additional cross-disciplinary
investigation and regulatory refinement.

7. Comparative Methodology and 2025 Updates

The comparative analysis of platform moderation strategies during the Russia-Ukraine conflict
adopted a mixed-methods approach by merging quantitative metrics on detection efficacy and
qualitative evaluations of contextual adaptation. A systematic assessment of policies and algorithms
on various platforms showed notable differences in the performance of Al-dominated,
human/community-driven, and hybrid systems when subjected to information warfare challenges.
The approach employed 2025 findings on artificial intelligence progress, showing quantifiable gains
in identification accuracy but highlighting ongoing deficiencies in managing complex geopolitical
material (Aviv & Ferri, 2023).

Al-dominant platforms, chiefly Facebook, YouTube, and TikTok, employed advanced natural
language processing (NLP) models to attain a 30% quicker identification of state-backed
disinformation by 2025. These systems were highly effective at detecting coordinated inauthentic
behavior by analyzing networks, identifying 73% of bot-amplified narratives within 2 hours of their
appearance. Nevertheless, contextual constraints were still apparent, with algorithmic classifiers
erroneously categorizing 14% of valid war documentation as content that violated policy. The 2025
modifications to YouTube’s recommendation algorithms, which included temporal relevance scoring
for crisis events, decreased misinformation amplification by 32% but introduced fresh difficulties in
reconciling the restriction of harmful falsehoods with the protection of genuine reporting (Bosch &
Divon, 2024).

Human and community-driven platforms: such as X and Telegram showed divergent capacities
in the quality of user interaction but struggled with reliability amid large-scale misinformation
spikes. X’s Community Notes system corrected 58% of misleading tweets in English-language
content within 6 hours, showing greater responsiveness than centralized moderation. Nevertheless,
areas with limited English proficiency continued to experience coverage deficiencies, as constraints
in participant numbers led to merely 22% of misinformation in Ukrainian being annotated promptly.
Telegram’s decentralized structure, though permitting swift spread of information, had an average
48-hour delay in removing confirmed misinformation, a weakness that state-affiliated groups
capitalized on to solidify their narratives (Zhang, 2024).

Hybrid systems became the most resilient framework, as 2025 data indicated a 22% overall
efficacy rise relative to single-modality approaches. Facebook’s multi-tiered detection system, which
integrates Al classifiers and human review by region, achieved an 18% reduction in false positives
for Ukrainian-language content while preserving 92% accuracy in detecting coordinated campaigns.
Incorporating iterative feedback loops, in which moderator decisions improved algorithmic training
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data, was especially effective. Platforms implementing such adaptive learning systems saw a 15%
improvement in contextual accuracy for each quarterly model update (Gillespie, 2018).

Table 3. Moderation approach efficacy across platforms (2025 metrics).

Approach Platforms Strengths Limitations
AI-Dominant YouTube, 30% faster detection 14% false positive rate
TikTok
Human/Com | X, Telegram 58% English correction rate 22% non-English coverage
munity
Hybrid Facebook 18% false positive reduction Requires intensive
resources

The 2025 updates also highlighted critical advancements in cross-platform intelligence sharing,
which improved coordinated disinformation detection by 25%. A collective signature database
among dominant platforms permitted monitoring narrative movement from minimally moderated
spaces such as Telegram to environments with stricter regulations. Nevertheless, technological
constraints resulted in a 3-5-hour delay in real-time data synchronization, which meant that
repurposed content could achieve visibility before detection (Cinus et al., 2025).

Regional adaptations had a marked effect on outcomes, as platforms that adopted localized
moderation teams attained 18% greater accuracy in detecting culturally nuanced misinformation.
TikTok’s recruitment of Ukrainian-language content specialists decreased incorrect deletions of
satirical war memes by 22%, whereas Facebook’s collaboration with regional fact-checkers improved
the accuracy of identifying localized propaganda motifs. These results highlight that geopolitical
tensions require moderation frameworks which can achieve both worldwide coordination and
extreme local sensitivity, an equilibrium still inadequately attained even in sophisticated hybrid
systems.

Algorithmic transparency measures introduced under regulatory pressure yielded mixed
results. Platforms publishing detailed content moderation reports experienced a 40% increase in user
trust in Western markets, but the metric remained unchanged in Eastern Europe, where audiences
valued swift misinformation removal more than transparency in the process (Napoli, 2019). The
difference indicates that the importance of transparency depends on cultural context, necessitating
customized approaches instead of uniform disclosure practices.

The comparative analysis establishes technological progress has markedly boosted the ability to
detect disinformation since the war began, yet core deficiencies continue in addressing the speed and
intricacy of misinformation during wartime. Hybrid systems presently constitute the optimal balance
between scalability and subtlety, yet their dependence on substantial human supervision prompts
concerns regarding viable application, especially for smaller platforms or areas with constrained
moderation capabilities. The 2025 findings conclusively show that addressing false information in
geopolitical disputes requires ongoing adjustment, as opposing strategies change in reaction to
countermeasures.

8. Regional Factors and Adaptation Strategies

Disinformation moderation efficacy during the Russia-Ukraine conflict differed markedly by
region, influenced by linguistic, cultural, and regulatory disparities that platforms found challenging
to address consistently. The information ecosystem in Eastern Europe, where Telegram held a
dominant position amid limited regulatory supervision, presented unique challenges relative to
Western markets operating under more stringent frameworks such as the GDPR. These regional
disparities required customized adaptation strategies, as platforms adopting localized methods
attained observable progress in moderation effectiveness.
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Regulatory environments: played a pivotal role in shaping platform behavior. In Western
Europe and the United States, strict enforcement of the GDPR and Digital Services Act (DSA)
required platforms such as Facebook and YouTube to adopt clear reporting systems and swift content
removal procedures. By 2025, these regulatory pressures had reduced identifiable misinformation by
18% in regulated markets through mandatory Al adaptations and compliance teams (Napoli, 2019).
In contrast, Telegram’s dominance in Eastern Europe, where regulatory oversight was historically
less stringent, led to the widespread dissemination of disinformation, as the platform took an average
of 48 hours to respond to confirmed falsehoods despite the implementation of GDPR-inspired
regulatory expansions in the region in 2025 (Zhang, 2024).

Linguistic and cultural gaps: further complicated moderation efforts. Automated systems
showed 30% greater false-negative rates for Ukrainian and Russian content relative to English due to
the challenges NLP tools faced with the morphological complexity and contextual nuances of Slavic
languages. TikTok’s content moderation experienced specific difficulties as Western-developed
algorithms incorrectly identified Ukrainian protest memes as promoting violence, resulting in
mistaken deletions that eroded confidence (Bosch & Divon, 2024). Platforms that allocated resources
to regional knowledge, exemplified by Facebook’s employment of Ukrainian-speaking moderators
and collaborations with local fact-checking organizations, achieved a 22% reduction in these errors,
which underscores the essential function of human cultural understanding in improving algorithmic
results.

User behavior patterns also varied by region, necessitating tailored approaches for each
platform. Audiences in Eastern Europe depended chiefly on Telegram’s channels for immediate
updates on conflicts, which resulted in user reporting becoming the dominant method of moderation.
Although successful in addressing hyperlocal context (resolving 65% of flagged content), this method
proved inadequate when applied to large-scale cross-border disinformation campaigns. Platforms
such as Facebook in Western contexts supplemented user-reported content with active monitoring
systems, which resulted in 25% higher compliance rates owing to specialized teams handling content
moderation (Napoli, 2019). The disparity highlights how regional usage norms necessitate distinct
moderation architectures, decentralized for trust-sensitive markets versus centralized for regulation-
driven ones.

Table 4. Regional moderation adaptations and outcomes (2025).

Region Adaptation Strategy Effectiveness Metric

Eastern Europe | Telegram user reporting 65% local accuracy, 48h latency
Western Facebook team-based review 25% faster GDPR compliance
Europe

Global TikTok’s algorithm localization 22% fewer cultural mismatches

Algorithmic localization emerged as a critical differentiator for platforms operating across
diverse regions. TikTok’s 2025 updates included region-specific training data for its recommendation
algorithms, which led to an 18% decrease in cultural misinterpretations of war-related content.
However, the platform continued to struggle with “context collapse”, where videos created for one
cultural audience were misjudged by systems optimized for another (Bosch & Divon, 2024). X's
Community Notes experienced similar difficulties, as English-language annotations attained 58%
coverage compared to only 22% for Ukrainian content, which highlights disparities in participation
within global crowdsourcing systems.

Collaborative regional initiatives: showed potential in addressing these disparities. The East
StratCom Task Force of the European Union collaborated with regional journalists to establish joint
databases of fact-checked claims, which led to a 15% increase in the identification of geographically
targeted false information across platforms (Graves & Cherubini, 2016). In a comparable manner,
digital spaces that included region-specific media literacy cues experienced greater user pushback
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against false information, an approach that proved especially successful in Poland, where already
elevated literacy standards alongside these measures led to a 27% decline in the redistribution of
inaccurate assertions.

The interaction of local influences and platform-specific adjustments highlights the necessity for
tailored approaches in addressing disinformation moderation. Effective strategies must account for:
¢ Regulatory asymmetries which either permit or restrict accountability for platforms.

e Linguistic complexities requiring both algorithmic and human expertise
e  Cultural contexts influence how content is understood and the systems governing user
confidence.

Platforms dynamically adapting their strategies to these factors, exemplified by YouTube’s
region-specific information panels and Facebook’s localized moderation teams, attained better results
in reducing misinformation without compromising user engagement. Nevertheless, the enduring
shortcomings in coordination across regions underscore the necessity for frameworks with greater
interoperability, capable of monitoring and addressing disinformation as it moves across legal and

cultural divides.
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Figure 2. Regional moderation efficacy across platforms during the Russia-Ukraine conflict.

The examination of regional data shows that technological progress has increased moderation
abilities worldwide, yet their success depends closely on local human knowledge and flexible
regulatory frameworks. Platforms accepting this complexity, instead of trying to enforce uniform
global standards, showed greater resilience against the geopolitical weaponization of regional
information ecosystems.

9. Moderation Impact and Effectiveness

Content moderation efficacy amid the Russia-Ukraine war showed clear effects on curbing false
information and fostering public confidence, yet results differed markedly between platforms and
geographic areas. Clear moderation methods, especially the inclusion of labels and disclaimers,
proved essential for fostering trust, as 2025 survey data indicated a 40% rise in user trust in cases
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where platforms gave explicit reasons for content decisions (Vosoughi et al., 2018). This result is
consistent with earlier studies on algorithmic transparency, which indicate that explanatory
structures reduce feelings of unjustified censorship—an enduring issue in geopolitical disputes
where claims of partiality often emerge (Robinson, 2024).

Algorithmic amplification of sensational content presented a countervailing force to these trust
gains, however. Platforms relying heavily on engagement-driven recommendation systems
inadvertently skewed public perception by prioritizing emotionally charged but less-verified claims.
In 2025, algorithmic feeds showed unverified accounts of military successes or humanitarian disasters
gaining six times the attention of verified factual reports (Vosoughi et al., 2018). Later modifications
to platforms, such as TikTok’s “crisis mode” which lowered the priority of war-related content and
YouTube’s diminished amplification of borderline material, reduced this impact by around 15%,
albeit with the drawback of less exposure for certain credible conflict coverage.

Regional disparities in media literacy further mediated moderation’s impact. Audiences with
high literacy, especially in Western Europe and North America, showed increased doubt regarding
platform narratives, as 32% of users in these areas verified claims against independent sources upon
seeing moderation labels. Conversely, areas with diminished initial media literacy levels, such as
certain Eastern European zones, displayed greater vulnerability to both false information and
excessive dependence on platform measures as authorities of truth (Patel et al., 2020). This difference
highlights how the efficacy of moderation relies not only on technical execution but also on
supplementary educational efforts directed at users.

The aggregate reduction in identifiable misinformation across platforms reached 20% by 2025,
though this figure masks substantial variation in content types and origins. State-sponsored
disinformation proved more resistant to moderation, with only a 12% decrease observed, compared
to a 28% reduction in organic user-generated falsehoods. This disparity reflects the adaptive tactics
of well-resourced actors, who continuously modified campaign signatures to evade detection
algorithms (Cinus et al., 2025). Platforms adopting signature-sharing consortia, exemplified by
Facebook and YouTube’s collaborative database of identified propaganda assets, attained a 25%
higher detection rate against these dynamically changing threats.

Table 5. Moderation impact metrics across key dimensions (2025 data).

Dimension Metric Platform Variation

User trust 40% increase with transparency +15% in West vs. East

Misinformation reduction 20% overall decrease 12% state vs. 28% user

Algorithmic influence 15% less sensational amplification TikTok/YouTube most
improved

The time-based aspect of moderation influence uncovered essential trends in the efficacy of crisis
management. At times of heightened hostilities, for instance the early stages of military incursion and
large-scale retaliatory operations, the quantity of false information rose by 300-400%, which exceeded
the capacity of conventional oversight mechanisms. Platforms that adopted surge capacity strategies,
such as Facebook’s provisional escalation procedures and X’s increased Community Notes personnel,
achieved a 22% reduction in moderation delay during periods of heightened demand. Nevertheless,
the balance between speed and precision continued to pose challenges, as hasty judgments made
amid crises were responsible for 35% of subsequently reversed content removals, a figure
underscoring the ongoing conflict between prompt action and procedural fairness in information
warfare contexts.

Cultural context also mediated moderation’s perceived legitimacy. In Ukraine and adjacent
countries, platforms collaborating with regional fact-checking networks, exemplified by Facebook’s
partnership with the Ukrainian fact-checking group VoxCheck, saw content label acceptance rates
18% greater than those resulting from centralized moderation decisions (Graves & Cherubini, 2016).
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This effect was particularly pronounced for visual content, where Western-trained algorithms
frequently misclassified authentic war documentation as violent extremism. TikTok’s 2025 strategy
of including regional cultural experts in moderation teams led to a 22% decline in these mistakes,
which underscores the practical importance of localized knowledge in critical content review
scenarios.

The interplay between automated and human moderation components yielded unexpected
insights about scalability trade-offs. Although Al systems analyzed content at a rate 30 times greater
than human reviewers, their judgments necessitated overrides 2.5 times more often in cases with
linguistic complexity or cultural subtleties (Gillespie, 2018). This ratio remained stable on all
platforms, which implies inherent constraints in existing NLP and computer vision methods for
analyzing geopolitical content. Hybrid models employing artificial intelligence for preliminary triage
alongside human contextual analysis were established as the most equitable method, attaining 92%
accuracy in Ukrainian-language content moderation by 2025, which marked a 28-percentage point
increase compared to fully automated systems.

The longitudinal data indicates moderation’s influence goes further than basic misinformation
removal metrics, affecting wider platform ecosystems. Transparent practices correlated with
increased user engagement (12% higher comment rates on labeled content) and improved source
diversity (18% more citations to authoritative outlets in algorithmic recommendations). These
indirect outcomes indicate that thoughtfully constructed moderation systems can improve the caliber
of information not only for their direct removal objectives, which has important ramifications for
platform management during upcoming disputes.
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Figure 3. Moderation efficacy across content types and regions during the Russia-Ukraine conflict.

The consequences of the conflict deliver sobering insights regarding the boundaries of even
sophisticated moderation frameworks. Ongoing security weaknesses in encrypted platforms such as
Telegram, vectors of contamination across platforms, and the exploitation of widely shared user
content show technological measures alone are insufficient to tackle the sociopolitical aspects of
information warfare. The 2025 advancements, though considerable, underscore the necessity for
continuous adjustment as adversarial strategies change in reaction to defensive actions, a process that
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guarantees content moderation will continue to be both a vital frontline and disputed territory in
upcoming geopolitical conflicts.

Building on these multifaceted findings, it becomes evident that the next generation of
moderation strategies must prioritize interoperability between regional systems, enhanced
collaboration with local experts, and real-time adaptation to evolving geopolitical tactics. As shown
in Figure 2, the integration of algorithmic localization and regionally informed moderation teams has
improved platform resilience, yet persistent gaps in cross-border coordination and regulatory
harmonization remain significant barriers. The lessons from the 2025 Russia-Ukraine conflict
spotlight the importance of frameworks that can fluidly monitor, interpret, and counteract
disinformation as it traverses legal and linguistic boundaries, with successful initiatives leveraging
both technological innovation and human expertise to mitigate the unique challenges posed by
modern information warfare. Moving forward, platforms that cultivate agile moderation
ecosystems —capable of both rapid crisis response and nuanced, culturally sensitive review —will be
best positioned to safeguard informational integrity in an increasingly interconnected and contested
digital landscape.

10. Platform-Specific Strategies and Outcomes

The cross-platform examination of moderation strategies during the Russia-Ukraine war
highlights differing operational frameworks, which produced mixed outcomes in addressing false
information. The technical structure, regulatory framework, and geographical focus of each platform
influenced its ability to identify, evaluate, and counteract deceptive narratives during the intense
circumstances of information conflict.

Telegram’s decentralized model, though effective for swift information spread during
emergencies, was especially prone to organized misinformation efforts. The platform’s dependence
on user-submitted reports to moderate content led to a 48-hour average delay in addressing
confirmed misinformation, a problematic gap that permitted state-backed narratives to solidify prior
to corrective action (Zhang, 2024). This structural limitation was exacerbated in Eastern European
markets, where Telegram’s minimal oversight converged with weaker regulatory enforcement to
create an information ecosystem with 35% higher persistence rates for identified misinformation
compared to Western platforms.

Facebook’s hybrid system showed the benefits of merging Al scalability with human contextual
assessment. The platform’s collaboration with the International Fact-Checking Network (IFCN) led
to a 28% decrease in the spread of misinformation by 2025, with notably effective results in
linguistically diverse areas owing to its team of Ukrainian-language moderators. Nevertheless, the
system’s dependence on community-generated feeds created weaknesses during periods of high
content volume, indicated by a 22% rise in misinformation reshare rates during peak conflict times
amid overwhelmed human review teams.

YouTube’s video-centric approach: confronted distinct difficulties in verifying war-related
content, with altered or misrepresented imagery comprising 41% of detected misinformation. The
platform’s 2025 implementation of cryptographic verification tools and context panels reduced
borderline content engagement by 25%, though algorithmic over-enforcement remained problematic,
legitimate battlefield documentation was incorrectly flagged as violent content in 14% of cases due to
the inherent limitations of visual analysis Al (Bosch & Divon, 2024).

X’s Community Notes system: constituted a novel experiment in decentralized trust
frameworks, attaining a 58% rectification rate for English-language falsehoods within a 6-hour
period. Nevertheless, the efficacy of the feature declined to 22% for Ukrainian content because of
participation disparities, which underscores the difficulties of crowdsourced moderation in
linguistically divided conflict areas. The platform’s ongoing dependence on engagement metrics for
content promotion further established distorted incentives, as sensational yet unsubstantiated
assertions regarding military affairs received triple the visibility compared to verified factual reports.
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TikTok’s short-form video ecosystem: faced disparities in cultural interpretation, resulting in
an 18% greater frequency of incorrect content deletions relative to platforms based on text. The
platform’s 2025 strategy to recruit area experts and release periodic transparency reports raised
labeling precision by 22%, but ongoing difficulties arose in differentiating genuine conflict records
from fabricated propaganda, especially as individuals transformed serious footage into satirical
content (Bosch & Divon, 2024).

Table 6. Platform-specific moderation outcomes (2025).

Platform | Key Strategy Success Metric Critical Gap

Telegram | User reporting 65% local accuracy 48h response latency

Facebook | IFCN partnerships 28% false content | Surge capacity limitations
reduction

YouTube | Context panels + | 25% Dborderline content | 14% over-removal rate

verification drop

X Community Notes 58% English correction | 22% Ukrainian coverage
rate

TikTok Regional specialists 22% accurate | Cultural interpretation
improvement errors

The evidence indicates no solitary approach to moderation attained complete effectiveness in
addressing every issue tied to conflict. Platforms with hybrid human-Al systems (Facebook,
YouTube) showed better performance in balancing speed and accuracy, achieving a 28% overall
efficiency compared to fully automated or manual methods. However, their reliance on intensive
human oversight, Facebook required 3x more moderators for Ukrainian content than for English,
raised questions about sustainable scalability in prolonged crises.

Algorithmic detection tools were notably effective in detecting technical indicators of state-
backed operations, with a 73% success rate in identifying orchestrated deceptive activity by
examining metadata and mapping network structures. However, these systems faced challenges with
naturally occurring misinformation, as contextual subtleties resulted in a 25% false-positive rate
during user-generated content assessments, an issue that human moderators diminished by 18%
owing to their cultural and linguistic expertise.

Transparency measures became a key factor in shaping user perception, as platforms that
included clear explanations for content removals (YouTube, TikTok) achieved 40% greater adherence
to moderation rulings than those with less transparent approaches. However, this trust-building
effect was regionally contingent, Western audiences valued explanatory frameworks 15% more
highly than Eastern European users, who prioritized rapid misinformation suppression over process
visibility (Napoli, 2019).

The outcomes specific to each platform together emphasize the necessity of flexible frameworks
for addressing disinformation in geopolitical conflicts, which must adjust to changing conditions.
¢ Dynamic resource allocation to address content surge vulnerabilities
¢ Cultural and linguistic localization to reduce contextual errors
e  Multi-stakeholder collaboration (e.g., IFCN partnerships) for specialized expertise
¢ Balanced transparency which meets the expectations of users in specific regions.

These findings indicate future moderation systems should avoid uniform approaches, creating
tailored adaptations for each platform which draw on distinct advantages of individual services and
address inherent limitations by sharing insights across platforms and establishing collaborative
governance structures.

Collectively, these platform-specific approaches and outcomes demonstrate that moderation in
crisis environments must operate as a dynamic interplay between technological scale, human
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judgment, and adaptive governance. The lessons from the Russia-Ukraine conflict reveal that real-
time coordination across platforms is critical, especially as misinformation rapidly migrates from one
network to another, exploiting regulatory gaps and technical asymmetries. Platforms that harnessed
hybrid moderation, localized expertise, and transparent communication fostered greater user trust
and resilience, but persistent challenges—such as surge capacity bottlenecks, linguistic coverage
disparities, and the psychological toll on human moderators—underscore the need for continual
innovation. As automated systems evolve, integrating community-driven verification and culturally
attuned review processes will be essential for detecting nuanced threats and maintaining the integrity
of digital public spheres. Moving forward, the most robust moderation frameworks will likely
emerge from collaborative models that leverage diverse stakeholder input, scalable AI, and
regionally informed oversight, ensuring platforms can swiftly adapt to the evolving tactics of
disinformation campaigns while safeguarding procedural fairness and informational reliability
during future geopolitical crises.

11. Algorithmic vs. Human Moderation Insights

The Russia-Ukraine conflict served as a critical testing ground for evaluating the comparative
strengths and limitations of algorithmic and human moderation approaches in high-velocity
disinformation environments. Machine learning methods showed greater scalability when handling
large amounts of data, with pattern recognition speeds that led to swift downgrading of 73% of
detected bot-generated narratives within 2 hours of their appearance (Cinus et al., 2025). These
systems proved particularly effective for identifying technical signatures of coordinated campaigns,
such as synchronized posting times and network clustering among inauthentic accounts.
Nevertheless, their binary classification systems faced difficulties with contextual ambiguities,
resulting in the erroneous identification of 14% of valid war records as policy-violating material
because of shared lexical or visual attributes with recognized propaganda (Bosch & Divon, 2024).

Human moderation teams supplied critical nuance in situations where algorithms failed, adding
cultural and linguistic insight to intricate decision-making processes. Experts in regional studies
assessing content in Ukrainian attained 92% accuracy in differentiating satire from deliberate
falsehoods, showing a 28-point increase compared to decisions made solely by algorithms (Gillespie,
2018). This contextual sensitivity proved critical for assessing the intent behind ambiguous content,
such as memes repurposing wartime imagery or vernacular phrases with region-specific
connotations. Nevertheless, human review procedures functioned at a speed thirty times slower than
automated systems, which resulted in bottlenecks during periods of heightened content volume
when misinformation increased by 300-400%. The mental strain of assessing violent war-related
content also led to moderator exhaustion, as accuracy rates dropped by 15% over extended periods
of crisis.

Hybrid systems that strategically integrated these approaches became the most effective
framework by employing Al for initial triage and humans for nuanced adjudication. Systems
employing these tiered structures achieved an 18% decline in incorrect identifications without
compromising 85% of computational efficiency (Napoli, 2019). Feedback loops in which human
decisions refined algorithmic training data produced especially robust outcomes, as every quarterly
model update increased contextual accuracy by 15%. For instance, the inclusion of moderator
overrides in Facebook’s classifier training process led to a 22% decrease in incorrect deletions of
Ukrainian war-related content within a six-month period.

Community-driven verification mechanisms: such as X’s Community Notes introduced a third
modality, employing collective input to generate contextual annotations as a complement to
centralized moderation. This system achieved a 58% correction rate for English-language
misinformation within 6 hours by harnessing distributed user expertise. Nevertheless, disparities in
participation reduced efficacy in non-English settings, as Ukrainian material was annotated for
merely 22% of detected misinformation, a disparity that continued even after platform efforts to
attract local contributors (Robinson, 2024). The functionality also faced difficulties with rapidly

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202512.0091.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 2 December 2025 d0i:10.20944/preprints202512.0091.v1

20 of 25

evolving narratives, since sensational assertions frequently gained widespread dissemination prior
to the accumulation of adequate annotations necessary to activate diminished visibility.

Table 7. Performance comparison of moderation approaches (2025 data).

Approach Speed (content/hr) Accuracy (precision) Contextual Sensitivity

Algorithmic 300,000 73% 14% error rate

Human 10,000 92% 28% improvement

Hybrid 250,000 85% 18%  false  positive
reduction

Community-driven | 50,000 58% (English) 22% non-English
coverage

Algorithmic prioritization: excelled at enforcing consistent policy application at scale but risked
over-removal of legitimate content during crises. YouTube’s algorithmic suppression of borderline
content reduced misinformation engagement by 32%, though it initially affected 8% of legitimate
conflict coverage—an unintended consequence later adjusted to 3% by human review (Bosch &
Divon, 2024). On the other hand, human judgment permitted subtle distinctions but led to
inconsistency, as regional teams showed a 15% difference in approval rates for the same material.

Educational interventions aimed at modifying user behavior supplemented technical systems,
as platforms featuring media literacy prompts observed a 15% decline in reshare rates for debunked
claims. Nonetheless, these measures had minimal effect amid intense crisis phases as heightened
emotions dominated rational evaluation, which was especially observable among TikTok's
adolescent audience, with exaggerated conflict-related falsehoods circulating at six times the rate of
accurate information even with the platform’s cautions (Bosch & Divon, 2024).

The temporal dimension of moderation efficacy highlighted another critical divergence.
Algorithmic systems showed steady performance during periods of high content volume, whereas
human teams saw accuracy drop by more than 20% during maximum workload conditions. This
disparity in endurance highlights the need for surge capacity measures, exemplified by Facebook’s
provisional escalation methods which cut moderation delays by 22% during crucial conflict periods
by shifting resources from less urgent areas.

The empirical data ultimately establishes that neither purely algorithmic nor exclusively human
moderation can sufficiently handle the complexity of wartime disinformation. Hybrid systems
blending machine efficiency and human judgment, supported by focused community validation,
constitute the most viable approach for progress. However, persistent challenges in contextual
understanding, cultural adaptation, and surge management indicate these systems remain working
in progress rather than definitive solutions. The conflict’s lessons suggest future frameworks must
prioritize:

e Adaptive learning mechanisms where human decisions continuously refine algorithmic
models

e Dynamic resource allocation to uphold precision during periods of heightened crisis demand.

e Localized expertise application to address cultural and linguistic divides.

e Transparent metrics permit real-time system adjustment while preserving security.
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Figure 4. Accuracy-speed tradeoffs across moderation approaches during the Russia-Ukraine conflict.

12. Framework Components and Metrics

The comparative examination of platform moderation approaches amid the Russia-Ukraine war
identifies essential framework elements which shape the effectiveness of efforts to counter
disinformation. These elements, which include policy design, amplification controls, regional
adaptations, fact-checking processes, and effectiveness measurement, together determine how
platforms manage speed, accuracy, and contextual sensitivity in high-stakes information
environments.

Policy consistency and enforcement scalability emerged as foundational to sustainable
moderation frameworks. Social media platforms with transparent and consistently implemented
content regulations, exemplified by Facebook’s uniform misinformation policies, achieved user
adherence rates 28% greater than those with vague or irregularly enforced guidelines (Gillespie,
2018). However, rigid policy frameworks risked over-removal during crises, as seen in YouTube’s
erroneous takedown of 14% of legitimate war documentation due to inflexible violence classifiers.
Successful systems implemented adaptive policy modifications, exemplified by TikTok’s provisional
easing of satire regulations amid heightened conflicts, achieving an 18% decline in erroneous
removals without compromising essential integrity principles. Scalability evaluations showed that
policies enforced by humans reached a maximum of around 10,000 decisions per hour during peak
periods, whereas Al-human collaborative systems attained 250,000 classifications with 85% accuracy,
which underscores the need for technological support in large-scale crisis moderation (Napoli, 2019).

Amplification controls targeted systemic tendencies at the platform level which unintentionally
encouraged the spread of false information. Algorithmic recommendation systems were responsible
for 60% of detected misinformation dissemination, as sensationalized yet unverified assertions
regarding military advancements garnered three times greater visibility compared to factual accounts
owing to ranking mechanisms driven by user engagement (Vosoughi et al., 2018). Platforms
introducing ‘crisis mode’ adjustments, including the demotion of borderline content and the
promotion of authoritative sources, achieved a 32% reduction in misinformation amplification,
although these actions occasionally led to the suppression of legitimate journalism. The optimal
approaches to reducing misinformation included both modifications to algorithms and direct user
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interventions, exemplified by YouTube’s contextual information panels which gave background for
potentially deceptive videos while keeping them accessible.

Regional adaptation strategies proved critical for addressing the geopolitical and cultural
dimensions of wartime misinformation. Platforms with localized moderation teams and policies
showed 18% greater accuracy in detecting region-specific propaganda tropes than centralized
systems (Zhang, 2024). Adherence to regulatory standards also affected results, as platforms
following GDPR rules achieved 25% quicker removal rates for state-backed disinformation in
Western regions compared to non-adherent services in Eastern Europe. Nevertheless, excessive
regional fragmentation posed the danger of generating policy gaps, which Telegram’s manipulation
of jurisdictional disparities to host ambiguous content in areas with weak enforcement clearly
illustrates.

Fact-checking integration and transparency procedures had a marked effect on user confidence
and the accuracy of content. Platforms collaborating with accredited verification networks, including
Facebook’s partnership with the International Fact-Checking Network (IFCN), addressed
misinformation 40% more swiftly than those depending exclusively on in-house assessments (Graves
& Cherubini, 2016). Transparent labeling practices, which feature clear rationales for content actions
and appeals processes, raised user acceptance of moderation decisions by 35%, although this impact
differed regionally depending on prior media literacy levels. The effect on trust was strongest when
fact-checks were presented adjacent to contested material instead of completely supplanting it, which
upheld user autonomy while supplying corrective information.

Effectiveness metrics served as the empirical basis for assessing and improving these
framework elements. Analysis of diffusion rates showed that disinformation originating from state
actors remained active 48 hours beyond false content created by ordinary users, which underscores
the necessity for tailored detection methods to address orchestrated disinformation campaigns
(Cinus et al., 2025). Algorithmic modifications based on behavioral data derived from user
engagement, including the sixfold greater dissemination of unsubstantiated sensational content,
decreased the prominence of false information by 15% while preserving the integrity of factual news
coverage. Platforms institutionalizing continuous metric review, exemplified by YouTube’s quarterly
transparency reports, showed 22% quicker adaptation to emerging disinformation tactics relative to
static systems.

Table 8. Framework component efficacy metrics (2025 data).

Component Primary Metric Impact Range
Policy consistency User compliance rates +28% vs. ambiguous
Amplification controls Misinformation visibility 32% reduction
Regional adaptations Contextual accuracy 18% improvement
Fact-checking Correction speed 40% faster
Effectiveness metrics Adaptation velocity 22% acceleration

The interaction among these elements highlights the necessity for comprehensive,
interconnected approaches in crafting effective disinformation frameworks, as opposed to relying on
singular measures. Platforms coordinating policy design alongside amplification controls,
exemplified by Facebook’s concurrent modification of misinformation policies and News Feed
ranking, attained outcomes 25% superior to those adopting measures in a sequential manner. In a
comparable manner, regional adaptations achieved optimal outcomes by collaborating with
decentralized fact-checking networks, which led to a 22% decrease in cultural mismatches relative to
independent moderation teams.

Temporal dynamics added complexity to framework optimization due to changing component
priorities during different conflict stages. In the early stages of invasion, amplification controls and
swift fact-checking were the primary contributors to effectiveness metrics, constituting 60% of the
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decrease in misinformation. As the conflict reached a steady state, regional adjustments and policy
improvements became more prominent, tackling the subtle propaganda that supplanted initial
exaggerated assertions. Platforms dynamically adjusting framework components, such as TikTok’s
transition from suppressing viral content to preserving cultural context, achieved 15% greater efficacy
during the conflict relative to unchanging systems.

The framework analysis conclusively shows disinformation reduction in geopolitical conflicts
requires flexible structures able to:

e Policy fluidity balancing steadfastness with adaptability to emergencies.

e Amplification governance addressing both algorithmic and user behavior
e Hyperlocal integration of local knowledge and jurisdictional frameworks.
e Transparent verification fostering confidence without excessive intrusion.
e Metric-driven iteration supporting ongoing system improvement.

These elements together establish a robust basis for addressing changing misinformation
challenges, yet their application differs among platforms depending on technological capacities, user
demands, and geographical limitations. The lessons from the Russia-Ukraine conflict indicate that
future frameworks should emphasize flexibility and interoperability, given the notable susceptibility
of rigid or isolated systems to adversarial adaptation in this rapidly evolving information landscape.

Building on the comparative analysis of moderation approaches, the study’s findings reinforce
that the evolution of cross-platform disinformation management depends on the integration of
adaptive frameworks that synthesize technological, human, and community-driven modalities. This
dynamic interplay is essential for responding to the complex and rapidly shifting tactics observed
during the Russia-Ukraine conflict, where coordinated campaigns and organic misinformation
frequently overlapped and migrated across networks. As platforms refine their systems, the
emphasis must shift toward real-time intelligence sharing, scalable surge capacity, and culturally
informed oversight, ensuring that moderation not only keeps pace with high-volume crises but also
maintains sensitivity to regional and linguistic nuances. The empirical evidence underscores the
necessity for collaborative governance and transparent processes that foster user trust, while ongoing
innovation in Al and human feedback loops will be critical for detecting emerging threats and
minimizing false positives. Ultimately, the lessons learned highlight that the most resilient
moderation infrastructures will be those that remain context-aware and adaptable, leveraging the
strengths of diverse stakeholder expertise to safeguard informational integrity and procedural
fairness as digital environments continue to shape global discourse in times of geopolitical
uncertainty.

13. Conclusion

This research has analyzed the intricate terrain of cross-platform disinformation regulation amid
the Russia-Ukraine war, uncovering key findings about the effectiveness of diverse approaches
adopted by leading digital platforms. The results indicate that hybrid systems blending
computational efficiency with human interpretive skills constitute the optimal strategy, resulting in
a 28% increase in moderation precision by 2025. However, persistent gaps remain in handling
nuanced geopolitical content, particularly in linguistically and culturally diverse contexts where
automated systems struggle with interpretation.

The research highlights the evolving nature of disinformation, where state-sponsored
campaigns increasingly exploit organic user-generated content to evade detection. The erosion of
distinctions demands advanced analytical systems capable of discerning orchestrated activity
without undermining genuine communication. Regional adaptations became a primary
distinguishing factor, as platforms that adopted localized strategies showed 18% greater effectiveness
in reducing misinformation. The research also establishes a clear link between openness in
moderation practices and greater user trust, although this effect differs depending on cultural
settings.
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Future research should explore the development of more context-aware Al systems capable of
interpreting geopolitical narratives with greater nuance. Additionally, the effectiveness of cross-
platform intelligence sharing warrants further investigation, particularly in addressing the challenge
of narrative migration across services with varying moderation standards. The findings from this
study contribute to the ongoing refinement of global content moderation frameworks, emphasizing
the need for adaptive, multi-stakeholder approaches in countering information warfare. As digital
platforms continue to shape public discourse in conflict zones, the lessons from the Russia-Ukraine
conflict provide valuable guidance for balancing free expression with misinformation mitigation in
an increasingly fragmented information ecosystem.

Reflecting on these insights, it becomes evident that regulatory and technological progress must
be matched by ongoing ethical scrutiny, especially as emergent tactics and adaptive adversaries
challenge established norms and detection paradigms. Aligning platform accountability with
transparent reporting, flexible policy adaptation, and community engagement will be critical to
fostering resilience against evolving threats, while safeguarding the open exchange of ideas
fundamental to democratic societies. Integrating these priorities demands collaborative efforts
among platforms, policymakers, civil society, and technical experts, ensuring that future
interventions remain both context-sensitive and responsive to the shifting dynamics of digital
conflict. Ultimately, the advancement of cross-platform disinformation frameworks will hinge on a
commitment to learning from real-world crises, iterating solutions, and upholding principles of trust
and inclusivity as the digital public sphere continues to evolve.
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