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Abstract 

The merging of the Internet of Things (IoT) and Artificial Intelligence (AI) advances has intensified 
challenges related to data authenticity and security. These advancements necessitate a multi-layered 
security approach in ensuring security, reliability and integrity of critical infrastructure and 
intelligent surveillance systems. This paper proposes a two-layered security approach combining a 
discrete cosine transform least significant bit 2 (DCT-LSB-2) – with artificial neural networks (ANN) 
for data forensic validation and mitigating deepfakes. The proposed model encodes validation codes 
within the LSBs of cover images captured by an IoT camera on the sender side, leveraging the DCT 
approach to enhance the resilience against steganalysis. On the receiver side, a reverse DCT-LSB-2 
process decodes the embedded validation code, which is subjected to authenticity verification by a 
pre-trained ANN model. The ANN validates the integrity of the decoded code, and ensures that only 
device-originated, untampered images are accepted. The proposed framework achieved an average 
SSIM of 0.9927 across the entirely investigated embedding capacity of between 0 to 1.988 bpp. DCT-
LSB-2 showed a stable Peak Signal-to-Noise Ratio (average 42.44 dB) under different evaluated 
payloads of between 0 to 100 kB. The proposed model achieved a resilient and robust multi-layered 
data forensic validation system. 

Keywords: AI; DCT; data authenticity; LSB; ANN; SSIM; peak signal-to-noise ratio; steganalysis 
 

1. Introduction 

In recent times, researchers have been extensively investigating steganography techniques and 
their applications in various contexts. With the growing concept of smart cities worldwide, 
researchers are combining steganography techniques with artificial intelligence to enhance the 
security of these frameworks [1,2]. Steganography is the practice of hiding information in a cover 
medium and is sometimes referred to as hiding in plain sight. Instead of watermarking the cover 
media, steganography embeds and hides data in the actual cover media by modifying the media data 
bit structure [2,3]. 

Data security becomes paramount when introducing aspects of IoT, because it involves 
numerous systems that communicate over a network and share a significant amount of data. IoT 
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devices primarily exchange data over the Internet using various network protocols. Unauthorized 
interceptors can manipulate these network communication protocols and access the data thatʹs being 
shared between the IoT systems. Some of this data may contain sensitive and private details, such as 
health records and customer information. As a result, data should be protected as far as possible, 
equally as IoT adoption gradually increases over time [3]. 

The increased expansion of IoT devices has led to a significant increase in data generation across 
various fields, including smart cities, industrial automation, and healthcare. While this growth is 
positive, it also presents a substantial challenge in terms of cyber/data security, as well as authenticity 
[3,4]. Cybercriminals are using artificial intelligence to mimic the operation of IoT systems, which 
raises a challenge to trust in the digital sphere. Furthermore, advances such as Generative AI (GenAI) 
can be used to create deepfakes which carry similar data as generated by smart IoT devices (i.e., image 
files, videos, audio, etc.). As a result, there is a need for more research on how digital trust can be 
maintained in todayʹs era, where IoT and AI models are being rapidly adopted [4–6]. 

In IoT systems, integrating techniques such as image steganography and artificial neural 
networks can be implemented to enhance digital authenticity and trust [5,6]. These integrations will 
enable proactive IoT data forensic validation, ensuring that the data shared between IoT devices is 
authentic and not generated by AI (i.e., deepfakes, etc.) [2]. Furthermore, these measures will ensure 
that unauthorized interception of IoT data is rapidly detected and mitigated. Use cases can be in the 
form of secure real-time intelligent surveillance systems that use image steganography and ANNs 
for data forensic validation [2–5]. 

This study focuses on the integration of image steganography and ANN to enable IoT data 
forensic validation and hence counter deepfakes. This method creates a two-layer security 
framework; the image steganography component embeds and hides data within an image, while the 
ANN will be used to validate the decrypted embedded data and detect any data inconsistencies. The 
interaction of these components enables data security and authenticity; hence, attackers will find it 
difficult to successfully intercept, manipulate, or use deepfakes to forge data in an undetectable 
manner [2,4–6]. 

Contribution of this study: Image steganography embeds and hides data using techniques such 
as the least significant bit (LSB) insertion, which alters the least significant bit of pixel values to hide 
data [1,2]. The discrete cosine transform (DCT) enables embedding data in the frequency domain of 
the cover media, thereby making it more robust against compression [2]. Further to the DCT, the 
discrete wavelet transforms (DWT) technique embeds data into different frequency bands, enabling 
multi-resolution analysis [3]. These embedding techniques will be used to conceal validation 
codes/metadata within the pixels of the smart camera images, enabling forensic validation of the 
pictures and secure data transmission. An ANN model will be trained to recognize patterns and 
detect anomalies in the IoT device images. The incoming data from the smart camera device is 
compared against the learned patterns for anomaly detection and alteration. Through the use of the 
ANN model, only validated data is accepted; therefore, the method enhances the security of IoT 
camera systems. 

This paper is organized into six sections. Section 2 outlines previous similar state-of-the-art 
works and summarizes the contribution of this study in line with the identified study gaps. Section 3 
presents the proposed methodology, which includes the proposed embedding scheme. In section 4, 
the system model and assumptions are discussed. Section 5 presents the experimental evaluation 
results and discussion of findings. Finally, section 6 concludes the work and outlines the ideas of 
future related work. 

2. Related Works 

The researchers in [2] introduced the components of privacy and authenticity in IoT networks 
by using a weighted pixel classification image steganography. The work focused on improving 
performance variables, including embedding capacity, imperceptibility, and the security of the 
transmitted information. Although this state-of-the-art study yielded better PSNR values, ensuring 

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 18 December 2025 doi:10.20944/preprints202512.1619.v1

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

https://doi.org/10.20944/preprints202512.1619.v1
http://creativecommons.org/licenses/by/4.0/


 3 of 11 

 

imperceptibility, compared to other methods, there remains a risk of data tampering due to the lack 
of data forensic validation for authenticity. The proposed framework presented in this paper aims to 
close the identified gap and ensure integration with ANN for data forensic validation, in addition to 
other performance parameters, as per the findings in [2]. 

The work presented in [3] focused on addressing the challenges arising from the significant 
advancement of IoT, specifically in the healthcare sector. Some of the difficulties identified in the 
study are the security and integrity of medical data in healthcare service applications. [3] proposed a 
dual security model for securing diagnostic text data in medical images. The proposed model 
integrated steganographic algorithms, such as the 2-D discrete wavelet transform at one level (2D-
DWT-1L) and the 2-D discrete wavelet transform at two levels (2D-DWT-2L), with encryption 
schemes. The schemes included the Advanced Encryption Standard and the Rivest, Shamir & 
Adleman algorithms. While this study demonstrated improved results compared to other state-of-
the-art methods, it didnʹt include aspects of integration with ANNs for data forensic validation. 
Hence, our study proposes a framework that integrates ANNs to enable automated data forensic 
validation. 

Another related previous study is presented in [7]. This study presents a novel steganography 
method that utilizes the singular value decomposition (SVD) and the tunable Q-factor wavelet 
transformation (TQWT). It applies the TQWT to distinguish the cover signal into discrete frequency 
sub-bands. They use the SVD to decompose the high-frequency sub-band coefficients into individual 
values. This novel technique demonstrated improved patient information security and 
confidentiality, representing a substantial development in steganography studies. Although the 
state-of-the-art research in [7] presents valuable findings, the gap identified is that it focuses more on 
the healthcare application and does not include aspects of ANNs to counter deepfakes and forensic 
data validation. Hence, the study presented in this paper aims to address the identified gap and 
enhance its contributions. 

[8] presents work examining several steganographic techniques for safe data concealing. Some 
of the methods included are image steganography masking schemes, as well as the LSB-1, 2, and 3 
methods. In study [9], researchers employed encrypted secret messages to determine an advanced 
steganography algorithm. At the encoding side, the encryption process includes a stego-key before 
embedding the data. This stego key ensures that, in the event of unauthorized interception, the 
attacker will not be able to decrypt the secret messages, thereby providing the confidentiality of the 
information. The study in [9] also focused more on imperceptibility aspects and did not include any 
elements of authenticity or data forensic validation on the receiver side. From the gap analysis, both 
novel studies in [8] and [9] did not integrate aspects of ANNs into the steganography methods they 
proposed, nor did they investigate the data forensic validation aspects. Hence, there is a need to 
explore the identified gap and develop more robust steganography systems. 

3. Proposed Scheme and Methodology 

This section discusses the methodology of the study and the proposed scheme background. 
In this study, we propose a discrete cosine transform-least significant bit (DCT-LSB) method 

with a 2-bit resolution (DCT-LSB-2) for steganography systems. The technique is applied forwardly 
on the sender side of the system for encryption and embedding the secret data bits within the cover 
image. And a reverse DCT-LSB-2 is used at the receiver side for decryption and recovery of the 
hidden information. The hidden information can be a validation code embedded within the pixels of 
the image captured by the smart camera device (i.e., an IP camera). It can be used as a forensic 
validation criterion on the receiver side. The successful data forensic validation of the code within 
the pixels of the image will mean acceptance. The ANN will be located on the receiver side and will 
perform the reverse DCT-LSB-2 operation, then validate whether the decrypted data matches the 
criteria of the initial embedded validation code. 

The discrete cosine transform-least significant bit 2 method (proposed) utilizes the ASCII 
method to analyze the image consecutively captured by the IoT device, converting it into decimal 
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and binary forms [1,2]. Before encryption is initiated, the algorithm verifies the image dimensions 
and the size of the secret data. The IoT camera captured image is partitioned into RGB (Red, Green, 
Blue), and the two least significant bits of each image pixel are replaced with pairs of the hidden 
information bits (bit substitution). This method alters coefficients in the transform domain and 
randomly embeds the private information in the image pixels, thereby reducing the chances of 
steganalysis, distortion, and cross-detection. The algorithm runs till all the bits of the hidden 
information are inserted into the image pixels. As a result, before the captured image is transmitted 
from the IoT device (i.e., IP camera), the secret data is embedded (as previously stated, this data can 
be a validation code that will be used at the receiver side by the ANN for authenticity acceptance) [7–
12]. 

The formulae for calculating the DCT coefficients for a single 8x8 block of image pixels is: DCT୶୷ = ଵସ  H୶H୷ ∑ ∑ F୮୯଻୯ୀ଴଻୮ୀ଴ ∗ cos ቂሺଶ୮ାଵሻ୶஠ଵ଺ ቃ ∗ cos ቂሺଶ୯ାଵሻ୷஠ଵ଺ ቃ   (1)  
Where: 
Hx, Hy = 1 √2ൗ  when x, y = 0         (2) 

Hx, Hy = 1 otherwise           (3) 
x and y are the horizontal and vertical special frequencies for the integers 0 ≤ x, y < 8. 

FQpq = round ൬୊౦౧୕౦౧൰           (4) 

Fpq is the pixel value of the cover image at location coordinates (p, q). 
Qpq is a quantization table with 8x8 (64) elements. 
To evaluate the performance of the proposed method, key parameters such as the peak signal-

to-noise ratio (PSNR), mean square error (MSE), and structural similarity index (SSIM) will be 
utilized. The secret information for experimental purposes will be a static validation code consisting 
of numerical values, text characters, and special characters. The ANN model will be pre-trained to 
verify the decoded validation code and confirm that the received image is authentic, has not been 
tampered with, and is not AI-generated (deepfake). 

The structural similarity index is used to quantify the similarity between two images. It 
considers multiple aspects of the human visual system and quantifies the apparent quality of images. 
Three key features of the image are compared: structure, luminance, and contrast. The result 
produces a value between -1 and 1, where a negative value means dissimilarity, 0 means no similarity, 
and a value of 1 indicates perfect similarity. Hence, higher SSIM values denote greater similarity 
between images [2–5]. 

The formulae for calculating the SSIM, MSE, Embedding Rate, and PSNR are given below [1–
10]: SSIM ሺx, yሻ = (ଶஜ౮ஜ౯ାେభ)(ଶ஢౮౯ାେమ)(ஜమ౮ାஜమ౯ାେభ)(஢మ౮ା஢మ౯ାେమ)        (5) 

Where 𝜇௫ 𝑎𝑛𝑑 𝜇௬ are the average luminance of the cover image (without any hidden data) and 
the stego image (with data embedded in the image pixels). 𝜎௫௬  is the covariance of the pixel 
intensities between the cover image and the stego image. 𝐶ଵ and 𝐶ଶ are added constants to prevent 
instability when the denominators are close to zero. 𝜎ଶ௫  and 𝜎ଶ௬  are the variances of the pixel 
intensities of the cover image and the stego image. MSE =  ଵ୑୒  ∑ ∑ (x୧୨ −  y୧୨)ଶ୒୨ୀଵ୑୧ୀଵ          (6) 

Where M is the number of rows of the cover image, N is the number of columns of the cover 
image, 𝑥௜௝ is the pixel value from the cover image, and 𝑦௜௝ is the pixel value from the stego image. Embedding Rate =  ୒ୌ∗୛           (7) 

Where N is the number of secret hidden data bits, H is the cover image height, and W is the 
cover image width. PSNR =  10 logଵ଴(Rଶ MSEൗ )         (8) 

Where R is the maximum possible pixel value of an 8-bit image (255) and MSE is the value of 
mean square error. 𝐵𝑦𝑡𝑒 𝑙𝑒𝑛𝑔𝑡ℎ =  ்௢௧௔௟ ௡௨௠௕௘௥ ௢௙ ௕௜௧௦଼       (9) 
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Byte length represents the calculation of bytes for a total number of bits in a piece of data. 

4. System Model and Assumptions 

In this section, the system model is presented and assumptions are discussed. Figure 1 below 
illustrates the proposed system model. 

 

Figure 1. Proposed System Model. 

The IP camera will capture the cover image and parse it to the steganography encoder system 
(where the embedding of the secret text will occur). The encoding algorithm that will be tested is the 
proposed DCT-LSB-2 scheme. Once the hidden text is successfully encoded into the cover image 
pixels, the encoder produces a stego image as output. The stego image will be transmitted through a 
communication channel to the receiverʹs side, where the embedded secret text will be decoded and 
fed into the pre-trained ANN for validation. The stego decoder system will use a reverse DCT-LSB-2 
algorithm to decode/decrypt the secret text. The recovered text will serve as an input to the pre-
trained ANN model for data forensic validation. If the text matches the original secret text, the ANN 
model will return an ́ acceptʹ message, indicating successful authentication. This means that the image 
captured by the IP camera has not been tampered with and is therefore valid. 

However, suppose the ANN model detects that the decoded secret text does not match the pre-
trained text. In that case, it will return a ʹrejectʹ message, indicating that the received image file is not 
from an authorized device, has been intercepted, and may be a deepfake image file, which means 
that the IP camera has been compromised. An unsuccessful verification indicates that an 
unauthorized interception of the images sent from the IP camera has occurred. The ANN can be 
configured to send notification alerts for any unsuccessful authentication attempt, allowing 
responsible individuals to remediate the breach. 

To ensure the robustness of the stego system, MATLAB tool is used to calculate the PSNR and 
SSIM between the original cover image and the stego image, thereby maximizing imperceptibility. 
Using these parameters, the risk of steganalysis and unauthorized detection of image alterations will 
be minimized. Hence, increasing the robustness of the whole system. The PSNR and SSIM results 
obtained through the proposed method will be compared to those achieved in related previous state-
of-the-art schemes from the literature. 
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5. Results and Discussion 

This section presents the results obtained during the experimentation of the system model 
indicated in Figure 1. The results are divided into four sub-sections: the data forensic validation 
portion, which looks at the authenticity of the decoded secret text (also referred to as the validation 
code), and the second, third, and fourth sub-sections focuses on the robustness of the proposed 
encoding scheme by comparison of the obtained PSNR, MSE & SSIM results between the proposed 
framework and previous results obtained from the related novel studies. 

5.1. Determining the Authenticity of the Encoded & Decoded Secret Text for Data Forensic Validation on the 
Sender and Receiver Side 

5.1.1. Encoding 

The encoding algorithm was executed, and the following Java console shows the output 
obtained. 

The validation code "Nkuna@Test!ng" contains a total of 112 data bits as indicated in Figure 2. 
Using formula (9), the byte length of the validation code is calculated to be 14 bytes. The output in 
Figure 2 also shows that a total of 4 least significant bits were altered in the corresponding pixel 
locations of the cover (original) image during the encoding process on the senderʹs side, and the 
validation code was successfully embedded within the cover image. 

 

Figure 2. Encoding output -- Java console. 

5.1.2. Decoding 

The decoding algorithm was also executed on the receiver side, and the following results were 
obtained from the Java console. 

The results presented in Figure 3 above indicate that, according to the system model in Figure 1, 
the original validation code encoded into the image was successfully decoded on the receiver side. 
This demonstrates that the proposed framework achieves a successful data recovery, and this output 
(validation code) will then be fed into a pre-trained ANN for automated data forensic validation. 
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Figure 3. Validation code decoding output -- Java console. 

5.2. Experimental Evaluation Results Obtained in Determining PSNR, SSIM, and MSE for the Proposed 
Framework, with a Cover Image Size of 259 x 194 Pixels 

This subsection presents the experimental results obtained from the execution of the proposed 
model. 

From the experimental evaluation and analysis results presented in Table 1, the average PSNR 
for the proposed framework with a payload of up to 100,000 bits is 42.44 dB. This aligns with 
theoretical knowledge to limit steganalysis and maximize stego image quality [2–5]. The average 
SSIM for the system, as per the parameters in Table 1, is 0.9927, which aligns with theoretical 
expectations to maximize system robustness and resilience. 

Table 1. Experimental evaluation results -- PSNR, MSE, SSIM, and PBC. 

Payload 
(kB) 

Embedding Rate 
(bpp) 

Percentage 
Bytes Changed 

(%) 

Peak 
Signal-to-

Noise 
Ratio (dB) 

Structural 
Similarity 

Index (SSIM) 

Mean 
Square 
Error 

(square 
pixels) 

0.0 0.000 0.00 Inf 1.0000 0.0000 
0.03 0.001 0.03 54.29 0.9997 0.2419 
0.1 0.003 0.11 52.07 0.9993 0.4039 
0.2 0.005 0.19 43.54 0.9948 2.8793 
0.8 0.016 0.63 42.18 0.9924 3.9380 
2.7 0.053 2.06 42.07 0.9925 4.0372 
4.5 0.090 3.49 41.96 0.9922 4.1446 
7.0 0.140 5.43 42.08 0.9922 4.0279 

11.2 0.223 8.66 42.15 0.9924 3.9681 
17.0 0.338 13.14 41.78 0.9917 4.3190 
22.6 0.450 17.47 41.91 0.9923 4.1926 
26.6 0.529 20.56 41.81 0.9923 4.2833 
30.5 0.607 23.57 41.70 0.9923 4.3932 
38.4 0.764 29.68 41.61 0.9919 4.4924 
46.4 0.923 35.86 41.62 0.9919 4.4821 
54.3 1.081 41.96 42.04 0.9920 4.0652 
62.2 1.238 48.07 42.05 0.9920 4.0558 
63.8 1.270 49.30 41.90 0.9921 4.1955 
64.8 1.290 50.08 41.98 0.9922 4.1189 
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66.2 1.317 51.13 41.94 0.9921 4.1608 
67.5 1.343 52.15 41.72 0.9921 4.3780 
68.8 1.369 53.17 41.94 0.9923 4.1637 
69.5 1.383 53.71 41.94 0.9923 4.1637 
70.1 1.395 54.17 41.84 0.9922 4.2558 
78.0 1.552 60.28 41.84 0.9921 4.2558 
78.6 1.565 60.76 42.05 0.9921 4.0549 
79.2 1.577 61.24 42.08 0.9921 4.0270 
79.9 1.589 61.72 42.25 0.9921 3.8697 
80.5 1.602 62.19 42.25 0.9920 3.8697 
81.1 1.614 62.67 42.25 0.9920 3.8697 
81.7 1.626 63.15 42.06 0.9919 4.0465 
82.3 1.639 63.63 42.06 0.9919 4.0465 
83.0 1.651 64.11 41.93 0.9920 4.1685 
83.6 1.663 64.59 42.01 0.9920 4.0915 
84.2 1.676 65.07 41.87 0.9919 4.2284 
84.8 1.688 65.55 41.98 0.9918 4.1265 
85.4 1.700 66.03 41.98 0.9929 4.1265 
85.8 1.708 66.31 41.84 0.9924 4.2558 
88.6 1.763 68.47 41.89 0.9924 4.2090 
91.2 1.815 70.48 41.97 0.9924 4.1360 
86.0 1.712 66.46 41.97 0.9923 4.1360 
93.9 1.869 72.57 42.17 0.9926 3.9462 
95.1 1.893 73.49 41.97 0.9922 4.1360 
96.3 1.917 74.42 41.97 0.9923 4.1360 
97.5 1.940 75.35 41.99 0.9923 4.1123 
98.7 1.964 76.28 41.99 0.9924 4.1104 
99.9 1.988 77.20 41.99 0.9926 4.1142 

5.3. Determining the Level of Robustness of the Proposed DCT-LSB-2 Framework and the Previous State-of-
the-Art Models, Considering Similar Cover Image Sizes 

The proposed framework yields competitive PSNR results compared to the novel work 
presented in [13–15] (see Table 2 bellow). This allows the system to exhibit no physical modification 
properties on the stego image, thereby increasing the robustness of the stegosystem. The novel work 
presented in [13,15] did not indicate the corresponding payload associated with the PSNR values 
presented. 

Table 2. Average PSNR comparison of the proposed framework with other state-of-the-art schemes. 

Without Schur 
Decomposition 

[13] 

With Schur 
Decomposition 

[13] 

Hybrid 
Cryptography and 

Steganography-
Based System [14] 

Crypto-
steganography 

scheme [15] 

Proposed 
Framework 

16.51 72.50 34.83 70.42 42.44 

The results in Table 3 indicate that the proposed framework achieves competitive and, at times, 
improved PSNR performance compared to the state-of-the-art results presented in [2]. The work in 
[2] is limited to embedding rates between 0.05 and 0.9 bpp, whereas the proposed framework is 
evaluated for an embedding rate of up to 1.869 bpp (as shown in Table 1). The proposed framework 
exhibits stable PSNR values across varying embedding rates, demonstrating system stability and 
resilience compared to [2]. 

Table 3. PSNR performance comparison of the proposed scheme with state-of-the-art work presented in [2]. 
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Embedding Rate 
(BPP) 

Scheme PSNR (dB) 
Difference 
Histogram 

Shifting (DHS) 
[2] 

Statistical 
Features 

Maintained 
(SFM_A) [2] 

IoTSteg [2] Proposed 
Framework 

0.05 47 60 65 42.07 
0.1 45 57 63 41.956 
0.2 43 54 57 42.145 
0.3 41.7 52.8 54 41.777 
0.4 40 51 51 41.906 
0.5 37 50.7 48.7 41.813 
0.6 - - - 41.703 

0.75 - - - 41.606 
0.9 - - - 41.616 

According to the results in Table 4, the proposed framework demonstrates highly competitive 
SSIM performance compared to the state-of-the-art work presented in [2]. The results in [2] were 
obtained using image sizes of 512 x 512 pixels. In contrast, the proposed framework was evaluated 
using a smaller image size of 259 x 194 pixels (hence the slight difference in the SSIM values). The 
proposed model can be further assessed using the same image size as in [2] to increase the SSIM 
values even higher, thereby enhancing imperceptibility, resilience and robustness. 

Table 4. SSIM comparison of the proposed scheme with state-of-the-art work presented in [2] 

Scheme Embedding Rate (bpp) Average SSIM 
IoTSteg [2] 0.1 0.9997 

0.2 0.9994 
SFM_A [2] 0.1 0.9997 

0.2 0.9997 
SFM_B [2] 0.1 0.9985 

0.2 0.9993 
Proposed Framework 0.1 0.9922 

 0.2 0.9924 

5.4. Comparison of the PSNR and SSIM Parameters Between the Proposed Framework and the Work 
Presented in [16] 

The results in Table 5 indicate an improved PSNR performance of the proposed framework 
compared to the state-of-the-art PVD_Red method presented in [16]. The proposed DCT-LSB-2 
scheme also demonstrates competitive SSIM performance compared to results in [16], indicating a 
strong imperceptibility property of the stegosystem. 

Table 5. PSNR and SSIM comparison of the proposed framework with state-of-the-art work presented in [16]. 

Embedding Rate 
(bpp) – as per in 

[16] 

Scheme PSNR (dB) SSIM 
PVD_Red [16] Proposed 

Framework 
PVD_Red [16] Proposed 

Framework 
1.6737 34.5616 41.87 0.9998 0.9919 
1.5364 40.4276 41.84 0.9999 0.9921 
1.5586 39.7468 42.05 0.9999 0.9921 
1.6721 34.1093 41.87 0.9999 0.9919 
1.6727 36.1913 41.87 0.9998 0.9919 
1.5505 41.0545 42.05 0.9999 0.9921 
1.5920 39.6321 42.25 0.9999 0.9921 
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6. Conclusions and Recommendations 

This paper proposes a two-layered secure steganography-ANN system that combines an image 
steganography framework with an artificial neural network for robust and resilient IoT systems. The 
proposed DCT-LSB-2 method demonstrated improved and competitive performance compared to 
previous state-of-the-art methods, indicating successful evaluation and potential for further 
investigation to enhance application and performance using higher pixel size cover images. The DCT-
LSB-2 method achieved an average SSIM of 0.9927 across the entire range of embedding capacity 
values, from 0.00 bpp (minimum) to 1.988 bpp (maximum), as specified by the evaluation parameters 
presented in Table 1. The proposed framework demonstrated stable PSNR performance throughout 
the evaluation with different payloads (in kB), indicating a resilient system with varying 
secret/validation code sizes. The proposed system further demonstrates complete and robust 
encoding and decoding capabilities, enabling the full recovery of validation codes for data forensic 
validation and thus satisfying the objectives and scope of this work. 

Future work will involve evaluating the model using higher pixel size images of various color 
gradients and color distributions to further enhance the scheme’s resilience and robustness. Another 
aspect is the application of convolutional neural networks (CNNs) rather than the current artificial 
neural networks (ANNs) in evaluating the proposed framework and examining how it will respond 
to this approach [17–22]. 
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