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Abstract

RISC-V has emerged as a compelling alternative to proprietary instruction set architectures, distin-
guished by its openness, extensibility, and modularity. As the ecosystem matures, attention has turned
to building confidential computing foundations, notably Trusted Execution Environments (TEEs) and
secure enclaves, to support sensitive workloads. These efforts explore a variety of design directions,
yet reveal important trade-offs. Some approaches achieve strong isolation guarantees but fall short in
scalability or broad adoption. Others introduce defenses such as memory protection or side-channel
resistance, though often with significant performance costs that limit deployment in constrained
systems. Lightweight enclaves address embedded contexts but lack the advanced security features
demanded by complex applications. In addition, early stage development, complex programming
models, and limited real-world validation hinder their usability. This survey reviews the current
landscape of RISC-V TEEs and secure enclaves, analyzing architectural principles, strengths, and
weaknesses. To the best of our knowledge, this is the first work to present such a consolidated view.
Finally, we highlight open challenges and research opportunities toward establishing a cohesive and
trustworthy RISC-V trusted computing ecosystem.
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1. Introduction

The rise of heterogeneous and often untrusted platforms, from large-scale clouds to resource-
constrained IoT devices, has elevated confidential computing to a primary concern for protecting data
in use. Trusted Execution Environments (TEEs) [1] and secure enclaves have emerged as foundational
building blocks to address this challenge, offering hardware-enforced isolation, attestable execution,
and secure data management. Commercial implementations from major CPU vendors, including
Intel Software Guard Extensions (SGX) [2], AMD Secure Encrypted Virtualization (SEV) [3], and ARM
TrustZone [4], have demonstrated the practical viability of TEEs across diverse operational domains,
from user-space application isolation to full virtual machine encryption.

However, the widespread academic and industrial adoption of these proprietary TEEs has re-
vealed significant and inherent limitations. Each implementation supports only a narrow subset of the
design space, making trade-offs that often result in critical constraints. For instance, Intel SGX provides
strong user-space isolation but imposes severe memory limits and lacks secure I/O [5], while AMD
SEV (prior to SEV-SNP) offered memory encryption without integrity protection, leaving it vulnerable
to remapping attacks [6]. ARM TrustZone, though efficient for embedded systems, is constrained
by a coarse-grained two-world model that lacks process-level isolation within the secure world [7].
These architectural compromises mean that no single proprietary TEE can adequately meet the diverse
requirements of modern applications. Furthermore, their closed-source, vendor-locked nature inhibits
independent verification, customization, and adaptation to novel threat models or use cases, stifling
innovation and forcing developers to accept suboptimal compromises [8].
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Security is another profound concern. Despite their architectural guarantees, proprietary TEEs
have been consistently breached through microarchitectural side-channel attacks. Vulnerabilities
such as Foreshadow [9] and Load Value Injection (LVI) [10] against Intel SGX, or SEVered against
AMD SEV [6], have demonstrated that memory encryption and logical isolation can be bypassed,
leaking sensitive data from within enclaves. ARM TrustZone has also been shown vulnerable to
attacks such as TruSpy [11] and TruSense [12], which exploit cache-based side channels between
the Secure and Normal worlds, as well as CLKSCREW [13], which leverages power management
features to induce faults in secure-world execution. These results illustrate that even TEEs based
on coarse-grained isolation models are not immune to microarchitectural or implementation-level
attacks. These incidents underscore that TEE security is not merely a function of architectural design
but is deeply contingent on the underlying hardware’s resilience to speculative execution and other
microarchitectural leakage channels [14].

The limitations of proprietary TEEs have thus created a compelling need for open, customizable,
and verifiable alternatives. It is in this context that the RISC-V instruction set architecture has gained
prominence. Characterized by its modularity, extensibility, and transparency, RISC-V presents an ideal
foundation for confidential and trusted computing research [15]. Its open nature allows hardware
security extensions to be rigorously evaluated, customized, and prototyped without vendor restrictions.
Consequently, a vibrant landscape of academic and industrial initiatives has emerged, exploring a
diverse array of TEE and secure enclave designs for RISC-V, each introducing distinct architectural
innovations to address the shortcomings of their proprietary counterparts.

Despite this growing momentum and the proliferation of proposals, the research community
lacks a consolidated understanding of the RISC-V TEEs and and secure enclaves design space. While
a few prior surveys have touched upon this topic [16,20,22,81], they typically offer only a limited
overview. Broader surveys [16,18,19,21-23] on this area remain centered on proprietary architectures
and overlook the unique opportunities and challenges inherent to an open hardware ecosystem [17].

To address this gap, this paper presents the first comprehensive survey of enclave and trusted
execution in the RISC-V ecosystem. We systematically map the landscape of proposed TEE and
secure enclave architectures, categorizing them based on their isolation mechanisms, threat models,
and key design choices. Our analysis provides a structured comparison of these diverse approaches
and identifies the recurring trade-offs that arise in their design. Furthermore, we highlight common
limitations, discuss open research challenges, and outline promising directions for developing secure,
efficient, and truly open trusted execution environments. By consolidating this fragmented landscape,
the survey offers researchers and practitioners a critical reference point for advancing confidential
computing on open architectures.

The main contributions of this paper are threefold: (i) we provide a systematic survey of RISC-V TEEs
and secure enclaves, examining their architectural foundations, security properties, and limitations;
(ii) we develop a taxonomy that highlights common design patterns and trade-offs across proposals;
and (iii) we discuss open challenges and outline future research directions toward a cohesive and
trustworthy trusted computing ecosystem for RISC-V. By consolidating a fragmented landscape, this
survey offers both researchers and practitioners a structured reference to guide future work on secure
and trustworthy open-hardware platforms.

2. Background

The purpose of this section is to establish the necessary foundations for the survey. We introduce
the essential concepts of TEEs and secure enclaves, outlining their security properties, design goals,
and common threat models. We then summarize the architectural elements of RISC-V that are directly
relevant to confidential computing, including privilege levels, memory protection mechanisms, and
recent security extensions. This background provides the terminology and taxonomy needed to
analyze and categorize existing RISC-V TEE and secure enclaves proposals in subsequent sections.
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2.1. Trusted Execution Environments and Secure Enclaves

Trusted Execution Environment (TEE) is a term originally introduced by GlobalPlatform in
its specifications [24]. Despite its formal definition, the term is often used loosely and sometimes
misappropriated for marketing purposes, resulting in a lack of consensus across industry and academia.
The demand for stronger security features, driven by the complexity and connectivity of modern
systems from general-purpose computers to embedded and IoT devices, has accelerated the adoption
of trusted computing concepts. Efforts such as [1] attempt to clarify the notion of a TEE by proposing
a logical architecture and threat model. In this view, a TEE is a tamper-resistant environment that
ensures: (i) isolated execution of code, (ii) authenticity of the executed software, (iii) integrity of the
run-time state, (iv) confidentiality of data and persistent storage, and (v) the ability to provide remote
attestation to external verifiers.

The cornerstone of a TEE is isolation, commonly realized through a separation kernel or a
comparable hardware-assisted mechanism. This allows the coexistence of multiple execution contexts
with different security levels, starting from hardware-enforced partitions. When partitions are isolated,
the attack surface is reduced to the communication channels across them, which must be carefully
designed to prevent leakage or privilege escalation. Separation kernels are typically lightweight to
minimize the trusted computing base (TCB) and are built to uphold the four classical principles of
separation: isolation, controlled information flow, fault containment, and resource independence.

A recurring question in the literature is whether the terms TEE and secure enclave are interchange-
able. While related, they are not identical. A TEE is a broader concept describing the overall trusted
execution environment with its security guarantees and interfaces, whereas a secure enclave is a
specific realization of this concept that isolates individual applications or processes within a protected
region of execution. In practice, all enclaves are TEEs, but not all TEEs are enclaves: for example, ARM
TrustZone provides a TEE based on a two-world model without process-level enclaves, whereas Intel
SGX implements enclave-based TEEs.

2.2. RISC-V Security Landscape

In this subsection we outline the RISC-V features that are most commonly leveraged by enclave
and TEE proposals, focusing on those that recur across the systems analyzed in this survey rather
than attempting to cover the full ISA. A number of architectural elements have become central to
recent designs, particularly those related to privilege separation and memory isolation. At the core
of the model are three privilege levels—user (U), supervisor (S), and machine (M)—which establish
a hierarchical control structure for executing software with different trust assumptions. Physical
Memory Protection (PMP) and its enhanced variant (ePMP) extend this model by enabling fine-
grained control over memory regions and enforcing access permissions, forming the foundation
for most RISC-V enclave designs. Virtual memory adds further flexibility by allowing page-based
isolation and translation for secure contexts. Additional extensions, including the hypervisor extension,
cryptographic instructions, and memory tagging, strengthen RISC-V’s ability to enforce isolation and
mitigate certain classes of attacks. Together, these features constitute the architectural substrate on
which RISC-V TEEs and secure enclaves are built. In the next section, we build on this foundation to
develop a taxonomy of RISC-V TEE and secure enclave proposals and analyze how different designs
leverage these mechanisms to achieve isolation, security, and trust.

3. Survey of RISC-V TEEs and Enclave Architectures

Over the past few years, a rich body of work has emerged in both academia and industry
exploring TEEs and secure enclaves for RISC-V. These proposals reflect diverse design goals, ranging
from lightweight isolation for embedded systems to scalable enclave models for cloud-class platforms.
In this section, we provide a comprehensive survey of these architectures, summarizing their main
design choices, strengths, and limitations. For each system, we discuss the security mechanisms and
isolation primitives it employs, the scope of workloads it targets, and the trade-offs it introduces in
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terms of performance, scalability, and programmability. Some of the claims reported here correspond
to evaluations presented by the original authors or subsequent comparative studies, while others are
based on our own analysis of the designs. By combining these perspectives, we aim to provide a
balanced and critical account of the state of these proposals.

3.1. Keystone

Keystone [25] is designed as a flexible and extensible framework for TEEs, enabling developers
to customize the TCB according to their specific security and performance needs. By leveraging the
Physical Memory Protection (PMP) features of RISC-V, Keystone ensures robust memory isolation,
allowing enclaves to operate securely even in the presence of an untrusted operating system. Keystone
is structured around three primary components: the Secure Monitor (SM), which operates in M-mode;
the Enclave Runtime (RT), which functions in S-mode; and the enclave applications (EApps), which
execute in U-mode.

The Secure Monitor (SM) plays a crucial role in the Keystone framework, as it is the sole component
that operates in M-mode. Its primary responsibility is to maintain the separation between the OS and
the enclave, ensuring that neither can interfere with the other. The SM achieves this by controlling
access to physical memory, allowing only the currently executing entity—either the host or the
enclave—to access it. Furthermore, the SM enhances the Supervisor Binary Interface (SBI) to provide
management services for enclaves to both the host and the enclave. The SM ensures a clean context
switch by flushing enclave states, effectively preventing cache-based side-channel attacks through
cache partitioning. Additionally, enclaves can be encrypted, and their page tables can be self-managed,
rendering subtle attacks, such as controlled side-channel attacks, infeasible.

The runtime component is tasked with managing applications that run within the enclave (referred
to as EApps). It serves as a supervisor for these applications, providing essential services such as
system calls, memory management, and communication with the SM through the SBI. The reference
implementation of the runtime is known as Eyrie, which delivers fundamental kernel functionalities.
Developers have the option to modify Eyrie or create alternative runtime implementations to better
suit the specific requirements of their EApps. The RT operates in S-mode within the enclave and is
considered trusted by the enclave application, ensuring that it can effectively manage the enclave’s
operational needs while maintaining security. The enclave application (EApp) operates at the user
level, executing sensitive application logic. Enclave applications are generally organized into two
categories: regular code and sensitive code, ensuring that only the critical functions are executed
within the secure enclave environment.

Another critical aspect of TEE deployment is the TCB, which should ideally be kept minimal.
Keystone’s TCB encompasses the entire SM, all M-mode code (including the bootloader and SBI
implementation), and arguably the runtime. Although the runtime can be streamlined to provide only
essential services to the EApp, the SM and other M-mode firmware cannot be significantly reduced.
According to Lee et al. [25], Keystone’s TCB consists of thousands of lines of code, in stark contrast
to TrustZone’s TCB, which comprises millions of lines. The hardware requirements for Keystone are
minimal, necessitating only a standard RISC-V core, a secure method for storing device keys, and
a secure bootloader. Notably, Keystone’s open-source nature allows for greater transparency and
adaptability.

According to Lee et al. [25], Keystone provides critical capabilities such as secure boot, remote
attestation, and secure key provisioning to the Chain of Trust (CoT). The secure boot mechanism in
Keystone lays the groundwork for a trusted system by verifying the integrity of the boot sequence.
This is accomplished through either software or hardware implementations of a root of trust, which
generates a new attestation key using a secure random source during the boot or reset phase. Each
step of the boot process is validated by generating a hash and comparing it against a cryptographic
signature. If any integrity verification fails, the boot process is halted, ensuring that the system
remains secure only if the boot completes successfully. Measurement and attestation in Keystone are
performed by the SM using the provisioned attestation key. During runtime, enclaves can request
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a signed attestation from the SM, which is then linked to a secure channel through a standardized
protocol. Keystone provides further functionalities to meet the requirements of a TEE. It enables secure
enclaves to access read-only timer registers maintained by the hardware via the rdcycle instruction.
Additionally, it supports monotonic counters by preserving a minimal counter state within the SM
memory. These features empower the SM to implement functionalities such as sealed storage, trusted
timers, and rollback protection.

Sahita et al. [32] assert that the design of Keystone enclaves relies on contiguous memory allocation,
which poses challenges for scalability in managing enclave memory after the boot process. Each enclave
necessitates a dedicated PMP entry, allowing the architecture to support up to N2 enclaves, contingent
on the availability of N hardware PMP registers. According to Dessouky et al. [75], Keystone’s design
enables it to defend against specific side-channel attacks that exploit shared resources, such as cache
or memory structures. However, the separation of enclaves from the OS means they are not treated
as standard processes, necessitating the preservation and restoration of the OS state during enclave
operations, which can introduce latency. Additionally, the requirement for a dedicated runtime for
each enclave can lead to increased development complexity and redundancy, as multiple runtimes
may implement similar functionalities. Dessouky et al. [75] also note that in Keystone, the enclave
runtime can potentially incorporate device drivers to facilitate secure I/O operations with peripherals.
However, the framework does not support a direct binding between enclaves and peripherals, which
limits the ability of DMA-capable devices to securely interact with enclave memory. Consequently,
this design choice leaves enclaves vulnerable to DMA attacks.

To enhance performance, Keystone implements way-based cache partitioning for shared L2 caches,
assigning entire cache ways to the processor cores executing enclaves. This approach, while effective,
may lead to inefficient cache usage, as cache lines not utilized by an enclave remain inaccessible
to other software components. Furthermore, Dessouky et al. [75] emphasize that Keystone can
mitigate certain hardware attacks, such as bus snooping, provided that the combined footprint of the
enclave (EApp and runtime) and the SM fits entirely within on-chip scratchpad memory. Anh-Tien et
al. [76] note that despite the resilience of Keystone against certain attacks, the shared L1 cache of the
untrusted operating system remains a potential vulnerability. Cache leakage may still occur following
speculative execution, particularly if Keystone operates on an out-of-order processor like BOOM. This
raises concerns regarding the potential for cross-address-space Spectre attacks within the Keystone
system. In such scenarios, the victim would be confined to the enclave, while the attacker would have
unrestricted access to the broader environment.

Despite its strengths, the assumptions made in the design regarding the reliability of the SM, RT,
and EApps raise concerns; the framework presumes these components are free from bugs, which may
not hold true in practice. While the SM is designed to be small enough for formal verification, the
RT’s complexity could increase as more features are added, potentially introducing vulnerabilities.
According to Donnini et al. [77], from a security perspective, Keystone does not provide comprehensive
defenses against certain attack vectors, such as speculative execution and side-channel attacks, placing
the onus of protection on developers. Additionally, the framework lacks robust defenses against
side-channel attacks involving off-chip components, which could be addressed through techniques
like Oblivious RAM. Lastly, the absence of non-interference guarantees for the SBI exposes the system
to risks, including lago attacks, as the RT can invoke untrusted system calls from the operating system,
further complicating the security landscape for developers working with Keystone.

3.2. Sanctum

Sanctum [26] provides a framework for strong isolation of concurrently executing software
modules, effectively protecting against a significant category of software attacks that exploit memory
access patterns to extract sensitive information. Sanctum introduces isolated execution environments
known as enclaves, designed to protect sensitive applications on RISC-V architectures. Each enclave
operates at the user level and is paired with a non-sensitive application that invokes it.
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Sanctum enforces enclave isolation through minimal hardware modifications to the Page Table
Walker (PTW) within the Memory Management Unit (MMU). These changes ensure that the OS cannot
access enclave memory and that enclaves are prevented from accessing OS memory or other enclaves
by altering their page tables. The custom PTW is designed to block successful address translations
for virtual memory addresses that do not correspond to the allowed physical memory addresses for
the current execution context. The critical security functions of Sanctum are managed by a software
component known as the Security Monitor (SM), which constitutes the system’s TCB. The SM operates
at the machine level of the RISC-V processor and undergoes verification during a secure boot process.
While the operating system and its associated software are excluded from the TCB—loaded post-secure
boot and not subjected to measurement—Sanctum enables the establishment and remote attestation
of secure enclaves. This mechanism effectively initiates trust in additional software components, as
the SM utilizes its cryptographic keys to measure and sign the secure enclaves. Importantly, the SM’s
authentication allows remote parties to dismiss attestations from systems that have loaded known
vulnerable versions of the monitor, thereby enhancing the overall security posture. Additionally,
Sanctum’s basic DMA protection is implemented through the inclusion of two registers in the memory
controller.

The architecture incorporates a hardware True Random Number Generator (TRNG) and Physically
Unclonable Functions (PUFs) to establish strong isolation through enclaves and defend against various
software threats, including cache timing and passive address translation attacks. According to Anders
et al. [61], Sanctum features minimal hardware modifications and has been successfully implemented
on the Xilinx Zynq-7000 FPGA platform. Costan et al. [26] further note that Sanctum cores maintain the
same clock speed as their non-secure counterparts, since there are no changes to the critical execution
path of the CPU core. The architecture relies on the untrusted OS for managing enclave memory and
providing essential services like interrupt handling and I/O operations. This reliance poses a risk, as a
compromised OS could potentially execute controlled side-channel attacks against the enclaves. For
instance, the adversary might deduce information about the enclave’s internal state by monitoring the
enclave’s page tables or by generating frequent interrupts. To counter these threats, Sanctum isolates
the enclave’s page tables within its memory and equips enclaves with the capability to detect and
respond to unusual interrupt patterns.

Sanctum employs two primary strategies to mitigate cache side-channel attacks: first, it flushes
sensitive processor resources, including the L1 cache and the Translation Lookaside Buffer (TLB),
during every enclave context switch; second, it partitions the shared L2 cache using a memory page
coloring technique, which allocates specific cache lines exclusively to enclaves. However, Dessouky et
al. [75] affirm that the effectiveness of this cache partitioning is limited in practice, as it requires all
software components to conform to the coloring scheme. Consequently, achieving this partitioning
necessitates a complete rearrangement of the OS memory layout at runtime, which is often impractical.

Dessouky et al. [75] also assert that the enclaves in Sanctum consist of unprivileged user-level
code, which restricts their ability to establish secure connections to peripherals such as sensors or
GPUs that require privileged driver code. While Sanctum includes basic protections against DMA
attacks by limiting access to a designated memory region, this feature is relatively rudimentary.

Wong et al. [62] stress that Sanctum’s design is exclusively oriented towards mitigating software
threats and does not extend its protective measures to physical attacks, which incur substantial
hardware costs and performance penalties. Krentz and Voigt [63] emphasize that Sanctum necessitates
resource-intensive attestation processes and does not prioritize the reduction of its communication
latency. According to Cheang et al. [64], Sanctum does not provide formal verification for its hardware
components. Nasahl et al. [29] further assert that Sanctum lacks architectural provisions for secure
input/output operations, resulting in unprotected interactions with peripheral devices.

3.3. TIMBER-V

TIMBER-V [27] achieves memory tagging through modifications to the Memory Protection Unit
(MPU), which enforces isolation between all processes and between the normal and trusted domains
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of the executing process, allowing for a clear separation of user mode (U-mode) and supervisor mode
(5-mode) within both realms. The normal domains (N-domains) maintain the traditional U-mode
and S-mode structure, permitting existing applications to operate without requiring modifications.
Memory words in the N-domains are tagged with the N tag, while those in the trusted domains
(T-domains) are assigned the TU and TS tags, corresponding to U-mode and S-mode, respectively.
The architecture supports isolated execution environments, termed enclaves, within the trusted user
mode (TU-mode), while the trusted supervisor mode (TS-mode) runs the TagRoot trust manager,
which enhances the untrusted operating system with trusted functionalities. Additionally, TagRoot
is responsible for enclave setup and offers essential services, including secure shared memory for
communication with the normal domain, as well as functionalities for sealing and attestation. To
protect against Direct Memory Access (DMA) attacks, additional tag engines are required for each
peripheral with DMA capabilities.

Transitioning from N-domains to T-domains is facilitated through trusted callable entry points,
marked with the TC tag. TIMBER-V employs a two-bit tagging system for each 32-bit memory word,
allowing for four distinct tags. The architecture enforces strict rules for tag updates, permitting changes
only within the same or lower security domains, thereby preventing privilege escalation. TS-mode
and machine mode (M-mode) have unrestricted access to all tags, while TU-mode can only modify
tags between N-tag and TU-tag, supporting dynamic interleaving of user memory. Notably, TU-mode
is restricted from altering TC-tags, which are designated for secure entry points. However, these
advanced features rely on specialized hardware enhancements, which may compromise the native
execution of enclave applications. According to Feng et al. [74], TIMBER-V introduces a significant
performance overhead, averaging 25.2%, and does not address memory integrity protection.

The MPU in TIMBER-V enhances label isolation, effectively isolating each process while minimiz-
ing memory overhead. This design significantly mitigates memory fragmentation and promotes the
dynamic reuse of untrusted memory across security boundaries. Beyond stack interleaving, TIMBER-V
also enables innovative execution stack sharing across various security domains. The architecture
is designed to be compatible with existing software and supports real-time operational constraints.
A proof-of-concept implementation of TIMBER-V has been successfully evaluated using a RISC-V
simulator [27].

Dessouky et al. [75] assert that while TIMBER-V enables fine-grained enclave creation for em-
bedded systems, it currently lacks secure communication pathways between enclaves and external
peripherals, such as sensors. Although it is theoretically possible to integrate drivers and services into
the TagRoot to facilitate this communication, doing so would align TIMBER-V with high-level security
models that have been criticized for significantly expanding the system’s attack surface. Furthermore,
TIMBER-V does not incorporate protective measures against cache side-channel attacks and remains
susceptible to interrupt-based controlled side-channel attacks, as the handling of enclave interrupts is
managed by the operating system.

3.4. MI6

MI6 [28] establishes a secure enclave framework characterized by robust microarchitectural
isolation, ensuring that the enclave remains entirely segregated from the rest of the system at the
microarchitectural level. Specifically, MI6 enhances the isolation guarantees of Sanctum by integrating
hardware support into the RiscyOO out-of-order core, thereby extending its capabilities to address
a broader range of threats, including side-channel and speculative execution attacks. To effectively
counter these vulnerabilities, MI6 introduces a dedicated purge instruction designed to clear sensitive
information from microarchitectural buffers and the L1 Data Cache prior to context switches. Fur-
thermore, the operating system can only communicate with the enclave via the API managed by the
Security Monitor (SM), a trusted software component operating at a higher privilege level. However,
it is important to note that the design does not fully mitigate the D1 and D2 vulnerabilities, as these
issues cannot be resolved solely through the flushing process.
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MI6 implements hardware modifications to establish strong isolation through the spatial and
temporal partitioning of resources. This approach involves allocating resources to protection domains
without regard to their usage demands; for instance, last-level caches (LLCs) and DRAM bandwidth
are divided among protection domains, with each domain limited to a specific fraction of the DRAM
controller bandwidth, regardless of the memory usage of co-located domains. Additionally, MI6
shares similar limitations with Sanctum, as it employs an LLC partitioning strategy that does not scale
effectively.

While MI6 ensures security, the functionality of the enclave is somewhat constrained, particularly
due to a significant drawback: the absence of shared memory with external systems. Allowing
shared memory access with the operating system would compromise the strong microarchitectural
isolation between trusted and untrusted environments, potentially exposing the system to transient
execution vulnerabilities such as Spectre [65], which leverage speculative execution paths in out-of-
order processors to extract sensitive information through side channels. Consequently, the lack of
memory sharing limits enclaves to performing isolated batch computations, restricting their ability to
engage in external interactions and thereby narrowing the scope of potential applications.

According to Li et al. [66], MI6 is exclusively designed for the RiscyOO processor and lacks
generalizability; it is dependent on the unique characteristics of the RiscyOO baseline processor and
does not include mechanisms to effectively clear replacement tags in caches and Translation Lookaside
Buffers (TLBs). Furthermore, MI6 fails to address the cleaning of certain microarchitectural states (such
as the issue queue), which could be vulnerable to emerging attack vectors. Also, the flushing process
in MI6 does not ensure the writing back of dirty cache lines, rendering it incompatible with caches that
utilize a write-back policy, which is prevalent in contemporary processors.

While MI6 utilizes both spatial and temporal isolation strategies, it does not address the verifica-
tion challenges associated with formally proving isolation. The MI6 processor incorporates the purge
instruction designed to clear microarchitectural state. Nevertheless, achieving comprehensive cleans-
ing of all CPU states presents a significant challenge, heavily reliant on the intricate implementation
specifics of the CPU.

In MI6, the overarching solution for the entire system can adversely impact the performance of
standard applications with substantial memory demands. Frequent enclave executions necessitate
barriers at each context switch, which can degrade the performance of regular applications, potentially
deterring the adoption of enclaves. MI6 does not protect against adversaries executing concurrently on
the same processor. The authors clarify that their “isolation mechanisms exclusively address software
attacks” [28], and they do not provide defenses against denial-of-service (DoS) attacks. Furthermore,
they explicitly state that they do not account for threats such as DRAM bit flipping.

3.5. HECTOR-V

In HECTOR-V [29], the design is based on two key innovations: the integration of a heterogeneous
architecture that distinctly separates the Rich Execution Environment (REE) and Trusted Execution
Environment (TEE) domains, and the introduction of a security-hardened RISC-V Secure Co-Processor
(RVSCP) aimed at enhancing resilience against side-channel attacks (SCAs). HECTOR-V introduces
a novel secure I/O path mechanism to manage device sharing and protect against unauthorized
access. This mechanism employs an identifier-based strategy, where each device and processing core
is assigned a unique identifier. This identifier is integrated into the communication system, allowing
for fine-grained access control. Each transaction is validated by the Security Monitor (SM) module
based on these IDs, rejecting any unauthorized access attempts. The core processor ID is hard-coded
in hardware, while process and peripheral IDs are assigned dynamically at runtime. This hard-coding
ensures that attackers cannot alter the core IDs.

In HECTOR-V, managing access permissions is done using a hardware-based Security Monitor.
Only one SM owner is permitted at any given time, and this owner is responsible for defining access
rights to resources. The secure boot process is executed by granting exclusive access to the secure
storage to the first virtual core of the TEE (VCO0). This access right is permanently hard-coded and
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solely owned by VCO, while other virtual TEE cores can only retrieve code from claimable Block RAM
(BRAM). Upon reset, the reset unit designates VCO as the SM owner, keeping the REE processors
in a halted state. VCO then executes the Zero Stage BootLoader (ZSBL) from the secure storage,
initiating the first authentication of the system, which serves as the Root of Trust (RoT) for HECTOR-V.
Following this, the ZSBL configures the Memory Protection Unit (MPU) for external memory access
rights, including those for the Secure Digital (SD-card) and Double Data Rate (DDR) memory. VCO
subsequently verifies the hash value of the Berkeley BootLoader (BBL) against the expected value
stored in secure storage. If the verification is successful, the BBL is loaded into the main memory,
and VCO releases the SD-card driver along with the claimed DDR memory regions. Finally, VCO
transfers SM ownership to the REE processors and triggers the reset unit to initiate the REE. However,
since the secure boot program remains accessible from the RVSCP and both the REE and TEE share
the same system-on-chip (SoC), there exists a potential risk of exposing the RoT to vulnerabilities
from the REE side, despite the implementation of secure storage elements. The architecture does
not incorporate dedicated hardware computation units for cryptographic algorithms, which may
result in a less efficient secure boot process. This absence of specialized cryptographic support could
lead to increased latency during the secure boot sequence, as the system relies on general-purpose
processing capabilities rather than optimized hardware acceleration for cryptographic operations.
Consequently, this design choice may impact the overall performance and responsiveness of the secure
boot mechanism within the HECTOR-V framework.

The authors argue that the duplication of resources in HECTOR-V effectively mitigates cache
and microarchitectural side-channel attacks by ensuring that sensitive components are not shared
between the secure and non-secure domains. However, they acknowledge that this approach may not
be entirely feasible in real-world applications where resource utilization constraints are significant.
Additionally, HECTOR-V does not support the integration of programmable resources, which are
crucial for SoOC-FPGAs. Furthermore, while HECTOR-V provides a dedicated processor for secure
applications, it lacks the capability to create multiple secure domains, limiting its flexibility in complex
security scenarios.

3.6. CURE

CURE [30] is a robust TEE architecture that leverages innovative hardware security primitives
within the RISC-V framework. This architecture supports the coexistence of various enclave types,
including kernel-space, user-space, and sub-space enclaves, within a single system. To facilitate this,
CURE incorporates three key hardware enhancements: dedicated core registers for monitoring enclave
execution, a system bus arbiter to manage access control for bus transactions, and a mechanism for
partitioning the shared cache. These enhancements collectively bolster the isolation of enclaves and
provide defenses against side-channel attacks (SCAs). The Security Monitor (SM) in CURE functions
as a sub-level enclave. A significant benefit of implementing the SM as a sub-level enclave is the
substantial reduction in the system’s Trusted Computing Base (TCB), as it excludes all non-security-
related code at the machine level. This flexibility allows developers to select the enclave type that best
aligns with the requirements of their sensitive applications without needing to modify the application
to fit a specific enclave model.

The user- and supervisor-level enclaves in CURE can integrate device drivers into their execution
environment. Coupled with CURE’s hardware security features, this capability facilitates the exclusive
assignment of peripherals to specific enclaves, known as enclave-to-peripheral binding. The system
utilizes enclave IDs stored in the core registers, which are propagated throughout the architecture to
track the active enclave on each core. These IDs are established during the enclave’s initialization,
termination, and context-switching processes. The bus arbiter evaluates access permissions based on
the enclave ID for each memory access request, redirecting any unauthorized transactions to a desig-
nated area, thereby preventing their execution. In terms of enclave-to-peripheral interactions, CURE
ensures that memory access is strictly regulated, eliminating the need for encryption or authentication
in communications between enclaves and peripherals. To address SCAs, CURE employs two primary
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strategies: flushing the L1 cache and implementing a way-based partitioning approach for the L2
cache. However, Stapf et al. [67] note that the allocation of entire cache ways to enclaves may result in
suboptimal cache utilization due to the coarse granularity of cache ways.

A pivotal hardware security feature of CURE is the filter engine integrated into the system bus.
This filter engine serves dual purposes: it allows for the exclusive assignment of memory regions to
enclaves and establishes access controls for peripherals, determining which enclaves can communicate
with them via Memory-Mapped I/O (MMIO). Furthermore, Stapf et al. [67] point out that the filter
engine incorporates registers and control logic for all Direct Memory Access (DMA)-capable devices,
restricting their access to designated memory areas. This mechanism facilitates secure communication
between enclaves and DMA-capable devices without requiring encryption.

CURE’s software TCB, represented by the SM, is designed to be minimal, encompassing only the
security-critical code while omitting the standard firmware code typically present at the machine level.
The SM is responsible for managing enclaves and executing all security-sensitive operations, such
as enclave binary verification, key management, and persistent storage of enclave states. However,
Kuhne et al. [36] aver that CURE necessitates hardware modifications to implement security features,
including the introduction of a filter engine that enforces access controls at the system bus level and the
integration of a unique enclave identifier within the CPU architecture to manage enclave operations
effectively.

According to Schneider et al. [69], a notable limitation of CURE is that its attestation mechanisms
do not encompass peripheral devices, which could expose vulnerabilities in the communication
between enclaves and hardware components. Furthermore, the design of kernel-space enclaves within
CURE mandates that they operate on dedicated CPU cores, which, as far as current knowledge
indicates, do not have the capability to relinquish control back to the operating system. This design
choice may lead to inefficient resource utilization, as these cores remain idle while awaiting data
from peripheral devices, potentially hindering overall system performance. Regarding the Root of
Trust (RoT), CURE does not establish a RoT mechanism but presumes that the secure boot sequence is
completed upon system reset, with the initial bootloader in ROM responsible for verifying and loading
the firmware, including the Secure Monitor (SM), into the appropriate Random Access Memory (RAM).
Consequently, Kieu-Do-Nguyen et al. [69] assert that in terms of RoT-based secure boot processes,
CURE does not offer any innovative solutions beyond the traditional reliance on hard-coded keys
stored in ROM, which may limit its adaptability to more dynamic security requirements. Additionally,
Chen et al. [70] emphasize that CURE lacks dedicated hardware support for accelerating cryptographic
algorithms, which results in reduced efficiency for encryption and decryption processes.

3.7. CoVE

CoVE [32] serves as a foundational architecture for confidential computing tailored for RISC-
V platforms, with its secure execution environment referred to as a TEE Virtual Machine (TVM).
Central to this architecture is the TEE Security Manager (TSM) driver, which operates in M-mode—the
highest privilege level in RISC-V—facilitating transitions between confidential and non-confidential
operational contexts. The TSM driver is responsible for managing memory page allocations to TVMs
via the Memory Tracking Table (MTT), ensuring proper isolation and security. It also plays a crucial role
in measuring and initializing the TSM, which acts as a trusted intermediary between the hypervisor
and the TVMs. The CoVE Trusted Computing Base (TCB) is primarily composed of the TSM, which
serves as the intermediary for security enforcement between Trusted Execution Environments (TEEs)
and non-TEE elements, alongside hardware components that uphold the confidentiality and integrity
of data in use. Consistent with other frameworks, the hypervisor remains untrusted, tasked with the
management of resources across all workloads, encompassing both confidential and non-confidential
applications. CoVE specifies an Application Binary Interface (ABI) that allows the hypervisor to invoke
virtual machine management functions from the TSM.

The architecture employs a multi-layered attestation framework, starting from the hardware
and extending through the TSM driver, TSM, and TVM. Each layer undergoes a process of loading,
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measurement, and certification by its predecessor, establishing a robust chain of trust for system
integrity verification. The TVM can request a certificate from the TSM, which includes attestation
evidence linked back to the hardware, thereby providing a reliable method for confirming the authen-
ticity of the TVM and its operating software. CoVE employs cryptographic mechanisms to protect
confidential memory against physical access, ensuring confidentiality, integrity, and replay protection.
This includes the use of separate cryptographic keys for different TVM workloads to enhance security.

While CoVE aims to minimize the TCB, the introduction of new hardware primitives and ISA
extensions increases the complexity of the overall system design and implementation. Although the
architecture is designed for performance, the additional layers of isolation and security mechanisms
introduce some overhead, particularly in scenarios with frequent context switching or resource alloca-
tion. The authors note that a common drawback of existing approaches, including CoVE, is the lack of
support for confidential I/O, which remains an ongoing area of work [32].

3.8. WorldGuard

The RISC-V WorldGuard (WG) [33] architecture enhances isolation by implementing a com-
prehensive system-wide approach through the concept of Worlds, which serve as distinct execution
contexts encompassing both agents (components that initiate transactions) and resources (components
that respond to transactions). Each World is uniquely identified by a hardware World Identifier (WID),
with the total number of unique WIDs being platform-specific, defined by the parameter NWorlds, and
limited to a maximum of 32 Worlds. The WG architecture is designed to facilitate the static allocation
of agents and resources to Worlds, typically managed by M-mode firmware or a Trusted Execution
Environment (TEE) during the system boot process. WorldGuard allows for the dynamic transfer of
Security Monitor (SM) ownership among different parties, facilitating a broader range of use cases.
Nasahl et al. [29] posit that WorldGuard's architecture emphasizes a generalized approach to managing
access permissions. This flexibility in ownership and access management positions WorldGuard as a
versatile solution for creating secure execution environments within heterogeneous architectures.

WorldGuard integrates Physical Memory Protection (PMP) and Physical Memory Attributes
(PMA) within the RISC-V Instruction Set Architecture (ISA). Hoang et al. [71] assert that WorldGuard
operates with shared processors for both the TEE and Rich Execution Environment (REE). This
architecture is designed to provide a more robust separation of execution contexts, thereby mitigating
potential security risks. However, it is important to note that WorldGuard does not focus on optimizing
the secure boot process; instead, it aims to augment the existing TEE models. As such, it employs a
traditional boot flow for secure initialization, relying on a bootloader that contains hard-coded root
keys stored in Read-Only Memory (ROM). This bootloader is the first component executed, tasked
with verifying and loading the secure channel into the main memory, ensuring that both the boot
program and the Root of Trust (RoT) remain within the TEE domain. Consequently, Hoang et al. [71]
note that while the RoT and boot program remain within the TEE domain, the potential for attack
persists. Although WorldGuard'’s bootloader program is accessible, details regarding its hardware
implementation remain undisclosed. Pinto et al. [72] emphasize that while WorldGuard enhances
isolation, it still retains vulnerabilities to conventional software-based side-channel attacks, as the
foundational elements of the secure boot process are not inherently fortified against such threats.
Notably, the specification does not encompass efficient mechanisms for dynamic reconfiguration of
Worlds while the system is operational, which remains outside its current scope.

In contrast to the RISC-V (e)PMP, which enforces access control through a set of memory con-
figuration rules directly at the hart level, WG adopts a more flexible approach. It does not prescribe
a specific method for the propagation and verification of WIDs across the platform or bus, leaving
these implementations to be platform-specific. Consequently, various platforms may adopt different
strategies for checking WIDs, with bus fabrics implementing support for WIDs in ways that are tailored
to their specific architectures.

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202510.0152.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 2 October 2025 d0i:10.20944/preprints202510.0152.v1

12 of 25

3.9. SPEAR-V

SPEAR-V [34] employs a lightweight memory tagging mechanism to enforce fine-grained access
control for enclave memory. Unlike some existing architectures that necessitate extensive modifica-
tions to the operating system, SPEAR-V integrates seamlessly with unmodified OS-managed paging
structures, allowing for efficient memory management. The architecture utilizes 24-bit memory tags,
which are sulfficient for its security requirements while minimizing overhead.

SPEAR-V effectively mitigates same-core side-channel attacks such as branch shadowing, but it
does not specifically address cross-core side-channel vulnerabilities, which may limit its effectiveness
in multi-core environments. Additionally, the architecture’s reliance on a single-core processor means
that it does not consider the complexities introduced by multi-core systems in its baseline design.
While SPEAR-V does not specifically target physical threats such as memory-bus snooping or malicious
DRAM modifications, it allows for the integration of orthogonal techniques such as memory encryption
to enhance security against certain physical vulnerabilities. This indicates a flexible approach to security,
albeit with the acknowledgment that physical attack defenses are outside the primary scope of the
architecture.

SPEAR-V also supports dynamic memory allocation and arbitrary nesting of enclaves, enhancing
its scalability and flexibility for various applications. However, despite its robust design, the architec-
ture does not provide explicit defenses against memory corruption or code reuse attacks, which could
still pose risks if vulnerabilities exist in the enclave code.

3.10. VirTEE

VirTEE [35] is built on a secure platform infrastructure that divides physical memory into enclaves,
utilizing specific registers for memory management instead of traditional page tables. This innovative
approach allows for the support of large enclave sizes and efficient memory access control, leveraging
the RISC-V hypervisor extension to facilitate virtualization. VirTEE enhances security by implementing
cache partitioning, ensuring that each CPU core executing an enclave has its own last-level cache that
is not shared with other cores. This design mitigates the risk of sensitive information leakage through
cache timing attacks.

The architecture provides strong physical enclave memory isolation, protecting enclave memory
from unauthorized access by malicious software, including the operating system. VirTEE’s ability
to support large enclave sizes is beneficial for running multiple virtual machines and applications
simultaneously without significant overhead. The architecture demonstrates moderate performance,
as evaluations indicate that it incurs only a modest performance overhead on standard benchmarks
and real-world applications, making it suitable for practical deployment in cloud environments.

However, VirTEE also has its limitations. It is heavily dependent on specific hardware config-
urations, which may restrict its deployment in environments lacking the necessary infrastructure.
Additionally, while it offers resilience against side-channel attacks, it does not protect enclaves from
memory-corruption attacks, leaving a potential vulnerability. Furthermore, the architecture assumes
that peripherals, such as hard drives, are accessible to adversaries, which could lead to data leaks.
Lastly, denial-of-service (DoS) attacks are outside the scope of VirTEE’s guarantees, as most TEE
architectures do not provide assurances regarding availability.

3.11. DORAMI

DORAMI [36] leverages the enhanced Physical Memory Protection (ePMP) feature of RISC-V,
allowing for fine-grained control over memory access and isolation between different execution
modes (P, F, S/U). This design minimizes the need for significant hardware changes, facilitating easier
adoption in existing systems. However, the architecture’s effectiveness is contingent on the availability
of ePMP support, which is not present in all RISC-V platforms, thus limiting its applicability. DORAMI
enforces strict intra-mode isolation between the Security Monitor (SM) and firmware, which helps
mitigate risks associated with shared resource exploitation. By restricting access to PMP registers solely
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to the SM, the architecture reduces the potential for side-channel attacks that could manipulate memory
protection settings. Nonetheless, the complexity of managing PMP configurations still introduces
vulnerabilities when not handled properly.

DORAMTI’s reliance on hardware-based memory isolation via PMP provides a layer of defense
against unauthorized access or manipulation of memory regions. The compartmentalization of the
SM from the firmware further limits the impact of physical attacks on the firmware. However, the
architecture primarily focuses on memory isolation and does not comprehensively address all aspects
of physical security, such as tamper resistance. DORAMI is adaptable to various RISC-V platforms,
including those with only standard PMP support, enhancing its scalability across different hardware
configurations. It is designed to manage multiple enclaves, allowing for deployment in diverse security
environments. However, as the number of compartments and enclaves increases, managing their
interactions and ensuring security becomes complex, potentially impacting scalability.

DORAMI aims to achieve its security goals with minimal performance penalties, ensuring that
applications running in the RISC-V environment do not experience significant slowdowns. The
architecture modifies PMP configurations during context switches to maintain performance while
enforcing security. However, the implementation on certain platforms, such as Rocketchip, has
shown performance variability, indicating that further optimizations are needed to ensure consistent
performance across different environments. Additionally, while designed to minimize overhead, the
modifications during context switches introduce latency, particularly in high-frequency switching
scenarios.

3.12. Elasticlave

Elasticlave [78] enhances the enclave architecture by enabling each enclave to manage multiple
physical memory regions that can be selectively shared with other enclaves. This design allows an
enclave to request access to another enclave’s memory regions, which the owner can grant, thereby
facilitating more efficient inter-enclave communication without the overhead of data copying or
encryption. Elasticlave can be implemented on RISC-V and is designed to maintain a relatively simple
hardware complexity, requiring only a privileged Security Monitor (SM) that spans approximately
7,000 lines of code. This simplicity contrasts with traditional TEEs, which often necessitate more
complex hardware setups. The architecture is also adaptable, as it can be integrated into various TEE
implementations, including Intel SGX and ARM TrustZone, although this may involve specific changes
to accommodate different memory management models.

Elasticlave permits an enclave to dynamically adjust permissions for shared memory regions,
allowing other enclaves to write to these regions. However, the authors highlight that this flexibility
necessitates careful management of write permissions to mitigate potential interference between
enclaves, ensuring that data integrity is maintained during concurrent access. The architecture requires
enclave programs to invoke a map operation to access shared memory regions, which must then be
approved by the owner through a share operation. Kuhne et al. [36] state that this explicit permission
model enhances security but also adds complexity to the programming model. Feng et al. [74] maintain
that this sharing mechanism lacks flexibility. Specifically, the enclave must identify the target enclave
by its ID, which requires that the other enclave be created beforehand and that its ID be communicated
to the sharing enclave. Additionally, the shared data is tightly coupled to the lifecycle of the enclave;
if the sharing enclave terminates, the data is lost. Elasticlave introduces a new share operation that
allows an enclave to designate a contiguous range of virtual memory addresses for sharing with
another enclave identified by a specific ID. To minimize the performance costs associated with data
transfer, Elasticlave assumes a common encryption key across all enclaves. However, Feng et al. [74]
claim that this assumption raises security concerns, as it undermines the cryptographic separation
typically maintained between enclaves. Furthermore, they argue that this design is not compatible
with existing TEE frameworks, such as AMD SEV and Intel TDX, which rely on the principle that
each enclave utilizes its own unique encryption key. According to Feng et al. [74], the rigidity of
Elasticlave’s sharing model leads to several limitations: the sharing enclave must be aware of the target

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202510.0152.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 2 October 2025 d0i:10.20944/preprints202510.0152.v1

14 of 25

enclave’s ID, the target enclave must be instantiated prior to the sharing operation, and the shared
data is rendered inaccessible if the sharing enclave is terminated.

Pan et al. [73] assert that Elasticlave enhances the efficiency of memory sharing between enclaves
but faces challenges in scalability due to the fixed number of Physical Memory Protection (PMP)
registers, which restricts the number of simultaneously protected memory regions. They argue that
while Elasticlave allows for improved performance in data-sharing workloads, its reliance on the
RISC-V PMP architecture limits the number of enclaves that can operate concurrently, potentially
impacting its effectiveness in high-demand cloud environments. The architecture’s design facilitates
inter-enclave communication through a shared memory model, yet the constraints imposed by the
RISC-V PMP mean that Elasticlave may not adequately support applications requiring extensive
concurrent enclave interactions. Pan et al. [73] emphasize that due to the limitations of the RISC-V
specification, Elasticlave can only manage a limited number of memory regions, which restricts its
ability to scale effectively in scenarios with numerous consumer enclaves.

Yu et al. [78] acknowledge that while Elasticlave focuses on defining a memory interface, it
does not specifically address microarchitectural implementation flaws or side-channel vulnerabilities.
Elasticlave does not directly address defenses against attacks on physical RAM or bus interfaces,
indicating that such protections are considered orthogonal to the architecture’s primary focus. Kuhne
et al. [36] further discuss that while Elasticlave enables the mapping of shareable physical memory
regions to an enclave’s virtual address space, there are notable drawbacks. First, developers must
explicitly identify which portions of their applications are shareable, often necessitating significant code
restructuring to isolate these components into separate enclave memory. Second, the dynamic mapping
and unmapping of memory regions require local attestation, which ensures that the newly mapped
memory is in a secure and expected state. This reliance on attestation complicates the measurement
properties of applications, as it ties the security guarantees of a program to the integrity of multiple
physical memory regions.

3.13. Cerberus

Cerberus [31] utilizes a formal verification framework to enhance the security and efficiency
of enclave memory sharing. Cerberus is implemented on the RISC-V Keystone platform, which
necessitates specific support for features like Physical Memory Protection (PMP) to ensure memory
isolation. This reliance on particular hardware capabilities limits its applicability to platforms that do
not support these features. While the authors emphasize the formal verification of the Secure Remote
Execution (SRE) property, Cerberus does not provide extensive details on specific countermeasures
against side-channel vulnerabilities, which remain a critical concern in enclave designs.

The architecture introduces two critical operations: Snapshot and Clone. The Snapshot operation
effectively transforms the executing enclave into a read-only entity, while the Clone operation allows
the creation of a child enclave that can access the same memory contents as its parent at the moment
of cloning. To ensure consistent functionality, the virtual address spaces of both the parent and
child enclaves must align immediately following the Clone operation. However, any write operations
performed by the child enclave will lead to divergence from the shared memory, as these actions trigger
a copy-on-write mechanism that allocates new memory for modifications. This presents a limitation for
Cerberus, as the advantages of memory sharing may diminish over time as the child enclave’s memory
diverges from the original snapshot. Nevertheless, Cerberus proves to be particularly effective in
scenarios where enclaves primarily write to a limited portion of memory while sharing the remainder.
It is the responsibility of the programmer to strategically determine when to invoke the Snapshot
operation.

The Cerberus interface is designed to integrate seamlessly with process-creation system calls,
thereby reducing the startup latency associated with enclave initialization. By providing a pro-
grammable interface, Cerberus enhances the overall efficiency and responsiveness of server enclave
applications, ultimately improving end-to-end latency for various use cases. Cerberus also aims to
protect against physical attacks by maintaining a strong memory isolation model, but the effectiveness
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of this protection is contingent on the underlying hardware’s security features. Scalability is addressed
through the introduction of a single-sharing model with read-only shared memory, which simplifies
the verification process and allows for efficient memory sharing across multiple enclaves. This de-
sign choice enhances performance by reducing initialization latency and minimizing computational
overhead during enclave operations. However, the limitation lies in the fact that the sharing model
restricts each enclave to access only one read-only shared memory, which is not suitable for all use
cases requiring more complex memory sharing scenarios.

3.14. AP-TEE

AP-TEE (Application Platform Trusted Execution Environment) [38] is a draft specification being
developed within the RISC-V Security and Confidential Computing Working Group. AP-TEE leverages
the RISC-V virtualization extensions to enable confidential virtual machines (VMs) within a TEE. Its
design goal is to provide a RISC-V counterpart to confidential computing frameworks such as AMD
SEV, Intel TDX, and Arm CCA. As the AP-TEE specification is not yet finalized, the description here
reflects preliminary information available in the literature [38] and may evolve as the standard matures.

In AP-TEE, virtualization is divided into two domains: Non-Confidential, where a conventional
operating system executes, and Confidential, which remains isolated from the former. The TSM Driver,
executing in M-mode, serves as the relay between the two domains. The TEE Security Manager (TSM),
which runs in HS-mode within the Confidential domain, operates as a passive software component
that processes requests from both the hypervisor and the TEE Virtual Machines (TVMs).

Two types of Application Binary Interfaces (ABIs) are defined for TSM. The first is the TH-ABI
(TEE-Host ABI), which governs the interaction between the non-confidential hypervisor and TSM. It
supports operations such as TVM creation, memory page management, and execution scheduling. The
second is the TG-ABI (TEE-Guest ABI), which defines the interface between TSM and a TVM. This ABI
provides support for attestation, I/O operations, and memory management.

Unlike other RISC-V TEEs that rely on Physical Memory Protection (PMP), AP-TEE introduces
the Memory Tracking Table (MTT) to distinguish between confidential and non-confidential virtual
memory pages. This mechanism enables the precise identification and enforcement of isolation at the
granularity of individual pages.

The AP-TEE boot sequence begins with the execution of the TSM Driver in M-mode. During
this phase, the startup of the TSM Driver is measured, and its hash value is recorded in the hardware
Root of Trust (RoT) for attestation purposes. Once initialized, the TSM executes in HS-mode within
the Confidential domain. Both its startup and state are measured and recorded. Subsequently, the
hypervisor and host OS are launched in HS-mode within the Non-Confidential domain.

To create a TEE Virtual Machine (TVM), the host OS and hypervisor interact with the Trusted Host
ABI (TH-ABI). This process allocates memory within the confidential domain, initializes the virtual
CPU (vCPU), and launches the TVM. Each stage—TSM Driver, TSM, and TVM—is measured and
recorded, forming a chain of trust that underpins the attestation process. In other words, attestation in
AP-TEE covers the entire boot sequence: TSM Driver — TSM — TVM.

3.15. Penglai

Penglai [39] is an enclave system that adopts a hardware—software co-design to overcome scala-
bility limitations present in prior trusted execution environments. The architecture introduces two
central primitives: the Guarded Page Table (GPT) and the Mountable Merkle Tree (MMT). The GPT enables
fine-grained memory isolation at the page level by protecting host page tables within a restricted
memory region, ensuring that only authorized entities can access or modify them. The MMT serves
as an integrity protection structure, supporting on-demand, scalable memory encryption through
a mountable hash forest. Together, these primitives allow Penglai to dynamically manage secure
memory, achieving support for thousands of concurrent enclaves and scaling up to 512 GB with low
runtime overhead.
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Beyond its memory model, Penglai introduces shadow enclaves and a fork-style enclave creation
mechanism, which significantly reduce startup latency. Reported evaluations demonstrate reductions of
up to three orders of magnitude compared to traditional enclave initialization, making the architecture
well suited for short-lived cloud functions and serverless workloads. Performance measurements
further indicate modest overheads—approximately 5% for memory-intensive applications—while
maintaining strong security guarantees against both software-based and physical attacks. These
properties position Penglai as a scalable alternative to contemporary enclave architectures, addressing
a broader set of use cases in cloud and edge computing.

3.16. AnyTEE

AnyTEE [40] is an open and interoperable framework for building Software-Defined Trusted
Execution Environments (sdTEEs) that aims to address the fragmentation and compatibility challenges
prevalent in contemporary TEE technologies. By leveraging widely available hardware virtualization
extensions, AnyTEE enables the emulation and customization of diverse TEE models—such as Intel
SGX and Arm TrustZone—across multiple Instruction Set Architectures (ISAs), including Arm and
RISC-V.

The framework introduces a hierarchical execution model that supports nesting, composition, and
fine-grained access control through nested page tables, enabling sdTEEs to coexist and interoperate on
the same platform. Key innovations include configurable security policies, support for unmodified
trusted applications, and enhanced isolation mechanisms such as intra-privilege memory protection.

Evaluations demonstrate that AnyTEE achieves near-native performance, with overheads below
3%, while providing strong security guarantees against software-based attacks. The framework is
implemented as an open-source system, offering a portable and extensible foundation for future TEE
architectures.

Table 1. Comparison of RISC-V TEE architectures across design and security criteria.

System Enclave Type  Priv. Memory Isolation Sec. I/O Cache SDK TCB Size ComplianceNo HW Mod.Crypto.
Keystone[25] Custom Runtime U+S PMP O © Partial ~8.4kLoC O (] O
Sanctum[26] User Enclave U PMP + PTW mods O (] None  ~5k LoC O © @]
TIMBER-V[27] Sub-process U Tagged memory O © None  ~? O () O
CURE[30] Multi-level (U/S/M)U/S/M Cache-tagging (] () None PartialSM O O @]
Cerberus[31] Custom PMP-based U+S PMP O © None  ~7? O [ ] O
CoVE[32] TVM-based Enclave S MTT + G-stage (] (] Partial ~? © @] O
Dorami[36] Firmware-focused U PMP O O None n/a O (] O
Elasticlave[37] =~ Temporal Enclave U PMP + Shared Pages O O None ~85kLoC O () @]
Hector-V[29] Core-partitioned Core  Interconnect Filtering @ ® None HWSM O O ©
MiI6[28] Unknown ? Unknown @) @) None  Unknown @) © ©
SPEAR-V[34] S-mode Enclave S PMP O O None  Unknown O [ ) O
WorldGuard[33] Domain-based Core Bus Filtering [ ) [ ) None SoC-based O O O
Penglai[39] User Enclave U MMU-based O © None ~10.2kLoC O O O
AnyTEE[40] sdTZ,sdSGX  U+S Page Tables + VMM © © None ~94kLoC O ® O

System: TEE implementation name. Enclave type: Isolation type. Priv. Levels: Privilege levels used (U: User, S: Supervisor, M:
Machine, Core). Memory Isolation: Mechanism for memory separation. Sec. I/O: Support for secure I/O access. Cache:
Side-channel protection (e.g., flushing and partitioning). SDK: Availability of the development toolchain. TCB size: Trusted
code base size. Compliance: Standards conformance (e.g GlobalPlatform, PKCS#11). No HW Mod.: Does the architecture avoid
hardware modification (@=no HW mod, ©= minor changes, O= requires HW changes). Crypto.: Support for
secure/accelerated cryptography. Symbol key: @= full support, ©= partial, O= none.

4. Discussion

The survey of RISC-V Trusted Execution Environments (TEEs) and secure enclaves reveals a
vibrant but fragmented ecosystem. Each proposal addresses particular limitations of proprietary TEEs—
such as closed design, rigid threat models, and vendor lock-in—yet none offers a comprehensive or
universally deployable solution. Instead, common design trade-offs and systemic challenges emerge
across the body of work.
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4.1. Design Trade-offs

Lightweight approaches such as DORAMI or SPEAR-V emphasize minimal hardware changes
and low performance overhead, but provide only partial defenses against side-channel or physical
attacks. In contrast, frameworks like HECTOR-V or CURE integrate extensive hardware modifications
to strengthen isolation and enable peripheral binding, at the cost of higher complexity and reduced
portability.

Different proposals also illustrate distinct models of privilege separation. Sanctum resembles
Intel SGX, supporting user-level enclaves but relying on the OS for privileged functions. TIMBER-V
instead provides a trusted supervisor mode, allowing privileged services inside enclaves. Keystone
combines these approaches by introducing a minimal enclave runtime in S-mode, while still delegating
some system services to the untrusted OS. CURE extends this model further by supporting multi-level
enclaves, including deep enclaves in M-mode that isolate critical machine-level code. Penglai departs
more radically, adopting a microkernel-like approach where service-oriented enclaves provide system
functionalities.

Beyond privilege models, our comparative table highlights trade-offs between TCB size, SDK
availability, and compliance. Sanctum maintains a minimal ~5k LoC TCB, while Penglai and Elasti-
clave reach over 10k LoC, raising the verification burden. Keystone and AnyTEE expose partial SDKs,
but no system yet integrates GlobalPlatform APIs or PKCS#11, limiting compatibility with existing
trusted applications. Similarly, compliance remains absent across all surveyed works, underscoring
the distance from industrial certification.

4.2. Scalability and Serverless Use Cases

A recurring limitation of enclave systems is scalability. Keystone and CURE are constrained by
the number of PMP entries, limiting the number of concurrent enclaves. Sanctum, likewise, supports
only a modest number of enclaves due to its reliance on page table modifications. Penglai addresses
this gap by introducing Guarded Page Tables (GPT) and Mountable Merkle Trees (MMT), enabling
dynamic management of secure memory at scale. It supports thousands of concurrent enclaves and
very large memory footprints (up to 512 GB), making it particularly suited to serverless computing
workloads. This stands in contrast to earlier systems like SGX, where enclave memory is capped (e.g.,
256 MB in the EPC) and scalability for containerized or microservice environments is limited.

Elasticlave attempts to improve scalability in a different dimension by supporting temporal
enclaves and memory sharing between enclaves, but its reliance on PMP limits the number of con-
currently protected memory regions. TIMBER-V introduces fine-grained memory tagging, but incurs
performance overhead (~25%) that constrains scalability in resource-constrained embedded settings.
Taken together, only Penglai approaches the requirements of cloud-native workloads, while most
others remain suitable for embedded or single-application use cases.

4.3. Secure 1/O

Mainstream TEEs such as SGX lack support for secure I/O, forcing enclaves to delegate device
access to the untrusted host OS. This delegation introduces significant attack vectors. Several RISC-V
proposals attempt to address this gap. CURE introduces enclave-to-peripheral binding through its
bus arbiter and filter engine, ensuring that devices are assigned exclusively to enclaves. HECTOR-V
further enhances secure 1/O by validating transactions based on core and device identifiers enforced
by the Security Monitor. While these mechanisms strengthen protection, they do not yet address more
complex scenarios such as dynamic binding and unbinding of stateful peripherals, which remains an
open research problem.

WorldGuard extends the notion of domains to encompass both agents and resources, allowing bus-
level filtering of device access. However, its focus on static world assignment limits flexibility. Dorami,
Keystone, and Sanctum, by contrast, provide no secure I/O binding, leaving enclaves vulnerable to
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DMA and Iago-style attacks from malicious peripherals. As IoT and edge systems rely heavily on
secure sensor integration, this remains one of the most pressing gaps in the RISC-V enclave landscape.

4.4. Defenses Against Side-channel Attacks

Side-channel attacks remain one of the most persistent threats against enclaves. Sanctum pio-
neered defenses such as cache partitioning and flush-on-context-switch, while CURE integrates cache
tagging and L2 way partitioning. TIMBER-V introduces memory tagging, but still lacks systematic
defenses against cache-based leakage. Despite these innovations, side-channel resistance remains
incomplete, particularly against speculative execution vulnerabilities. Indeed, attacks targeting the
BOOM out-of-order RISC-V processor have demonstrated the feasibility of exploiting transient exe-
cution in the context of enclaves. Moreover, protections often incur non-trivial performance costs or
require intrusive cooperation from the operating system, limiting their deployability.

MI6 pushes defenses further by adding purge instructions for microarchitectural buffers and
adopting spatial /temporal partitioning of caches and DRAM bandwidth. However, it remains tied
to a single processor (RiscyOO), lacks shared-memory support, and fails to fully cleanse speculative
execution state. SPEAR-V focuses narrowly on same-core leakage but ignores cross-core channels,
while Keystone relies only on L1 cache flushing, leaving shared LLCs unprotected. In short, no system
yet provides a comprehensive defense against the wide spectrum of cache, speculative, and transient
execution attacks.

4.5. Systemic Challenges

Several systemic challenges are evident across the surveyed works. First, fragmentation is a critical
issue: the openness of RISC-V allows highly customized enclave architectures, but this diversity results
in incompatibility across implementations and prevents the emergence of a unified programming
model. Second, the risk of Iago attacks persists wherever enclaves rely on the untrusted host OS to
service system calls [81]. Keystone has been shown to be susceptible to this class of attacks, and similar
risks exist in other proposals that adopt OS-assisted system interfaces. Third, while some designs claim
to reduce the Trusted Computing Base (TCB), the assumption that components such as the Security
Monitor or enclave runtimes are bug-free is unrealistic. Bugs in these privileged components would
undermine the guarantees of isolation and attestation. Finally, most proposals remain at the prototype
stage, often evaluated only in simulation or on FPGA platforms, with limited validation on production
silicon or under adversarial workloads.

Our comparison also highlights gaps in compliance and certification. None of the surveyed
proposals integrates GlobalPlatform APIs or PKCS#11, and no certification efforts exist for RISC-V
enclaves. Furthermore, cryptographic support is underdeveloped: most frameworks rely on software-
only crypto, with only HECTOR-V partially exploring hardware acceleration. This limits applicability
in domains like financial services or 5G, where certified crypto and compliance are mandatory.

4.6. Toward a Cohesive Ecosystem

Taken together, these findings underscore that the RISC-V enclave and TEE landscape is still in a
formative stage. The openness and extensibility of the ISA enable diverse architectural explorations,
but the lack of convergence hinders broader adoption. Future work must balance three dimensions
simultaneously: (i) rigorous security guarantees against advanced attacks, (ii) efficient performance
and scalability for practical use, and (iii) usable software ecosystems with strong standards compliance.

Establishing reference implementations, fostering upstream support in projects such as OpenSBI,
Linux, and OP-TEE, and ensuring interoperability between enclave models are key milestones. Ulti-
mately, bridging the gap between academic prototypes and industrial deployments will determine
whether RISC-V can evolve into a cohesive and trustworthy foundation for confidential computing.
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4.7. SDK and Developer Support

One of the clearest gaps across existing proposals is the absence of a unified developer ecosystem.
Keystone offers partial SDK support (via Eyrie), but it is tightly coupled to its custom runtime.
AnyTEE makes progress by supporting interoperability with unmodified trusted applications, yet this
is achieved through software-defined abstractions rather than standard APIs. By contrast, frameworks
such as Sanctum, CURE, Penglai, and SPEAR-V provide no SDK support at all, leaving application
developers without reusable toolchains. The lack of integration with GlobalPlatform’s TEE Client API
or PKCS#11 or TPM prevents the porting of existing trusted applications from ARM TrustZone or Intel
SGX ecosystems. This absence represents a critical barrier for adoption, as SDKs are essential to lower
the barrier to entry and foster a community of developers around RISC-V TEEs.

4.8. Compliance and Standardization

Compliance with industry specifications remains unaddressed. None of the surveyed proposals
demonstrates conformance with GlobalPlatform APIs, or other standards widely required in domains
such as automotive, financial, or mobile security, despite some early efforts that remain largely
theoretical or in an initial phase [79,80]. In practice, this means that RISC-V TEEs cannot yet serve as
drop-in alternatives to ARM or Intel counterparts in regulated environments. CoVE and AP-TEE move
closer to aligning with confidential computing standards by adopting virtualization-based abstractions,
but they still lack standardized interfaces for trusted applications. Without convergence on compliance,
the ecosystem risks perpetuating fragmentation and limiting cross-platform portability.

4.9. Trusted Computing Base (TCB) Size

The TCB size varies dramatically across proposals. Sanctum and Keystone maintain relatively
small monitors (5-8k LoC), which facilitates formal verification but limits feature richness. Penglai and
Elasticlave expand the TCB to over 10k LoC to support scalability and memory sharing, increasing
the verification burden. CURE and HECTOR-V integrate hardware components into their TCB, while
systems like MI6 and Cerberus provide only partial or unquantified measurements. Although a
smaller TCB is desirable for verification, too minimal a TCB may offload responsibilities to untrusted
OS components, reintroducing lago attack surfaces. Balancing minimalism with functionality remains
an unresolved challenge.

4.10. Hardware Modifications and Deployability

The surveyed designs diverge sharply in their reliance on hardware modifications. Frame-
works such as Keystone, Elasticlave, and Dorami aim for deployability by relying solely on standard
PMP /ePMP. Sanctum, TIMBER-V, CURE, and CoVE introduce new hardware primitives such as
tagged memory, bus arbiters, and Memory Tracking Tables, improving isolation but reducing porta-
bility. HECTOR-V and WorldGuard push even further, requiring core-partitioning or interconnect
filtering logic, making them impractical for general-purpose adoption. This tension between “minimal
modification for deployability” and “heavy modification for security” highlights the absence of a
common hardware baseline for RISC-V enclaves.

4.11. Cryptographic Support

Cryptography acceleration is scarcely addressed across RISC-V TEEs. HECTOR-V partially
considers hardware crypto during secure boot but lacks dedicated acceleration units. Most frameworks,
including Keystone, Sanctum, and Penglai, rely entirely on software crypto, raising concerns for high-
throughput workloads like TLS or blockchain. Only CoVE explicitly introduces replay-protected
memory encryption, approaching the guarantees of AMD SEV-SNP or Intel TDX. The gap in hardware
cryptographic integration suggests an opportunity for leveraging RISC-V’s vector and scalar crypto
extensions to build TEEs that are both secure and efficient.

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.


https://doi.org/10.20944/preprints202510.0152.v1
http://creativecommons.org/licenses/by/4.0/

Preprints.org (www.preprints.org) | NOT PEER-REVIEWED | Posted: 2 October 2025 d0i:10.20944/preprints202510.0152.v1

20 of 25

4.12. Grouping by Enclave Type and Memory Isolation

The table also reveals important differences in enclave types and isolation models. User-level
enclaves (Sanctum, Penglai) simplify programmability but depend on the OS for privileged oper-
ations, creating lago vulnerabilities. Multi-level designs (CURE, Keystone, TIMBER-V) introduce
supervisor or machine-level enclaves, expanding functionality but enlarging the TCB. Core-partitioned
approaches (HECTOR-V, WorldGuard) eliminate sharing but suffer from rigid resource duplication.
Memory isolation is equally diverse: PMP and ePMP dominate lightweight designs (Keystone, Dorami,
Elasticlave, SPEAR-V), while Penglai relies on MMU-based page isolation, CURE employs cache
tagging, TIMBER-V introduces memory tagging, and CoVE adopts a virtualization-based Memory
Tracking Table (MTT). These variations reflect a lack of consensus on the “right” abstraction for
isolation, with each design optimizing for a different axis: programmability, performance, or security.

4.13. Cross-Cutting Observations

Synthesizing across these dimensions, several patterns emerge. Proposals that minimize hardware
changes (Keystone, Dorami, Elasticlave) are easier to deploy but weaker against advanced attacks.
Designs that introduce strong defenses (CURE, HECTOR-V, CoVE) achieve richer isolation at the
cost of portability. Scalability remains the domain of Penglai, but its complexity and large TCB raise
practical barriers. Across the board, SDK maturity, compliance, and cryptographic integration remain
glaring omissions, underscoring that RISC-V TEEs are still at a research-prototype stage rather than
production-ready solutions.

4.14. Future Directions for RISC-V Trusted Execution Environments

Research and development of RISC-V TEEs remains highly active, with both academic initiatives
and contributions from the RISC-V community and hardware vendors seeking to reduce fragmentation
and move toward standardized solutions. Several directions are likely to guide future progress. One
critical focus will be the development of hardware-assisted defenses against side-channel attacks: since
most leakage arises from shared microarchitectural components, software countermeasures alone are
insufficient, and RISC-V’s extensibility provides an opportunity to integrate primitives such as cache
partitioning, memory tagging, and speculation control directly into hardware. Another promising
direction is the use of RISC-V cores as coprocessors within heterogeneous SoCs, where they can be
dedicated to trusted execution tasks; early industrial efforts already demonstrate the feasibility of this
approach. Finally, the growing deployment of RISC-V in embedded and edge computing highlights
the need for lightweight TEEs tailored to resource-constrained devices, where traditional designs are
impractical. Projects such as TIMBER-V illustrate this trajectory, pointing toward enclave models that
emphasize scalability, low overhead, and adaptability to pervasive IoT contexts. Collectively, these
trends suggest that the next generation of RISC-V TEEs will need to balance resilience against advanced
attacks with efficiency and deployability across both cloud-scale and edge-scale environments.

5. Conclusions

This survey has provided the first comprehensive examination of RISC-V TEEs and secure enclave
architectures, systematically mapping their design principles, isolation mechanisms, and security
guarantees. By consolidating fragmented research into a structured taxonomy, we have highlighted
recurring trade-offs, identified common limitations, and emphasized the unique opportunities offered
by the openness and extensibility of RISC-V. The analysis reveals that while significant progress has
been made toward building trustworthy confidential computing systems on RISC-V, many challenges
remain unresolved.

Beyond its role as a state-of-the-art survey, this work is intended to serve as a reference point for
future research. Researchers and practitioners can draw on the systematic comparison and taxonomy
presented here to design more secure, efficient, and verifiable TEE systems for RISC-V. By highlighting
the strengths and shortcomings of existing proposals, the survey guides immediate improvements
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while laying the foundation for long-term efforts toward a cohesive and trustworthy open-hardware
confidential computing ecosystem.
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