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Abstract

Electronic voting allows people to participate more easily in their country’s electoral events. Never-
theless, its adoption is still far from widespread. In this paper, we provide a detailed survey of the
state of adoption worldwide and investigate which socio-economic factors may influence such an
adoption. Its usage is wider in North and South America, while remaining considerably lower in
Europe and Asia and practically absent in Africa. We distinguish between e-voting, that maintains
the traditional polling station structure while adding technological components, and i-voting that
enables remote participation from any location using personal devices. Five factors (country’s surface
and population, Gross Domestic Product, Internet Usage, and Democracy Index) are investigated to
predict adoption, and an accuracy of over 93% is achieved through a machine learning random forest
model. Larger, more wealthy, and more democratic countries are typically associated with a larger
adoption of Internet voting.

Keywords: electronic voting; internet voting; elections; democracy

1. Introduction
Although digitalization has impacted most areas of public administration, there is noticeable

hesitance in embracing computerized solutions for the management of political elections. The current
widely employed system of paper voting is marred by many inefficiencies, as it requires the involve-
ment of a large number of people and the associated costs of such a broad participation. Scrutineers
are asked to count the ballot results manually, leading to the possibility of errors [1,2]. In a world
where sustainability holds great importance, the production of large numbers of paper ballots and the
need to transport voters to and from polling stations has serious environmental consequences [3]. In
addition, people who live far from their polling stations have to bear the financial burden of exercising
their right to vote. In addition, people with disabilities face enormous difficulties [4].

On the surface, electronic voting would seem to offer a solution to these problems. However,
despite the many benefits of this technology, few countries have utilized such tools for organizing
elections. One of the main concerns is that the technology required is not universally accessible.
Moreover, when available it can prove difficult to understand for certain categories of society, creating
a barrier between some citizens and the voting process. The primary obstacle to its adoption, however,
is a distrust towards what is considered an opaque and manipulable tool. For example, a study [5]
focusing on Balkan and South Eastern European countries raised concerns about voter authentication
and software reliability, highlighting the challenges of citizen engagement in different international
practices.

In the paper, we will distinguish two main approaches to electronic voting:

• E-voting (Electronic Voting): A voting system that takes place at central polling locations with
the same oversight and observer procedures as traditional voting, but incorporates technology
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into one or more of the voting processes. This can include using voting machines for ballot
casting, employing machines for vote counting/tabulation, or transmitting polling station results
electronically to central tallying locations via the Internet.

• I-voting (Internet Voting): A remote electronic voting procedure that allows people to cast
their votes from any location using personal devices such as computers, smartphones, or other
electronic devices, rather than requiring physical presence at a polling station.

The key distinction is that e-voting maintains the traditional polling station structure while adding
technological components, whereas i-voting enables remote participation from any location using
personal devices.

A worldwide analysis of the current state of voting systems that offer alternatives to paper-based
ones would help to identify the barriers and draw the roadmap ahead for a significantly wider usage
of more advanced voting systems. The research questions we are facing are the following:

RQ1 What is the state of diffusion of electronic voting worldwide?
RQ2 What are the determinants of electronic voting adoption?

The aim of this study to answer these RQs by examining electronic voting around the world. Our
major contributions are the following:

• to provide an in-depth examination of electronic voting technologies in various countries, describ-
ing the existing systems, their successes, challenges, and evolution globally;

• to provide insights into the current landscape of electronic voting technologies and identify
obstacles to their adoption;

• to analyse the relevance of socio-economic indicators as determinants of electronic voting adop-
tion.

While a variety of previous studies have analyzed the adoption of electronic voting systems, these
contributions have predominantly focused on single-country case studies, specific regional contexts,
or on particular technological challenges such as security and verifiability. To date, there is a lack of
comprehensive, quantitative analyses that examine how broad socio-economic and political factors
correlate with the adoption of both e-voting and i-voting at a global level. This paper aims to fill
this gap by leveraging a newly assembled dataset covering all recognized countries and applying
machine learning techniques to uncover empirical patterns and predictive determinants of electronic
voting adoption. In doing so, we contribute to the literature by providing a global, data-driven
perspective on the interplay between technological infrastructure, governance quality, and voting
system modernization.

2. Related Literature
We can divide the literature concerning e-voting into three streams. One stream includes those

papers proposing or assessing new voting technologies. A second stream is devoted to reporting
the state of voting technology adoption in one or several countries. The third stream consists of
survey papers about technology adoption that take a wider view, examining, e.g., a continent or
the whole world. We will examine the papers belonging to the second stream in the next section,
whereas this section will focus on reviewing the survey papers about electronic voting adoption and
the technology-related papers.

A number of reviews have been already conducted on the subject. Nonetheless, some of them are
either outdated or focused on specific aspects or countries. We subdivide the existing literature into
two groups, adopting, as convention, a time threshold spanning back ten years from the present (i.e.,
before and after 2014).

In 2007, Krimmer conducted a study to review remote electronic voting options in elections
[6]. The study analyzed factors such as technology, election size, and providers to understand the
current status and potential for widespread adoption. Similarly, in the same year Wang reviewed
electronic voting technology, with a focus on security and voter trust [7]. The study summarized
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security requirements, reviewed existing systems, and explored usability and cryptographic tools,
serving as an introduction for e-voting researchers. Four years later, in 2011, Kumar et al. analyzed the
electronic voting situation in various countries at the time, including whether a paper trail was used
for auditing, how blank votes were treated, and whether the type of software used was proprietary or
not [8].

In the last ten years, a book by Hao et al. was devoted to a comprehensive analysis of various
voting systems in different countries [9]. Gibson et al. conducted a detailed analysis in 2016, providing
a historical introduction and discussing technical issues related to online voting. The authors also
analyzed the current status of electronic voting worldwide, including countries where it is being
considered, on trial, implemented, or discontinued [10]. Given that both of these reviews were
conducted in 2016, they may not be entirely representative of the current situation in certain countries.
A more recent study has been published on the different electronic voting technologies, with evidence
from Estonia, Brazil, India, Namibia, and the USA [11]. Another review by Adekunle et al. examines
the literature on electronic voting systems and focuses on the experiences of the Netherlands, USA,
India, Switzerland, Estonia, Namibia, Brazil, and Nigeria [12]. As can be seen, no recent review has
provided a global overview, but rather a few countries at best.

We can now consider the papers describing the different technologies involved in electronic
voting. Though we have thus far talked about electronic voting in general terms, at this point, we
make a distinction, already mentioned in the introduction, that we will keep throughout the paper
between electronic voting in a narrower way (e-voting) and internet voting (i-voting). We draw on the
definitions reported by [13]. E-voting takes place at central polling locations in the same manner as for
traditional voting procedures, with observers overlooking the process. Contrary to traditional paper
voting, e-voting involves using technology in any of the following processes:

• Ballot casting, when technology is introduced for casting the vote through voting machines;
• Tabulation, when machines are used in the counting process;
• Transmission, when voting operations are conducted traditionally but the results of polling

stations are sent via the Internet to the central tallying location.

Instead, i-voting consists of a remote electronic voting procedure, where people vote from their
location, using computers, smartphones, or other devices to cast their vote.

Regarding the devices employed in e-voting, we can identify three major approaches: using ballot
marking devices that produce a printout, machines that require touching a key or touchscreen to
record the vote without producing a printout, or optical scanners. Examples of the first kind have been
reported in the USA, Argentina, Venezuela, Albania, Belgium, Bulgaria, the Democratic Republic of
Congo, Namibia, and India. Machines that do not produce a printout have been reported in Brazil,
Paraguay, and Bhutan. Finally, optical scanners have been employed in Iraq, Kyrgyzstan, Mongolia,
and the Philippines.

Electronic Voting Machines (EVM) may have buttons to press or a touch screen through which the
voter can select the candidate he or she wishes to vote for. Some of these machines also produce a paper
record of the vote for audit or verification purposes [14,15]. They were compared against traditional
procedures in [16]. Some of their security issues were highlighted in [17] and [18]. Other machines
are capable of scanning the content of a ballot filled in by the voter [19]. EVMs can be connected to a
network (incorporating the Transmission function) or, as is most often the case, operate as standalone
systems, releasing at the end of the ballot an indication of the votes received by the individual machine.

Another recent technology that offers security guarantees and impacts the transmission of votes
is blockchain. Abuidris et al. reviewed blockchain-based e-voting systems and the requirements that
such a system should have. [20]. A similar review, which identifies challenges and suggests future
research topics to enhance system reliability, has been published in [21]. In addition, a systematic
literature review by [22] further explores this field, offering an in-depth mapping of blockchain
components, consensus mechanisms, cryptographic algorithms, and implementation challenges,
highlighting the need for real-world testing and legal compliance. This technology has the potential
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to enhance transparency and security in sensitive operations if used in e-government [23]. However,
the transparency of the blockchain implies that all transactions are visible to all participants in the
network. In an electronic voting system, this could compromise the secrecy of voting, a fundamental
principle of democratic elections. It is therefore crucial to maintain voter privacy, yet blockchain, by
its nature, makes it difficult to ensure that votes cannot be traced back to voters. Consequently, an
implementation of blockchain that can guarantee democratic principles and voter rights should be
engineered. The opportunity of applying this technology to e-voting and its adaption to the voting
context has been discussed by [24]. Furthermore, a comprehensive and updated review by [25] offers
an extensive survey of both blockchain-based and traditional e-voting systems, highlighting their
fundamental properties, implementation approaches, and known vulnerabilities. This text focuses on
the classification of cyberattacks and the associated challenges, particularly with regard to ensuring
properties such as verifiability, coercion resistance, and software independence. The latter refers to the
ability of a voting system to ensure that errors or malicious modifications in the software cannot lead
to undetectable alterations of the election outcome.

I-voting is typically accomplished by either using a website or a mobile application. In the case of
a website, voters must log in, sometimes authenticating with an ID or special pin, and cast their vote
[26]. This approach has been employed, e.g., in Panama, Ecuador, Mexico, France, Armenia, Australia,
Canada, Estonia, Norway, and Switzerland. In some cases, the use of a website may be limited to
uploading scanned documents and ballot papers, as reported in New Zealand, where voters are
required to download voting papers, before uploading scanned copies of their ballot and supporting
documents to a designated website [27]. The use of a mobile application has instead been reported in
the Sultanate of Oman and the United Arab Emirates. That app also includes a feature for voter face
recognition [28,29].

Contribution of This Paper Compared to Prior Work. The existing literature on electronic voting
can be broadly grouped into three streams: studies proposing or assessing specific technologies, analy-
ses focused on adoption within individual countries or regions, and survey works examining adoption
trends from a broader perspective. However, most prior contributions are either dated, region-specific,
or limited to qualitative assessments. Notably, comprehensive, up-to-date quantitative studies at the
global scale—especially those employing machine learning techniques to predict adoption—remain
scarce. This paper contributes to closing this gap by: (i) providing a global and recent dataset integrat-
ing socio-economic and political factors; (ii) offering a comparative analysis across all countries rather
than limited case studies; and (iii) applying predictive models (decision trees and random forests) to
systematically assess which features most influence e-voting and i-voting adoption. This multi-faceted
contribution advances the field by combining data-driven insights with global coverage, an approach
not yet fully explored in prior publications.

3. Worldwide Adoption of e-Voting and i-Voting
In this section, we provide a global view of the current state of advanced voting technologies.

Based on the data on the introduction of e-voting and i-voting provided by the International Institute
for Democracy and Electoral Assistance (International IDEA), an intergovernmental organization
based in Stockholm [30], we have carried out a bibliographic survey in various countries. We first show
an overall view and then focus on e-voting and i-voting respectively, using a continent-by-continent
approach.

3.1. Overall view

According to the IDEA survey mentioned above, 36 nations worldwide have opted to integrate
information technology into the electoral process.

The commonest approach, adopted by 20 countries, involves deploying electronic voting machines
(EVMs) in polling stations, in a controlled environment (i.e., e-voting). These machines permit voters
to pick their desired candidates either by pushing buttons or utilizing the touch screen. The voting
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machine records the vote for counting purposes and, in most cases, also produces a paper ballot for
verification purposes. Typically, these machines are not interconnected or connected to a central server.

Conversely, 16 countries have adopted i-voting. This system permits certain groups of citizens (or,
in some cases, all those eligible to vote) to cast their ballots from their own devices without physically
attending a polling station.

In Figure 1, we can observe a balance between e- and i-voting in North America, while e-voting is
widely adopted in South America. The European continent is predominantly anchored to the old paper
system, with some exceptions using i-voting technologies. Only two cases of e-voting implementation
have been reported on the African continent, while voting is still paper-based in the rest of the world.
In Asia, some countries use e-voting, while i-voting is adopted in Russia. In Oceania, we find Australia
and New Zealand using i-voting.

Figure 1. Worldwide use of e-voting and i-voting.

In order to provide a comprehensive overview of the global adoption of e-voting technologies,
we present below a summary of the Democracy Index 2024. The Democracy Index is a comprehensive
measure of the democratic health of countries around the world. The index is predicated on five key
dimensions: electoral process and pluralism, government functionality, political participation, political
culture, and civil liberties.

The Democracy Index data is sourced from the Economist Intelligence Unit (EIU), part of The
Economist Group. Socio-economic indicators — including GDP, population, surface area, and Internet
usage — are derived from the most recent available World Bank datasets at July 1st, 2025. The present
study utilised these indicators within a model to explore the correlations with the adoption of electronic
and internet voting systems. The full dataset is available from the url https://bit.ly/eVotingDataset2
025.

The complete classification is presented in the Table 1.
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Table 1. Global Dataset on Democracy, Socio-Economic Indicators, and the Adoption of Electronic Voting
Technologies.

Country Code DI Population GDP p.c. (sq Km) I.u.% e-voting type

Country Code DI Population GDP p.c. (sq Km) I.u.% e-voting type

Afghanistan AFG 0.25 42,647,492 413.8 652,860 17.7 NO
Albania ALB 6.2 2,714,617 10,011.6 28,750 83.1 e-voting
Algeria DZA 3.55 46,814,308 5,631.2 2,381,741 76.9 NO
Angola AGO 4.05 37,885,849 2,122.1 1,246,700 44.8 NO

Argentina ARG 6.51 45,696,159 13,858.2 2,780,400 89.2 e-voting
Armenia ARM 5.35 3,033,500 8,500.6 29,740 80.0 i-voting
Australia AUS 8.85 27,204,809 64,407.5 7,741,220 97.1 i-voting
Austria AUT 8.28 9,178,482 56,833.2 83,879 94.9 NO

Azerbaijan AZE 2.8 10,202,850 7,283.8 86,600 89.0 NO
Bahrain BHR 2.45 1,588,670 30,048.2 790 100.0 NO

Bangladesh BGD 4.44 173,562,364 2,593.4 147,570 44.5 e-voting
Belarus BLR 1.99 9,133,712 8,316.6 207,630 91.5 NO
Belgium BEL 7.64 11,876,844 55,954.6 30,689 94.6 e-voting

Benin BEN 4.44 14,462,724 1,485.4 114,760 32.2 NO
Bhutan BTN 5.65 791,524 3,839.4 38,390 88.4 e-voting
Bolivia BOL 4.26 12,413,315 4,001.2 1,098,580 70.2 NO

Bosnia and
Herzegovina BIH 5.06 3,164,253 8,957.4 51,210 83.4 NO

Botswana BWA 7.63 2,521,139 7,695.2 581,730 81.4 NO
Brazil BRA 6.49 211,998,573 10,280.3 8,510,418 84.2 e-voting

Bulgaria BGR 6.34 6,444,366 17,412.4 111,000 80.4 e-voting
Burkina Faso BFA 2.55 23,548,781 987.3 274,200 17.0 NO

Burundi BDI 2.13 14,047,786 153.9 27,830 11.1 NO
Cambodia KHM 2.94 17,638,801 2,627.9 181,040 60.7 NO
Cameroon CMR 2.56 29,123,744 1,762.4 475,440 41.9 NO

Canada CAN 8.69 41,288,599 54,282.6 15,634,410 94.0 i-voting
Cape Verde CPV 7.58 524,877 5,272.9 4,030 73.5 NO

Central
African

Republic
CAF 1.18 5,330,690 516.2 622,980 7.5 NO

Chad TCD 1.89 20,299,123 1,016.1 1,284,000 13.2 NO
Chile CHL 7.83 19,764,771 16,709.9 756,700 94.5 NO
China CHN 2.11 1,408,975,000 13,303.1 9,562,910 77.5 NO

Colombia COL 6.35 52,886,363 7,914.0 1,140,619 77.3 NO
Comoros COM 2.84 866,628 1,784.1 1,861 35.7 NO

Congo COG 1.92 6,332,961 2,482.2 342,000 38.4 e-voting
Costa Rica CRI 8.29 5,129,910 18,587.2 51,100 85.4 NO

Cote d’Ivoire CIV 4.22 31,934,230 2,709.9 322,460 40.7 NO
Croatia HRV 6.5 3,866,300 23,931.5 88,070 83.2 NO
Cuba CUB 2.58 10,979,783 9,605.3 109,880 71.3 NO

Cyprus CYP 7.38 1,358,282 38,654.2 9,250 91.2 NO
Czechia CZE 8.08 10,882,164 31,706.6 78,872 86.0 NO

Democratic
Republic of

Congo
COD 2.79 109,276,265 647.4 2,344,860 30.5 NO

Denmark DNK 9.28 5,976,992 71,851.8 42,920 99.8 NO
Djibouti DJI 2.7 1,168,722 3,496.5 23,200 65.0 NO

Dominican
Republic DOM 6.62 11,427,557 10,875.7 146,840 84.6 e-voting

East Timor TLS 7.03 1,400,638 1,343.1 14,870 34.0 NO
Ecuador ECU 5.24 18,135,478 6,874.7 256,370 77.2 i-voting

Egypt EGY 2.79 116,538,258 3,338.5 1,001,450 72.7 NO
El Salvador SLV 4.61 6,338,193 5,579.7 21,040 67.7 NO
Equatorial

Guinea GNQ 1.92 1,892,516 6,745.4 28,050 60.4 NO

Eritrea ERI 1.97 3,535,603 121,630 20.0 NO
Estonia EST 8.13 1,371,986 31,170.1 45,340 93.2 i-voting

Eswatini SWZ 2.6 1,242,822 3,936.1 17,360 57.6 NO
Ethiopia ETH 3.24 132,059,767 1,011.1 1,136,240 16.7 NO

Fiji FJI 5.39 928,784 6,288.4 18,270 79.3 NO
Finland FIN 9.3 5,637,214 53,188.6 338,470 93.5 NO
France FRA 7.99 68,516,699 46,150.5 549,087 86.8 i-voting
Gabon GAB 2.18 2,538,952 8,218.8 267,670 71.9 NO

Gambia GMB 4.47 2,759,988 908.5 11,300 45.9 NO
Georgia GEO 4.7 3,673,850 9,193.7 69,700 81.9 NO

Germany DEU 8.73 83,510,950 55,800.2 357,600 93.5 NO
Ghana GHA 6.24 34,427,414 2,405.8 238,533 69.9 NO
Greece GRC 8.07 10,388,805 24,752.1 131,960 85.0 NO

Guatemala GTM 4.55 18,406,359 6,150.0 108,890 56.1 NO
Guinea GIN 2.04 14,754,785 1,717.0 245,860 26.5 NO
Guinea-
Bissau GNB 2.03 2,201,352 963.0 36,130 32.5 NO

Guyana GUY 6.11 831,087 29,883.6 214,970 81.7 NO
Haiti HTI 2.74 11,772,557 2,142.6 27,750 39.3 NO

Honduras HND 4.98 10,825,703 3,426.4 112,490 58.3 NO
Hong Kong HKG 5.09 7,524,100 54,107.0 1,110 96.0 NO

Hungary HUN 6.51 9,562,314 23,310.8 93,030 91.5 NO
Iceland ISL 9.38 404,610 82,703.9 103,000 99.8 NO
India IND 7.29 1,450,935,791 2,696.7 3,287,260 55.9 e-voting

Indonesia IDN 6.44 283,487,931 4,925.4 1,916,907 69.2 NO
Iran IRN 1.96 91,567,738 4,771.4 1,745,150 79.6 e-voting
Iraq IRQ 2.8 46,042,015 6,073.6 435,050 81.7 e-voting

Ireland IRL 9.19 5,380,257 107,316.3 70,280 96.5 NO
Israel ISR 7.8 9,974,400 54,176.7 22,070 87.0 NO
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Table 1. Cont.

Country Code DI Population GDP p.c. (sq Km) I.u.% e-voting type

Country Code DI Population GDP p.c. (sq Km) I.u.% e-voting type

Italy ITA 7.58 58,986,023 40,226.0 302,070 87.0 NO
Jamaica JAM 6.74 2,839,175 7,019.7 10,990 83.4 NO
Japan JPN 8.48 123,975,371 32,475.9 377,969 87.0 NO
Jordan JOR 3.28 11,552,876 4,618.1 89,318 92.5 NO

Kazakhstan KAZ 3.08 20,592,571 14,005.3 2,724,902 92.9 NO
Kenya KEN 5.05 56,432,944 2,206.1 580,370 35.0 NO
Kuwait KWT 2.78 4,973,861 32,213.9 17,820 99.7 NO

Kyrgyzstan KGZ 3.52 7,224,614 2,419.3 199,950 88.5 e-voting
Laos LAO 1.71 7,769,819 2,124.0 236,800 63.6 NO

Latvia LVA 7.66 1,862,441 23,367.6 64,590 92.2 NO
Lebanon LBN 3.56 5,805,962 3,477.7 10,450 83.5 NO
Lesotho LSO 6.06 2,337,423 971.8 30,360 48.0 NO
Liberia LBR 5.57 5,612,817 846.3 111,370 23.5 NO
Libya LBY 2.31 7,381,023 6,318.4 1,759,540 88.5 NO

Lithuania LTU 7.59 2,888,055 29,386.3 65,286 88.5 NO
Luxembourg LUX 8.88 677,717 137,516.6 2,590 98.8 NO
Madagascar MDG 5.33 31,964,956 545.0 587,295 20.4 NO

Malawi MWI 5.85 21,655,286 508.4 118,480 18.0 NO
Malaysia MYS 7.11 35,557,673 11,867.3 330,411 97.7 NO

Mali MLI 2.4 24,478,595 1,086.2 1,240,190 35.1 NO
Malta MLT 7.93 574,346 42,347.3 320 92.1 NO

Mauritania MRT 3.96 5,169,395 2,082.8 1,030,700 37.4 NO
Mauritius MUS 8.23 1,259,509 11,871.7 2,010 79.5 NO

Mexico MEX 5.32 130,861,007 14,157.9 1,964,375 81.2 i-voting
Moldova MDA 6.04 2,389,275 7,617.5 33,850 80.2 NO
Mongolia MNG 6.53 3,524,788 6,691.5 1,564,116 83.0 e-voting

Montenegro MNE 6.73 623,831 12,935.5 13,810 89.8 NO
Morocco MAR 4.97 38,081,173 3,993.4 446,550 91.0 NO

Mozambique MOZ 3.38 34,631,766 647.3 799,380 19.8 NO
Myanmar MMR 0.96 54,500,091 1,359.3 676,590 58.5 NO
Namibia NAM 6.48 3,030,131 4,413.1 824,290 64.4 e-voting

Nepal NPL 4.6 29,651,054 1,447.3 147,180 55.8 NO
Netherlands NLD 9.0 17,994,237 68,218.7 41,540 97.0 NO

New Zealand NZL 9.61 5,338,500 48,747.0 267,710 96.2 i-voting
Nicaragua NIC 2.09 6,916,140 2,847.5 130,370 58.2 NO

Niger NER 2.26 27,032,412 722.7 1,267,000 23.2 NO
Nigeria NGA 4.16 232,679,478 806.9 923,770 39.2 NO

North Korea PRK 1.08 26,498,823 120,540 0.0 NO
North

Macedonia MKD 6.28 1,792,179 9,310.0 25,710 87.2 NO

Norway NOR 9.81 5,572,272 86,809.7 624,500 99.0 i-voting
Oman OMN 3.05 5,281,538 20,248.4 309,500 95.3 i-voting

Pakistan PAK 2.84 251,269,164 1,484.7 796,100 27.4 i-voting
Palestine PSE 3.44 5,289,152 2,592.3 6,025 86.6 NO
Panama PAN 6.84 4,515,577 19,102.9 75,320 78.0 i-voting

Papua New
Guinea PNG 5.97 10,576,502 3,076.5 462,840 24.1 NO

Paraguay PRY 5.92 6,929,153 6,416.1 406,752 78.1 e-voting
Peru PER 5.69 34,217,848 8,452.4 1,285,220 79.5 e-voting

Philippines PHL 6.63 115,843,670 3,984.8 300,000 83.8 e-voting
Poland POL 7.4 36,554,707 25,022.7 312,720 86.4 NO

Portugal PRT 8.08 10,701,636 28,844.5 92,230 85.8 NO
Qatar QAT 3.17 2,857,822 76,275.9 11,490 99.7 NO

Romania ROU 5.99 19,069,340 20,072.4 238,400 89.2 NO
Russia RUS 2.03 143,533,851 14,889.0 17,098,250 92.2 i-voting

Rwanda RWA 3.34 14,256,567 999.7 26,340 34.2 NO
Saudi Arabia SAU 2.08 35,300,280 35,057.2 2,149,690 100.0 NO

Senegal SEN 5.93 18,501,984 1,744.0 196,710 60.6 NO
Serbia SRB 6.26 6,587,202 13,523.7 84,990 85.4 NO

Sierra Leone SLE 4.32 8,642,022 873.4 72,300 20.6 NO
Singapore SGP 6.18 6,036,860 90,674.1 728 94.3 NO
Slovakia SVK 7.21 5,422,069 26,147.9 49,030 89.8 NO
Slovenia SVN 7.82 2,126,324 34,089.4 20,480 90.4 NO

South Africa ZAF 7.16 64,007,187 6,253.4 1,219,090 75.7 NO
South Korea KOR 7.75 51,751,065 33,121.4 100,440 97.4 NO

Spain ESP 8.13 48,807,137 35,297.0 505,978 95.4 NO
Sri Lanka LKA 6.19 21,916,000 4,515.6 65,610 51.2 NO

Sudan SDN 1.46 50,448,963 989.3 1,878,000 26.4 NO
Suriname SUR 6.79 634,431 7,430.7 163,820 78.4 NO
Sweden SWE 9.39 10,569,709 57,723.2 528,860 95.7 NO

Switzerland CHE 9.32 9,034,102 103,669.9 41,291 97.3 i-voting
Syria SYR 1.32 24,672,760 847.4 185,180 34.7 NO

Taiwan TWN 8.78 91.0 NO
Tajikistan TJK 1.83 10,590,927 1,341.2 141,379 56.8 NO
Tanzania TZA 5.2 68,560,157 1,185.7 947,300 29.1 NO
Thailand THA 6.27 71,668,011 7,345.1 513,120 89.5 NO

Togo TGO 2.99 9,515,236 1,043.1 56,790 37.0 NO
Trinidad and

Tobago TTO 7.09 1,368,333 19,314.7 5,130 84.7 NO

Tunisia TUN 4.71 12,277,109 4,350.4 163,610 72.4 NO
Turkey TUR 4.26 85,518,661 15,473.3 785,350 87.3 NO

Turkmenistan TKM 1.66 7,494,498 8,571.6 491,209 21.3 NO
Uganda UGA 4.49 50,015,092 1,072.7 241,550 15.3 NO
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Table 1. Cont.

Country Code DI Population GDP p.c. (sq Km) I.u.% e-voting type

Country Code DI Population GDP p.c. (sq Km) I.u.% e-voting type

Ukraine UKR 4.9 37,860,221 5,389.5 603,550 82.4 NO
United Arab

Emirates ARE 3.07 10,876,981 49,377.6 98,648 100.0 e-voting

United
Kingdom GBR 8.34 69,226,000 52,636.8 243,610 96.3 i-voting

United States USA 7.85 340,110,988 85,809.9 9,831,510 93.1 i-voting
Uruguay URY 8.67 3,386,588 23,906.5 176,220 89.9 NO

Uzbekistan UZB 2.1 36,361,859 3,161.7 448,924 89.0 NO
Venezuela VEN 2.25 28,405,543 15,943.6 912,050 61.6 e-voting
Vietnam VNM 2.62 100,987,686 4,717.3 331,340 78.1 NO
Yemen YEM 1.95 40,583,164 433.2 527,970 13.8 NO
Zambia ZMB 5.73 21,314,956 1,235.1 752,610 33.0 NO

Zimbabwe ZWE 2.98 16,634,373 2,656.4 390,760 38.4 NO

3.2. E-Voting Adoption

E-voting is the method adopted by most countries. In this section, we report the information
available for each country, arranged by continent.

3.2.1. North and Central America

Although the United States of America is a technologically advanced country, electronic voting
presents a complex situation. The majority of Americans use paper ballots to cast their votes. Voters
typically mark the ballots by hand. However, in some scenarios, voters use a "ballot marking device"
to select their preference, which then generates a printout for submission. The reliance on digital
technology for voting has varied throughout the years. Paperless electronic voting has become less
popular since the mid-2000s. States have opted for paper as a more secure means of monitoring
elections and detecting potential vote tampering. Even with paper ballots, machines remain essential
to the electoral process, since optical scan tabulators are employed to count the results.

Concerns about paperless voting among election officials and the public had been circulating
since the early 2000s. These concerns became heightened during the 2016 presidential election, which
marked a turning point in the history of America’s voting machines. In that year, Russia attempted to
use social media campaigns to manipulate the election and Russian hackers also scanned the voter
registration systems in search of vulnerabilities to collect information on American voters [31,32].
Government investigations revealed no evidence that election results had been tampered with, but
officials are now recognising the importance of securing election outcomes in the event that electronic
machines are breached. Furthermore, a significant event took place during the 2020 elections in
Georgia: the state had been using paperless voting machines for several years, but shortly before the
election, it replaced them with machines that electronically record selections and print a paper ballot.
Donald Trump contested the election results and alleged widespread irregularities and fraud. As paper
ballots were used, election officials in Georgia were able to manually count the votes and verify that
Biden had won the state [33]. This demonstrates the critical role that paper ballots play in ensuring
election integrity, and public confidence [34]. In the 2024 elections, minor issues have been reported
with electronic voting. These include delays in Milwaukee due to misconfigured tabulation machines
and thousands of mail-in ballots in Nevada that were flagged for signature mismatches or missing
signatures, causing processing delays.[35]

Aside from the U.S.A., a single case of e-voting use has been reported in North America. Elections
were held in the Dominican Republic in February 2020 using electronic voting machines. However,
major problems arose. During the polls, voting procedures were suspended for three hours because 50
percent of the polling places using electronic ballot machines reported problems [36].

3.2.2. South America

Four countries in South America have adopted e-voting: Argentina, Brazil, Paraguay, and
Venezuela.
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In Argentina, electronic voting systems have been in operation since 2009. Voters are required
to insert a blank paper ballot into a machine to cast their vote. They must select their preference on
a touch screen, and then the preference is recorded both physically on the ballot and on an RFID
chip. The voter can then remove the ballot and place it in the ballot box. The machine does not retain
the votes cast, but the counting is performed later using a scanner [37]. During the recent elections
in August 2023, there were some disputes due to malfunctions in some machines, estimated to be
240, which accounts for 2.4% of the total [38]. The malfunctioning resulted in delays and multiple
complaints.

Brazil was among the leading nations in the adoption of electronic voting. The decision to adopt
electronic voting was made due to numerous cases of fraud and a high illiteracy rate. Since 1994,
EVMs have been implemented, with 35 million voters, i.e., 33% of the population, already utilizing
them during the 1996 elections. Electronic voting in Brazil has been conducted in all polling stations
since 2000, with no major issues reported. [39]. With the use of EVMs, Brazilian voters need only enter
their candidate’s number to cast their ballot. The electronic voting machines utilized in Brazil do not
have network hardware, but require a connection to a computer for the transmission of results to the
national authority responsible for counting. No paper record is generated. Overall, Brazilians express
satisfaction with the system, and no instances of fraud or significant issues have been reported [40].
Furthermore, a study indicated that if internet voting were to be implemented in Brazil, this would
lead to a 8.9% increase in voter turnout [41].

In Paraguay, electronic ballot boxes were used for the first time in the country during the municipal
elections on 18 November 2001. At first, the model seemed successful, even capable of being exported
to Ecuador. In 2006, however, accusations of fraud emerged. The absence of a paper trail to recount
votes in the electoral system created numerous controversies, resulting in the return to traditional
paper voting methods in 2008. After the pandemic and subsequent restoration of faith in electronic
tools, electronic voting machines were finally reintroduced in a political election in Paraguay in 2021
[42].

Venezuela has been holding elections since 2004 by using machines that print out ballot papers
to be placed in ballot boxes. In 2012, biometric authentication using fingerprint recognition was also
introduced. From the outset, electronic elections have raised doubts among politicians, academics, and
the population, even though the governments of Hugo Chávez and Nicolás Maduro have called the
system ’the most perfect electoral system in the world’ [43].

3.2.3. Europe

In Albania, Electronic Voting Machines (EVMs) with touch screens using Android were deployed
in the parliamentary elections held in April 2021, and some municipal elections held in March 2022 [44].
Following the casting of each ballot, the machines generated a paper copy for verification purposes,
and at the end of the elections, the machines tallied the results at the individual polling stations. Based
on the turnout figures, technology did not appear to present any significant obstacles to participation.
In terms of invalid ballots, only those intentionally left blank by the voter were reduced. There were
no significant technical issues noted during the process, but it is worth mentioning that the system
was purposefully designed to prevent any connection to the internet.

In Belgium, an experiment with electronic voting using EVMs was initiated in 1991, with suc-
cessful outcomes leading to implementation in 1994. By 2014, 44% of voters were able to cast their
votes electronically, representing a significant increase from the initial 20%. Several issues arose during
past elections. In 2003, a candidate received over 4,000 additional preferences in the municipality of
Schaerbeek, and in 2004 a defective floppy disk caused problems during counting. Additionally, a
software malfunction in 2014 resulted in the loss of 2,240 votes. Therefore, from 2015 onward, some
regions in Belgium opted to discontinue electronic voting, while others chose to upgrade their systems
by incorporating the feature of producing a paper trail. Belgian concerns with electronic voting are
strengthened by studies revealing lower voter turnout in cantons that adopt e-voting compared to
those that use traditional paper voting methods [45]

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 16 July 2025 doi:10.20944/preprints202506.0508.v2

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

Peer-reviewed version available at  Information 2025, 16, 650; doi:https://doi.org/10.3390/info16080650

https://doi.org/10.20944/preprints202506.0508.v2
http://creativecommons.org/licenses/by/4.0/
https://doi.org/https://doi.org/10.3390/info16080650


10 of 34

In Bulgaria, Electronic voting was recently implemented following a 2015 referendum, in which
72.79% of voters opted for e-voting. A hybrid EVM model that prints a paper ballot and has no
direct connection to central systems was selected [46]. Nonetheless, there is ongoing debate about
introducing a remote voting system, similar to the one used in Estonia [47].

3.2.4. Africa

Namibia was the first African country to successfully implement e-voting in 2014. The introduc-
tion of electronic voting machines in Namibia began with the implementation of the Electoral Act in
2009. The purpose of this act was to facilitate the eventual use of EVMs in the country’s elections. This
initiative gained momentum due to issues encountered during the counting and tabulation procedures
in the 2009 elections, causing a postponement of the announcement of the outcome. In the Namibian
case, a pair of devices are employed, provided by India, and tailored to meet the legal prerequisites
of Namibia. The voter operates the Ballot Unit while the Presiding/Electoral Officer handles the
Control Unit. The Ballot Unit has a button for each potential candidate and can hold up to fifteen
candidates, although as many as four Units can be networked with a cable to accommodate a total
of sixty candidates. It should be noted that EVMs function independently and are not linked to any
computer network. The devices neither transmit nor receive signals and operate on batteries, thus
eliminating the need for electricity. To transfer the records, they should be connected to a laptop. The
machine provides a paper audit trail as a verification system in case of a vote recount [48,49].

The Democratic Republic of Congo implemented EVMs in 2018 with a touch screen and paper trail.
Nevertheless, the system’s implementation raised numerous cybersecurity concerns due to inadequate
testing. These concerns include threats to ballot secrecy and the potential for results manipulation
[50–52].

3.2.5. Asia

In Bhutan, electronic voting machines have been employed to conduct elections. These machines
feature physical buttons and display a tally after the election. Again, there is no internet connection for
the final transmission of outcomes [53,54]

India has utilized electronic voting in its political elections. Being the world’s largest democracy,
India has a voting population of 814 million. The Election Commission of India implemented the EVM
for vote recording, storage, and counting. Despite early trial runs commencing in 1982, electronic
voting was only implemented nationwide in the year 2004. Initially, the e-voting system in India
consisted of two components: the voting machine, which is positioned in the polling booth, and the
control unit, which is kept under the supervision of the polling officer. Since the 2014 elections, the use
of an additional machine alongside the voting machine allows for the printing of ballot papers, which
can be manually counted if desired. All the electronic voting equipment operates independently of
both the internet and electricity supply [55]. The Indian development and implementation of EVMs in
elections is considered a noteworthy achievement for global democracy. Indian experts argued that
the process would enhance inclusion, which has traditionally been impeded by the high percentage
of illiterate voters. Additionally, cost savings were a driving force. The government developed this
system, comprising of simple units, produced for less than $300 per unit. This price is significantly
lower than the cost of other electronic voting equipment, which typically ranges from $3,000 to $6,000
per unit and offers more advanced features. Despite the low cost, Indian authorities take pride in
their electronic voting machines, describing them as one of the most secure and tamper-proof systems
available [39].

The Islamic Republic of Iran established an electronic voting system in preparation for the June
2021 elections, for use in both presidential and city/village council elections. However, plans to
implement the electronic voting machines in the upcoming presidential election have been suspended
by Iran’s Interior Ministry and the Guardian Council. While electronic voting has been utilized for
city and village council elections, the traditional paper ballot has been retained for the presidential
elections. As a result, voters were obliged to use two distinct systems on the same day [56,57].
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In Iraq, electronic systems have been utilized since the elections in May 2018. While voters are
required to vote using a paper ballot, an electronic verification, counting, and transmission system has
been implemented. To verify their identity, voters use a ’Voter Verification Device’ to provide their
fingerprints, along with a QR code found on the paper ballot. To cast their ballot, a ’Polling Centre
Optical Scanner’ is employed. The ballot paper issued to voters is verified by the system via QR code
matching. The system then reads the ballot paper to determine if the vote has been marked correctly
and is thus deemed valid or invalid. The vote is recorded and transmitted to a ’Result Transmission
System’ connected to the scanner, which transmits the results via satellite link. During the May 2018
elections, disputes arose regarding the system, leading to a manual counting of the votes. The machines
were provided by a South Korean company, and the Iraqi Election Commission disregarded warnings
from an anti-corruption organization regarding the reliability of the digital vote tabulation devices
utilized in the elections. Nonetheless, the method was also employed in subsequent elections. [58,59]

Electronic voting was introduced in Kyrgyzstan in 2016 to ensure impartial elections following
numerous violent political uprisings in the post-communist era, which led to fraud and vote buying. E-
voting was first utilized during the 2016 local elections carried out by Osh City Council, and the voting
process was carried out through optical scanning of ballots. Although no technical problems were
reported, one study found that e-voting contributed to the continuance, adaptation, and reinforcement
of existing methods of electoral fraud, thus failing to solve the problems for which e-voting had been
introduced [60]. After this trial, despite the suspicion of fraud, the electronic voting system was further
utilized in subsequent parliamentary elections [61].

Mongolia implemented an electronic voting system for the first time in the 2012 parliamentary
election to regain the public’s confidence, which was eroded by the violent demonstrations following
the 2008 parliamentary election outcomes. Polling stations have electronic vote-counting equipment to
scan and count ballots. Results are verified through a manual vote count conducted in up to 50% of
randomly selected polling stations [62,63].

The Philippines first applied electronic voting in the 2010 elections, even if the first pilot programs
date back to 1996. The system was based on optical recognition. Voters arrived at the polling station
and were issued a ballot paper, on which they indicate their choice. When the polling station closed,
the votes were scanned by machines, and a report was printed detailing the number of votes for each
candidate. The result sheets were then sent to the tabulation office at the city or district level [55,64].

3.3. I-Voting Adoption for Special Classes of Citizens

A number of countries utilize i-voting, but only for certain categories of citizens, mainly those
living abroad. Sometimes, the voting systems involved are not sophisticated enough and do not
address even the most basic cybersecurity issues. It might be the case that these systems are used
without particular concern, given that they are directed at a minority of citizens.

In Table 2, we report the countries adopting selective admission to i-voting and the categories
admitted.

Table 2. Categories of people with access to Internet voting in some countries.

Category Countries

Citizens residing abroad Panama, Ecuador, Mexico, France, Sul-
tanate of Oman, Australia, New Zealand

Diplomatic personnel and military Armenia
Members of the House of Lords (during
pandemics)

United Kingdom

People with disabilities Australia

In this section, we survey the specific conditions, again by continent.
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3.3.1. North America

During the 2019 elections in Panama, the Electoral Tribunal (TE) offered the 7,674 Panamanians
registered to vote abroad the opportunity to cast their ballots via the Internet. Subsequently, the
Electoral Voting Corporation printed the votes cast via the internet and deposited them in an acrylic
ballot box in a public place, then proceeded to count the votes [65].

3.3.2. South America

Ecuador allows online voting for citizens residing abroad. Notably, during the recent election
on 20 August 2023, the National Electoral Council president Diana Atamaint disclosed that the
electronic voting system employed by Ecuadorians residing abroad had been the subject of numerous
cyberattacks, including some originating from China, India and Bangladesh. Nevertheless, she stated
that these events had not compromised the vote count [66].

In Mexico, the National Electoral Institute (INE) was authorized to utilize electronic voting
for overseas voters, thus circumventing the cumbersome postal system. The Independent National
Electoral Commission (INE) commenced the development of a secure internet-based voting framework
with dual-factor verification in 2018. The system underwent verification and received approval from
two independent entities as required by law in late 2020, and it was first utilized in local elections in
2021. Votes can be cast via a website and voters should authenticate themselves using their telephone
[67,68].

3.3.3. Europe

During the last legislative elections held on 27 May 2022 in France, French citizens residing outside
the country were offered multiple voting options. These included casting their vote in person, through
a proxy, by mail, or via the Internet. The adoption of digital voting, backed by the Ministry for Europe
and Foreign Affairs in France, formed part of a significant endeavor to enhance the engagement of the
1.444 million overseas voters enlisted on the consular electoral rolls [69].

The situation in the United Kingdom is peculiar and has been considered worthy of inclusion in
this section, due to its impact on the democratic process. Even though experiments have been carried
out in the past [70,71], electronic voting has not been employed in general elections. However, although
remote voting is not possible in elections for general citizens, the House of Lords has introduced the
option for Lords to participate in parliamentary proceedings through remote voting in response to
the COVID-19 pandemic. This measure was taken to prevent the suspension of regular operations.
The House of Lords implemented an online voting system from 15 June 2020 until September 2021.
Today, members are still able to cast their votes online, but only if they are physically present on the
parliamentary estate [72].

3.3.4. Asia

Armenia implemented internet voting in 2011, enabling diplomatic personnel and their families,
and the representatives of Armenian-registered corporations deployed overseas to vote. In 2016, under
the new Electoral Code, Internet voting rights were also granted to military personnel studying or
serving abroad. In the 2021 election, a total of 2,595,512 registered votes were tallied, with only 500
cast via the Internet from overseas. As such, they do not hold significant weight [73,74].

In the Sultanate of Oman, all voting processes are digital, with citizens able to register as voters
online, but voting in person. Overseas citizens have been able to cast their votes through a mobile
application since 2019 [75,76].

3.3.5. Oceania

Electronic voting has been implemented in some polling places in Australia, enabling voters
to cast their ballot on locally-connected computers. Since 2011, New South Wales has utilized a
system known as iVote, which enables remote voting over the Internet or by telephone during state
elections. In the 2015 election, individuals with disabilities, the visually impaired and those living
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over 20 kilometres from their nearest polling station, including those residing overseas or in another
Australian state or territory, were afforded the option of registering their vote online via a web browser.
A total of 283,669 individuals successfully used the iVote system; nonetheless, some issues were
identified. Specifically, two parties were not listed on the electronic ballot paper for the New South
Wales Legislative Council, and a higher-than-expected number of voters chose to submit a "donkey
vote" compared to the traditional paper ballot. In ranked voting electoral systems, a donkey vote
refers to a cast ballot where the candidates are ranked based on the order of appearance on the ballot.
Additionally, two academics claimed to have identified a security issue with the system. The New
South Wales Electoral Commission has stated that iVote will continue to replace postal, interstate, and
overseas voting. At present, however, there are no intentions to substitute the standard paper-based
voting system [77].

New Zealand allows citizens residing abroad to vote online. They need to download and print a
declaration paper along with the ballot paper. The declaration paper must be signed in the presence of
a witness. After completing and signing the declaration and casting the vote, the documents must
be scanned or photographed using a smartphone and then uploaded to a government website. Blind
or partially sighted people, or those with physical disabilities that prevent them from marking their
voting paper without assistance, are eligible to vote by telephone dictation [27].

3.4. I-Voting Adoption for all Citizens

Some countries have implemented the option for citizens to cast their votes online, eliminating
the need to physically attend polling stations for all citizens. In this section, we review those countries
that allow generalized i-voting, adopting the same continent-by-continent approach.

3.4.1. North America

Canada appears as the only country in North America that allows i-voting with no restrictions.
In particular, online voting is possible in the provinces of Ontario and Nova Scotia. Ontario, which
makes up approximately 1.51 million voters (16% of the country’s voting population), used paperless
ballots cast online, either by a website or by telephone. The online voting infrastructure is provided by
the Spanish company Scytl Election Technologies. Ontario implemented online voting in 2003 and has
since experienced exponential growth, with each successive election cycle nearly doubling the number
of online voters. More than 200 municipalities have opted to use online voting in the 2022 elections, up
from more than 170 in 2018. Some have completely eliminated paper ballots [78,79].

3.4.2. Europe

Three countries allow for i-voting in Europe: Estonia, Norway, and Switzerland. Germany has
also conducted a notable large-scale i-voting pilot, albeit in a non-political context; nonetheless, we
consider it relevant to include and examine this case in the present analysis.

Estonia is considered the most advanced country in terms of electronic voting. Since 2005, citizens
have been able to vote online, starting with local elections and later expanding to parliamentary
elections in 2007. Citizen identification is achieved through an electronic identity card or a specific
SIM card assigned to the citizen. Online voting is available from 10 to 4 days before the election.
The remaining days are reserved for error-checking and correction. To prevent coercion, voters can
change their vote freely until the end of the voting period. In 2013, a private individual applied to
the Supreme Court to invalidate the outcome of the 2011 elections, claiming that it was possible to
manipulate the voting process through malicious software running on the electors’ devices without
their knowledge. However, the court did not find any evidence that this flaw had an impact on the
election result. The source code has been released on GitHub, and no vulnerabilities compromising
voting security have been found [80]. Over two decades, the Office for Democratic Institutions and
Human Rights of the Organization for Security and Co-operation in Europe (OSCE/ODIHR) has
published final observation reports on Estonian parliamentary elections in 2007, 2011, 2015, 2019, and
2023, issuing numerous recommendations concerning vote secrecy, coercion resistance, and end-to-end
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verifiability. Some of these recommendations have led to improvements in the system, while others
have proven difficult to implement or revealed tensions between transparency, security, and voter
privacy [81]. Estonia’s approach to mitigating coercion—by allowing re-voting—has been positively
noted, although OSCE/ODIHR raised concerns about timestamp logging and the potential for voters
to undermine secrecy themselves by sharing verification data. Despite these challenges, Estonia’s
internet voting system has gained increasing popularity and has not experienced any major security
incidents to date.

Internet voting has been trialed in Norway since 2011. The first trial was conducted during
municipal elections in 2011, followed by another trial in 12 municipalities during the 2013 general
elections. Both trials used a system provided by the Spanish company Scytl. Despite this, due to
political disagreement, the pilots for internet voting in Norway have been put on hold [82–84]. In
2018, Finnmark, the northernmost county in Norway, reintroduced internet voting for a referendum.
The Estonian Smartmatic-Cybernetica Centre of Excellence for Internet Voting (SCCEIV) provided
the online voting system used in this instance. In 2022, Innlandet, another county in Norway, held a
referendum that allowed Internet voting, using the SCCEIV system once again [85].

Switzerland has a long history of involvement in i-voting systems, although the relationship has
been complicated. Legislative work on electronic voting began in 2000. Since then, over 300 referen-
dums and elections have taken place, with internet voting available in more than 150 municipalities.
Switzerland’s political system is highly decentralized due to its federal state structure, and the cantons
are responsible for implementing elections and referendums. Geneva, Zurich, and Neuchâtel were the
first cantons to experiment with i-voting. To enhance trust in the system, the source code of the voting
system has been made publicly available. However, since 2015, pessimism has spread due to the threat
of cybercrime, resulting in a withdrawal from the concept of online voting. As a result, online voting
has not been available since July 2019 [80,86]. On 26 June 2019, the Federal Council tasked the Federal
Chancellery with collaborating with the cantons to redesign the trial phase of e-voting. The aim was to
improve the system by providing effective control and oversight, thus increasing transparency and
trust. New legislation came into force in 2022, and electronic voting became available again in 2023
[87,88].

Germany piloted an i-voting system during the 2023 Sozialwahlen (Social Elections), one of the
largest elections in the European Union with over 50 million eligible voters. As indicated above, this
case differs from the others in that it does not qualify as a political election: the Sozialwahlen are
institutional elections that appoint representatives to the self-governing boards of health insurance
and pension bodies, without the involvement of political parties or legislative power. Despite being a
legally regulated and nationwide electoral process, its nature excludes it from the Council of Europe’s
category of political elections. For this reason, while technically significant, it was not included in
the charts among the countries officially adopting i-voting for political purposes. Nevertheless, the
German 2023 i-voting pilot represents a relevant case study in understanding how online voting
has been tested in practice, even if its implementation revealed several critical issues. The system
followed an envelope-based protocol inspired by the Estonian model, with modifications including the
use of homomorphic encryption and a digital signature surrogate based on a unique voter identifier
(WKZ). Although designed as a “model project” and governed by the Federal Ministry of Health,
the implementation raised serious concerns. According to [89] the system failed to guarantee key
voting principles such as secrecy, individual verifiability, and auditability. The technical configuration
allowed, in certain conditions, the reconstruction of voter–vote linkage and did not enable independent
recounts or verifications. Furthermore, participation remained low, with only 2.4% to 9.9% of votes
cast electronically depending on the institution. These issues have led experts to recommend against
its use in any future political elections.

3.4.3. Asia

Two countries have been using i-voting in Asia: the United Arab Emirates and Russia.
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The United Arab Emirates has been using e-voting since 2011. Starting with the parliamentary
elections in October 2023, citizens can cast their vote at one of the voting centers or through a digital
application, which can be run on any device connected to the Internet. Also, in this case, the technical
infrastructure was supplied by the Spanish corporation Scytl, as in Norway. Before voters can cast
their preference, the digital application conducts a facial identification procedure [90–92]

Internet voting was made available in Russia during the 2019 Moscow local elections. Subse-
quently, by the 2021 parliamentary elections, two novel voting systems were being implemented. A
system was created for conducting e-voting in Moscow by the Department of Information Technolo-
gies of Moscow and Kaspersky Lab. Additionally, Rostelecom and Waves Enterprise collaborated to
develop an e-voting system for six federal districts in Russia. The system’s source code underwent
public scrutiny, but the documentation was inadequate. Nevertheless, serious cryptographic issues
were identified in the system: researchers identified weaknesses in the password-based authentication
process. Additionally, the attack surface is significant since the authentication system is utilized
to authenticate users for over 1000 IT systems. Further analysis showed that an adversary could
compromise the voting device, which poses a potential threat to the secrecy of the vote, as it is not
individually verifiable and manipulation could go undetected by the voter. Furthermore, the system
employs an unconventional approach to generate the encryption key. The preferable approach is to
utilize established cryptographic methods instead of introducing a novel key-sharing technique [93].
Online voting was available for the 2024 presidential elections, enabling voters to cast their ballots via
an application. On the first day of the election, the system briefly crashed but was promptly restored
[94]. Nevertheless, experts suggest that this technology could potentially enable the manipulation of
election results in favor of the current President Putin [95].

3.5. E-Voting Abandonment

There are also cases of countries that have experienced e-voting and have decided to abandon it
and return to ordinary paper elections. In Table 3, we have categorized the reasons for the abandonment
of electronic voting.

Table 3. Reasons for abandoning electronic voting.

Reason Countries

Lack of trust Peru, Ireland
No follow-up after the pilot project Colombia, Iceland, Italy
Supply problems Bangladesh
Political decision Pakistan

3.5.1. South America

In Colombia, a pilot project was successfully conducted in 2007 and was deemed reliable. The
system employed EVMs which produce a physical paper record [96,97]. Although electronic voting
is mandated in the Colombian constitution, additional regulations have been established and the
technology is not currently in use.

In Peru, Electronic voting was first implemented in 2011, with 1,354 voters participating. In 2018,
1,729,028 people cast their votes, marking the last time electronic voting was used. However, due
to citizen perceptions of the system as a black box, mistrust from political organizations, and high
maintenance and storage costs, the decision was made to discontinue its use. The ONPE (National
Office of Electoral Processes) is currently investigating internet voting systems (votación electrónica no
presencial in Spanish) which are already being used for elections by internal organizations such as the
Medical College of Peru [98].
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3.5.2. Europe

In Iceland, a pilot test was held in the municipality of Ölfus, where an online referendum was
held with a 43% participation rate among the residents [99]. Although the experiment was reported as
successful, there are currently no plans for electronic voting in Iceland.

In Ireland, electronic voting machines were introduced in 2002, following research that began in
1999. In 2004, plans to extend electronic voting to all polling stations were put on hold due to public
opposition and political controversy. Although electoral law was amended in 2001 and 2004, and
sufficient voting machines for the entire state were purchased, the plan was officially dropped in 2009
due to a lack of trust and the inability to audit the vote without a paper trail. The machines were
subsequently decommissioned, and elections in Ireland continue to use paper ballots[100].

The situation in Italy is currently in a state of flux. In 2017, a pilot experiment was conducted
during a referendum in the Lombardy region. The results were deemed unsatisfactory due to the
approach used: the votes were transferred to pen drives which were physically taken to the processing
center. Unfortunately, some of the pen drives were found to be faulty upon arrival, leading to mishaps
and the subsequent abandonment of this system [101–103]. Currently, electronic voting is not available
in Italy. Efforts are being made to develop a system that enables remote voting for citizens living
abroad: a trial was conducted in December 2023 to evaluate the performance of a dedicated portal
[104].

3.5.3. Asia

In Bangladesh, electronic voting machines were used in 2011. EVMs allowed voters to press a
button associated with their preferred candidate. The votes were recorded in the machine and could
be counted electronically. These machines were not connected to the internet. In 2018, newer models
of the machines were installed, incorporating fingerprint and National Identification Number scanners
[105]. Unfortunately, serious issues with the supply of new equipment have resulted in Bangladesh
abandoning e-voting for the 2023 elections [106].

Pakistan introduced e-voting through electronic voting machines in 2021, but the decision was
reversed in 2022. After their 2018 election victory, Pakistan Tehreek-e-Insaf (Pakistan Movement for
Justice) pledged to tackle longstanding issues of distrust within Pakistani politics. They drafted a
contentious bill featuring a substantial range of revisions to the 2017 Election Act. Not only would the
implementation of Electronic Voting Machines formalize the voting process, but it would also provide
for the extension of voting rights to Pakistani citizens residing abroad via an online voting system. This
has been a longstanding demand and topic of discussion. Pakistan’s own electronic voting machine
was created and utilized during the 2021 elections. However, in 2022, the newly elected government
swiftly passed the Election Amendments Bill, which overturned the implementation of EVMs and
reinstated traditional voting methods [107].

Security Measures Overview

While several studies have addressed the technical design of electronic and internet voting
systems, a consolidated view of the security mechanisms actually adopted across countries remains
essential. To address this, Table 4 summarizes key security features—such as authentication methods,
presence of paper trails, and internet connectivity—implemented in each country currently using
e-voting or i-voting systems. The table also highlights general notes about implementation choices or
known limitations, providing a practical overview of the current global security landscape in electoral
technology.
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Table 4. Security measures adopted in countries using e-voting or i-voting

Country Voting
Type

Auth. Paper
Trail

Internet
Use

Notes

Albania e-voting Manual /
local ID

Varies Mostly
No

Electronic Voting
Machines (EVMs),
often offline. Secu-
rity measures vary
by country.

Argentina e-voting Manual /
local ID

Varies Mostly
No

Electronic Voting
Machines (EVMs),
often offline. Secu-
rity measures vary
by country.

Armenia i-voting Digital ID
/ PIN

Rarely Yes Used for remote vot-
ing; authentication
and transparency
vary.

Australia i-voting Digital ID
/ PIN

Rarely Yes Used for remote vot-
ing; authentication
and transparency
vary.

Bangladesh e-voting Manual /
local ID

Varies Mostly
No

Electronic Voting
Machines (EVMs),
often offline. Secu-
rity measures vary
by country.

Belgium e-voting Manual /
local ID

Varies Mostly
No

Electronic Voting
Machines (EVMs),
often offline. Secu-
rity measures vary
by country.

Bhutan e-voting Manual /
local ID

Varies Mostly
No

Electronic Voting
Machines (EVMs),
often offline. Secu-
rity measures vary
by country.

Brazil e-voting Manual /
local ID

Varies Mostly
No

Electronic Voting
Machines (EVMs),
often offline. Secu-
rity measures vary
by country.

Bulgaria e-voting Manual /
local ID

Varies Mostly
No

Electronic Voting
Machines (EVMs),
often offline. Secu-
rity measures vary
by country.

Continued on next page
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Table 4 – continued from previous page
Country Voting

Type
Auth. Paper

Trail
Internet
Use

Notes

Canada i-voting Digital ID
/ PIN

Rarely Yes Used for remote vot-
ing; authentication
and transparency
vary.

Congo e-voting Manual /
local ID

Varies Mostly
No

Electronic Voting
Machines (EVMs),
often offline. Secu-
rity measures vary
by country.

Dominican
Republic

e-voting Manual /
local ID

Varies Mostly
No

Electronic Voting
Machines (EVMs),
often offline. Secu-
rity measures vary
by country.

Ecuador i-voting Digital ID
/ PIN

Rarely Yes Used for remote vot-
ing; authentication
and transparency
vary.

Estonia i-voting Digital ID
/ PIN

Rarely Yes Used for remote vot-
ing; authentication
and transparency
vary.

France i-voting Digital ID
/ PIN

Rarely Yes Used for remote vot-
ing; authentication
and transparency
vary.

India e-voting Manual /
local ID

Varies Mostly
No

Electronic Voting
Machines (EVMs),
often offline. Secu-
rity measures vary
by country.

Iran e-voting Manual /
local ID

Varies Mostly
No

Electronic Voting
Machines (EVMs),
often offline. Secu-
rity measures vary
by country.

Iraq e-voting Manual /
local ID

Varies Mostly
No

Electronic Voting
Machines (EVMs),
often offline. Secu-
rity measures vary
by country.

Kyrgyzstan e-voting Manual /
local ID

Varies Mostly
No

Electronic Voting
Machines (EVMs),
often offline. Secu-
rity measures vary
by country.

Continued on next page
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Table 4 – continued from previous page
Country Voting

Type
Auth. Paper

Trail
Internet
Use

Notes

Mexico i-voting Digital ID
/ PIN

Rarely Yes Used for remote vot-
ing; authentication
and transparency
vary.

Mongolia e-voting Manual /
local ID

Varies Mostly
No

Electronic Voting
Machines (EVMs),
often offline. Secu-
rity measures vary
by country.

Namibia e-voting Manual /
local ID

Varies Mostly
No

Electronic Voting
Machines (EVMs),
often offline. Secu-
rity measures vary
by country.

New Zealand i-voting Digital ID
/ PIN

Rarely Yes Used for remote vot-
ing; authentication
and transparency
vary.

Norway i-voting Digital ID
/ PIN

Rarely Yes Used for remote vot-
ing; authentication
and transparency
vary.

Oman i-voting Digital ID
/ PIN

Rarely Yes Used for remote vot-
ing; authentication
and transparency
vary.

Pakistan i-voting Digital ID
/ PIN

Rarely Yes Used for remote vot-
ing; authentication
and transparency
vary.

Panama i-voting Digital ID
/ PIN

Rarely Yes Used for remote vot-
ing; authentication
and transparency
vary.

Paraguay e-voting Manual /
local ID

Varies Mostly
No

Electronic Voting
Machines (EVMs),
often offline. Secu-
rity measures vary
by country.

Peru e-voting Manual /
local ID

Varies Mostly
No

Electronic Voting
Machines (EVMs),
often offline. Secu-
rity measures vary
by country.

Continued on next page
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Table 4 – continued from previous page
Country Voting

Type
Auth. Paper

Trail
Internet
Use

Notes

Philippines e-voting Manual /
local ID

Varies Mostly
No

Electronic Voting
Machines (EVMs),
often offline. Secu-
rity measures vary
by country.

Russia i-voting Digital ID
/ PIN

Rarely Yes Used for remote vot-
ing; authentication
and transparency
vary.

Switzerland i-voting Digital ID
/ PIN

Rarely Yes Used for remote vot-
ing; authentication
and transparency
vary.

United Arab Emi-
rates

e-voting Manual /
local ID

Varies Mostly
No

Electronic Voting
Machines (EVMs),
often offline. Secu-
rity measures vary
by country.

United Kingdom i-voting Digital ID
/ PIN

Rarely Yes Used for remote vot-
ing; authentication
and transparency
vary.

United States i-voting Digital ID
/ PIN

Rarely Yes Used for remote vot-
ing; authentication
and transparency
vary.

Venezuela e-voting Manual /
local ID

Varies Mostly
No

Electronic Voting
Machines (EVMs),
often offline. Secu-
rity measures vary
by country.

4. Determinants of Electronic Voting Adoption
In the previous sections, we have surveyed the countries worldwide, pinpointing those nations

that have adopted electronic voting and their degree of adoption. The RQ we now face is: "Are there
some characteristics of those countries that render them more willing to adopt some form of electronic
voting?" In this section, we will try to answer that question. To this end, we will first suggest some
indicators that may serve as determinants of electronic voting adoption. We will then examine the
value of those indicators for the countries adopting electronic voting and provide a machine-learning
model to extract the most useful indicators to predict adoption.

As possible determinants of electronic voting adoption, we have chosen the following characteris-
tics of countries:

• Surface;
• Population;
• Gross Domestic Product (GDP);
• Democracy Index;
• Internet usage.
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The dataset used in this study includes all recognized countries worldwide, ensuring compre-
hensive coverage without the need for sampling. Each country is characterized by the five key
socio-economic features mentioned above: surface area, population size, GDP per capita, Democracy
Index, and Internet Usage, with data sourced from the most recent releases of the World Bank and the
Economist Intelligence Unit. Additionally, the percentage of Internet users was included to capture
technological readiness. The target variable categorizes countries into three classes: no adoption,
e-voting adoption, and i-voting adoption, based on an established international survey. Prior to model
training, the data was randomly divided into training and testing sets using an 80-20 split. Given the
structured nature of the dataset and the absence of missing values, no further preprocessing steps such
as normalization, standardization, or imputation were necessary. The Gini index was employed as the
splitting criterion in the decision tree and random forest models applied in the analysis.

The surface of a country may play a role in introducing electronic voting, as movements to reach
polling stations may be more significant for larger countries and lead to greater abstention from voting.
By removing the need to reach a possibly distant polling station, electronic voting may be chosen to
increase the level of participation in elections.

Instead, another indicator of a country’s size, i.e., its population, is more controversial. Could
we guess that larger countries have more incentives to adopt electronic voting than smaller ones?
Although larger countries can rely on larger infrastructures, creating an electronic voting infrastructure
is certainly easier for smaller countries due to the scale of the enterprise. Nevertheless, we have
included it as a potential candidate.

The level of wealth, as embodied by the GDP, may also be associated with voting tool choices.
Electronic voting adoption relies on the widespread use of electronic devices and the internet, which
are typically associated with a country’s wealth [108].

Finally, the intertwining of electronic voting and democracy has long been supported in the
literature. Several positive factors of influence of ICT-aided elections on democracy have been listed
by [109]. The other way round, i.e., if established democracies may be expected to be early adopters
of electronic voting, has been considered by [10], who found the relationship not to be so sharp. For
the purpose of measuring the level of democracy, we have considered the Democracy Index, which is
published annually by The Economist Intelligence Unit, part of the Economist Group. The Democracy
Index is based on five categories: electoral process and pluralism, the functioning of government,
political participation, political culture, and civil liberties. Each country is then classified as one of four
types of regime based on its scores on a range of indicators within those categories: full democracy,
flawed democracy, hybrid regime, and authoritarian regime [110]. We used Internet Usage data, also from
World Bank, that directly relates to the digital readiness of a country’s population, especially relevant
for internet voting (i-voting). These features were selected to balance economic capacity, technological
readiness, and political context, as supported by prior literature and empirical analysis in the study
[10,108,109].

To understand the importance of each indicator, we first plot the boxplot for each category of
voting adoption, i.e., no adoption of electronic voting, adoption of e-voting, and adoption of i-voting.
The boxplots have been plotted with the first and third quartiles as box boundaries and the 1.5 · IQR
(Inter-Quartile Range) values for the whiskers. We have used 2021 data for all the indicators, except
the Democracy Index, for which we have used 2022 data.

We start by considering the impact of the country’s surface. As hinted above, a larger surface
should be a positive factor for the adoption of electronic voting. Actually, in Figure 2, we see that the
presence of countries with a larger surface grows as we progress from the no-adoption case to the
most advanced i-voting case. This appears to confirm our hypothesis when including the surface as a
determinant for electronic voting adoption.
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Figure 2. Electronic voting and country surface.

We now turn to the country’s population, shown in Figure 3. We see very close medians and a
slightly growing third quartile as we progress from no e-voting to e-voting and i-voting. We have,
therefore, a mild confirmation of the role of population as a factor in electronic voting adoption.
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Countries without e-voting

Figure 3. Electronic voting and population.

The degree of wealth plays a different role. In Figure 4, we see that there is a significant difference
in the medians between countries adopting the most advanced i-voting system and the others. Richer
countries are readier to adopt either i-voting. However, this is just partly confirmed for countries
adopting e-voting, which belong to a lower range of GDP values. It would seem that greater wealth
leads to more advanced forms of voting, skipping the intermediate step of having some form of
electronic voting without taking full advantage of online procedures.
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Figure 4. Electronic voting and GDP per capita
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We finally turn to the impact of the democracy index, which is shown in Figure 5. Here, we can
observe a behavior similar to that for GDP. The boxplots for countries that do not adopt any form of
electronic voting and those that adopt e-voting are largely overlapping. Instead, countries adopting
i-voting exhibit larger values of the democracy index. It should be noted that there is no leakage effect,
since the way the vote is collected and processed is not taken into account in the determination of
the democracy index. We can conclude here that countries with higher levels of democracy are more
willing to embrace advanced forms of electronic voting (namely, i-voting).

1 2 3 4 5 6 7 8 9 10

Countries adopting i-voting

Countries adopting e-voting

Countries without e-voting

Figure 5. Electronic voting and democracy index
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Countries adopting e-voting
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Figure 6. Electronic voting and Internet usage

So far, we have considered the relevance of each indicator individually. We now consider the full
set of indicators and see if their joint use may help determine a country’s willingness to adopt electronic
voting. For that purpose, we resort to machine learning. Following this approach, we consider the
four indicators as features and the adoption of electronic voting as our target variable. The prediction
of electronic voting is then a classification task. As a prediction tool, we adopt a decision tree due to
its simplicity and explainability, which would allow us to understand the relative importance of the
indicators in determining the electronic voting stance of a country.

Decision tree methodology [111] is a supervised machine learning technique used for both
classification and regression tasks. It works by recursively splitting the dataset into subsets based on
feature values, creating a tree-like structure where each internal node represents a decision rule on
a feature, each branch represents an outcome of the rule, and each leaf node represents a predicted
class or value. The goal is to partition the data in a way that maximizes the separation of classes (in
classification) or minimizes prediction error (in regression) at each step. Decision trees are popular
due to their interpretability and simplicity, as they closely mimic human decision-making processes.
However, they can be prone to overfitting, which is often mitigated through techniques like pruning,
limiting tree depth, or using ensemble methods such as random forests.

In addition, the low number of features does not warrant the use of a more sophisticated prediction
algorithm, e.g., based on a deep learning network. When building the decision tree, the Gini index
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has been used to decide the sequence of features and the splitting rules [112]. The subdivision of the
dataset into a training and a testing portion has been made randomly with 80-20 split.

We follow two different mechanisms for prediction:

• a three-class classifier;
• a cascade of two-class classifiers.

In the first mechanism, the three classes to predict are, respectively, no-adoption, e-voting adop-
tion, and i-voting adoption. Alternatively, we first use a two-class classifier that discriminates solely
between adoption and no-adoption, where adoption is meant as including either form of electronic
voting. The instances classified as adopting electronic voting are then further processed by another
two-class classifier that discriminates between e-voting and i-voting.

We consider a dataset consisting of the full set of countries in the world (hence, there is no
sampling, as the dataset represents the full population). The labels have been assigned according to
the survey we have described in the first part of this paper.

We report first the results obtained with our three-class classifier. In Figure 7, we show the
resulting decision tree. The classification outputs reported in that picture pertain to the training dataset.
As in any decision tree, the features employed at the root of the tree are likely to be the most relevant
ones. In this case, that role is taken by the democracy index, which can be deemed as the most seminal
feature in determining the willingness to adopt electronic voting or not. The accuracy is 0.735, which
is significantly above a random classifier (which would achieve an accuracy of 0.333, as we have three
classes).

Figure 7. The three-class decision tree.

Nonetheless, we can extend the decision tree approach and hopefully enhance the performance
by turning to ensemble learning and using a random forest, i.e., a collection of trees.

Random forests [113] are an ensemble machine learning method that combines the predictions of
multiple decision trees to improve accuracy and reduce overfitting. Each tree in the forest is trained
on a random subset of the data (using bootstrap sampling) and, at each split, considers a random
subset of features rather than all available features. This randomness introduces diversity among the
individual trees, making the overall model more robust and less prone to the noise or biases present in
a single decision tree. For classification tasks, the final prediction is typically made by majority voting
among the trees, while for regression tasks, it is computed as the average of their outputs. Random
forests are widely used because they generally provide high predictive performance with minimal
parameter tuning and retain some interpretability through feature importance measures.
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We have built 100 trees, adopting a majority voting rule to obtain the final classification. The
passage to a random forest, although entailing that we lose some degree of explainability, is a boost for
performance, as the accuracy jumps to 0.794.

In the cascade of two two-class classifiers, we can first look at the classifier discriminating between
no-adoption and adoption of either e- or i-voting. In Figure 8, we see the resulting decision tree for
this first stage. The accuracy of this first-stage classification is 0.705. A major difference with the
three-class classifier is that now the country surface appears as the feature at the root of the tree.
In the image shown the single labels are not readable, but we display them to help illustrate the
complexity of the resulting decision tree. Full size readable figure can be downloaded from the url
https://bit.ly/eVotingDecisionTrees2025.

Figure 8. Two-class decision tree for adoption vs no adoption of electronic voting.

For the second stage of the cascade, where we decide between e-voting and i-voting for those
instances classified as adopting electronic voting, we get the tree depicted in Figure 9, which achieves
an accuracy of 0.5, which is not better than using a coin. The root feature is now again the Democracy
index.

Figure 9. Two-class decision tree for adoption of e-voting vs i-voting.

This accuracy is achieved by considering the output of the second stage just for the instances that
have been classified as adopting either form of electronic voting in the first stage. If we indicate by
NA the non-adoption of either form of electronic voting (ground truth), by ÑA that non-adoption as
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estimated through the first stage, by E the adoption of e-voting (ground truth), by I the adoption of
i-voting (ground truth), and by Ẽ and Ĩ the respective estimated cases through the second stage, the
compound accuracy is

Acc = P[ÑA|NA] + P[Ẽ|Ã, E] + P[ Ĩ|Ã, I] (1)

By combining the outputs of the two stages, the cascade achieves a compound accuracy of 0.735,
which is exactly the same as the score of the three-class classifier.

Similarly to what we have done for the three-class classifiers, we can generate a forest of 100 trees
and obtain the decision by majority voting also for the cascade of two-class classifiers. We now get an
accuracy of 0.765 and 0.75 for the first and second stage, respectively. The compound accuracy is 0.937,
in this case definitely better than the ternary classifier (0.794).

After concluding that the four features considered allow us to predict the adoption of either form
of electronic voting with very high accuracy, we can now investigate which feature is most important.
We resort to a widely employed measure of feature importance for trees, which is the contribution of
each feature to the reduction of Gini impurity (see Section 2.4 of [114] and [115]). We have evaluated
the feature importance for all three decision trees. We show the results in Figure 10 for the three-class
classifier, and in Figures 11 and 12 for the two stages of the cascade of two-class classifiers, respectively.

When we seek to classify by the adoption and the type of electronic voting all at once, we see
that the most important features are related to the country’s size (geographical or economic) and the
degree of internet usage, with all three features (surface, GDP, and internet usage) exhibiting roughly
the same importance (0.096-0.099), as can be seen in Figure 10. The Democracy Index appears as the
least important. When we decompose the problem into two steps, considering first the adoption vs
no-adoption and then the type of electronic voting, the results are somewhat different. The size factors
still appear as the most relevant, with the country’s surface achieving 0.14 importance and the GDP
lagging behind with 0.1 in Figure 11), but internet usage is definitely less relevant, which appears a bit
counterintuitive. The decision between e-voting and i-voting is instead largely dictated by the level of
democracy (importance of 0.32 in Figure 12), with internet usage again playing a minimal role.
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Figure 10. Mean decrease of Gini impurity index for three-class decision tree.
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Figure 11. Mean decrease of Gini impurity index for the first stage of the cascade of two-class decision trees
(adoption vs no-adoption).
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Figure 12. Mean decrease of Gini impurity index for the second stage of the cascade of two-class decision trees
(e-voting vs i-voting).

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 16 July 2025 doi:10.20944/preprints202506.0508.v2

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

Peer-reviewed version available at  Information 2025, 16, 650; doi:https://doi.org/10.3390/info16080650

https://doi.org/10.20944/preprints202506.0508.v2
http://creativecommons.org/licenses/by/4.0/
https://doi.org/https://doi.org/10.3390/info16080650


28 of 34

5. Conclusions
In this paper, we have analyzed the diffusion of electronic voting around the world and the

features potentially related to its adoption.
While e-voting appears to be either widely employed or undergoing trials in South America, and

various forms of electronic voting are available in North America, adoption is much less widespread
in other parts of the world. Africa remains largely absent from the landscape of electronic voting, and
even in Europe, adoption is scattered and inconsistent. Both forms of electronic voting have been
implemented in several large Asian countries. Much remains to be done to achieve widespread use of
modern voting systems globally.

Expectations for adoption are higher in countries with advanced levels of technology and indus-
trial development. However, other factors also influence adoption. A country’s surface area emerges
as a significant determinant of whether any form of electronic voting is used, while the democracy
index strongly predicts whether countries opt for e-voting or i-voting. Countries adopting i-voting
tend to be larger both in surface area and population, wealthier (as measured by GDP per capita), and
exhibit higher democracy levels (as measured by the democracy index). The random forest model we
proposed achieves an accuracy exceeding 90

The findings of this study offer important policy insights for governments and international
organizations considering the adoption of electronic voting systems. The strong association between
e-voting adoption and factors such as higher GDP per capita, greater Internet penetration, and higher
democracy scores suggests that investments in technological infrastructure and digital literacy are
foundational prerequisites for successful implementation. Moreover, the link between democracy
levels and adoption rates indicates that trust in electoral institutions and transparency mechanisms
should be prioritized alongside technological deployment. Policymakers in emerging democracies
or developing countries should view electronic voting not only as a technological upgrade but also
as part of broader governance reforms aimed at improving participation, reducing logistical barriers,
and ensuring electoral integrity. Finally, tailored strategies may be needed: while highly developed
countries might focus on expanding i-voting for convenience and accessibility, countries with larger
populations or geographical challenges may benefit more from controlled e-voting solutions that
modernize in-person voting without compromising oversight.

While this study focuses on socio-economic determinants of e-voting adoption, it is important to
acknowledge that ethical and privacy concerns play a critical role in the broader debate on digital elec-
tions. The deployment of electronic voting systems, particularly i-voting solutions, raises significant
challenges related to data protection, voter anonymity, system transparency, and cybersecurity. Prior
literature highlights concerns about coercion resistance, vote manipulation, and digital exclusion, espe-
cially for marginalized groups. Although these aspects were not the primary focus of our quantitative
model, future work should integrate qualitative analyses and country-specific governance indicators to
assess how ethical safeguards and privacy standards impact adoption and public trust. Policymakers
should not view technological readiness in isolation but should consider robust institutional safeguards
and transparent auditing mechanisms as integral to any e-voting implementation strategy.

In a future world where all countries adopt some form of electronic voting—likely with i-voting
prevailing in the long run—such differences may eventually disappear. However, based on our current
findings, it is possible to identify which types of countries are most likely to be early adopters of new
voting technologies.

Future research on electronic voting adoption can be expanded in several directions. First,
incorporating longitudinal data would allow for the analysis of trends over time and the identification
of causal relationships between socio-economic developments and voting technology adoption. Second,
more granular indicators—such as digital literacy rates, cybersecurity readiness, and levels of political
trust—could provide a deeper understanding of the contextual factors influencing adoption decisions.
Furthermore, given the evolving landscape of digital governance, future studies could explore the
impact of emerging technologies, such as blockchain and artificial intelligence, on the security and
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accessibility of electronic voting systems. Cross-country comparative case studies, especially in
countries undergoing political or technological transitions, may offer valuable qualitative insights
to complement quantitative models. Overall, future work should aim to bridge the gap between
technological feasibility and democratic legitimacy to inform policy decisions and foster broader,
equitable adoption of electronic voting systems.

In particular, the role of Artificial Intelligence (AI) in electoral management is expected to grow
significantly in the coming years. AI is already being explored for applications such as voter regis-
tration verification, fraud detection, logistical optimization of polling stations, and real-time election
monitoring. While AI can offer considerable improvements in efficiency and accuracy, it also introduces
new risks, including algorithmic bias, opaque decision-making processes, and increased cybersecurity
vulnerabilities. These dimensions were beyond the scope of the present analysis but represent a
critical avenue for future research, especially in assessing how AI tools interact with electoral integrity
and citizen trust. Future studies should investigate the co-evolution of AI adoption and e-voting
deployment, particularly in countries with advanced digital governance systems.

In addition to the factors examined in this study, future research could benefit from considering
additional socio-demographic dimensions. Variables such as literacy rates, educational attainment,
gender equality indicators—including women’s participation in political and electoral processes—and
urbanization levels could provide further explanatory power in understanding the adoption and inclu-
siveness of electronic voting systems. These factors may be particularly relevant in capturing not only
technological and economic readiness but also social accessibility and equity in electoral participation.
Incorporating such indicators in future analyses would allow for a more comprehensive assessment of
the societal conditions that favor or hinder the adoption of modern voting technologies, ensuring that
progress in electoral modernization aligns with broader democratic and social development goals.

References
1. Challú, C.; Seira, E.; Simpser, A. The Quality of Vote Tallies: Causes and Consequences. Am. Polit. Sci. Rev.

2020, 114, 1071–1085.
2. Goggin, S.N.; Byrne, M.D.; Gilbert, J.E. Post-Election Auditing: Effects of Procedure and Ballot Type on

Manual Counting Accuracy, Efficiency, and Auditor Satisfaction and Confidence. Election Law Journal: Rules,
Politics, and Policy 2012, 11, 36–51.

3. Willemson, J.; Krips, K. Estimating Carbon Footprint of Paper and Internet Voting. In Proceedings of the
Electronic Voting. Springer Nature Switzerland, 2023, pp. 140–155.

4. Schur, L.; Adya, M.; Ameri, M. Accessible Democracy: Reducing Voting Obstacles for People with Disabilities.
Election Law Journal: Rules, Politics, and Policy 2015, 14, 60–65.

5. Valsamidis, S.; Nerantzis, V.; Kerenidou, E.; Karakos, A. Survey on e-voting and electoral technology for
Balkan and South-Eastern Europe countries. The Economies of Balkan and Eastern Europe Countries in the
changed world 2010, p. 176.

6. Krimmer, R.; Triessnig, S.; Volkamer, M. The Development of Remote E-Voting Around the World: A Review
of Roads and Directions. In Proceedings of the E-Voting and Identity. Springer Berlin Heidelberg, 2007, pp.
1–15.

7. Wang, K.H.K.; Mondal, S.K.; Chan, K.C.; Xie, X. A Review of Contemporary E-voting: Requirements,
Technology, Systems and Usability. Data Science and Pattern Recognition 2017, 1, 31.

8. Kumar, M.S.; Walia, E. Analysis of electronic voting system in various countries. International Journal on
Computer Science 2011.

9. Hao, F.; Ryan, P.Y.A. Real-World Electronic Voting: Design, Analysis and Deployment; CRC Press, 2016.
10. Gibson, J.P.; Krimmer, R.; Teague, V.; Pomares, J. A review of e-voting: the past, present and future. Annals

of Telecommunications 2016, 71, 279–286.
11. Ikrissi, G.; Mazri, T. Electronic Voting: Review and Challenges. In Proceedings of the Innovations in Smart

Cities Applications Volume 7. Springer Nature Switzerland, 2024, pp. 110–119.
12. Adekunle, S.E.; Others. A Review of Electronic Voting Systems: Strategy for a Novel. International Journal of

Information Engineering & Electronic Business 2020, 12.
13. Lake, J. What are the risks of electronic voting and internet voting? https://www.comparitech.com/blog/

information-security/electronic-voting-risks/, 2022. Accessed: 2024-04-17.

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 16 July 2025 doi:10.20944/preprints202506.0508.v2

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

Peer-reviewed version available at  Information 2025, 16, 650; doi:https://doi.org/10.3390/info16080650

https://www.comparitech.com/blog/information-security/electronic-voting-risks/
https://www.comparitech.com/blog/information-security/electronic-voting-risks/
https://doi.org/10.20944/preprints202506.0508.v2
http://creativecommons.org/licenses/by/4.0/
https://doi.org/https://doi.org/10.3390/info16080650


30 of 34

14. Kumar, D.A.; Begum, T.U.S. Electronic voting machine—A review. In Proceedings of the International
conference on pattern recognition, informatics and medical engineering (PRIME-2012). IEEE, 2012, pp.
41–48.

15. Shejavali, N. Electronic Voting Machines. Institute for Public Policy Research (IPPR) No 2014, 1.
16. Everett, S.P.; Greene, K.K.; Byrne, M.D.; Wallach, D.S.; Derr, K.; Sandler, D.; Torous, T. Electronic voting

machines versus traditional methods: Improved preference, similar performance. In Proceedings of the
Proceedings of the SIGCHI conference on human factors in computing systems, 2008, pp. 883–892.

17. Everett, S.P. The usability of electronic voting machines and how votes can be changed without detection.
PhD thesis, Citeseer, 2007.

18. Wolchok, S.; Wustrow, E.; Halderman, J.A.; Prasad, H.K.; Kankipati, A.; Sakhamuri, S.K.; Yagati, V.;
Gonggrijp, R. Security analysis of India’s electronic voting machines. In Proceedings of the Proceedings of
the 17th ACM conference on Computer and communications security, 2010, pp. 1–14.

19. Kiayias, A.; Michel, L.; Russell, A.; Shashidhar, N.; See, A.; Shvartsman, A.; Davtyan, S. Tampering with
Special Purpose Trusted Computing Devices: A Case Study in Optical Scan E-Voting. In Proceedings of the
Twenty-Third Annual Computer Security Applications Conference (ACSAC 2007). IEEE, 2007, pp. 30–39.

20. Abuidris, Y.O.; Kumar, R.; Wenyong, W. A Survey of Blockchain Based on E-voting Systems. In Proceedings
of the ICBTA 2019: 2019 2nd International Conference on Blockchain Technology and Applications, 2019, pp.
99–104.

21. Vladucu, M.V.; Dong, Z.; Medina, J.; Rojas-Cessa, R. E-Voting Meets Blockchain: A Survey. IEEE Access 2023,
11, 23293–23308.

22. Rahul.; Gulia, P.; Gill, N.S. Articulation of blockchain enabled e-voting systems: a systematic literature
review. Peer Peer Netw. Appl. 2025, 18, 1–22.

23. Ullits, J. Deciphering blockchain’s role in Danish decision-making: evaluating opportunities and challenges
through the prism of due process. Law Innov. Technol. 2024, pp. 1–24.

24. Al-Maaitah, S.; Qatawneh, M.; Quzmar, A. E-Voting System Based on Blockchain Technology: A Survey. In
Proceedings of the 2021 International Conference on Information Technology (ICIT). IEEE, 2021, pp. 200–205.

25. Barelli, R.; D’Onghia, M.; Longari, S. Toward secure electronic voting: A survey on E-voting systems and
attacks. IEEE Access 2025, 13, 89600–89626.

26. del Blanco, D.Y.M.; Gascó, M. A Protocolized, Comparative Study of Helios Voting and Scytl/iVote. In
Proceedings of the 2019 Sixth International Conference on eDemocracy & eGovernment (ICEDEG). IEEE,
2019, pp. 31–38.

27. New Zealand Electoral Commission. How to vote from overseas. https://web.archive.org/web/20231211
001803/https://www.vote.nz/voting/overseas/vote-from-overseas/, 2023. Accessed: 2023-12-11.

28. Ministry of Transport, Communications and Information Technology. Antakhib App. https://oman.om/
en/home-top-level/eparticipation/e-voting, 2023. Accessed: 2024-4-14.

29. Ministry of State for FNC Affairs. United Arab Emirates e-voting app download page. https://play.google.
com/store/apps/details?id=com.uaevoting.ae, 2023. Accessed: 2024-4-14.

30. International IDEA. ICTs in Elections Database. https://www.idea.int/data-tools/data/icts-elections-
database, 2024. Accessed: 2024-4-14.

31. McCombie, S.; Uhlmann, A.J.; Morrison, S. The US 2016 presidential election & Russia’s troll farms. Intell.
Natl. Sec. 2020, 35, 95–114.

32. Burr, R.; Warner, M.; Collins, S.; Heinrich, M.; Lankford, J. Senate Intel committee releases unclassied 1st
installment in Russia report, updated recommendations on election security. https://www.justsecurity.org/
wp-content/uploads/2019/03/5.8.18-Statement-on-SSCI-Report.pdf, 2018. Accessed: 2024-4-14.

33. Zdun, M. Machine Politics: How America casts and counts its votes. Reuters 2022.
34. King, B.A. State online voting and registration lookup tools: Participation, confidence, and ballot disposition.

Journal of Information Technology & Politics 2019, 16, 219–235.
35. Fox-Sowell, S.; Quinlan, K. Election day ends with reports of vote counting tech challenges, text scams in

several states. http://statescoop.com/election-day-ends-with-reports-of-vote-counting-tech-challenges-
text-scams-in-several-states/, 2024. Accessed: 2025-1-6.

36. Alcántara, M.J.A. Dominican government asks OAS to investigate e-vote failure. https://apnews.com/
international-news-general-news-293e335b22b24fa6bd5945733b2a27a8, 2020. Accessed: 2023-12-9.

37. Pomares, J.; Levin, I.; Alvarez, R.M. Do voters and poll workers differ in their attitudes toward e-voting?
Evidence from the first e-election in Salta, Argentina. In Proceedings of the 2014 Electronic Voting Technology
Workshop/Workshop on Trustworthy Elections (EVT/WOTE 14), 2014.

Preprints.org (www.preprints.org)  |  NOT PEER-REVIEWED  |  Posted: 16 July 2025 doi:10.20944/preprints202506.0508.v2

© 2025 by the author(s). Distributed under a Creative Commons CC BY license.

Peer-reviewed version available at  Information 2025, 16, 650; doi:https://doi.org/10.3390/info16080650

https://web.archive.org/web/20231211001803/https://www.vote.nz/voting/overseas/vote-from-overseas/
https://web.archive.org/web/20231211001803/https://www.vote.nz/voting/overseas/vote-from-overseas/
https://oman.om/en/home-top-level/eparticipation/e-voting
https://oman.om/en/home-top-level/eparticipation/e-voting
https://play.google.com/store/apps/details?id=com.uaevoting.ae
https://play.google.com/store/apps/details?id=com.uaevoting.ae
https://www.idea.int/data-tools/data/icts-elections-database
https://www.idea.int/data-tools/data/icts-elections-database
https://www.justsecurity.org/wp-content/uploads/2019/03/5.8.18-Statement-on-SSCI-Report.pdf
https://www.justsecurity.org/wp-content/uploads/2019/03/5.8.18-Statement-on-SSCI-Report.pdf
http://statescoop.com/election-day-ends-with-reports-of-vote-counting-tech-challenges-text-scams-in-several-states/
http://statescoop.com/election-day-ends-with-reports-of-vote-counting-tech-challenges-text-scams-in-several-states/
https://apnews.com/international-news-general-news-293e335b22b24fa6bd5945733b2a27a8
https://apnews.com/international-news-general-news-293e335b22b24fa6bd5945733b2a27a8
https://doi.org/10.20944/preprints202506.0508.v2
http://creativecommons.org/licenses/by/4.0/
https://doi.org/https://doi.org/10.3390/info16080650


31 of 34

38. “Evoting Communications”. What happened to electronic voting in Argentina’s primary elections? https:
//evoting.com/en/2023/08/21/voto-electronico-primarias-argentina/, 2023. Accessed: 2023-11-30.

39. Okuro, O. Comparative Review of E-Voting in India and Brazil: Key Lessons for Kenya. Lagos Hist. Rev.
2023.

40. Krimmer, R.; Volkamer, M.; Binder, N.B.; Kersting, N.; Loeber, L. TUT Press Proceedings of the Second
International Conference on Electronic Voting (E-Vote-ID) 2017.

41. Spada, P.; Mellon, J.; Peixoto, T.; Sjoberg, F.M. Effects of the internet on participation: Study of a public policy
referendum in Brazil. Journal of Information Technology & Politics 2016, 13, 187–207.

42. Claudio Fuentes Armadans, J.S.C. History of electronic voting in Paraguay. Technical report, TEDIC
(Asociación de Tecnología, Educación, Desarrollo, Investigación, Comunicación), 2022.

43. Machin-Mastromatteo, J.D. The most “perfect” voting system in the world. Information Development 2016,
32, 751–755.

44. Këlliçi, E. Increasing public trust through technology, eVoting case Albania. https://uet.edu.al/ingenious/
wp-content/uploads/2023/02/ingenious-2-Increasing-public-trust-through-technology-eVoting-case-
Albania.pdf, 2023. Accessed: 2023-11-15.

45. Dandoy, R. An Analysis of Electronic Voting in Belgium: Do voters behave differently when facing a
machine? In Belgian Exceptionalism; Routledge, 2021; pp. 44–58.
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