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Abstract: With increased vulnerabilities and vast technology landscapes, it is extremely critical 

to build systems which are highly resistant to cyber-attacks, to break into systems to exploit. It is 

almost impossible to build 100% secure authentication & authorization mechanisms merely 

through standard password / PIN (With all combinations of special characters, numbers & 

upper/lower case alphabets and by using any of the Graphical password mechanisms). The 

immense computing capacity and several hacking methods used, make almost every 

authentication method susceptible to cyber-attacks in one or the other way. Only proven / known 

system which is not vulnerable in spite of highly sophisticated computing power is, human brain.  

 

In this paper, we present a new method of authentication using a combination of computer’s 

computing ability in combination with human intelligence. In fact this human intelligence is 

personalized making the overall security method more secure.  

 

Text based passwords are easy to be cracked [6]. There is an increased need for an alternate and 

more complex authentication and authorization methods. Some of the Methods [7] [8] in the 
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category of Graphical passwords could be susceptible, when Shoulder surfing/cameras/spy 

devices are used. 

 

Keywords: Pattern based access, Graphical password, safe password, non-intuitive 

password, non-static password, visually encrypted password. 

 

1. Introduction 

CybIQ, a unique special method for ensuring secure authentication in various systems which are 

vulnerable to cyber-attacks. CybIQ stands for the new secure method, created using a 

combination of computing capabilities and human intelligence. i.e  

1. Conventional PIN/Password 

2. The mapping of the numbers with objects 

3. Random order of rendering by the algorithm 

4. The computation / logic to arrive at the original password, by calculating the equation/simple 

math in brain. 

 

Existing authentication methods have certain known vulnerabilities and care needs to be taken 

to ensure that the credentials are safe and not compromised. And the existing methods have 

both logical & physical credentials. For instance remembering a PIN or a password belongs to 

the logical category. And the thumb impression and ID card with a chip for instance is an example 

of physical identification method. 

 

Now let’s quickly go through the common vulnerabilities in everyday life, costing millions & billions 

of worth effort, money & reputation loss to individuals & organizations alike. 
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 An ATM User might be secretively watched and his/her PIN might be captured through 

a Spy camera. 

 User Accessing the personal/office bank account through a compromised/virus 

infected network/infrastructure might unknowingly lose id/password to intruders. 

 A PC without up to date antivirus updates, might be easily hacked and the key 

credentials get exposed. 

 Entering your debit/credit card pin on POS machine in public place or in a shopping 

mall is an easy target for stalkers. 

 Malwares installed in smart devices can secretly read and apply the OTPs and perform 

unauthorized transactions. 

 The credentials once exposed could be used for an illegitimate purpose. 

 Covertly installed Keystroke loggers can capture key strokes and mimic the key entries 

as if the original authorized user is using the credentials. 

Bio metric access mechanisms help solve some of the threats posed by hacker. However they 

are not completely safe. The problem areas with each one of the mechanisms are highlighted 

below. 
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Categories of Access control: 

 

 

Fig 1. Categories of Access control systems. 
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Issues with existing access control methods 

 

 

Fig 2. Issues with conventional PIN/Password access control method 

 

Face Recognition: 

 How does the system react if an image or a video with appropriate resolution is placed 

in front of Face recognition device? 

 What is the result of placing a 3D printed face, Wax Face or even a photograph with 

appropriate resolution in front of the Face recognition device?  

 

OTP: 

 What if there is no internet access Or Mobile network access at a given place? 

 What if the malware is secretly reading and transferring the OTP to the intruder? 
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Access Card: 

There is no control on who can carry the access card. Hence easily targeted by intruders. 

Key Stroke pattern: 

With Key loggers this can be broken. 

 

The cyberattacks are everywhere, for instance in the operations of Ports in the shipping 

industry. There are several types of cyberattacks. Such as propagation of ransomware, 

manipulation of port communication system and Unauthorized UAV activity. 

Though the solution rendered in this paper doesn't cover all aspects of Cyber-attacks. It does 

provide a reliable solution to the access control related vulnerabilities. It is important to protect 

critical resources from hackers. The relevance of such aspects is detailed in Ref [1]. One 

example is making the access control very strong by using CybIQ, which uses conventional 

key/PIN/password and special memorized password pattern. 

 

Protection measures against hacking passwords: 

There are several methods [10] which assist in providing protection against hacking of 

Passwords. As we have seen that the single factor authentication will be a risk and has some 

probability of identity theft. We have these days several authentication mechanisms to 

strengthen the authentication process, such as multi factor authentication.  As there are new 

methods, there are corresponding sophistications for hacking these methods too. Some of the 

methods are very intuitive [9]. However have their own strengths & weaknesses with reference 

to usage in real world. Hence the search for the most secure authentication method continues. 

We have presented one such method in this paper.  

 

The detailed study on vulnerabilities of several passwords and directions for building secure 

passwords in future [11] was very useful for us in identifying new authentication methods. 
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Historically there have been many alternate methods including graphical passwords [13].  

 

Existing concepts in the area of graphical password [16], [17], [18], [19] & [21] on designs & 

solutions for shoulder surfing on graphical authentication methods inspired us for further 

research. 

Some of the scenarios in which the Secret PIN/Password could get exposed: 

 

 

Fig 3. An ATM user watched while entering PIN 

 

 

Fig 4. Person trying to notice the Mobile phone user unlocking the screen 
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Fig 5. User entering PIN into POS machine is stalked 

 

 

Fig 6. Illustration of unauthorized user getting access to personal accounts with normal 

password. 

 

 

Fig 7. Malware controlling the infected device and asking for ransom 
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2. Method 

Each day we hear about multiple breaching incidents with respect to data security. There are 

limitations mentioned above in the existing access mechanisms. Financial institutions and 

individuals are losing money and assets causing huge damage/loss of reputation. Biometric 

Access control mechanisms do not prove to be 100% secure. In the current era of AI and Machine 

learning any new access control mechanism faces unimaginable challenges. Hence there is need 

for a complete new access mechanism which is beyond the current conventional methods 

employed. (i.e. static PIN/Password). 

 

In the class of Graphical passwords which are resistant to shoulder surfing [15], it is still 

complicated from a usability perspective. Due to iterative login process. We have tried to keep 

the login process simple as it will be widely used. i.e to enter PIN/password as already familiar. 

But adding a specific additional feature to co-relate and enter credentials. The main consideration 

has been to keep the login process as simple as possible. While enhancing the strength of the 

password. 

 

The method of authentication by gamification uses the Biometric (Keystroke pattern) and the 

Knowledge based factor [2]. Similarly the method proposed in this paper uses a combination of 

randomization of patterns / images and a memorized number with a mathematical operation. 

The pattern combination used for login cannot be used by an eavesdropper unless the same 

pattern is rendered while the eavesdropper tries to authenticate. The strength of the password 

increases with more digits / alphabets and with the kind of mathematical operation used. 

 

Well known disadvantages of textual passwords and also about stable & alterable biometric 

signals are listed in detail in [3]. Image based authentication [4] is a very good alternative for 

dealing with issues in security challenges of the static PIN/Password based credentials. In this 

paper, our focus is on ensuring safety of the credentials than on the simplicity or usability. From 
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the usability perspective we had some interesting insights when we did the user reviews. For 

instance couple of users said that they would like to use the CybIQ method for one of their 5 

bank accounts, where they have more cash or for their primary account. But for the rest of the 

banks transactions or for other IT systems they said, they are ok with the existing authentication 

mechanisms. They said better to bear little bit of inconvenience or overhead than to be sorry. 

Because cost of lost data/assets causes unbearable discomfort. An insightful detail of pattern  

based authentication scheme [5] is one of the great examples in the group of graphical 

passwords. The only disadvantage with such a method is, in case if the hacker manages to 

watch or record a user login session. It is possible for the hacker to reproduce the credentials 

based upon the logic captured/recorded.  In fact the concept presented in [5] gives an inspiration 

for the next generation of secure passwords. Our method presented in this paper is immune to 

direct exposure for hackers. i.e even if a hacker manages to record / capture the login event, 

he/she cannot reproduce the credentials while login. This is because the process of 

authentication is a combination of randomized Pin/password and mapping of numbers with 

graphical content. The combination of computer’s order of mapped objects and the association 

of these with personalized preferences is out of the reach for any hacker. Overall our method 

gives the basic platform for making the authentication process more robust and unique. In fact 

it gives the freedom to the user who is using this method to make the login the simplest for 

himself / herself and the most complex for the 3rd party. There have been some studies and 

solution proposed around the graphical password [12], which are either too complex or 

breakable. The detailed survey presented in [14] enables the usability perspectives of various 

authentication methods. Our research has taken inputs from such studies. 

Solution: 

The user will be given a conventional PIN/Password as already in practice. In addition to this, the 

user is given an option to choose a set of objects/pictures/colors or any other entity the user can 

relate to. Each of the object/entity is mapped with a specific number with a mathematical 

operation. For simple Use case it can be either addition (+) Or Subtraction (-). 
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Fig 8. An illustrative example.  

For Example: 

A user who is given with the bank’s debit card will be given with the following combination of 

mapping objects. The conventional PIN and any one of the mapping set given below 

PIN: 

5678 

Mapping Set: 

1) Pictures and their associated Nos: 

Sky: +1 

Tree: +2 

Plant: +3 
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Vehicle: -2 

2) Pictures and their associated Nos: 

Tiger: +2 

Lion: +3 

Deer: -2 

Wildebeest: -4 

3) Pictures and their associated Nos: 

Hummingbird: +2 

Eagle: +4 

Woodpecker: +3 

Penguin: +4 

 

As you have seen above, the set of objects and their associated numbers could be anything of 

the user’s choice. These will not be enforced like a PIN. The user might wish to set the pictures 

of his/her family member with a number. This will help in easily recalling the associated number 

with mapped object. 

When the user associates the mapping of objects with a group of identifiers such as a category 

of birds instead of just one bird. It becomes extremely difficult for the hacker to break the code 

behind i.e. even if the entered PIN/Password is deciphered, the hacker has no idea as to what 

they stand for. 

 

This password mechanism can be considered as a feasible method, since the user can chose 

anything of his/her choice as long as he/she can remember and recall the associated number. 

The overall workflow is explained in the below diagram: 
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Fig 9. Workflow of PIN/Password entry by the User. 
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Uniqueness: 

After a very detailed analysis, we found that our method can withstand attacks even after 

the complete user session is copied or recorded. This is mainly because, the proposed 

method is first of its kind. i.e The password entered by the user once will not be repeated 

at least for next n attempts. Thereby making it secure. This depends upon the no of 

positions or digits allowed for the PIN/Password and the extent of mapping along with 

the mathematical operation chosen. 

 

The beauty of this method is that, it has intrinsic uniqueness while it renders non- 

repeating password combinations. It also allows each user to leverage this methodology 

and define another layer of unique combination of password generation. The latter can 

have an infinite combinations. Empowered by the human imagination and correlation to 

the real world. 

 

Some of the password combinations that can be chosen are as 

follows: 

a. One user can choose the final PIN to have any digits between 0 & 8. And when 

the addition is chosen as the math operator and when an object appears 

corresponding to the no 8. User will enter a number adding which the total 

exceeds 10. But the last digit is considered for the PIN equivalence. 
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b. A user selects the final PIN to not produce a number greater than 10. i.e. the 

user selects mapping objects mapped to numbers 1 till 4. In fact this is one of 

the simplest manifestations of CybIQ. 

c. A user selects the final PIN and has the mapping of objects However uses the 

multiplication operator to arrive at the final PIN. i.e  

a. Mapped objects are 

i. Car – 2 

ii. Van – 4 

iii. Bus – 6 

iv. Truck – 8 

b. Actual PIN is 4468 

c. Mathematical operation is multiplication with only the last digit 

considered. 

d. The rendered PIN placeholders have the following pattern 

i. Bus Truck Car Van 

For this, the user enters  

ii. 4 3 3 2 

Potential use cases: 

UCs for Financial Institutions: 

UCs for Mobile App Security: 

UCs for IT Systems: 
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Most of the IT systems/tools have a well-defined access control mechanism. And in case of 

compromise with the Authentication method. Unauthorized users can perform illegitimate tasks 

and result in loss or incorrect operations.  

 

PIN / Password strength: 

The total unique combinations of the password are equivalent to the total permutations nPr. 

Let’s apply this for the 5 digit ATM PIN.  

n = 6 (Considering that the user selects/preconfigures 6 images and associates a number with 

them) 

r = 5 

nPr = 6! / (6 – 5)! 

=720 unique combinations of PINs. 

i.e. the user can use one of these 720 unique password combinations (Without remembering 

each of these combinations separately!). While these are huge number of combinations to 

remember, the user doesn’t have to remember all of these by herself. Instead the user needs 

to remember only the co-relation. Of course on top of the co-relation she has to apply simple 

math operation to arrive at the actual PIN. We have come across several methods under the 

graphical password category and have tried to keep the login process as simple as possible, 

while enhancing the strength of the PIN or Password. 
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Applying for alphabetic password and not just for numbers in a PIN: 

While we have mentioned about the digital PIN, mapping objects and a simple math operation. 

This method is not only applicable for password or PIN with numeric alone. But it is extensible 

for alphabets as well. The correlation in this case can be one of the following: 

1. To enter the character before based upon the picture shown for the field. In fact this was 

how the initial cypher text method were used. 

2. More numeric are used in an alphanumeric password, so that maximum advantage can 

be taken. 

3. Using consonant if one picture is shown, otherwise using a Vowel. 

a. For example if the password is ‘secureMe12#’ and if one picture is shown then 

the consonants in the above string will be entered as they are. However when 

the other configured picture is shown the consonants will be replaced by any 

vowels. i.e the password in this case will be ‘ieaueeae12#’ and also the password 

‘aeauaeae12#’ is also valid. As this satisfies the defined or preconfigured rule. 

 

 

3. Results 

This method doesn’t just give a specific rule. Instead it acts as a specification to derive more 

user specific rules for strengthening PIN/Password. i.e each individual can use the CybIQ 
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specification and add her own personalized rules, as mentioned with several examples in 

the Methods section. 

User Survey: 

We conducted the user surveys for this method and had astonishing feedbacks. Though many 

said there are challenges in remembering and recollecting the mapped pictures / objects, others 

said they would like to use this kind of special access method for their primary bank accounts. 

They felt it’s worth spending more effort to safeguard their assets than losing out to 

eavesdroppers. i.e they told, they wouldn’t mind to have an elaborated set of mapped 

objects/pictures/categories for the alphabets & numbers in their PIN/Password. 

 

Unique advantages: 

The PIN /Password cannot be reproduced by the hacker, as the actual rendering of the 

PIN/Password is a result of random / jumbled order of pictures in the credential text/digit 

placeholders. 

The strength of the Password depends upon the associated / mapped pictures for numbers & 

characters and the mathematical operation chosen. In fact another key aspect of password 

strength is the personalized set of pictures the user has selected. 

A Survey conducted with a sample set users from various experience and backgrounds, users 

were asked the following questions 

1. Do you think this method is Unique? 

2. How Secure the method you think is? 

3. How easy is the method for use? 
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Fig 10. User Survey results. 
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Another question asked to the user is  

4. Would you like to use such a method if given an option? 

 

 

Fig 11. User acceptability. 
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