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Abstract: Aiming at the strong spatio-temporal coupling relationship between data in the actual
industrial production process, which leads to the problem of insufficient reliability and poor timeliness
of traditional process anomaly monitoring methods, a time series anomaly monitoring model based on
the graph similarity network with multi-scale features is proposed, which can react to the anomalies
in the process in a timely and effective manner to guarantee the production safety.First, a graph-
building method for spatio-temporally coupled time-series data using multidimensional time-varying
feature map embedding is designed to capture the data’s dependence on time, while the topology
of the graph is utilized to learn the spatial coupling of the data; second, a graph similarity-based
anomaly monitoring strategy is innovatively proposed to measure the anomalies of the process using
the difference degree index between the standard normal process data and the monitoring data.
Finally, the proposed method is validated using the standard normal operating condition data of the
Tennessee-Eastman (TE) process as well as the standard fault data. The experimental results show that
the proposed model can identify anomalies more quickly and accurately than other typical methods,
which significantly improves the reliability and timeliness of industrial process anomaly monitoring.

Keywords: Industrial process anomaly monitoring; Multidimensional spatio-temporally coupled time
series data; Graph similarity computation; Discrepancy indicators; Deep learning

1. Introduction
With the continuous expansion of the production scale of industrial processes, the abnormal

monitoring of industrial process operation status is of great significance in improving product quality
and ensuring production safety[1,2]. Distributed control system (DCS) in the field of industrial control
is widely used, so that the complex industrial process of multi-dimensional spatial and temporal
coupling of real-time acquisition and processing of time series data has become a reality. The in-depth
analysis of process data can accurately reflect the operating status of industrial processes, providing
unprecedented opportunities for process anomaly monitoring and diagnosis.

Data-based process monitoring methods have become one of the hot directions in the research
field of industrial operation conditions, but the existing anomaly monitoring methods face many
challenges[3–6]. First, multivariate statistics-based process anomaly monitoring methods usually mon-
itor whether the statistics exceed the control limits to determine whether the process is anomalous or
not. For example, Principal Component Analysis (PCA) detects anomalies by reducing dimensionality
and reconstruction errors and is suitable for high-dimensional linear data[7,8]; Independent Compo-
nent Analysis (ICA) detects anomalies by separating independent components, which is suitable for
complex, non-Gaussian signals[9]; Partial Least Squares (PLS) detects process anomalies and assists in
troubleshooting by extracting latent variables and monitoring residuals or statistics[10]. Although the
above methods show certain advantages when dealing with high-dimensional linear or non-Gaussian
data, they are difficult to effectively capture the complex nonlinear relationships in spatio-temporal
data when dealing with multi-dimensional spatio-temporal coupled time series data, and at the same
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time, they ignore the time-dependence in the data, which leads to insufficient anomaly detection
ability in the temporal dimension, and limits the effectiveness of their practical application in complex
industrial processes. Second, deep learning based process anomaly monitoring methods such as
convolutional neural networks predict target values by modeling the process through a black box
model, and anomaly monitoring is performed by comparing the predicted values with the observed
values. While CNNs are able to capture local patterns and spatial dependencies, their inherent local
feel-good field design makes it difficult to model global spatio-temporal dependencies, especially in
industrial processes where there are long-range dependencies between variables, and CNNs are often
limited in their performance[11,12]. Long and short-term memory networks are suitable for time-series
data and are able to capture temporal dependencies, although their weak modeling ability for spatial
features and significant increase in computational complexity and training time when dealing with
high-dimensional multivariate data limit their application in real industrial scenarios[13,14]. In the face
of industrial process anomaly monitoring with multidimensional spatio-temporal coupled time series
data, deep learning-based methods face a series of deep challenges and limitations in both theoretical
and practical applications.

Industrial processes have their unique operational characteristics: first, production processes
often need to be maintained in steady state or show periodic changes for a long time to ensure the
stability of product quality; second, due to the high reliability of modern industrial systems, the
probability of failures occurring is extremely low, leading to a scarcity of anomaly samples, which
brings significant difficulties to data-driven anomaly detection methods. However, this specificity
also provides new research ideas for anomaly monitoring. The properties of steady-state processes
imply that when an abnormality occurs, there is a significant difference between the abnormal working
condition and the standard normal working condition. Therefore, accurate identification of abnormal
states in a production process can be achieved by effectively capturing this dissimilarity through
mathematical methods[15,16]. Further, the measure of dissimilarity between working conditions
can be transformed into a similarity calculation problem, which provides a quantifiable evaluation
framework for anomaly detection. Traditional similarity calculation methods, such as Euclidean
distance calculating similarity by interval distance, are applicable to the scenario of data distribution
uniformity and low dimensionality, facing high dimensional data is vulnerable to the influence of
“dimensional disaster”, resulting in the loss of differentiation of distance calculation[17,18]; cosine
similarity measures the similarity by calculating the angle between the vectors, which is applicable to
the scenario of text data or high-dimensional sparse data. The cosine similarity measures the similarity
by calculating the angle between vectors, which is suitable for textual data or high-dimensional sparse
data, but when facing spatio-temporal heterogeneity of industrial data, it only pays attention to the
direction of the vectors and ignores the magnitude of the vectors, so its ability of characterization is
limited[19,20]; Dynamic Time Warping (DTW) is able to deal with the problem of nonlinear alignment
of the time series in the time axis, and thus it has a certain advantage in the analysis of time series.
However, DTW has higher computational complexity and ignores the spatial coupling relationship
between the data, so its performance is limited when dealing with industrial data with strong spatio-
temporal coupling characteristics[21,22]. How to design more adaptable similarity measures by
combining the specificity of industrial processes is still an important direction of current research.

The graph-based similarity computation method opens up a brand new research direction for
similarity computation and demonstrates a wide range of application value in several academic
fields. In social network analysis, by comparing the structural features of users’ social graphs, the
similarity of users’ behavioral patterns can be revealed, thus assisting in community detection and
group delineation; in the field of bioinformatics, graph similarity algorithms have been used to
analyze protein interaction networks and gene regulatory networks, and thus infer protein functions or
identify evolutionary homology; in the field of computer vision, graph structure-based image matching
techniques rely on graph similarity computation; in natural language processing, text graph similarity
provides a new research perspective for semantic analysis and text matching. These applications fully
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reflect the importance of graph similarity computation in interdisciplinary research. Therefore, it is of
significant research value to utilize the advantages of graph theory to understand the multidimensional
spatio-temporal coupled time series data of industrial processes, and thus to adapt to the specificity of
industrial processes. Bai et al. proposed a new neural network-based method designed to reduce the
computational burden while maintaining good performance. The method first designs a learnable
embedding function that maps each graph to an embedding vector, thus providing a global summary
of the graph. The method also designs a pairwise node comparison strategy to complement the
graph-level embedding with fine-grained node-level information, and finally combines two sets of
features for graph similarity computation[23].

Based on the above analysis, this paper addresses the difficulties faced by multidimensional spatio-
temporally coupled time series data of industrial processes in anomaly monitoring, and innovatively
proposes to apply graph similarity to the field of non-stationary industrial process anomaly monitoring
on the basis of graph similarity calculation method. In this paper, we design a graph similarity-based
industrial process anomaly monitoring model and application, aiming at extracting features on the time
series, while capturing the spatio-temporal dependence and the complex coupling relationship between
variables, to realize the effective monitoring of industrial process anomalies. The model constructs the
spatio-temporal graph structure of the data through the graph embedding strategy of multidimensional
time-varying features, maps the multivariate time series data in the two-dimensional space to the graph
space while considering the temporal dependence of the data, and aggregates the features by using
graph convolution network (GCN) in order to capture the complex coupling relationship between the
variables, so as to realize the comprehensive modeling of the spatio-temporal dependence. Further,
this paper introduces the method of graph similarity computation, based on the traditional method of
feature integration only in the two perspectives of global features of topology and local differences
of nodes, and adds the difference features of the adjacency matrix to participate in the similarity
analysis, which effectively solves the shortcomings of the traditional similarity computation method
in the modeling of high-dimensional coupled data, noise interference, and nonlinear relationships
among variables. Through this multi-level similarity analysis, the model is able to more accurately
identify and monitor abnormal behaviors in industrial processes. Experimental results show that
the model proposed in this paper is not only able to accurately monitor process anomalies, but also
has strong robustness and generalizability, which can adapt to the needs of industrial scenarios with
few samples of anomalous data and high real-time requirements. The model outperforms existing
benchmark methods on multiple industrial datasets, especially when dealing with high-dimensional,
nonlinear coupled data. In addition, the computational efficiency of the model is high enough to meet
the demands of real-time monitoring of industrial processes. This study provides a new framework
and method for industrial process anomaly monitoring, which has important theoretical significance
and practical application value. From the theoretical point of view, the anomaly monitoring model
based on graph similarity provides a new idea for the analysis of multidimensional spatio-temporal
coupled time series data, and extends the application scope of graph neural networks in industrial
process monitoring. From the practical application point of view, the model can effectively improve the
reliability and timeliness of industrial process anomaly monitoring, which provides a strong guarantee
for the stability and safety of industrial production.

2. Materials and Methods
In this section, the relevant methods involved are introduced to facilitate a better understanding

of the model architecture proposed in this paper.

2.1. Granger Causality

Granger causality is a statistical method for testing causal relationships in time series data,
proposed by economist Clive Granger. The core idea is that X can be considered to have Granger
causality for Y if information about a time series X in the past significantly improves the predictive
power of another time series Y. Specifically, tests of Granger causality are usually based on the F-test
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or chi-square test, which determines the significance of causality by comparing the goodness-of-fit
(e.g., the residual sum-of-squares or log-likelihood values) of models that include and do not include
the potential causal variables. The method is widely used in time series analysis to reveal dynamic
dependencies among variables and provides a tractable framework for causal inference[24–26].

Suppose there are two time series Xt and Yt, where t denotes time. For a regression model
containing past values of Xt and Yt is expressed as follows:

Yt = β0 + ∑ p
i=1βiYt−i + ∑ q

j=1γjXt−j+ε2t. (1)

Where p, q is the lag order of Yt, Xt,βi, γi is the regression coefficient, and ε2t is the error term, respec-
tively. The F-statistic is calculated using the following formula:

F =
(RSS1 − RSS2)/q
RSS2/(T − p − q)

. (2)

Where T is the sample size,p, q is the lag order of Yt, Xt, and RSS1, RSS2 is the square of its residuals
for the model without causality and the model with causality, respectively. If the F statistic is greater
than the critical value, the original hypothesis is rejected and Xt, Yt are considered to have Granger
causality.

2.2. Autoencoder

Autoencoder is a neural network-based nonlinear dimensionality reduction technique widely
used in data compression and feature extraction tasks. Its core idea is to map the original high-
dimensional data to a low-dimensional potential space through the collaborative work of encoder
and decoder, and reconstruct the original data in that space. This process can effectively capture the
nonlinear structure in the data, thus significantly reducing the data dimensionality while retaining the
main feature information, and providing support for subsequent data analysis and modeling[27–29].

The basic steps of an autoencoder include data preprocessing, model training, and potential space
extraction. First of all, the input data usually needs to be normalized to eliminate the effect of the
magnitude difference on the model training. The normalization formula is as follows:

Sistd=
Si−µi

σi
. (3)

Where Si is the time series data of sensor i,µi is the mean value of the time series data of sensor i, and
σi is the standard deviation of the time series data of sensor i. The data matrix S′

N = {S1std, · · · Snstd}
is obtained after the normalization is completed.

The training process of the autoencoder optimizes the model parameters by minimizing the
reconstruction error. The reconstruction error is usually calculated using the mean square error (MSE)
as the loss function, which is given in the following formula:

Loss =
1
n

n

∑
i=1

∥∥xi − xi
′∥∥2. (4)

Where xi is the original data, xi
′ is the reconstructed data, and n is the number of samples.

During the training process, the encoder maps the input data Sistd to a low-dimensional potential
space H, whose dimension is much lower than that of the original data. The potential space H is
represented as follows:

H = f (Sistd; We). (5)
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Where f is the nonlinear transform function of the encoder and We is the weight parameter of the
encoder. The decoder then reconstructs the original data from the potential space H and its output is:

Sistd
′ = g(H; Wd). (6)

Where g is the nonlinear transformation function of the decoder and Wd is the weight parameter of the
decoder.

Through training, the autoencoder is able to learn a low-dimensional representation of the data
H, which captures the main feature information of the data. Different from the traditional data
dimensionality reduction methods, autoencoders are able to handle nonlinear data structures, and
thus usually perform better on complex data sets. In addition, the potential spatial dimensionality of
the autoencoder can be flexibly adjusted according to practical needs, thus providing greater flexibility
for data compression and feature extraction.

2.3. Graph Convolutional Network

Graph convolutional network (GCN) proposed by Kipf et al. significantly improves the efficiency
and maneuverability of the model by simplifying the spectral graph convolution operation. The core
idea lies in iteratively updating the node representations using the aggregation mechanism of local
neighborhoods to effectively capture the topological information in the graph structure.Specifically,
GCN avoids complex frequency-domain transformations by approximating the spectral graph con-
volution as a linear combination of first-order neighborhoods, enabling the model to be operated
directly in the null domain and reducing the computational complexity. This design not only preserves
the global properties of the graph structure, but also enhances the expressive power of the model
by realizing the gradual integration of higher-order neighborhood information through multi-layer
stacking[30–33].Define the graph structure as G = (V, E), where V denotes a node in the graph
and |V| = n, and E denotes an edge.The nodes are usually represented by the matrix X = Rn×m, n
denotes the number of nodes,and m denotes the dimension of the features. Define its adjacency matrix
A = [ai,j] ∈ Rn×n to be a square matrix of order n, where the value of ai,j denotes whether there is
an edge connection between vertex i and vertex j. Define the matrix Ã and the degree matrix D̃ as
follows:

Ã = A + In. (7)

D̃ii =
n

∑
j=1

ãij. (8)

Where ãij ∈ Ã, In is a unit matrix of size n × n with diagonal element 1. Each layer of convolution
operation of GCN can be represented as:

H(l+1) = σ(D̃− 1
2 ÃD̃− 1

2 H(l)W(l)). (9)

Where σ is the ReLU activation function. When l = 0, H(0) is the input feature matrix, usually denoted
as X, where each column corresponds to the feature vector of a node. W(l) is the trainable parameter
matrix for linear transformation of the features. D̃− 1

2 ÃD̃− 1
2 is the normalized representation of the

adjacency matrix Ã, making the aggregation operation more stable. H(l) is the graph node feature
representation matrix at layer l. H(l+1) is the updated graph node feature representation matrix.

3. Anomaly Monitoring Model for Industrial Processes Based on Graph Similarity
The time series anomaly monitoring model of graph similarity network based on multi-scale

features consists of two parts: time series data processing module and graph similarity calculation
module, and the model structure is shown in Figure1. The time series data processing module takes
two sets of time series data from standard normal working conditions and monitoring process as
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input, and completes the transformation from two-dimensional time series data to graph time series
set through the multidimensional time-varying feature graph embedding process; the graph similarity
computation module takes the above two sets of graph time series sets as input, and obtains the
similarity scores of the two graph structures in the same moment after a series of feature extraction
and aggregation processes, and then converts them into graph differences to complete the process
anomaly monitoring and alarm.

Figure 1. Schematic structure of graph similarity-based industrial process anomaly monitoring model

The multidimensional time-varying features proposed in this paper are defined as the historical
data based on the moment t. The length of the time window is taken as m. The combination of the
original time features of the data at the moment {t − n, t − n − 1, · · · , t − 1} and the statistical features
of the time series data computed based on the original time features are extracted as the feature
representation of the data values of t at the current moment, and the multidimensional time-varying
feature embedding is repeated for t as t progresses step by step in the time series, until t is the current
moment. The graph structure usually consists of nodes, edges, edge weights, node features and other
elements. When mapping industrial process data into the graph space, each industrial sensor can be
represented as a node in the graph structure, and the coupling relationship or physical connection
between sensors can be treated as an edge connected to the node.

Complex industrial processes with dynamic and non-stationary features generate multi-
dimensional spatio-temporal coupled time series data with high time dependence, based on which,
this paper proposes a time series data processing module to deeply extract the time dependence of
the data, and at the same time, utilize the graph structure to capture the spatial coupling relationship
among sensors, and then monitor the process anomalies timely and accurately through graph simi-
larity computation. Specifically, firstly, in the time series data processing module, Granger causality
calculation is used to determine the dynamic dependency relationship among sensors, while data
downscaling technology is used to construct a low-dimensional space, and furthermore, a multidi-
mensional time-varying feature map embedding strategy is adopted to expand the time series data
in the two-dimensional space to the three-dimensional space and eventually mapped to the graph
space, completing the graph structure of the multidimensional spatio-temporally coupled time series
data. The graph structure provides a more intuitive expression for the visualization of data rela-
tionships, and at the same time, the graph space data can effectively capture the nonlinear coupling
relationship between variables, thus enhancing the generalization ability and prediction accuracy of
the model. Second, in the graph similarity computation module, node features of the graph structure
are extracted using graph convolutional network aggregation to make them globally relevant. Further,
global features at the graph level and local features at the node level are captured respectively using
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Neural Tensor Networks and histogram statistics, and are inputted to the fully connected layer for
similarity score output through feature aggregation. Through the multi-level feature capture and
feature aggregation and fusion mechanism, the global structure and local details of the graph can
be considered comprehensively, which significantly improves the accuracy and robustness of graph
similarity calculation. In the absence of a large number of data anomaly markers, the model realizes
unsupervised monitoring of industrial process anomalies by outputting the deviation score of the
current production process from the standard normal production conditions as the basis for judging
the anomalies. The model shows significant advantages in dealing with complex industrial process
multidimensional spatio-temporal coupling time series data anomaly monitoring, which can effectively
deal with complex industrial data, improve the accuracy and robustness of anomaly detection, and at
the same time has a strong generalization ability, which is applicable to a variety of industrial scenarios.
Through the combination of global and local features, the module can reflect the operating status of
the system more comprehensively and provide reliable support for anomaly monitoring.

3.1. Time Series Data Processing

When dealing with multidimensional spatio-temporally coupled time series data of industrial
processes, data dimensionality reduction and compression is a key step to improve the computational
efficiency due to data redundancy and complexity. In this paper, the initially collected industrial sensor
time series data is firstly represented as a set SN = {S1, S2, · · · Sn}. In order to reveal the potential
dynamic connections between sensors, Granger causality analysis was first used to explore the causal
dependencies between the sensors. Next, an autoencoder is used to downscale the data. By minimizing
the error between the input data and the reconstructed data, the self-encoder is able to learn an efficient
low-dimensional representation of the data while capturing the nonlinear relationships in the data,
thus retaining the key information in complex industrial data more effectively. By analyzing the
distribution of potential spatial features and their contribution to the reconstruction error, sensor data
that play a key role in the dimensionality reduction process can be identified, providing a more robust
feature representation for subsequent anomaly detection.

The time-series causality analysis reveals the dynamic dependencies between sensor data, while
the autocoder helps to identify the variables that have a major influence by quantifying the contribution
of each sensor data. Combining these methods can reduce the dimensionality of the data while retaining
key information, thus improving the efficiency and accuracy of the subsequent analysis. The specific
calculation formula is shown below:

GrangerCausality : Yt = β0 + ∑ p
i=1βiYt−i + ∑ q

j=1γjXt−j+ε2t. (10)

AutoencoderEquation :
⌢

X = fdecoder( fencoder(X)). (11)

By processing the industrial process sensor data, the first k main variables calculated by the
autoencoder are calculated and the sorted first k sensor data are selected for normalization based
on the contribution of the respective variables as the time series data set SK = {S1, S2, · · · Sk} of the
industrial process, where k < n, Si is the time series data of the sensor i.

For the t-moment data of Si, the time window length m = 10 is taken, and the original temporal
features and statistical features of the time series data at the moment of (St−10

i , St−9
i , · · · St−1

i ) are used
as the feature representation of the moment t. Multi-temporal dynamic feature embedding is repeated
for t as t progresses step by step in the time series, so that the original time series data is extended to
the three-dimensional space. The moment t data of Si embedded with dynamic multitemporal features
can be expressed as:

St
i = [µt

i , Mediant
i , Modet

i , Maxt
i , Mint

i , Q1t
i , Q2t

i , Q3t
i , St−1

i , St−2
i , · · · , St−10

i ]. (12)

Multidimensional time-varying features are an effective structure for time domain oriented data
processing, which can accurately capture the dependency and dynamic fluctuation of data on time
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series. The multidimensional time-varying feature graph embedding process proposed in this paper is
shown in Figure2.

Figure 2. Multi-dimensional time-varying feature graph embedding

The core of multidimensional time-varying feature graph embedding lies in mapping two-
dimensional spatio-temporal data into the graph structure space, and constructing graph structures
reflecting the system state at the current moment for the data in each time window. These time-ordered
graph slices are concatenated through the time dimension to form a dynamic graph sequence, thus
completely characterizing the spatial coupling properties and temporal evolution laws of sensor
networks in industrial processes. This graph structure-based modeling approach has significant ad-
vantages: in the spatial dimension, the graph structure can effectively capture the complex correlations
among sensors; in the temporal dimension, the dynamic graph sequence can accurately describe the
state evolution of the system. By combining the theories and methods of graph theory and graph
neural networks to characterize the macroscopic behavioral patterns and microscopic fluctuation
characteristics of industrial data, it provides a powerful tool for the analysis and modeling of complex
industrial systems.

3.2. Graph Similarity Calculation

In this section, the graph similarity calculation is described in detail.The multidimensional
spatial and temporal coupling of the industrial process of the standard normal operating conditions
of the graph time series set and online monitoring data after time series data processing from the
two-dimensional space mapped to the graph space, the formation of graph time series set G1 =

{Gt−n
1 , Gt−n−1

1 , · · · , Gt
1},G2 = {Gt−n

2 , Gt−n−1
2 , · · · , Gt

2},where Gi
1 = (V, E),Gi

2 = (V, E) denotes the
graph structural data at the moment , including the nodes, node multidimensional time-varying
features, edges, and other graph attributes. Gi

1, Gi
2 is used as the module input, and the graph

convolutional network is used to reaggregate all node features based on neighboring nodes to obtain
a new node multidimensional time-varying feature representation with global attributes, which is
calculated as follows:

conv(un) = f1( ∑
m∈N(n)

1√
dndm

umW(l)
1 + b(l)1 ). (13)

Where un ∈ RD, N(n) is the set of first-order neighbors of node n plus n itself,dn is the degree of node
n plus 1,W(l)

1 ∈ RDl×Dl+1
is the weight matrix associated with the l-th GCN layer,b(l)1 ∈ RDl+1

is the
bias term, and f1(·) is an activation function such as ReLU(x) = max(0, x).

Overall, the graph convolution operation aggregates features from the first-order neighbors of a
node, and when multiple graph convolution operations are performed, each node then has a feature
representation of the global attributes. The graph similarity computation process after aggregation by
GCN features is schematically shown in Figure3.
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Figure 3. Schematic diagram of the graph similarity calculation process

3.2.1. Graph Level Feature Aggregation

The graph level feature aggregation can encode the structure and feature information of the
graph, and through the aggregation of two graph level features, it can provide an important basis
for judging the similarity between two graphs. In the initial stage of graph similarity computation
module of Figure1, different colors denote different node features and after GCN the node features
are re-aggregated and the colors are changed accordingly. After the graph structure has gone through
multiple layers of GCN (3 layers are taken in this paper), the node embeddings are ready to be fed into
the Global Attention Awareness module (O-Att). In order to characterize each graph structure using
a set of features, a weighted aggregation of the nodes’ features can be used. Therefore, in order to
determine which nodes are more important and should receive more weights, we propose the Global
Attention Awareness Module that allows the model to learn weights guided by a specific similarity
metric.

The input node multidimensional time-varying features are represented as U ∈ RN×D, where
the nth row un ∈ RD is the multidimensional time-varying feature representation of node n . First
compute the simple global average vector c ∈ RD of the node features in the graph , and then perform
a nonlinear transformation as follows:

c = tanh((
1
N

N

∑
n=1

un)W2). (14)

Where W2 ∈ RD×D is a learnable weight matrix. The global average vector C adaptively computes
an attention weight for each node for the similarity measure of the global structural features of the
graph by learning the weight matrix. For node n, take the inner product between the global average
vector c and its node features, and the inner product result is used to decide that nodes that are similar
to the global average vector should receive higher attention weights. Finally the sigmoid function
σ(x) = 1

1+exp(−x) is applied to the above computed results to ensure that the attention weights are
within the range (0, 1). Finally, the graph level feature aggregation result H is the weighted sum of all
node features. The above attention mechanism can be expressed as follows:

h =
N

∑
n=1

f2(uT
n c)un =

N

∑
n=1

f2(uT
n tanh((

1
N

N

∑
m=1

um)W2))un. (15)
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Where f2(·) is the sigmoid function σ(·).
The weighted graph-level feature aggregation result hi, hj is thus obtained for modeling the

relationship between two graph-level embeddings using a neural tensor network (NTN):

ϑ(hi, hj) = f3(hT
i W [1:K]

3 hj + V

[
hi

hj

]
+ b3). (16)

Where W [1:K]
3 ∈ RD×D×K is the weight tensor, [] denotes the tandem operation,V ∈ RK×2D is a weight

vector, b3 ∈ RK is a bias vector, f3(·) is an activation function, K is a hyperparameter, and the control
model is the number of interaction (similarity) scores generated for each graph embedding pair.

3.2.2. Comparison of Node-Level Features

Node-level information (e.g., node feature distributions and graph sizes) may be lost as a result of
computing graph-level feature aggregation. In graph sequence data of industrial processes, the key
to the difference between two graphs lies in the difference in node features, which is often difficult
to reflect by graph level features. Therefore node-level feature comparison is also a key part of the
process of computing graph similarity.

The pairwise interaction score between nodes is calculated by the following equation:

S = σ(UiUT
j ). (17)

Where Ui ∈ RNi×D , Uj ∈ RNj×D is the characteristic representation of node i and node j. Since the
node-level features are not normalized, a Sigmoid function is applied to ensure that the similarity
score is in the range (0, 1). In order to ensure that the model’s representation of the graph structure is
invariant, a more efficient and natural way of utilizing S needs to be considered. Therefore, it is taken
to extract its histogram feature: hist(s) ∈ RB , where B is the hyperparameter (in this paper B = 16 )
that controls the bins in the histogram. The histogram feature vector, denoted as ς, is normalized and
output as a key part of the graph similarity computation.

3.2.3. Difference Computation after Adjacency Matrix Spreading

After obtaining the graph level features and node differences, we focus our attention on the
adjacency matrix in order to capture the more detailed differences between the two graphs. The
adjacency matrices of the two graphs are flattened into one-dimensional vectors, where each element
denotes the degree (i.e., the number of neighbors) of the corresponding node. Specifically, for graphs G1

and G2 , their adjacency matrices are A1 and A2 , respectively, where A1, A2 ∈ Rn×n ,n are the number

of nodes. First calculate the degree vector for each node: D1 =

[
n
∑

j=1
A1,ij

]n

i=1

, D2 =

[
n
∑

j=1
A2,ij

]n

i=1

Then,

the values of the corresponding positions of these two degree vectors are subtracted to obtain a new
vector:

∆D = D1 − D2. (18)

Where the length of ∆D is the number of nodes n, and each element represents the difference between
the degrees of the corresponding nodes in the two graphs.

Through the above calculation, the difference relationship between the neighboring matrices of
two graphs is obtained more intuitively, which provides the basis for graph similarity calculation.

3.2.4. Similarity Score Calculation and Exception Alarm

The coarse global information from graph-level feature aggregation is combined with the fine-
grained information captured by node-level feature comparisons as well as the difference features of the
adjacency matrix in order to provide a comparative, comprehensive graph structure characterization
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of the model. In the final stage, a standard multi-layer fully connected neural network is applied to
gradually reduce the dimensionality of the similarity score vector. Finally, a score ⌢s ij ∈ R, is predicted
and compared to the ground truth similarity score using the following mean square error loss function:

ζ =
1
|ϑ| ∑

(i,j)∈ϑ

(
⌢s ij − s(Gi

1Gi
2)). (19)

Where ϑ is the set of training graph pairs and s(Gi
1Gi

2) is the true similarity between Gi
1, Gi

2 , obtained
by normalizing the Euclidean distance of the node vectors:

s(Gi
1Gi

2) = Normalization(d(Gi
1Gi

2)). (20)

Where d(Gi
1Gi

2) =

√
n
∑

k=1
(pk − qk)

2 is the Euclidean distance formula, pk, qk denotes the coordinate

values of node P and node Q in the kth dimension, respectively, and n denotes the number of
dimensions of the space.

The calculated similarity score ⌢s ij ∈ R is transformed into the difference score between [0,1],
with larger values indicating larger differences. After many validations, the anomaly exceeding
threshold is usually set to 1.1-1.5 times of the average value of the difference score under normal
operating conditions, and the specific value needs to be set individually according to different operating
conditions. By comparing the deviation of the difference score calculated by the model with the overrun
threshold, the abnormal state at the current moment is determined.

3.3. Application Steps

Note:
• St

i : Data of sensor i at time t.
• SK: Sensor data after dimensionality reduction.
• Feature1: Raw time characteristics of dynamic data.
• Feature2: Dynamic statistical characteristics of dynamic data.
• Feature: Multidimensional time-varying characteristics of time series data.
• Grapht: Graph structure of data at time t.
• Graph_set: A set of graph sequences after time series data is mapped to graph space.
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Algorithm 1 Anomaly monitoring model of industrial processes based on graph similarity and
applications

Require:
1. Sst = {S1, S2, · · · , Sn}: Standard normal operating conditions time series data.
2. Sonline = {S1, S2, · · · , Sn}: Online monitoring of time series data.
3. m:The length of the time window.

Ensure:
1. Trained model.
2. Graph Discrepancy Score.
3. Abnormal Alarms.

1: Initialize the time window and graph model.
2: (1) Offline Modeling:
3: 1) Preprocessing:
4: Apply Granger Causality Sst, Sonline to compute causal relationships.
5: Apply Autoencoder to reduce dimensionality of Sst, Sonline,resulting in Sk1, Sk2.
6: 2) Multidimensional time-varying feature graph embedding:
7: for each time step t in T do
8: if t ≥ 10 then
9: for each sensor i in Sk1, Sk2 do

10: Feature1 = {St−10
i , St−9

i , · · · , St−1
i }

11: Feature2 = statistics({St−10
i , St−9

i , · · · , St−1
i })

12: Feature = concat[Feature1, Feature2]
13: Grapht = Data (Feature, [Granger_causalityt

i,j])
14: end for
15: else
16: continue
17: end if
18: end for
19: 3) Model Training:
20: Train the Model using Graph_set.
21: Label = Euclidean distance(Nodes)
22: Graph Similarity Calculation
23: (2) Online anomaly monitoring and location tracing:
24: Online monitoring data pre-processing.
25: Apply the trained model to compute graph similarity.
26: Comparison of graph similarity calculations with overrun thresholds.
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4. Experimental Applications
This section validates the validity and reliability of the application of the graph similarity network

time series anomaly monitoring model based on multi-scale features proposed in this paper based on
Tennessee-Eastman (TE) process data. The dataset used and a discussion of the experimental results
are presented in the following section.

4.1. Introduction to the Tennessee-Eastman (TE) Process Dataset

Based on the actual chemical reaction process, Eastman Chemical Company has developed an
open and challenging chemical modeling simulation platform, the Tennessee Eastman (TE) simulation
platform. The data generated by this platform are time-varying, strongly coupled and nonlinear,
and are widely used to test control, monitoring and troubleshooting models of complex industrial
processes.

Figure 4. Schematic of the Tennessee-Eastman (TE) process

The TE process dataset consists of a training set and a test set, and the training set and test set data
consist of data from 22 different simulation runs, respectively, with each sample data containing 12
manipulated variables, 22 continuous process measurement variables, and 19 component measurement
variables. The training set samples are numbered as d00.dat to d21.dat, and the test set samples are
numbered as d00_te.dat to d21_te.dat. where d00.dat and d00_te.dat are the samples under normal
operating conditions. d00.dat training samples are obtained under 25h running simulation. The total
number of observations is 500; d00_te.dat test samples were obtained under 48h running simulation
and the total number of observations is 960. d01.dat to d21.dat are training set samples with faults
and d01_te.dat to d21_te.dat are test set samples with faults. Each sample in the training set\test set
represents a fault. Where the training set samples with faults were obtained under a 25h running
simulation. The simulation starts without faults and faults are introduced at the 1h moment of the
simulation time, but the observations are collected only after the introduction of the faults, i.e., there are
only 480 observations. The test set samples with faults were obtained under a 48h running simulation,
the faults were introduced at the 8h time moment and a total of 960 observations were collected, of
which the first 160 observations were normal data.
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4.2. Experimental Analysis and Discussion of Results
4.2.1. Experimental Modeling

Considering the diversity of normal operating conditions data distribution, the combination of
normal operating conditions time series data and some fault conditions time series data in the dataset
is used as the training set to model and train the model.

Granger causality was used to determine the causal relationship between the sensors selected by
the above process. The maximum lag order of 9 was chosen and the relationship test was selected as
residual squared and F-test with p-value less than 0.05 and this was used as the edge of the connection
between the nodes. The causality results are shown in Figure5.

Figure 5. Results of Granger causality calculation for TE process variables

Dimensionality reduction and data compression operations on sensor datasets using autoen-
coder.The selection of potential dimensions with a cumulative explanatory power of 80% of the
autoencoder reconstruction error and the eventual selection of 24 sensor variables as key features that
can effectively characterize industrial processes significantly reduces the dimensionality of the data.
The selection results are shown in Figure6 and Table1.

Figure 6. Autoencoder dimensionality reduction of TE process sensor data
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Table 1. Results of the TE process autoencoder extraction of sensor variables, numbered in order of largest to
smallest explained variance ratiot

Node number Sensor number Sensor Name

0 44 Total feed volume
1 6 Reactor pressure
2 18 Stripper Steam Flow
3 36 Product component D
4 7 Reactor level
5 28 Reactor feed component C
6 29 Empty material component A
7 1 Material D Flow
8 45 Compressor recirculation valve
9 25 Reactor feed component D
10 19 Compressor power
11 15 stripper pressure
12 48 Stripper gas flow
13 14 Stripper Level
14 51 Condenser cooling water flow
15 39 Product component G
16 26 Reactor feed component E
17 41 D feed volume
18 27 Reactor feed component F
19 10 Vapor/liquid separator temperature
20 12 Vapor/liquid separator pressure
21 32 Empty material component E
22 34 Empty material component G
23 49 Steam Valve for Stripper Tower

From the above Granger causality calculation results and with reference to expert experience,
a multidimensional time-varying feature graph embedding work is carried out based on the main
influencing variables in the downscaling results of the autoencoder data, which extends the two-
dimensional time-series data to the three-dimensional space, and then maps it to the graph space, so
as to establish a set of graph sliced sequences based on the multi-temporal features, where each layer
of the graph structure is schematically shown in Figure7.

The industrial condition data from TE dataset are individually built into a set of graph slice
sequences based on multi-temporal features according to the above steps. The proposed industrial
process anomaly monitoring model based on graph similarity computation takes two time series sets
of the same length as inputs, feeds the stable graph slice sequence set into the model for offline training,
and retains the better model parameters to complete the online monitoring task on process data after
training, where the inputs for the online monitoring task are the standard normal working condition
data and online data. The Loss curve of offline model training is shown in Figure8.
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Figure 7. Graph structure creation

Figure 8. Loss Curve

4.2.2. Anomalous Monitoring Results

After analyzing the TE process fault samples, it is concluded that fault condition 01 is a step-
steady state change, which can characterize the actual production conditions of the process transient
anomalies, such as the material changes to correct the re-entry of the steady state; fault condition 06 is a
step change, which can be characterized by sudden-type faults in actual production conditions, such as
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mechanical failures, steep pressure increases, etc.; fault condition 13 is a sinusoidal change, which can
characterize slow-change faults in actual production conditions, such as slow drift in sensor accuracy,
pipe leakage, etc.; fault condition 18 contains both step and sinusoidal two types of process parameter
changes. Therefore, this paper selects the test set data of fault conditions 01, 06, 13 and 18 (data length
of 960) as the validation data set to verify the reliability of the model proposed in this paper. Figure
9-12 show the anomaly monitoring of the above faulty working conditions by the proposed model
in this paper, respectively. The upper part of the figure shows the comparison of the discrepancy
monitoring value and the threshold value between the faulty condition and the normal condition,
where the blue line represents the real-time monitoring value of the discrepancy, and the orange line
represents the over-limit threshold value; the lower part is the standardized result of Variable 1 under
the condition, and the combination of the two parts can accurately reflect the trend of the process data
over time and the anomalous situation.

Figure 9. Experimental results of abnormal monitoring for standard fault condition 01

Figure9 demonstrates the anomaly monitoring of the model proposed in the article for the
standard fault condition 01. In this case, Variable 1 shows a sinusoidal oscillatory trend at moments
160-500, followed by a steady state at moments 500-960. The anomaly monitoring results show that in
the 160-500 moments of abnormal fluctuations in process data to the upper and lower peaks of the
graph variance reaches its maximum, the model reacts to it, and then in the process of convergence to
the steady state the variance will gradually decrease, and gradually fall back to within the threshold
line of the overrun limit, in which there are still small fluctuations in the process data, and the model
quickly senses and monitors the changes in the graph variance.

Figure10 shows in detail the monitoring results for faulty condition 06. Before the fault is
injected (moments 0-160), the discrepancy variance value maintains at a normal level and fluctuates
slightly following the change of variables. After the fault is injected at moment 160, the discrepancy
monitoring value changes with the system step change and remains abnormal thereafter, clearly
indicating the sensitive response of the model to the fault. It is worth noting that despite the fault
being injected at moment 160, the model’s detection value does not change immediately, and it is not
until about moment 210 that the model’s prediction changes significantly. This delay phenomenon
can be explained by analyzing the system response at the initial stage of fault injection. At the initial
stage of fault injection, the macroscopic performance of the whole industrial process does not change
significantly and immediately, despite the change detected by the sensors of variable 1, which is
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Figure 10. Experimental results of abnormal monitoring for standard fault condition 06

consistent with the system inertia in the real production process. After about 280 moments, the value of
variable 1 reaches a new stable level and remains stable thereafter. The maintenance of this stabilization
period suggests that once the system has adapted to the faulty state, its behavior will stabilize until
appropriate corrective actions are taken. The model proposed in this paper is able to deeply extract the
temporal and spatial coupling of production data, and is able to capture and issue timely alarms in
case of process anomalies, which is of great practical application value for improving the reliability
and safety of industrial processes.

In an in-depth analysis of the standard fault condition 13, we observed that after the introduction
of the fault in the system at moment of time point 160, the production data started to exhibit significant
non-stationary sinusoidal oscillatory characteristics, and this oscillatory pattern contrasted with the
stable or cyclic variation trend that the system exhibits under normal operating conditions. Over time,
the amplitude of data oscillations under faulty conditions gradually increases due to the drift of key
reaction dynamics parameters, showing a continuous change in the dynamic characteristics of the
system. By comparing the sequence of data plots under abnormal conditions and standard normal
conditions, it can be found that the difference between the two shows a trend of gradual increase and
accompanied by oscillation, and when the oscillation falls back to the normal region, the difference
between the conditions also decreases. The model accurately identifies and follows the abnormal
changes between the conditions and quantifies them as difference scores, which provides a reliable
basis for monitoring the anomalies.

In an exhaustive analysis of the anomaly monitoring results for the standard fault condition 18,
by looking at the trend plot of variable 1, we find that after the introduction of the fault, the data
undergoes a half-sinusoidal variation followed by a significant jump and then stabilizes. Characterizing
anomaly changes using the degree of dissimilarity means that the magnitude of the dissimilarity value
varies with the fluctuation of the anomaly over time, and when the anomaly variable remains stable,
the degree of dissimilarity between the cases also remains stable within a certain range because the
graph similarity calculation is oriented towards the influence of global variables with spatio-temporal
coupling relationships.
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Figure 11. Experimental results of abnormal monitoring for standard fault condition 13

4.2.3. Control Experiments

In this paper, three groups of controlled experiments are set up to verify the effectiveness of the
proposed model. The first group is a control experiment of anomaly monitoring based on the data of
standard fault condition 01 using the traditional cosine similarity calculation method in the form of
similarity measure with the model proposed in this paper. The second group is a control experiment
of anomaly monitoring based on the data of standard fault condition 01 using the PCA through the
multivariate statistics of the over-limit determination method with the model proposed in this paper.
The third group is a control test using traditional statistical and deep learning methods based on data
from standard fault conditions 06, 13, and 18, with FNR and FPR as benchmarks, against the model
proposed in this paper. The experimental results are shown below.

In the first set of control experiments, the anomaly detection method based on cosine similarity
is used to analyze the process data of standard anomaly condition 01. Specifically, we converted
the cosine similarity results for each time point into a difference degree value in the interval [0,1],
where a larger difference degree value indicates a more significant difference between the data at the
two time points. Figure13 illustrates the results of this experiment, where the red scatter marks the
detected anomalies, the red dashed line indicates the preset threshold line, and the blue curve depicts
the trend of the degree of dissimilarity over time. In this experiment, 80% of the cosine similarity
is set as the overrun threshold and converted to the value of the dissimilarity in the interval [0,1].
Through Figure13, it can be observed that the traditional cosine similarity-based anomaly detection
method shows significant limitations in complex industrial process data, mainly in the form of higher
false alarms and omissions, while there is no significant difference between normal and anomalous
data. Specifically, in the range of 200 to 960 time points, the system incorrectly marks some normal
data points as abnormal, indicating that the cosine similarity calculation method fails to adequately
capture the local features and global coupling relationships of the data. Meanwhile, some of the
actual abnormal data points are not effectively identified, further revealing that the method is difficult
to accurately capture the abnormal signals in industrial data with strong spatio-temporal coupling
relationships. This experiment demonstrates the limitations of the traditional similarity calculation
method in dealing with complex industrial process data.
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Figure 12. Experimental results of abnormal monitoring for standard fault condition 18

The results of the second set of control experiments are shown in Figure14, which demonstrates
the results of monitoring the squared prediction error (SPE) statistic of PCA for standard abnormal
operating condition 01. During the training of the PCA model, it was determined through several
experiments that 80% of the variance was retained and the reconstruction error was set to 80%.
This parameter choice effectively reduces the dimensionality of the data while retaining most of the
important information, thus allowing the model to achieve optimal performance. However, it can be
observed from the figure that although the model responds to the working condition anomalies after
moment point 160, the analysis of the trend of variable 1 in the lower part of Figure9 shows that the
process data gradually tends to the steady state after moment 500. Although there are still a small
number of data points fluctuating outside the normal range, most of the data fluctuate within the
normal range. In contrast, the SPE values of the PCA model in Figure14 still classify all moments
as abnormal working conditions after the 500th moment, which is obviously inconsistent with the
actual production situation. This result suggests that the PCA model has some limitations in dealing
with the spatial coupling relationships and time dependence of the data. Specifically, PCA, as a linear
dimensionality reduction method, mainly relies on the second-order statistical properties of the data
(i.e., covariance matrix), which makes it difficult to adequately capture the nonlinear relationships
and dynamic properties in the data, and its detection may be less than ideal. In addition, the PCA
model has a high sensitivity to outliers, which may lead to an increase in false alarms. Despite the
advantages of PCA in terms of dimensionality reduction and feature extraction, its limitations may
lead to a decrease in the accuracy of anomaly detection when dealing with complex industrial process
data, and may not be able to adequately capture the nonlinear relationships and dynamic properties in
the data, which may lead to poor performance in the anomaly detection task.

The results of the third set of control experiments are shown in Table2, which were conducted
by principal component analysis (PCA), convolutional neural network (CNN), and long short-term
memory network (LSTM) against the method proposed in this paper.
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Figure 13. Anomaly monitoring results based on cosine similarity

Table 2. Results of the third group of controlled experiments

Methods PCA CNN LSTM Proposed model

Index FNR FPR FNR FPR FNR FPR FNR FPR

Test1 0.1600 0.0050 0.0612 0.2000 0.0912 0.1067 0.0875 0.0867
Test2 0.1867 0.0300 0.1638 0.1800 0.1288 0.1800 0.1163 0.1600
Test3 0.2000 0.0625 0.1212 0.1800 0.1163 0.2067 0.1075 0.1600

Table2 demonstrates a systematic comparison of the performance of the four methods on multiple
test sets (Test1, Test2, and Test3), focusing on evaluating the two key metrics, FNR and FPR, to measure
the accuracy and robustness of the model in the anomaly detection task. Experimental data show
that the model proposed in this paper exhibits significant performance advantages in most tests.
Specifically, the method proposed in this paper achieves a better balance between FPR and FNR, and
both are at a low level. In contrast, PCA, as a linear dimensionality reduction method, although it
performs better in terms of FPR, its FNR is higher, and the difference between FPR and FNR is more
obvious. This indicates that PCA has some limitations in dealing with high-dimensional and nonlinear
data, and it is difficult to fully capture the complex structure and dynamic characteristics in the data.
CNN and LSTM, although they perform well in local feature extraction and time series modeling,
and are able to capture long-term dependencies in the time series, they have deficiencies in dealing
with spatially-coupled data modeling with a global structure. This leads to their large FPR and FNR
values, which affects the overall performance of the model in anomaly detection tasks. In summary,
by combining the advantages of graph neural networks, the method proposed in this paper is able to
better model the global structure and spatio-temporal coupling relationships in industrial processes
and effectively deal with temporal and spatial dependencies, thus achieving better performance in the
anomaly detection task. This result shows that the model proposed in this paper has high accuracy
and robustness in dealing with complex industrial process data and provides new ideas and methods
for future anomaly detection research.

5. Conclusion
In this paper, a graph similarity network time series anomaly monitoring model based on multi-

scale features is proposed, while introducing a multi-dimensional time-varying feature embedding
method based on historical data and a data building graph structure method based on data reduced
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Figure 14. PCA squared prediction error (SPE) anomaly monitoring results

dimensionality and causality calculation. Based on this, an inter-graph similarity calculation method by
aggregating global features, node differences, and neighbor matrix differences is designed for process
anomaly monitoring applications. The reliability and timeliness of the proposed method in real-world
scenarios are verified by standard normal operating condition data as well as standard fault data of
the Tennessee-Eastman (TE) process. The proposed method for multidimensional spatio-temporal
coupling time series data, unsupervised and accurate monitoring of abnormal conditions with fewer
model parameters, effectively reduces the false alarms and omissions of normal measurement points
under abnormal conditions of industrial processes, and provides strong technical support for intelligent
monitoring and fault diagnosis of industrial processes.
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