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Abstract: Federated Learning (FL), as a distributed machine learning framework, allows multiple
parties to collaboratively train models without sharing their data, thereby protecting privacy and data
security. However, the issue of data heterogeneity—where data distributions, feature spaces, and
label spaces vary significantly across different clients—poses a critical challenge to the effectiveness of
federated learning. To address this problem, researchers have proposed various solutions, including
techniques to mitigate local model drift, adaptive model aggregation, local data augmentation, and
personalized federated learning. These strategies collectively enhance the capability of federated
learning in handling data heterogeneity, promoting its widespread application across numerous fields.
This review aims to summarize and discuss the latest advancements in these technologies.
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1. Introduction
With the increasing awareness of data privacy protection and advancements in technology, Feder-

ated Learning (FL)[1,2] has emerged as a novel distributed machine learning framework, gradually
becoming a hot research area in both academia and industry. Federated learning enables multiple
parties to collaboratively train models without sharing their local data, thereby effectively protecting
user privacy and data security. This approach is not only suitable for cross-organizational data collabo-
ration in fields such as smart transportation [3], medical image processing [4–6] and recommendation
[7,8], significantly expanding the scope of machine learning applications.

However, despite its numerous advantages, federated learning faces a significant challenge in
practical applications: the issue of data heterogeneity. Data heterogeneity refers to the significant
differences in data distribution including feature space [9,10] and label space [11,12] across different
clients. For example, in medical image analysis, hospitals may collect vastly different imaging data
due to geographical location and patient demographics; in financial risk assessment, customer profiles
among different banks can vary greatly. These differences lead to increased discrepancies between local
models, affecting the performance and robustness of the global model. Therefore, how to effectively
address the problem of data heterogeneity has become a critical subject in federated learning research.

To tackle this challenge, researchers have proposed various solutions, including but not limited
to mitigating local model drift, personalized federated learning, local data augmentation, improved
aggregation mechanisms [13]. Local model drift mitigation aims to reduce the impact of data hetero-
geneity by minimizing the differences between local models on different clients [14]. Personalized
federated learning [15] seeks to generate models tailored to each client’s specific data environment
through techniques like local fine-tuning, meta-learning, or multi-task learning, improving the align-
ment between local models and local data while ensuring consistency and stability of the global
model. Local data augmentation [16] enriches the training datasets of clients using data augmentation
techniques (such as data expansion, synthetic data generation), reducing the negative impacts of
data sparsity and heterogeneity. Improved aggregation mechanisms [17] optimize traditional simple
average aggregation methods by adopting importance-weighted aggregation, diversified aggregation
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rules, and adaptive aggregation algorithms to mitigate the influence of data heterogeneity on the
global model. While these methods have different focuses, their common goal is to enhance the ability
of federated learning systems to handle data heterogeneity, thereby improving the overall performance
of the global model.

Recently, several surveys have also summarized the latest research progress [18]. For instance,
[19] systematically categorizes data heterogeneity, statistical heterogeneity, system heterogeneity, and
model heterogeneity, proposing hierarchical solutions for each type of heterogeneity. Meanwhile, [20]
summarizes innovative applications of knowledge distillation techniques in federated learning con-
cerning privacy protection, communication optimization, and personalization. It classifies knowledge
distillation into feature distillation and output distillation according to technical approaches, com-
paring these methods with traditional FL methods, thereby highlighting the potential of knowledge
distillation in enhancing efficiency and effectiveness. Despite the extensive coverage provided by
these surveys on data heterogeneity issues and their solutions, there are still some methodological
shortcomings in investigating data heterogeneity. Although each survey attempts to analyze data
heterogeneity from different perspectives, they adopt varying classification standards and frameworks.
This inconsistency may make it challenging for researchers to obtain a comprehensive and unified
understanding. Most surveys focus on reviewing existing technologies and methods, with inade-
quate predictions about future development trends and how emerging technologies might influence
strategies for handling data heterogeneity. This limitation reduces their guidance value for long-term
research directions.

In conclusion, with the rapid development of federated learning technology and its broad appli-
cation prospects [21], addressing the issue of data heterogeneity has become a key factor in advancing
this field. It is hoped that through this review, readers will gain a comprehensive understanding
of the various methods currently used to overcome data heterogeneity and recognize the necessity
of continuous technological innovation for achieving more efficient, reliable, and widely applicable
federated learning systems. Future research will continue to focus on developing advanced algorithms
and technologies to meet the increasingly complex demands of real-world application scenarios,
propelling federated learning to new heights. This review will focus on discussing several primary
methods addressing data heterogeneity in federated learning and their latest research advancements.
Initially, we will elaborate its specific impacts on federated learning, helping readers understand why
it is an urgent issue to resolve. Subsequently, the article will delve into the fundamental principles,
implementation steps, and application scenarios of each solution, showcasing their practical outcomes
through specific case studies. Lastly, the paper will summarize the main contributions and limitations
of existing research findings, offering suggestions for further investigation, aiming to provide valuable
references for researchers in related fields.

2. Local Model Drift Mitigation
To train a global model, numerous efforts have been dedicated to addressing the Non-IID (inde-

pendent and identically distributed) challenge in Federated Learning (FL) [14,22–24]. In response to
this challenge, the research community has primarily developed two types of solutions. On one hand,
some works aim to alleviate the issue of uneven data distribution by adding a regularization term to
the local loss function. This approach seeks to introduce additional constraints so that each client’s
model updates are not only based on its own local data but also take into account the consistency
requirements across the entire network. The goal is to reduce model bias caused by differences in data
distribution. On the other hand, other studies focus on calibrating local model updates with global
information to achieve consistency among clients. Specifically, these methods might use global model
parameters or statistical information as reference points to guide participating parties in adjusting
their update directions and steps. The objective is to ensure that knowledge contributed by each client
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can be effectively integrated into the global model, even when there are significant differences in data
distribution, thereby enhancing the overall performance and generalization ability of the model.

2.1. Regularization-Based Drift Mitigation

Several methods propose adding regularization to the local loss function to achieve consistency
among locally updated models [25–28]. For instance, FedProx [26] introduces a proximal term into
the local objective function, which encourages the local updates to move towards both the local
optimum and the previously received global model. This approach helps mitigate the impact of data
heterogeneity by ensuring that local updates remain close to the global model. Another innovative
approach is proposed in [27], where a dynamic regularizer is introduced based on the current local
model and the received global model. This method aims to achieve the same stationary point across all
clients, thereby enhancing the overall consistency of the federated learning process. In [29], the authors
integrate the local training process with a primal-dual algorithm to enhance the consistency among
different variable models. This dual approach ensures that while each client’s model is optimized
for its local data, it also remains aligned with the broader federated model. FedSpeed [30] addresses
the issue that the prox-term can introduce bias into the local updates. To counteract this, they apply
a prox-correction term to the current local updates, effectively reducing the bias and improving
convergence efficiency. The work presented in [31] highlights the impact of hyperparameters in the
local update process on achieving consistency. By carefully tuning these parameters, they regularize
the local update process, ensuring better alignment between local and global models. Building on
this, [32] propose a surrogate loss function for quadratic models, demonstrating that the local learning
rate decay can balance the trade-off between the convergence rate and inconsistency. Additionally,
[33] employs a local fixed-point strategy to implicitly control the convergence of the local model,
ensuring stability and consistency within the federated learning framework. Finally, [34] propose an
adaptive method for tuning the global step size by computing a regularized term of all local updates,
addressing inconsistencies in local updates and promoting more coherent global model evolution.
These approaches collectively contribute to advancing the state-of-the-art in federated learning by
addressing the critical challenge of maintaining model consistency in the face of data heterogeneity,
thus paving the way for more robust and scalable federated learning systems.

2.2. Calibration-Based Drift Mitigation

Other works consider that the local gradient is biased and then correct the local gradient to
align the global gradient [30,35–38]. For instance, [35] first identifies the issue of local update drift in
Federated Learning (FL) and proposes Scaffold, a method that leverages the bias between the local
gradient and the global gradient to mitigate these drifts. Similarly, [39] acknowledges that the drift
between the local optimal model and the global optimal model inherently exists and suggests learning
a drift term to compensate for the local gradient. Another approach, proposed by [40], involves
incorporating global gradient information into the local training process to reduce local bias. These
methods collectively aim to address the challenges posed by data heterogeneity and non-IID (non-
independent and identically distributed) data distributions in FL. In addition to gradient correction,
some studies introduce momentum into FL frameworks. Momentum, which encapsulates information
from past gradients across clients, implicitly helps calibrate the drift. For example, [41–44] explore
the use of momentum to stabilize training and improve convergence in FL settings. By leveraging
historical gradient information, these methods aim to reduce the divergence between local and global
models, particularly in scenarios where clients have highly heterogeneous data.

Another line of research focuses on addressing the bias in the last layer of neural networks, which
is critical for classification tasks. FedRS [45] introduces an asymmetric loss function to calibrate the bias
of the last-layer parameters across different classes. Similarly, other works seek to align the outputs
of the last layer or the penultimate layer with the global model to achieve consistency. For instance,
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[46–48] propose techniques to fine-tune the final layers of the model, ensuring that local updates do not
deviate significantly from the global model. These approaches are particularly effective in classification
tasks, where the last layer plays a pivotal role in determining the model’s performance. Recently, a
more fine-grained approach to addressing client drift has emerged. Unlike previous works that treat
the training of deep neural networks (DNNs) as a whole and consider the drift of the entire local update,
FedNLR [49] reframes the problem of model drift as a neuron drift problem. This perspective views
client drift as a phenomenon occurring at the neuron level, offering a more granular understanding of
the issue. To address this, FedNLR adopts neuron-wise learning rates during the local training process,
allowing for more precise adjustments to individual neurons and thereby reducing overall model drift.
This approach represents a significant advancement in addressing the challenges of FL, particularly
in scenarios involving highly heterogeneous data and complex model architectures. In summary,
while traditional FL methods often struggle with issues such as local gradient bias, model drift, and
data heterogeneity, recent advancements have introduced innovative techniques to mitigate these
challenges. From gradient correction and momentum-based methods to fine-grained neuron-level
adjustments, these approaches collectively enhance the robustness and efficiency of FL, paving the
way for more effective collaborative learning in distributed environments.

3. Effective Model Aggregation
Federated Averaging (FedAvg) aggregates models by computing a weighted average of them

based on the amount of data each client possesses. However, while FedAvg has proven effective
in many scenarios, it may struggle with highly non-IID data distributions, leading to suboptimal
global models. Considering this, some aggregation techniques are designed to enhance the model
aggregation step on the server side, aiming to produce a more robust and accurate global model [17].

3.1. Adaptive Aggregation Weights

One of the typical research directions in federated learning is the determination of adaptive
aggregation weights, which play a crucial role in balancing the contributions of different clients to the
global model. Several studies have explored this area, such as [50–52], which propose various methods
to dynamically adjust aggregation weights based on client-specific characteristics. For instance, AUTO-
FEDAVG [53] tailors aggregation weights based on distinct institutional medical datasets, enabling
personalized medicine by accounting for the unique data distributions and requirements of each
institution. Similarly, L2C [50] identifies similar peers in decentralized federated learning settings
and adapts aggregation weights using local data, ensuring that clients with similar data distributions
contribute more significantly to the global model. While these approaches have demonstrated effective-
ness in creating personalized models for individual clients, they primarily focus on optimizing local
performance rather than achieving a robust global model. Considering this, some other works shift
the focus toward acquiring a high-quality global model that generalizes well across all clients. This is
particularly important in scenarios where the primary goal is to develop a unified model that can be
deployed universally, rather than tailoring models to individual clients. Recently, FedLAW [54] has
made strides in this direction by learning aggregation weights to achieve a global model. However, a
common limitation of these methods, including FedLAW, is their reliance on a proxy dataset available
on the server. This dependency can be problematic, as it assumes the server has access to representative
data, which may not always be feasible or practical, especially in privacy-sensitive applications where
data cannot be shared or centralized.

3.2. Model Fusion

Due to the permutation invariance of neural network parameters, several works have highlighted
that the ordering of parameters across different local models on clients may vary significantly, espe-
cially when data is Non-IID [55–58]. This variability can cause significant issues during the aggregation
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process. Specifically, a straightforward coordinate-wise average of local models might result in mis-
matches between corresponding parameters from different clients’ local models, leading to degraded
performance of the aggregated global model. To address this challenge, researchers have proposed
various strategies aimed at reordering or aligning the parameters of local models before aggregation.
These approaches seek to ensure that similar parameters are matched across different clients, thereby
improving the effectiveness of the aggregation process. One approach involves using the Hungar-
ian algorithm [59] to optimally match the parameters of local models. This method formulates the
parameter alignment problem as an assignment problem where the goal is to minimize the overall
mismatch cost between corresponding parameters across different clients. Another strategy employs
Bayesian methods [60] to infer the most probable parameter alignment. By modeling the uncertainty
in parameter positions, this approach provides a probabilistic framework for aligning parameters,
which can be particularly useful in scenarios with high variability in data distributions. A more recent
development involves leveraging graph matching algorithms [61] to align the parameters. In this
context, each local model’s parameters are represented as nodes in a graph, and edges are formed
based on similarity metrics. The graph matching algorithm then seeks to find the optimal alignment
that maximizes the total edge weight, effectively aligning similar parameters across different clients.
These techniques aim to mitigate the negative impact of parameter permutation invariance by ensuring
that the aggregated model benefits from well-aligned contributions from all clients. However, these
methods also introduce additional computational overhead and complexity, necessitating careful
consideration of trade-offs between alignment accuracy and efficiency. Moreover, future research could
explore hybrid approaches that combine multiple alignment strategies or integrate them with other
federated learning enhancements such as differential privacy or adaptive aggregation. By doing so, it
may be possible to achieve both robustness against data heterogeneity and efficient model aggregation,
paving the way for more scalable and effective federated learning systems.

3.3. Federated Distillation

Knowledge Distillation (KD) is a widely used technique to transfer knowledge from one or more
pre-trained networks, referred to as teachers, to another network, known as the student [62]. The
core principle of knowledge distillation lies in aligning the soft predictions (e.g., logits or probability
distributions) of the student model with those of the teacher model. This alignment enables the student
to mimic the behavior of the teacher, often leading to improved generalization and performance, even
when the student model is smaller or less complex [63–66]. Building on this idea, federated distillation
extends the concept to distributed learning environments by employing ensemble distillation. In this
approach, the logits or soft predictions of multiple local models (acting as teachers) are aggregated
and averaged, and the global model (student) is trained to align with this ensemble output [67–70].
This method allows the global model to benefit from the collective knowledge of all participating
local models, even in the absence of direct data sharing. A significant advancement in federated
distillation was introduced by [71,72], who proposed a server-side knowledge distillation technique.
This method leverages an unlabeled proxy dataset on the server to transfer knowledge from multiple
local models to the global model. By distilling the ensemble of local models into a single global
model, this approach addresses some of the challenges posed by data heterogeneity and non-IID
(non-independent and identically distributed) data distributions across clients. However, a limitation
of these methods is that they assign equal weights to all local models during the distillation process,
disregarding the varying quality and relevance of each local model’s knowledge. To address this,
DaFKD [22] introduced an adaptive weighting mechanism that assigns specific weights to each local
model based on its contribution to the ensemble distillation. This adaptive weighting strategy better
accounts for data heterogeneity and ensures that more reliable or relevant local models have a greater
influence on the global model.
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Despite these advancements, a common limitation of many federated distillation methods is their
reliance on an auxiliary or proxy dataset available on the server. In real-world federated learning
scenarios, such a dataset may not be accessible due to privacy concerns, regulatory restrictions, or
practical constraints. To overcome this limitation, recent studies have explored data-free federated
distillation techniques. For example, [22,73,74] proposed replacing the proxy dataset with synthetically
generated data. These methods use generative models or other data synthesis techniques to create
representative samples that mimic the distribution of the local data, enabling ensemble distillation
without requiring actual data on the server. This data-free approach not only preserves privacy but
also enhances the practicality of federated distillation in scenarios where data sharing is prohibited or
impractical.

In summary, federated distillation represents a powerful paradigm for knowledge transfer in
distributed learning environments. By leveraging ensemble distillation, adaptive weighting, and
data-free techniques, researchers have made significant strides in addressing challenges such as
data heterogeneity, privacy preservation, and the absence of proxy datasets. These advancements
pave the way for more robust and scalable federated learning systems, enabling the deployment of
high-performance global models in a wide range of real-world applications.

4. Client Selection
Client selection has emerged as a critical method to optimize the coordination and efficiency

of the Federated Learning (FL) process by strategically choosing a subset of participating clients
for each training round. Since the introduction of the original random sampling approach, several
advanced client selection techniques have been developed to address the limitations of naive random
selection [75–78]. Recent research has demonstrated that well-designed client selection strategies
can significantly enhance model performance by improving the convergence rate of FL training
[79,80], reducing the number of required training rounds [81], and promoting fairness in scenarios with
unbalanced data distributions [82–84]. These improvements are achieved through various mechanisms,
such as sampling clients based on the size of their local datasets [85,86], clustering clients with similar
data characteristics [87], or prioritizing clients based on the magnitude of their local loss values [88–90].
These strategies aim to ensure that the selected clients contribute meaningfully to the global model
update, thereby accelerating training and improving model accuracy.

However, many of these client selection strategies overlook the inherent heterogeneity in client
capabilities, such as computational power, communication bandwidth, and data quality. This oversight
can lead to inefficiencies, as clients with limited resources may slow down the training process or
provide updates that are less informative. To address this limitation, state-of-the-art methods like DivFL
[91] have introduced more sophisticated selection criteria. DivFL, for instance, proposes selecting a
small but diverse subset of clients whose aggregated updates can approximate the contributions of the
entire client population. By prioritizing clients with representative gradient information, DivFL not
only boosts training efficiency but also ensures that the selected subset captures the diversity of the
overall data distribution. This approach mitigates the risk of bias introduced by non-representative
client selection and enhances the robustness of the global model.

In addition to improving efficiency and fairness, advanced client selection techniques also play
a crucial role in addressing challenges such as stragglers (clients that are slow to respond) and
dropouts (clients that fail to participate in a round). For example, methods that account for client
resource heterogeneity can dynamically adjust the selection process to prioritize clients with sufficient
computational and communication capabilities, thereby reducing delays and improving the overall
reliability of the FL system. Furthermore, incorporating client selection strategies that consider data
quality and relevance can help mitigate the impact of noisy or low-quality data, leading to more
accurate and reliable global models.
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In summary, client selection has evolved from simple random sampling to sophisticated strategies
that consider factors such as data distribution, client capabilities, and gradient diversity. These
advancements have significantly improved the efficiency, fairness, and robustness of FL systems.
By addressing the challenges posed by client heterogeneity and resource limitations, state-of-the-art
methods like DivFL demonstrate the potential of intelligent client selection to unlock the full potential
of federated learning in real-world applications. As FL continues to scale to larger and more diverse
environments, further innovations in client selection will be essential to ensure optimal performance
and scalability.

5. Data Augmentation
Data augmentation is a powerful technique that enhances model generalization by leveraging

additional samples, which can be generated through various methods such as synthetic data genera-
tion [16] or by utilizing publicly available datasets [92]. In the context of federated learning, where
client data is often heterogeneous and unevenly distributed, traditional training approaches may
struggle to achieve optimal model performance. Data augmentation addresses these challenges by
introducing a variety of transformations, including geometric modifications like rotations, flips, and
scaling, as well as more advanced techniques such as generative adversarial networks (GANs) to create
synthetic data. These approaches help alleviate issues related to data scarcity and distribution shifts,
ultimately improving the robustness and generalization capabilities of federated learning models [93].

One notable data augmentation method is Mixup, which generates new training samples through
linear interpolation between pairs of existing samples. This technique has been successfully integrated
into federated learning frameworks to enhance model performance, particularly in scenarios with
highly non-independent and identically distributed (non-IID) data. For example, FedMix [94] incorpo-
rates the Mixup technique to improve model accuracy while preserving user privacy by avoiding the
direct sharing of raw data. Additionally, generative models like GANs are employed to synthesize
data that closely resembles the real data distribution, effectively addressing the issue of insufficient
local data on client devices. Another innovative approach, RandAugment [16], automates the data
augmentation process by randomly applying a sequence of image transformations, thereby generating
diverse and robust training samples that enhance model performance on large-scale datasets.

Beyond traditional data augmentation, some studies focus on transforming heterogeneous feature
spaces into homogeneous ones through feature mapping techniques. For instance, certain works [95]
propose augmenting feature representations to align disparate feature spaces, enabling more effective
model training across diverse data sources. This approach is particularly valuable in federated learning,
where data from different clients may exhibit significant variability in feature distributions.

Collectively, these techniques—ranging from traditional data augmentation and Mixup to ad-
vanced generative models and feature mapping—play a crucial role in addressing the challenges posed
by data heterogeneity in federated learning. By incorporating these strategies, federated learning sys-
tems can achieve greater robustness, adaptability, and performance across a wide range of applications.
This not only improves the accuracy and reliability of models but also ensures that privacy and data
security are maintained, making federated learning a more viable solution for real-world, distributed
data scenarios.

6. Personalized Federated Learning
Personalized federated learning is to train personalized models for each client to mitigate the

impact of data heterogeneity over the global model.

6.1. Partial Sharing Based Personalized Federated Learing

Partial parameter sharing has emerged as one of the primary strategies for achieving personalized
federated learning (PFL), enabling clients to maintain customized models while still benefiting from
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collaborative learning. Previous studies in this domain have primarily focused on sharing specific
layers of neural networks to achieve personalization. For instance, some works have explored sharing
only the batch normalization layers while keeping other layers client-specific, allowing for localized
adaptation while maintaining some level of global consistency [10]. More recent research has shifted
toward sharing the full feature extractor while customizing only the classifier head, a strategy that
has shown promise in balancing global generalization with local personalization [96–99,99–101]. This
approach leverages the feature extractor to capture shared knowledge across clients while allowing
the classifier head to adapt to local data distributions, thereby achieving a more personalized model.

Several notable methods have been proposed within this framework. For example, Fed-RoD [96]
shares the full feature extractor but employs different softmax functions for global and local learning,
enabling clients to tailor their models to specific tasks while still benefiting from a shared feature space.
Similarly, FedBABU [98] maintains a fixed global classifier during local fine-tuning, ensuring that the
global model remains stable while allowing clients to adapt the feature extractor to their unique data.
Another innovative approach, kNN-Per [102], combines a global model with local k-nearest neighbors
(kNN) classifiers, enhancing personalization by leveraging both global and local decision boundaries.
LG-FedAvg [103] takes a different approach by jointly learning the entire network during local updates
and aggregating only the top layers based on pre-trained global networks via FedAvg, ensuring that the
shared layers remain consistent across clients. FedRep [101] shares the feature extractor by averaging
its parameters across clients, while FedProto [104] aligns feature representations among clients to
achieve a shared feature space. The latest method, FedPAC [105], further refines this approach by
simultaneously averaging feature extractor parameters and aligning feature representations, achieving
a more robust and harmonized shared model.

In summary, partial parameter sharing has become a cornerstone of personalized federated
learning, with various methods exploring different strategies for sharing and customizing model
components.

6.2. Regularization Based Personalization

Regularization methods play a pivotal role in federated learning by imposing constraints on local
training to enhance the personalization of local models while maintaining alignment with the global
objective. These methods employ various regularizers to guide the optimization process, ensuring
that local models do not deviate excessively from the global model, especially in non-IID data settings.
Several studies have explored the use of model parameters to construct regularizers, providing explicit
guidance for local training. For instance, [106] introduces a dynamic regularization approach that
adapts to the local data distribution, while [107] proposes a personalized federated learning framework
that leverages model parameter-based regularizers to balance personalization and generalization.

To address the challenges posed by data drift in non-IID environments, some works focus
on correcting the update direction for each client. For example, [108] introduces a control variate
mechanism to reduce client drift by aligning local updates with the global model, and [109] proposes a
method that dynamically adjusts the aggregation weights based on client performance, ensuring more
effective updates in heterogeneous settings. These approaches help mitigate the adverse effects of data
heterogeneity, enabling more stable and efficient federated learning.

Another line of research emphasizes aligning the representations or prototypes of heterogeneous
clients to facilitate better knowledge transfer and reduce communication overhead. Works such as [110]
and [111] propose methods to align client-specific prototypes or feature representations, enabling the
global model to learn a more robust feature extractor with fewer communication rounds. These tech-
niques not only improve model performance but also reduce the computational and communication
costs associated with federated learning.

Recent advancements in regularization methods have focused on leveraging soft labels or sta-
tistical information to enhance knowledge sharing among clients. For instance, [112] utilizes soft
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labels to regularize local training, enabling clients to benefit from the collective knowledge of the
federation without sharing raw data. Similarly, [113] introduces a framework that aligns client models
using statistical information, promoting consistency across heterogeneous clients. Additionally, [15]
proposes a method that incorporates global statistics into local training, ensuring that local models
remain aligned with the global distribution while preserving personalization.

Collectively, these regularization methods address the inherent challenges of federated learning,
such as data heterogeneity, client drift, and communication inefficiency. By incorporating parameter-
based regularizers, correcting update directions, aligning prototypes, and leveraging soft labels or
statistical information, these techniques significantly enhance the personalization and robustness of
local models. This, in turn, improves the overall performance and scalability of federated learning
systems, making them more suitable for real-world applications with diverse and distributed data
sources.

6.3. Layer-Wise Personalization

Considering the distinct representations of different layers in deep neural networks (DNNs),
several personalized federated learning methods have been developed by adopting layer-wise aggre-
gation strategies. These approaches recognize that different layers of a DNN capture varying levels of
abstraction, from low-level features in shallow layers to high-level semantic representations in deeper
layers. To leverage this hierarchical structure, some methods keep the batch normalization layers
personalized and refrain from aggregating them on the server. This strategy helps avoid the drift
of local features caused by non-IID (non-independent and identically distributed) data distributions
across clients, ensuring that each client retains its unique feature normalization statistics [114,115].
By preserving the local characteristics of batch normalization layers, these methods enhance the
personalization of models while still enabling collaborative learning.

In addition to personalizing batch normalization layers, many works focus on aggregating only
the shallow layers of DNNs, as these layers typically capture general features that are transferable
across clients. These methods assign the same aggregation weights to the shallow layers, facilitating
the transfer of general knowledge while allowing deeper layers to remain client-specific for person-
alized adaptation [116,117]. This approach strikes a balance between global generalization and local
personalization, enabling clients to benefit from shared knowledge while maintaining the flexibility to
adapt to their unique data distributions.

Recently, more advanced techniques have emerged to address the challenges of layer-wise ag-
gregation in heterogeneous federated learning environments. For instance, pFedLA (personalized
Federated Learning with Layer-wise Aggregation) considers the varying impacts of different layers and
employs a hypernetwork to generate layer-wise aggregation weights for each client. By dynamically
adjusting the aggregation weights based on the specific characteristics of each client’s data, pFedLA
mitigates knowledge transfer conflicts and enhances the effectiveness of collaborative learning in
heterogeneous settings [118]. However, one limitation of pFedLA is the significant training effort
required to achieve convergence, which can hinder the adaptive transfer of knowledge among clients.

To address this limitation, KAPC (Knowledge-Adaptive Personalized Collaboration) proposes a
more efficient approach by directly learning the layer-wise aggregation weights instead of generating
them through a large DNN. This method reduces the computational overhead and accelerates conver-
gence while maintaining the ability to adaptively transfer knowledge across clients. By focusing on
the direct optimization of aggregation weights, KAPC demonstrates great effectiveness in achieving
personalized federated learning with minimal training effort [119,120].

In summary, layer-wise aggregation has become a key strategy for personalized federated learning,
enabling clients to share general knowledge while preserving local adaptations. From personalizing
batch normalization layers to dynamically generating aggregation weights using hypernetworks, these
methods have significantly advanced the field. However, the computational complexity of some
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approaches, such as pFedLA, has highlighted the need for more efficient solutions. KAPC addresses
this challenge by directly learning aggregation weights, offering a scalable and effective alternative
for personalized federated learning in heterogeneous environments. These advancements underscore
the importance of balancing computational efficiency with the need for adaptive and personalized
knowledge transfer in federated learning systems.

7. Future Direction
7.1. Data Heterogeneity in Federated Multimodal Learning

Multimodal data has broader applications in real-world scenarios, and multimodal learning is the
foundational paradigm for learning from multimodal data [121]. Integrating multimodal learning
with federated learning represents one of the key future research directions. Therefore, federated
multimodal learning [122,123] is recently proposed, which significantly differs from traditional fed-
erated learning, primarily reflected in the following aspects. First, Federated multimodal learning
needs to handle multiple types of data simultaneously (such as text, images, audio, and video) [124–
126], while traditional federated learning typically focuses on a single data type. The heterogeneity
of multimodal data is stronger, making feature extraction and fusion more challenging. Federated
multimodal learning requires designing complex model architectures to process data from different
modalities and studying cross-modal feature fusion mechanisms (such as attention mechanisms and
cross-modal alignment), whereas traditional federated learning often employs a single model structure.
The distribution differences of multimodal data across different devices or nodes are more pronounced,
and there may be alignment issues between modalities (e.g., mismatched text and images). Feder-
ated multimodal learning needs to explore cross-modal data alignment and distribution adaptation
techniques, while traditional federated learning mainly focuses on distribution differences within a
single modality. The communication and computational costs for multimodal data are higher, ne-
cessitating research into efficient modal compression [127,128], selective transmission [129,130], and
asynchronous training techniques [28,131,132] in federated multimodal learning, whereas traditional
federated learning focuses more on optimizing the communication of gradients or model parameters.
In summary, federated multimodal learning faces more challenges in data-heterogeneous scenarios
but also offers broader application prospects for cross-modal collaborative learning.

7.2. Data Heterogeneity in Federated Learning with Large Language Models

With the rapid development of Large Language Models (LLMs) based on the transformer architec-
ture, LLMs are widely regarded as a key pathway to achieving general artificial intelligence [133–137].
The advancement of these large models requires vast amounts of data, and federated learning stands
out as one of the crucial methods for aggregating data from multiple parties. However, the training
of federated large models also faces the challenge of data heterogeneity [138]. In the direction of
data heterogeneity, research on federated LLMs significantly differs from traditional federated learn-
ing. Federated LLMs typically have a massive number of parameters (e.g., GPT, BERT, etc.), while
traditional federated learning often focuses on lightweight models [139,140]. The training and commu-
nication costs for are large [141–143], especially for LLMs, making efficient training and deployment
in heterogeneous data environments a key challenge. Traditional methods for small models may not
be suitable [144], and novel communication reduction methods are required. Federated LLM need to
handle more complex heterogeneous data (such as text, images, videos, and other multimodal data),
whereas traditional federated learning usually deals with single data types. LLM require stronger
cross-domain feature extraction and fusion capabilities to address the diversity of data distributions.
Federated LLM place greater emphasis on balancing global generalization and local personalization,
while traditional federated learning focuses more on global model performance. LLM need to achieve
personalized adaptation through techniques like fine-tuning and prompt learning (Prompt Tuning).
Federated LLM have higher demands for communication and computational resources, with research
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focusing on model compression, asynchronous training, and other techniques, whereas traditional
federated learning primarily concerns simple gradient aggregation and synchronous updates. In
summary, research on federated LLM in heterogeneous data scenarios is more challenging but also
offers greater potential for cross-domain collaborative learning.

8. Conclusion
Federated learning has made significant progress in addressing data heterogeneity issues, primar-

ily through strategies such as personalized models, adaptive aggregation, and knowledge distillation to
tackle the challenges posed by non-independent and identically distributed (non-IID) data. This paper
first describes methods for mitigating model drift. Then, it reviews model aggregation techniques,
including ensemble distillation and other approaches. Next, it summarizes client selection methods.
Following that, it discusses data augmentation techniques, such as sharing generated or public data,
to alleviate data heterogeneity. Additionally, it explores personalized methods, such as retaining
local parameters or dynamically adjusting layer-wise aggregation weights. Finally, it provides an
outlook on future research directions for data heterogeneity in federated learning, including federated
multimodal learning and federated large model learning. Future research needs to further explore
more efficient and secure heterogeneous data processing mechanisms in federated multimodal learning
and federated large model learning to enable the broader practical application of federated learning.
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