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11 Abstract: Opportunistic routing is the latest technique that uses the broadcasting nature of the
12 wireless medium to increase the number of potential forwarding nodes in the network. This, in turn
13 improves the delivery rate and reliability of data transmission in the network. Compared to all
14 previous classes of routing protocols, opportunistic routing offers numerous advantages which is
15 exploited by the latest applications for efficient communication and resource sharing in dynamic ad
16 hoc networks. These applications provide dynamic communication in disaster recovery
17 environments. The objective of this research work is to review and classify all the major
18 opportunistic routing protocols proposed for dynamic ad hoc networks. Further the issues and
19 challenges with each of these existing protocol is discussed and future research directions are put
20 forward
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24  1.Introduction

25 Flexibility and rapid adaptability to infrastructure-less locations have led to the growing
26  popularity and deployment of Mobile Ad hoc Networks (MANETSs) [1-10] for communication
27  purposes. Today, MANETs are being used for communication, disaster recovery operations and
28  resource sharing. Working as an autonomous system, all the devices in MANETSs can dynamically
29  join or leave the network at any time without disrupting the communication. Every device in the
30  network plays the dual role of a router and a host, cooperates and coordinates with each other to
31  make routing decisions in the network. Data is transmitted in the network in a store and forward
32 manner from the source node to the destination node via the intermediate nodes. Ease of deployment,
33  speed of deployment and the ability to self-organize and self-adapt is some of the major advantages
34 of this network.

35 One of the major challenge in MANETS is in efficiently routing the data packets from the source
36  to the destination. Traditional topology based protocols like Destination Sequenced Distance Vector
37  (DSDV) [11], Optimized Link State Routing (OLSR) [12], Topology Dissemination Based on Reverse-
38  Path Forwarding (TBRPF) [13], Dynamic Source Routing (DSR) [14], Associativity-Based Routing
39  [15], Ad hoc On Demand Distance Vector (AODV) [16] and Temporally Ordered Routing Algorithm
40  (TORA) [17] depend on predetermined routes between source and destination devices. With highly
41  mobile nodes, it is impossible to maintain a deterministic route. Also the discovery and recovery
42 procedures are time and energy consuming. The new class of protocols known as geographic routing
43 protocols [18-22] used location information to route the packets in a hop by hop fashion from the
44 source device to the destination device. Most of these protocols selects the device that has maximum
45  progress to the destination (nearest to the destination) as the best forwarder to forward the data
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46  packet. These protocols suffer from many limitations in dynamic ad hoc networks especially when
47  the best forwarder is unavailable.

48 Opportunistic routing and forwarding have provided an efficient solution to this problem.
49  Opportunistic routing protocols [23-44] were proposed to offer reliable data delivery and excellent
50  Quality of Service (QoS) to applications using MANETSs for communication and resource sharing.
51  Numerous advantages offered by OR protocols have enabled researchers to use them for
52 communication in MANETs deployed in some of the harshest environments like volcanoes,
53  hurricane affected regions and underground mines. They are currently being used in a wide range of
54 applications spanning from communication between rescue workers in disaster recovery operations
55  battlefield communications, industrial sites interconnection, emergency evacuation and recovery,
56  setting up communication in conferences and exhibitions to providing internet connections in rural
57  areas.

58 The major contributions of this paper are,

59 e Comprehensive review of all major opportunistic routing protocols proposed for dynamic ad
60 hoc networks. The advantages of each of the protocol is discussed and the issues and limitations
61 of each of the protocol is highlighted.

62 o Taxonomy of all the protocols is developed according to their working parameters. The working
63 and behavior of each class of protocol is explained in detail.

64 o Issues and challenges existing in the current opportunistic routing protocols are discussed and
65 the future research directions are proposed.

66 Next section discusses the background and preliminaries behind opportunistic routing.

67

68 2. Background

69  Mobile Ad Hoc Networks

70 Mobile ad hoc networks (MANETS) are a collection of wireless devices like mobile phones,
71 laptops, PC’s and iPads that can form instantaneous temporary networks without the support of any
72 pre-existing network infrastructure or centralized control. It works as an autonomous system of
73 mobile hosts connected by wireless communication links. The network is configured in a way that all
74 the devices can dynamically join or quit the network at any time without disrupting communication
75  between other devices. Every device in the network plays the dual role of a router and a host,
76  cooperates and coordinates with each other to make routing decisions in the network. Data is
77  transmitted in the network in a store and forward manner from the source node to the destination
78  node via the intermediate nodes.

79 Ease of deployment, speed of deployment and the ability to self-organize and self-adapt
80  without the help of any underlying infrastructure has contributed to the growing popularity of
81  MANETs in research as well as in industry. Today MANETSs are used for communication and
82  resource sharing in a wide range of applications. Figure 1.1 illustrates an example of a simple
83 MANET.
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84
85 Figure 1 Mobile Ad Hoc Network
86  Challenges in MANETs
87 MANETSs are autonomous systems that can be set up dynamically at any place using a

88  group of wireless devices like mobile phones, laptops, iPads etc. and without the help of any
89 infrastructure like base stations or access points. The network does not have any centralized authority
90 for control and management. Devices are free to join or quit the network at any point of time. At
91  every time, all the devices are free to travel throughout the network in any direction and with any
92  random speed.

93 Routing of data packets from the source to the destination device is managed with dual role
94 of ahost and router played by all the devices in the network. Every device can communicate directly
95  with the other devices residing in its transmission range. To communicate with devices that are
96 outside the transmission range, each device has to use the intermediate devices as relay devices and
97  transmit the data packet hop by hop. MANETSs derive a number of challenges associated with the
98  wireless communication channel. They are,

99 *  Lack of protection from outside signals.
100 e Lack of fixed boundaries.
101 e  Time varying and asymmetric propagation properties of the channel.
102 e Interference and error prone wireless channel.
103 The major characteristics, issues, concerns and challenges of MANETs are,
104 e Infrastructure less and autonomous system.
105 e Variation in link and device capabilities.
106 e Constraints in energy.
107 e Network scalability.
108 *  Routing with dynamic network topology.

109  Static and Dynamic MANETs

110 MANETs are classified into static and dynamic based on the movement and speed of
111  wireless devices in the network. Static MANETs have devices with zero or very less mobility. The
112 wireless devices in the network do not move much in static MANETSs. Many industrial and healthcare
113  applications use static MANETS for communication and continuous monitoring.

114 Dynamic MANETs have mobile devices that change their position continuously in the
115  network. Majority of the latest applications used for communication and resource sharing are
116  working with dynamic MANETSs. Recently the speeds of the mobile devices are increasing rapidly
117  and their movement in the network have become highly unpredictable. This has led to the generation
118  of Highly Dynamic Mobile Ad hoc Networks (HDMANETSs). This research focuses on the working
119  of HDMANETs. Next section discusses the characteristics and working of HDMANETs.
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120  Highly Dynamic MANETS

121 Recent advancements in wireless technology have enabled mobile devices to move freely
122 with higher speeds in random directions in ad hoc networks. The mobility and speed of these wireless
123  devices have become highly unpredictable and is increasing day by day. Also the number of
124 connected devices in the network is increasing rapidly leading to highly dense and scalable ad hoc
125  networks. These scenarios have led to the generation of highly dynamic mobile ad hoc networks
126  (HDMANETS) in which numerous number of connected wireless devices move with higher speeds
127  inrandom directions.

128 HDMANETSs offer a number of challenges to various applications due to its unique
129  properties. The main characteristics of HDMANETSs are,

130 e Continuous movement of wireless devices.

131 *  Higher speeds of wireless devices.

132 ¢ Unpredictable movement of devices in random directions.

133 e  Higher number of connected devices.

134 *  Dynamic connections, disconnections and reconnections of devices.

135  Routing in HDMANETSs

136 This research focuses on the challenge of routing of data packets from the source to the
137  destination in HDMANETs. The unpredictable and frequent change in device position is the major
138  challenge involved in routing inside HDMANETSs. Dynamic network topology caused by random
139  device movements leads to frequent link failures and data loss.

140 This often leads to increased number of data retransmissions for the successful delivery of
141  data packet from one hop to the other in HDMANETS. Energy constrained wireless devices is another
142 major issue in designing a routing strategy for HDMANETs. Complexity of the routing technique
143 and the routing overhead incurred is another major challenge in routing. Error prone wireless
144 channel and interference are other major challenges involved in routing of data packets in these
145  networks. Next section discusses various routing protocols that have been proposed for MANETS.
146 Most of these protocols do not perform well in HDMANETSs.

147 Routing Protocols

148 This section gives a brief introduction to the various existing routing protocols proposed
149  for MANETs and HDMANETs. Figure 2 depicts the broad classification of various types of routing
150  protocols proposed for MANETs and HDMANETSs over these years.

151
ROUTING PROTOCOLS
IN MANETs
[ [ |
TRADITIONAL TOPOLOGY| |GEOGRAPHIC OPPORTUNISTIC
BASED PROTOCOLS PROTOCOLS ‘ PROTOCOLS
|
PROACTIVE | |REACTIVE | | HYBRID ‘
PROTOCOLS | [PROTOCOLS| |PROTOCOLS
152
153
154 Figure 2 Categories of Routing Protocols in MANETs
155 The entire routing protocols proposed for MANETs can be divided into three major
156  categories,
157 e Traditional Topology Based Routing Protocols
158 e Geographic Routing Protocols

159 e Opportunistic Routing Protocols
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160 Traditional topology based routing protocols were the earliest proposed protocols that
161  depended on predetermined routes from the source to the destination device. Most of these protocols
162  had a number of limitations in working in MANETs. These protocols are classified into three
163  categories,

164 e Table Driven Proactive Routing Protocols

165 *  Reactive On Demand Routing Protocols

166 e Hybrid Routing Protocols

167 Table driven proactive routing protocols try to maintain updated route information from

168  every device to the other devices in the network. The methodologies used by this type of protocols
169  are similar to the conventional distance vector and link state routing strategies. This type of protocols
170  periodically sends routing table updates in the network. Every device acknowledges the topology
171  changes in the network by propagating route updates throughout the network to maintain a
172 consistent network view.

173 Destination Sequenced Distance Vector (DSDV) Optimized Link State Routing (OLSR) and
174  Topology Dissemination Based on Reverse-Path Forwarding (TBRPF) are the major protocols
175  proposed in this category. Most of these protocols often depend on stable topologies and
176  predetermined routes in the network for efficient routing of data packets from source to the
177 destination device. Due to movement of devices in the network, it is often impossible to maintain
178  predetermined and accurate route information in MANETSs. These protocols therefore do not perform
179  well with MANETSs and suffer from significant performance degradation. The performance of these
180  protocols comes down further with increasing mobility of devices, making them highly unsuitable
181  for HDMANETsS.

182 Reactive on demand routing protocols creates routes only when they are requested by the
183  source device. A device initiates the route discovery process once it wants to send a data packet to a
184 destination device. Once a route is established, it is maintained until the destination become
185  unreachable. Dynamic Source Routing (DSR) Associativity-Based Routing, Ad hoc On Demand
186  Distance Vector (AODV) and Temporally Ordered Routing Algorithm (TORA) are the major
187  protocols in this category. Due to unpredictable and frequent movement of devices, source initiated
188  routes become obsolete frequently and this leads to their poor performance in MANETSs. Further the
189  performances of these protocols come down drastically with higher mobility of devices and are
190  unsuitable for HDMANETs.

191 To overcome these problems, a new class of routing protocols was proposed based on the
192 location information of the devices in the network. This new class of protocols known as geographic
193  routing protocols used location information to route the packets in a hop by hop fashion from the
194 source device to the destination device. Greedy Perimeter Stateless Routing (GPSR) is the most
195  referenced protocol in this category. This protocol selects the device that has maximum progress to
196  the destination (nearest to the destination) as the best forwarder to forward the data packet. When
197  this strategy was not possible in some region in the network, GPSR used a technique of routing
198  around the perimeter of the region. But the major problem with this category of protocols in
199 HDMANETs was when the best forwarder device moved away from the current location and it
200  became impossible to forward the data packet.

201 A major breakthrough in this area was provided with the discovery of opportunistic routing
202  and opportunistic data forwarding. Opportunistic routing protocols) were proposed to offer reliable
203  data delivery and good Quality of Service for applications using HDMANETSs for communication
204  and resource sharing. Next section gives a brief summary of the working of opportunistic routing
205  protocols.

206 3. Opportunistic Routing

207 The concept of opportunistic routing was first given by Extremely Opportunistic Routing
208  (ExOR) [44] protocol This was the first protocol aimed at exploiting and taking advantage of the
209  broadcasting nature of the wireless channel to improve performance of data delivery in the network.
210  Opportunistic Routing (OR) utilized the reception of the same broadcasted packet at multiple devices
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211  inthe network and selected one best forwarder device dynamically from the set of multiple receivers.
212  The most important advantage of this class of protocols is that they do not commit to a fixed route
213 before data transmission. The next forwarder device and the route are only determined dynamically
214 based on current network conditions and thus leads to its better performance compared to all
215  previous classes of routing protocol proposed for dynamic ad hoc networks.

216 When a sender device wants to send a data packet to a particular destination device, it broadcasts
217  the data packet to a list of candidate devices that are in its transmission range. Now these candidate
218  relay devices are prioritized based on some metric like Expected Transmission Count (ETX) or
219  Expected Transmission Time (ETT) calculated dynamically from the network. The candidate devices
220  thatreceive the data packet run a coordination scheme to determine the best forwarder for the current
221  data packet. Thus the forwarder device is selected dynamically from the network based on current
222  network characteristics. The data packet is then forwarded by the best forwarder device and this
223  opportunistic routing strategy continues till the data packet reaches the destination.

224 Stages in Opportunistic Routing

225 The complete working of OR can be divided into four stages. Every stage has equal
226  importance in achieving good performance with OR in dynamic networks. The four stages are,

227  Selection of Candidate Set

228 Initially in the first phase of selection of candidate set, the sender device generates a list of
229  candidate devices from the neighbouring devices that are in its transmission range. The source device
230  may use periodic or non-periodic message broadcasts to discover and maintain the list of candidate
231  devices in the network.

232  Data Broadcast

233 Once the candidate set is selected, the data packet is broadcasted by the sender to all the
234  devices in the candidate set. This is the major advantage of having multiple forwarders with
235  opportunistic routing, as more than one candidate device receives the data packet and is ready to
236  forward the data packet.

237  Prioritization of The Forwarder Devices

238 In the next phase, OR would sort the devices in the candidate sets based on a particular
239  metric calculated dynamically from the network. A number of metrics like Expected Transmission
240  Count (ETX) [34] Expected Any Path Transmission (EAX), Expected Transmission Time (ETT)
241  Expected Any Path Transmission Time (EATT) Expected Duty Cycle (EDC) etc. are used for
242  prioritization of forwarder devices. Based on the metric, the best forwarder device was selected to
243  forward the data packet to the destination.

244  Data Forwarding by the Selected Forwarder Device

245 Once the priority of devices was generated using the specific metric calculated from the
246  network, the data packet is forwarded by the best forwarder device in the list. This strategy is used
247 by OR till the packet reaches the destination device.

248  Advantages of Opportunistic Routing
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250 Figure 1 Advantage of Opportunistic Routing (illustration)
251 Figure 1 depicts the advantage of Opportunistic Routing (OR) over conventional routing

252  schemes. Here the MANET consists of a source device S and a destination device D with intermediate
253  devices A, B, C and E. The end to end delivery probabilities over each transmission link in the
254 network is assumed as shown in the figure.

255 Using OR concept the end to end delivery probability for data transmission in the network from
256  source device S to destination device D is obtained as Por = (1- (1-0.1)%) x (1) = 0.3 which is the
257  probability that at least one device among the four candidate devices (A, B, C, E) forwards the data
258  packet to the destination.

259 Using conventional routing strategy, the end to end delivery probability of data transmission is
260  obtained as, Pconventional = (0.1) x (1) = 0.1. This value is much less compared to the Opportunistic
261  Routing strategy. This proves the fact that OR protocols work much better compared to traditional
262  routing strategies.

263
DESTINATION
264
265 Figure 2 Increased Reliability with Opportunistic Routing
266 Figure 2 depicts the increased reliability in data transmission with OR strategy. Here device S

267  wants to transmit a data packet to device D in the mobile ad hoc network. An assumption is made
268  that the transmission link from S to B is having the highest delivery probability and thus using OR
269  strategy device B is selected as the next forwarder device in the network. Using OR strategy the data
270  packet broadcasted by source device S is received by all three intermediate devices A, B, C. So if
271  device B is unable to forward the data packet, device A or device C will forward the data packet.
272  Thus OR is more reliable compared to all the other categories of routing protocols.

273 Figure 3 illustrates the improvement in transmission range offered by OR. Here the device S has
274 three intermediate devices (candidate devices, A, B and C) to forward data to the destination. Using
275  OR strategy, device S may select device B as the best forwarder based on certain metric calculated
276  from the network. But the data packet sent by the source device may be received by device A also. So
277  device A which is much closer to the destination would forward the data packet, thus reducing the
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278  number of transmissions and improving the transmission range of devices in the network using
279  opportunistic routing.

DESTINATION
280
281 Figure 3 Improved Transmission Range with Opportunistic Routing
282  Applications of Opportunistic Routing
283 Opportunistic Routing has become very popular due to numerous advantages offered by

284  them in communication and resource sharing applications in dynamic ad hoc networks. Today OR is
285  used by a number of important and sensitive applications. Some of the major applications of OR are,
286 e Communication between the rescue officers in disaster recovery operations.

287 e Communication in earthquake and volcano affected areas.

288 e Providing internet for rural areas that are remote and difficult to be reached.

289 e Communication in underground mines.

290 e Communication and resource sharing in underwater sensor networks.

291 e Communication in oil and gas industry.

292 e Communication in emergency situations.

293 e Communication in battlefields.

294  3.Taxonomy of Opportunistic Routing Protocols

295 In this research a standard taxonomy of entire OR protocols are devised based on their working.
296  Figure 4 depicts the classification of OR protocols based on their working.

Opportunistic
Routing Protocols

Link state tOpOngy Geographic distance| [Cross 1ayer based Probability based Opﬁmization

based ORPs based ORPs ORPs ORPs based ORPs
297
298 Figure 4 Classification of OR Protocols Based on their Working
299 Link State Topology Based Opportunistic Routing Protocols uses link delivery probabilities for

300  candidate list generation and in making decisions on best forwarder device in the network.
301  Geographic Distance Based uses the information on the distance between the devices in the network
302  to make routing decisions. Cross Layer Based Opportunistic Routing Protocols make use of
303  information from MAC and Physical layers in making routing decisions in the network. Probability
304  Based Opportunistic Routing Protocols use delivery probabilities in the network for making routing
305  decisions and Optimization Based Opportunistic Routing Protocols tries to optimize the candidate
306  set using machine learning approach, graph theory etc. Table 1 presents the Taxonomy of entire OR
307  protocols proposed for dynamic MANETSs.

308 Table 1. Taxonomy of Opportunistic Routing Protocols
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Link state topology based opportunistic routing protocols make use of a link state style
updating mechanism for the calculated metric in the network. Also they use link delivery
probabilities as the decision making metric in the network. Further they try to notify each device with
the delivery probability of every link in the network using the link state type topology and updating

mechanism.

The first OR protocol proposed in this category was Extremely Opportunistic Routing (ExOR)
protocol [44]. This protocol introduced the batching systems in which a group of 10 to 100 packets
were broadcasted by the source device. This broadcasted group of data packets also consisted of
information on the potential forwarder devices. The priority of the devices was decided using the
Expected Transmission Count (ETX) metric which calculated the expected number of transmissions
for successful delivery of a packet over a link in the network. The major disadvantage of ExOR is that
it uses a link state topology updating scheme. ExOR requires periodic network wide measurement of
ETX value which is very difficult in Dynamic MANETSs with extremely mobile devices. Moreover,
communication and coordination between the candidate devices generated duplicate transmissions
when they were connected with links of low quality. Further, EXOR protocol gave low QoS in
Dynamic MANETSs and its performance degraded with increasing mobility of devices in the network.
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328 Opportunistic Any Path Forwarding (OAPF) protocol [45] improved on ExOR protocol with a
329  new metric known as Expected Any Path Transmissions (EAX) which calculated the expected
330  number of transmissions for successful delivery of data packet between a pair of devices in the
331  network. This metric was used by OAPF for candidate list generation and prioritization of the
332  forwarder device. This protocol also required network wide periodic measurement of EAX and
333  continuous updating which was quite impossible in extremely mobile environments. Thus this
334  protocol too suffered from performance degradations in Dynamic MANETSs.

335 MAC-Independent Opportunistic Routing and Encoding (MORE) protocol [46] tried to increase
336  the throughput of the network by integrating network coding into OR. This protocol too used the
337  batch mechanism in its operation and obtained better performance than ExOR protocol in. MORE
338  was one of the first protocols to use network coding as the coordination method between the
339  candidate devices in the network. This protocol used ETX as the metric to generate the candidate set
340  and to prioritize the potential forwarder devices. Although MORE achieved higher performance than
341  previous ORPs, this protocol too suffered from a major problem of increased duplicate transmissions
342  in the network and had issues with batch sizes and limits.

343 Code OR protocol [47] is another link state OR protocol that combined OR with segmented
344  network coding. This protocol too used ETX for candidate list generation and prioritization.
345  Although this protocol offered better throughout, it suffered from many problems in Dynamic
346  MANETs. It was quite difficult to determine the optimal segment size of the data packet with this
347  protocol and this contributed to the increased overhead in data transmission in the network.

348 XCOR [48] protocol also used similar OR and network coding strategies like Code OR and
349  MORE protocols. The major difference is that; this protocol was depended on neighbor overhearing
350  for coordination between the devices. Neighbor overhearing method was introduced to reduce the
351  overhead incurred by OR in Dynamic MANETSs with extremely mobile devices. XCOR prioritized
352  the devices in candidate set based on ETX value calculated from the network. One of the unique
353  features of XCOR protocol was that every device in the candidate set sends a report of received
354  packets to every other device in the set. This helped to reduce the duplicate transmission among the
355  devices in the network. Although XCOR reduced some duplicate data transmissions in the network,
356 it could not offer betterQoS and high performance in Dynamic MANETs.

357 Economy protocol [49] was proposed to reduce the duplicate transmission in extremely mobile
358  networks caused by previous OR protocols. Economy protocol introduced a new concept which
359  removed numerous unused and unreachable devices from the candidate list and reduced duplicate
360  transmissions. Token passing method was used by this protocol for coordination between the
361  forwarder devices in transmitting a data packet in the network. Economy gave better throughput in
362  the network compared to previous OR routing strategies, but incurred high overhead in data
363  transmission and it remained unsuitable for extremely dynamic MANETs.

364 Simple Opportunistic Adaptive Routing (SOAR) protocol [50] was an improved version of ExXOR
365  protocol and it used the same batching mechanism to transmit the data packets in the network.
366  Design and working of this protocol was uncomplicated and new techniques could be easily
367  integrated to the protocol. Although it offered better performance compared to EXOR and other OR
368  protocols, SOAR also suffered from the problem of periodic updating of the ETX metric in Dynamic
369 MANETs.

370 Cumulative Coded Acknowledgments (CCAK) [51] and Slide OR [52] used similar network
371  coding strategies with OR in dynamic MANETs. Slide OR used a segmented coding mechanism and
372  combined the packets belonging to different overlapping segments to increase the throughput of data
373  transmission in the network. Both the protocols tried to improve the reliability of data transmission
374  in the network and achieved higher throughput compared to previous OR protocols in dynamic
375  MANETs. But both these protocols suffered from performance degradations with increase in mobility
376  of devices in Dynamic MANETs.

377 Optimized Overlay-based Opportunistic routing (O3) [53] was one of the advanced OR
378  protocols using network coding proposed in this category. The main objective of this protocol was to
379  introduce a standard in the number of optimal coded packets that needs to be transmitted at a time
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380  in the network. This protocol solved some of the issues that existed in OR protocols with network
381  coding. Although this protocol offered better throughout compared to the previous OR protocols,
382  this protocol too suffered from performance degradations with increased mobility of devices in
383  Dynamic MANETs.

384 Table 2 summarizes the issues and drawbacks faced by link state based OR protocols in Dynamic
385  MANETs. Most of these protocols suffered from limitations in periodic network wide measurement
386  of different metrics in the network used for candidate set generation and prioritization. Also they
387  suffered from increased redundant data transmission with rising mobility of devices in the network.
388  Due to these limitations, applications have moved from link state OR protocols to optimized,
389  probabilistic, cross layer based and geographic OR protocols for communication and resource
390  sharing in Dynamic MANETSs with extremely dynamic devices.

391 Table 2. Issues and Challenges with Link State Based OR Protocols in Dynamic MANETSs
. Coordination
Protocol |Metric Issues and Drawbacks
Method

Limitations in periodic measurement of ETX metric due to
ExOR | ETX Timer + ACK link style topology.
Duplicate transmissions with low quality links.

Limitations in periodic measurement of EAX metric due to

OAPF | EAX ACK link style topology.
Low QoS in .
MORE | ETX Timer Redundzfmt packet.transmls.su.)ns.
Issue with batch size and limits.
Determining the optimal segment size.
Code OR| ETX ACK Managing the sliding window size.
Higher overhead.
XCOR | ETX Timer + Low QoS 'm dynamic ad ho'c r}etworks.
Overhearing Duplicate data transmissions.
Economy| ETX Timer Limitations in network wide ETX measurement.
High overhead.
SOAR | ETX Timer Usage of link state style topology database.

Limitations in periodic network wide measurements.

Limitations in network wide ETX measurement.
CCAK | ETX ACK High overhead.
Duplicate data transmissions.

Limitations in network wide ETX measurement.
Slide OR | ETX ACK High overhead.
Duplicate data transmissions.

Limitations in network wide ETX measurement.
(OX] ETX Timer High overhead.
Duplicate data transmissions.

392 5. Geographic Distance Based ORPs

393 Geographic opportunistic routing strategies used the location information of the devices to
394  generate the candidate list and to prioritize the set of forwarder devices. This type of OR protocols
395  were much more flexible and dynamic compared to other categories of OR protocols and offered
396  better performance.

397 Resilient Opportunistic Mesh Routing (ROMER) [54] was one of the first proposed geographic
398  OR protocols. This protocol used location information of the devices in the network with probabilities
399  in data transmission to prioritize the forwarder devices in the network. Using ROMER protocol,
400  forwarder devices located in the shortest paths were assigned a probability of one in data
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401  transmission. This protocol helped to reduce the occurrences of packet dropping attacks in the
402  network with extremely mobile devices. One of the major drawbacks with this protocol was the
403  increasing number of duplicate transmissions with rising mobility of devices in the network. This
404  protocol was therefore seldom used in Dynamic MANETs.

405 OPRAH protocol [55] used a number of positive techniques from the earlier proposed AODV
406  routing protocol. The main feature of this protocol was in maintaining more than one route to the
407  destination device in the network. Route with minimum number of hops was selected as the best
408  route to the destination device. The major advantage of this protocol was that it was less complex
409  and had low overhead. The major drawback of OPRAH protocol was that it suffered from duplicate
410  data packet transmissions in the network. Moreover, often this protocol was unable to discover the
411  optimal path to the destination, resulting in higher timing overhead and low performance in
412  Dynamic MANETs.

413 Directed Transmission Routing Protocol (DTRP) [56] is another geographic OR protocol that
414 used the transmission probabilities similar to ROMER protocol in dynamic ad hoc networks. Similar
415  to ROMER, all the forwarder devices in the shortest path of transmission was assigned a probability
416  one. All the remaining devices that took part in data transmission were assigned a different
417  probability value calculated based on the current network scenario. Although this protocol gave
418  higher delivery rate compared to previous OR protocols, it was mainly targeted for wireless sensor
419  networks. The protocol used beacon messages for transfer of location information between the
420  devices in the network. The major drawbacks of this protocol were high energy consumption and
421  overhead in data transmission.

422 Geographic Opportunistic Routing (GOR) [57], was one of the earliest protocols to use the timer
423  based coordination scheme among the various forwarder devices in the candidate set. Timer based
424 coordination technique was much simpler and efficient compared to many previous methods used
425  in Dynamic MANETs. This protocol used the Expected One Hop Throughput (EOT) metric that used
426  the delay caused by the coordination process among the devices to make routing decisions in the
427  network. GOR used the neighbor overhearing method to avoid packet retransmissions by lower
428  priority forwarders in Dynamic MANETSs with extremely mobile devices. Although the timer based
429  coordination methods was better compared to the previous methods, GOR suffered from duplicate
430  data transmissions in Dynamic MANETs.

431 Position Based Opportunistic Routing (POR) [58] and Multi-rate Geographic Opportunistic
432  Routing (MGOR) [59] protocols used the information on the position of the devices in the network to
433  generate the candidate set and also to prioritize the devices in the candidate set. MGOR protocol was
434  an improved version of the GOR protocol and used the OEOT metric for candidate set generation
435 and prioritization. Both the protocols achieved better performance compared to all previous
436  protocols in Dynamic MANETs. Both protocols achieved higher throughput and lower delay
437  compared to the previous protocols in Dynamic MANETSs. The major issue with POR protocol was
438  buffer occupancy in the devices. MGOR suffered from duplicate data transmissions in Dynamic
439  MANETs.

440 TLG-OR [60] combined geographic location information with details of link quality between the
441  devices and the remaining energy information of devices to improve the QoS for video traffic in
442  Dynamic MANETs. Link quality and energy of the devices were the two most important parameters
443  used by this protocol in deciding the forwarder devices in the network. This protocol however had
444 higher overhead in data transmission and did not have any provision to handle communication voids
445  in DYNAMIC MANETS with extremely dynamic devices. Also the protocol had serious performance
446  degradations in wireless networks with interference.

447 XLinGo [61] protocol was also aimed to improve the quality of video transmission in Dynamic
448  MANETs. This protocol also aimed at reducing the energy usage by the devices in routing of data
449  packets in the network. This protocol offered better performance in video transmission compared to
450  TLG-OR protocol in Dynamic MANETSs. This protocol too had higher overhead in data transmission
451  and did not have any provision to handle communication voids in DYNAMIC MANETS. Also this
452  protocol was not suitable for use in Dynamic MANETSs with extremely dynamic devices.
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453 Table 3 summarizes the issues and drawbacks faced by geographic distance based OR protocols
454  in dynamic MANETSs. Most of these protocols suffered from duplicate data transmission in the
455  network and incurred high time overhead with increased mobility in the network.

456 Also most of them had no strategies to handle communication holes in the network. Some of the
457  protocols had imitations in reliable delivery and continuous transmission of data in the network.
458  Researchers tried to overcome these limitations using various probabilities as metrics along with
459  location information in the network. Next section discusses the various probability based OR
460  protocols proposed for Dynamic MANETSs with extremely dynamic devices.

461 Table3 Issues and Challenges with Geographic Distance Based OR Protocols in Dynamic MANETs
. Coordination
Protocol Metric Issues and Drawbacks
Method
ROMER Hop count Overhearing Duplicate data traTrTsmissions. with increasing
mobility of devices
Suffers from duplicate data packet
transmission in the network.
OPRAH Hop count Overhearing Often, unable to discover the optimal path to
the destination
Higher timing overhead
DTRP High energy consumption

Hop count Timer High time overhead
No provision to handle communication voids

Timer + Redundant data transmissions
GOR EOT . L . .
Overhearing No provision to handle communication voids
POR Distance Timer Duplicate packet transmissions
Increased buffer occupancy.
MGOR OEOT ACK +. Time Overhead -
Overhearing Redundant data transmissions
Energy, Timer + Time Overhead
TLG-OR Distance . Duplicate data transmissions with increasing
Overhearing . .
mobility of devices
XLinGo | DFD+SSIM Timer Time Overhead

Redundant data transmissions

462 6. Probability Based ORPs

463 Probability based OR protocols used various probabilities of data transmission and delivery in
464  the network as the main metric in candidate set calculation. A number of OR protocols depending on
465  probability of data delivery, links and transmissions have been proposed over these years.

466 Fixed Point Opportunistic Routing (FPOR) protocol [62] tried to reduce the delay experienced
467 by the data packets in the network. This device utilized the probability of devices coming in contact
468  with each other to generate the candidate relay set. Contact probabilities of every device were
469  estimated in the network and this was given the prime importance in FPOR protocol. This protocol
470  suffered from low performance in Dynamic MANETs with extremely mobile devices. Also the
471  protocol was unable to efficiently manage the communication holes in the network.

472 Delegation Forwarding protocol [63] also used the contact probabilities of devices in the network
473  to make the routing decisions. It worked on the theory that frequently encountered devices would be
474 better forwarders in the network. This protocol was less complex and reduced some of the overhead
475  caused by earlier OR protocols. This was one of the better protocols used in communication in
476  disaster recovery operations. The protocol however had issues with bandwidth usage and storage in
477  the network. Duplicate messages generated in the network reduced the performance of this protocol
478  in Dynamic MANETSs with highly dynamic devices.
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479 OR-Flooding [64] protocol was designed to work in low duty cycle networks. Delay information
480  at the devices was used by this protocol to make forwarding decisions in the network. The major
481  advantage of this protocol was in low energy consumption compared to previous OR protocols. Also
482  this flooding technique had less delay compared to all previous flooding techniques in Dynamic
483  MANETs with dynamic devices. However, this protocol could only be used in duty-cycled stationary
484  networks.

485 Optimal probabilistic forwarding protocol [65] tried to improve on the delivery rate in the
486  network by generating multiple copies of the data packet and allowing the sender device to send
487  these copies to many potential forwarder devices in the network. This protocol could achieve better
488  throughput compared to previous protocols, but with many issues and limitations. The major issue
489  with this protocol was the large amount of duplicate messages generated in the network leading to
490  increased congestion and battery usage. These limitations made this protocol unsuitable for dynamic
491  MANETs with extremely mobile devices.

492 Encounter Based Routing (EBR) protocol [66] set an upper limit on the amount of duplicate
493  copies that can be generated from a data packet. The main objective of this protocol was to solve the
494 major issue of redundant data packets in the networks. Working of EBR is based on the encounter
495  probabilities of devices in the network and this protocol assumes that the devices that encounter
496  frequently are better forwarders for any data packet in the network. EBR had better performance
497  compared to Delegation Forwarding in Dynamic MANETs. Although EBR was able to limit the
498  number of duplicate packets generated in the network, it was unable to improve upon the QoS of
499  data transmission in networks with extremely mobile devices.

500 One of the latest OR protocol in this category, MaxOpp [67] was proposed by Bruno and Conti,
501  (2010). Although this protocol was a much improved version compared to all previous protocols, this
502  protocol too could not offer better performance in terms of Quality of Service in Dynamic MANETSs.
503 Table 4 summarizes the issues and challenges faced by various probability based OR protocols
504  in Dynamic MANETs. Due to numerous limitations of probability based OR protocols the focus
505  shifted to cross layer based protocols that utilized information from more than one layer. Information
506  from the Network layer, MAC and Physical layers were combined to improve the QoS in data
507  transmissions. The next section explains the working of cross layer based OR protocols in Dynamic
508  MANETs.

509 Table 4: Issues and Challenges with Probability Based OR Protocols in dynamic MANETSs
Protocol Metric Coordination Issues and Drawbacks
Method
FPOR Low performance in Dynamic MANETs.
Delay . Redundant messages.
Timer - .
based No efficient mechanism to handle
communication holes in the network.
Delegation High bandwidth required.
Forwarding Quality Overhearing Increased storage.
Redundant messages.
OR-Flooding Delay Overhearing Only works with duty-cycled stationary
networks.
OPF Large amount of duplicate messages.
PDR Ticket Based Increased congestion.
Increased battery usage.
EBR Delay Overhearing Low QoS with increasing mobility of devices.
MaxOpp ETX Overhearing Low QoS with increasing mobility of devices.

510

511
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512 7. Cross Layer Based ORPs

513 Cross layer based OR protocols utilized information from Network, MAC and Physical layer to
514  improve the efficiency of OR protocols in Dynamic MANETs with extremely mobile devices. This
515  information was used to generate the candidate sets and to prioritize the forwarder devices. Some of
516  these cross layer based protocols offered better performance compared to the previous three
517  categories of OR protocols in Dynamic MANETSs.

518 PRO protocol [68] used information from the network layer along with data from MAC and
519  Physical layers to improve the QoS of OR in Dynamic MANETSs. The protocol used Link Quality
520  Indicator (LQI) and Received Signal Strength Indicator (RSSI) as the major indicators for candidate
521  set selection and prioritization. The protocol measured the quality of various links in the network
522  and eliminated the low quality links. This protocol utilized overhearing property of the neighboring
523  devices as the coordination mechanism among the devices in the network. The transmission link that
524  had the maximum RSSI value was then selected to forward the data packet to the destination. PRO
525  protocol did not offer techniques to handle communication voids in the network and had high
526  overhead in Dynamic MANETS.

527 ILOR protocol [69] used the information on link quality towards the destination in prioritizing
528  the candidate set of devices and in selecting the best forwarder device in the network. The best
529  forwarder device was selected using the link quality information towards the destination in this
530  protocol. The major issue with this protocol was that the data packets can be relayed only up to two
531  hops in the network. This protocol was thus highly unsuitable for large ad hoc networks with
532  extremely mobile devices.

533 Simple and Practical Opportunistic Routing (SPOR) [70] was an interference aware cross layer
534  based OR protocol that used acknowledgements for each data transmission to avoid duplicate packet
535  retransmissions in extremely mobile networks. The major limitation with SPOR is that the
536  performance of this protocol comes down if the path of data transmission consists of more than four
537  hops. This protocol was therefore highly unsuitable for large ad hoc networks with many mobile
538  devices. Numerous limitations prevented this protocol from being used in real time applications.
539 Energy-Efficient Opportunistic Routing protocol (EEOR) [71] was aimed at minimizing the
540  energy usage of devices in the network. This protocol used information about transmission power of
541  devices in the network and was mainly used in wireless sensor networks. This protocol suffered from
542  low packet delivery rate in the network. This protocol could not offer better QoS in Dynamic
543  MANETSs with extremely mobile devices.

544 Cooperative Opportunistic Routing protocol (CORMAN) protocol [72] used information about
545  the position and speed of devices in the network to improve on previous OR protocols in Dynamic
546  MANETs. The protocol operated in similar fashion to the earlier proposed cross layer based PRO
947  protocol. This protocol used Link Quality Indicator (LQI) and Received Signal Strength Indicator
548  (RSSI) as the major indicators for candidate set selection and prioritization. This protocol made use
549  of arealistic propagation model in the network. CORMAN achieved better throughput compared to
550  previous OR protocols, but its performance came down with increasing mobility of devices in the
551  network.

552 The protocols Parallel-OR [73] and QoS Oriented Opportunistic Routing protocol (QOR) [74]
553  tried to increase the throughput of data transmission in the network by using information on signal
554 power from lower layers. Both the protocols exploited multiple paths to the destination. QOR
555 protocol used a token based coordination method among the devices in the network. The major
556  drawback of these protocols was that they never took account of the increasing signaling overhead
557  in data packet transmission in the network and gave moderate performance with increasing mobility
558  of devices in the network. They worked well with sensor networks but could not offer better QoS in
559  Dynamic MANETs.

560 Context Aware Opportunistic Routing (CAOR) protocol [75] offered much better performance
561  compared to all cross layer based protocols in Dynamic MANETSs with extremely mobile devices.
562  CAOR used coding gain information to increase the delivery rate in the network. The coordination
563  mechanism used was based on packet overhearing in the network. CAOR achieved higher data
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564  delivery rate compared to all the previous protocols in Dynamic MANETSs with extremely dynamic
565  devices. But the performance of this protocol came down with increasing mobility of devices in
566  Dynamic MANETSs. One of the latest cross layer based protocol ORW, [76] was mainly targeted to
567  achieve energy efficiency for wireless sensor networks. The protocol achieved in obtaining lower
568  delay in data transmissions, but offered low QoS in Dynamic MANETs with extremely mobile
569  devices. Most of the cross layer based protocols was often aimed to minimize the energy usage in the
570  network and was only suitable for wireless sensor networks. Most of them offered low QoS in
571  Dynamic MANETs with extremely mobile devices. Table 5 summarizes the issues and challenges
572  with cross layer based protocols in Dynamic MANETs.
573 Table5 Issues and Challenges with Cross Layer Based OR Protocols in Dynamic MANETs
Protocol Metric Coordination Issues and Drawbacks
Method
PRO Could not handle communication voids in the
RSSI Overhearing network
High time overhead
ILOR SNR CO;:;ZEOH Packets can be relayed up to two hops only
SPOR ACK + Performance comes down if the path consists of
Interference .
Overhearing more than four hops
EEOR Energy Overhearing Low performance in extremely mobile networks
CORMAN Performance came down with increasing mobility
Hop count | Overhearing of devices in Dynamic MANETSs
Time Overhead
QOR Link ACK + Performance came c.lown wit}} increasing mobility
Quality Overhearing of devices in Dynamic MANETSs
High Overhead
Parallel-OR Performance came down with increasing mobility
SNIR based ACK of devices in Dynamic MANETSs
Redundant packet transmissions.
Coding Data Performance came qown wit}} increasing mobility
CAOR Gain Overhearing of devices in Dynamic MANETs
High Overhead
ACK + Performance came down with increasing mobility
ORW EDC Overhearing of devices in Dynamic MANETs
High Overhead
o574
975 Due to numerous limitations of cross layer based protocols in Dynamic MANETS, the focus
576  shifted to incorporate various optimization techniques in already existing OR protocols. The next
577  section explains the working of optimization based OR protocols in Dynamic MANETs.
578 8. Optimization Based ORPs
579 Optimization based ORPs tried to optimize the candidate set selection and prioritization in
580  OR using various mathematical techniques like graph theory, machine learning etc. Each of the
581  protocol proposed in this category tried to improve on the basic building blocks of OR in Dynamic
582  MANETs.
583 Least Cost Opportunistic Routing (LCOR) [40] is one of the best optimized protocols
584  proposed in this category. This protocol helped to find the optimal candidate set for any source device
585  in dynamic environments. But the major problem with this protocol was the increased number of
586  duplicate data transmissions in Dynamic MANETSs with extremely mobile devices.
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587 Consort [77] and OMNC [78] optimization based OR protocols also tried to find out the
588  optimal candidate set in the network. These protocols also aimed to reduce the time overhead caused
589  in the network. But both the protocols couldn’t offer optimal paths to the destination and often
590  suffered from serious performance issues with rising mobility of devices in the network.

591 Adapt-OR [79] was an adaptive ORP that introduced a dynamic learning approach to
592  improve the performance of OR in extremely dynamic ad hoc networks. The protocol introduced a
593  new learning frame work for the network through which the details of various connections could be
594 learned. The protocol had major issues with the management of control packets in the network and
595  was often unable to discover the best path to the destination device in Dynamic MANETSs

596 Optimization based OR protocol, PLASMA [80] targeted to improve the performance of
597  routing in wireless mesh networks. PLASMA ensured that every device in the network was linked to
598  more than one gateway in the network. PLASMA then used a variation of the Bellman Ford algorithm
599  to compute the optimal paths from the source to the destination device in extremely dynamic
600  networks. PLASMA improved on the throughput offered in the network but was unsuitable for
601  highly scalable networks.

602 Time-sensitive Opportunistic Utility-based Routing protocol (TOUR) [81] aimed at
603  reducing the delay of data transmission in the network. The protocol selected potential paths that
604  offered much lesser delay in data transmission. But the protocol could not improve on the delivery
605 rate and throughput of data transmission in the network and suffered from many problems in
606  Dynamic MANETs.

607 Multi-constrained Any Path (MAP) protocol [82] used optimization techniques similar to
608  the Dijkstra’s algorithm to compute the optimal path to the destination. Although this protocol had
609  anumber of advantages compared to the previous protocols, it could not guarantee required QoS in
610  Dynamic MANETSs with extremely mobile devices.

611 Localized Opportunistic Routing (LOR) protocol [83] offered good performance compared
612  to previous protocols in Dynamic MANETSs with extremely mobile devices. LOR protocol divides the
613  entire network into smaller sub networks based on graph theory. It then used different routing
614  strategies within the smaller sub networks and between these sub networks to achieve better routing
615  performance in highly scalable and mobile ad hoc networks. LOR too could not guarantee required
616  Quality of Service in Dynamic MANETs with extremely mobile devices. Table 6 summarizes the
617  issues and challenges faced by various optimizations based OR protocols in Dynamic MANETs.

618 Table 6  Issues and Challenges with Optimization Based OR Protocols in Dynamic MANETs
Coordinatio
Protocol Metric ration Issues and Drawbacks
Method
LCOR EAX Overhearing Duplicate data transmissions in Dynamic MANETs

Duplicate data transmissions

ETX heari
OMNC B Overhearing Inaccuracies in finding the optimal paths

Duplicate data transmissions

Consort ETX Overhearing Inaccuracies in finding the optimal paths to the
destination
Adapt-OR| PDR ACK Issues in management of control packets
High Overhead

PLASMA EAX ACK Low Quality of Service in extremely mobile networks

TOUR Delay Overhearing Low QoS, High Time Overhead
Performance degradation with highly mobile
MAP EWATX | Overhearing devices

Duplicate messages generated.

LOR QI:Jlarili(ty Overhearing Performance degradation with highly mobile devices

619


https://doi.org/10.20944/preprints201907.0239.v1

Preprints (www.preprints.org) | NOT PEER-REVIEWED | Posted: 22 July 2019 d0i:10.20944/preprints201907.0239.v1

18 of 23
620 9. Issues and Challenges
621 Some of the major issues and challenges existing in the current protocols using opportunistic
622  approach are,
623 Lack of reliability and continuity in data transmissions.
624 Most of the existing OR protocols suffer from frequent data loss with increasing speed and

625  movement of devices in the network leading to increased delay. Lack of reliable data delivery is one
626  of the major problems faced by majority of OR routing protocols. Also due to frequent data losses,
627  continuity of data transmissions is not maintained. These two important reasons contribute to the
628  low performance of OR protocols in dynamic MANETSs.

629  Redundant data forwarding at the intermediate devices.

630 A major problem faced by various OR protocols in dynamic MANETs.with extremely
631  dynamic devices is the increasing number of redundant data forwarding at the intermediate devices.
632  OR strategy enabled data forwarding by the best forwarder device only. But due to inefficient
633  coordination methods between the devices, multiple/duplicate retransmissions of the same data
634  packet occurs at various intermediates devices and this leads to increased traffic and congestion in
635  the network. This is a very vital problem contributing to the below par performance and Quality of
636  Service of OR in dynamic MANETs. Further, this duplicate forwarding increase at an alarming rate
637  with the increase in speed and movement of the wireless devices in the network.

638  Time overhead caused by packet retransmissions.

639 Time overhead caused by frequent packet retransmissions is another major problem
640  existing in OR protocols. Although many protocols have tried to reduce the timing overhead, viable
641  solution is not available yet. Most of the solutions proposed had a number of limitations and couldn’t
642  be practically used in applications with OR.

643  Inefficiency in handling communication voids.

644 One of the major problem faced by almost all existing OR protocols in dynamic MANETs.
645 is the inability in handling communication holes in the network. Communication holes or
646  communication gaps can lead to many problems in routing of data packet between the devices in the
647  network. Most of the existing protocols have found it difficult to achieve good performance with
648  communication holes in the network. Efficient techniques to handle communication hole are still
649  unavailable in OR protocols.

650  10. Conclusions

651 The paper discussed the working of the latest opportunistic routing protocols in highly dynamic
652  ad hoc networks and highlighted the issues and challenges faced by them. All the existing protocols
653  proposed for dynamic ad hoc networks were classified based on their work. Each of the protocols
654  were discussed in detail along with their issues and drawbacks. This study would help researchers
655  in developing much more efficient and optimal routing protocols for dynamic ad hoc networks in
656  future Further researchers could also explore the possibilities of implementing opportunistic routing
657  in Underwater Sensor Networks [84-85], IoT Networks [86-99] and Vehicular Fog Networks [100-

658 104].
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